Advising your client about social media checklist

O Ask client what social media sites he/she uses, the frequency of use, and the last time used.

00 Discuss with the client that information, pictures, videos, messages, posts, texts, etc. to social
media websites may be discoverable and used in the course of litigation.

O The client should never post/share any confidential (attorney/client) communications online.
0 Discuss with the client the pros/cons of posting information relating to the litigation online.
0 Discuss with the client the pros/cons of posting anything online.

0 Discuss with the client that some sites, like FaceBook, have the ability to make the
information “private.”

00 Discuss with the client that what they perceive to be “private” might still be accessible
through various means.

O Advise the client NOT to delete social media.

O Advise the client NOT to deactivate their social media. Deactivated accounts may end up
being deleted by the social media site.

O Search for and review client’s social media sites.

00 Discuss with your client any inconsistencies between your client’s position and what was
obtained from the social media sites.



SAMPLE DISCOVERY REQUESTS

Interrogatory:

Identify all websites, e-mail providers, and messaging services that you have used to communicate
with other individuals in the prior two (2) years, and provide, for each, the account and/or user name
information associated the website or account (e.g., screen name, log-in name or e-mail address), the
names of all individuals who have access to the website or account, the last time the website or account
was accessed, and the email address(es) associated with the website or account.

Requests to Produce:

1. All photographs, videos, or other electronic images or depictions posted by Plaintiff, or anyone on
Plaintiff’s behalf, on Facebook, Twitter, MySpace, and/or any other social networking site to which
Plaintiff belongs or in which the Plaintiff participates from 20 to the present.

2. Electronic copies of Plaintiff’s complete profile on Facebook, Twitter, MySpace, and/or any other
social networking site to which Plaintiff belongs/participates in (including all updates, changes, deletions,
or modifications to Plaintiff’s profile) and all status updates, messages, wall comments, causes joined,
groups joined, activity streams, blog entries, details, blurbs, comments, photographs, videos, electronic
images, and applications for the period from 20_____to the present. (For Facebook, this can be done by
going to account settings and selecting “download a copy of your Facebook data.” Please produce an
electronic copy of this data on CD.) To the extent that electronic copies are not available of such profiles,
please provide the documents in hard copy form (e.g., printouts evidencing each account and copies or
screen shots of all photographs and messages included with the account).



Reno v. ACLU, 521 U.S. 844, 870 (1997) Well settled that the First Amendment’s protection extends to the
internet.

Prince v. Mallari, 2010 WL 1626422 (Fla. 5™ DCA 2010) Plaintiff does not give up all rights to privacy in every
area of her life merely by filing a lawsuit.

Salvato v. Miley, 2013 U.S. Dist. LEXIS 81784 (M.D. Fla. June 11,2013) Party seeking discovery has the
threshold burden of showing that the requested discovery is relevant. The mere hope that an individual's private
text-messages, e-mails, and electronic communication might include an admission against interest, without more, is
not a sufficient reason to require the person to provide open access to the individual’s private communications with
third parties.

Holland v. Barfield, 35 So. 3d 953 (Fla. 5" DCA 2010) In wrongful death action, appellate court quashed trial
court’s order compelling Petitioner to produce all of Petitioner’s computer hard drives and cell phone (including
evidence of Petitioner’s communications through mobile phone messages, facebook.com, and myspace.com.) from
24 hours preceding the date of death as overly broad and deficient in failing to protect against disclosure of
confidential and privileged information. More traditional, agreed-upon discovery requests for statements and
photographs, constituted less intrusive means to obtain to the same discovery.

Menke v. Broward County School Board, 916 So. 2d 8 (Fla. 4™ DCA, 2005) In challenge to suspension of
teacher for alleged exchange of sexually explicit e-mail messages with students, and derogatory comments
concerning school personnel and operations, appellate court prohibited unfettered access to teacher’s computers.

Iglesias v. It’s a living, Inc., 782 So. 2d 961 (Fla. 3d DCA 2001) Court quashed an order allowing discovery of
the plaintiff’s screen names and credit card numbers that he used on the internet. Court held that the order was
overly broad and a departure from the essential requirements of law.

EEOC v. Simply Storage Management, LLC, 270 F.R.D. 430 (S.D. Ind. 2010) Discovery of social networking
sites requires the application of basic discovery principles in a novel context. The fact that information contained
on such sites is password protected does not shield it from discovery if the information is relevant to a claim or
defense. 3

Rozell v. Ross-Hlet, 2006 WL 163143 (S.D.N.Y. 2006) Plaintiff alleged sexual harassment, computer hacking by
her employer, and emotional distress. The employer sought complete access to the plaintiff’s AOL account for a
specified time period. Court denied request, stating: “to be sure, anything that a person says or does might in some
theoretical sense be reflective of her emotional state. But that is hardly justification for requiring the production of
every thought she may have reduced to writing or, indeed, the deposition of everyone she might have talked to.”

Mackelprang v. Fidelity Nat’l Title Agency, 2007 WL 119149 (D.Nev. 2007) Rejecting request for unfettered
access to plaintiff’s MySpace accounts, despite argument that it might provide impeachment information or might
disclose other factors that caused the plaintiff’s emotional distress.

Romano v. Steelcase, Inc., 907 N.Y.S. 2d at 650 (N.Y. Sup. Ct. 2010) New York Supreme Court held, in an
action seeking damages for loss of enjoyment of life, social media discovery seeking information regarding this
type of loss, as well as the full extent of the plaintiff’s injuries is generally permissible. The court further held that
additional evidence contained on the profiles was likely to be both material and necessary to the defense of the
action. Court determined that the plaintiff did not have any expectation of privacy in the contents of the private
portions of her social media sites and the defendant’s need for the information outweighed any privacy concerns.
Further discovery allowed as plaintiff asserted that she was largely confined to her bed at home despite certain
Facebook photographs that showed her engaged in activities outside of the home.
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Electronic Evidence Trial Checklist

Relevancy
* Rules of Evidence - §90.401 & §90.402

* Does the electronic evidence make the existence of a material fact more probable or less
probable than it would without the electronic evidence?
* Low Threshold
« YES
« Need to authentic electronic evidence
» Need to survive hearsay objections
» Jury will then consider the weight of the evidence
. NO _
» KElectronic evidence will be excluded
Authentication
* Rules of Evidence: § 90.901 & § 90.902
* Electronic Evidence is NEVER self-authenticating
« Foundation required to for the jury to reasonable find that the electronic evidence is
what it is purported to be
« Reliability
 Authentication through Author
»  Best Method
+ Person has the knowledge of what is contained in the electronic evidence
because he/she created it
¢ Circumstantial Authentication
« 1.) Appearance

+ 2.) Contents )
+ 3.) Substance
* 4)) Internal pattern >_ CORROBORATION

« b)) Distinctive Characteristics
* 6.) Consistency
« 7.) Links to Author _
Hurdles of Evidentiary Rules
Hearsay Rules of Evidence - §90.801-§90-807
* Admission by a Party Opponent §90.803 (18)
* Business Records Exception §90.803 (6)
* IFoundation through Custodian of Records or Business Records Cert.:
« 1.) Made near or at the time of the event
» 2.) By or from information transmitted by a person with knowledge
+ 3.) Kept in the course of regularly conducted business activity
* 4.) That is was the regular practice of the business to make such a
record
* Spontaneous Statement, Excited Utterance, Present Sense Impression
§90.803 (1)(2)(3):
+ Tweets, Checking into a location, Status Updates
+ Best Evidence - § 90.953
* Printouts of electronically stored information
« Shown to reflect the data accurately = admissible
Probative Value Outweighing Prejudicial Effect
* Rules of Evidence: §90.403
*  Weighing the probative value of the evidence against the danger of unfair prejudice
» Evidence that 1s relevant will not excluded when the probative value
substantially outweighs the danger of unfair prejudice, confusion of the issues,
misleading the jury, or needless presentation of cumulative evidence.




Electronic Evighi:ence Caselaw

Authentication Case Law: Ly oz
* U.S. vs. Safavian, 435 F. Supp: 2d 36 (D.C.C.) 2006

Authentication and Circumstantial Evidence:

State of Florida vs. Love, 617 So. 2d 620 (5th D. C.A.) 1997 - Evidence may be
authenticated by appearance, contents, substance, internal patterns, or other
distinctive characteristics taken in conjunction with the circumstances.
Circumstances recognized as sufficient to meet the test of authenticity include when
a letter is written disclosing information which is likely known only to the
purported author.

U.S. vs. Siggiqui, 235 F. 3d 1318 (11t Cir.) 2000 — Electronically Evidence can
authenticated circumstantially by way of “appearance, contents, substance, internal
pattern, distinctive characteristics, evidence of the process or system that produced
it [...] all taken in conjunction with the circumstance”.

* Just because a name or purports to bear a name on an email is not
sufficient authentication. However, a username can be used as
circumstantial evidence

* State vs. Church (Tenn. Crim. App. 2013) ~MySpace
Nickname, Messages, and Photographs

See also
* Coday vs. State, 946 So, 2d. 988 (Fla. 2006)
¢ U.S. vs. Phanknikone, 605 F. 3d 1099 (11t Cir. 2010)
* U.S. vs. Lebowitz, 676 F. 3d 1000 (11t Cir. 2012)

Griffin vs. State, 19 A. 3d 415 (2011) — Need to authenticate through
circumstantial evidence because there is the concern that electronic evidence could
be created by a third party under the guise of another.

Authentication of Various Types of Electronic Evidence:

Email: Manuel vs. State, 357 S.W. 3d 66 (Tex. App. Tyler 2011)
Chat Log: U.S. vs. Simpson, 152 F. 3d 1241
Website: Yisrael vs. State, 993 So. 2d 952 (Fla.) 2008

Facebook Messages: Campell vs. Texas, (Tex. App.) 2012

Weighing Probative Value

°

Rice vs. Reliastar Life Insurance Co., 2011 U.S. Dist. LEXIS 32831 (M.D. La.
Mar. 29, 2011)

Quagliarello vs. Dewees, 2011 U.S. Dist. LEXIS 86914 (E.D. Pa. Aug 4, 2011)
U.S. vs. Castillo, 409 F. App’x 250 (11t Cir. 2010)




