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Edward Joseph Snowden (born June 21, 1983) is an American computer specialist, former
employee of the Central Intelligence Agency (CTA) and former contractor for the National
Security Agency (NSA). He came to international attention when he disclosed thousands of
classified docurmnents to several media outlets.'P) The leaked documents revealed operationat
details of global surveillance programs run by the NSA and the other Five Eyes governments
of the United Kingdom, Australia, Canada, and New Zealand, along with numerous
commereial and international partners, 2240 veeded]

The release of classified matetial was called the most significant leak in US history by
Pentagon Papers leaker Daniel Ellsberg. A series of exposés beginning June 5, 2013 revealed
Internet surveillance programs such as PRISM, MUSCULAR, XKeyscore and Tempora, as
well as the bulk collection of US and European telephone metadata, The reports were based on
documents Snowden leaked to The Guardian and The Washington Post while employed by
NSA contractor Booz Allen Hamilton.

On May 20, 2013, Snowden flew from Hawaii to Hong Kong, where he later met with
journalists Glenn Greenwald and Laura Poitras and shared numerous documents." ! On June
21 the U.S. Justice Department charged Snowden with espionage!® and his passport was
revoked by the State Department the next day.l” Snowden flew from Hong Kong and landed at
Moscow's Sheremetyevo International Airport on June 23, reportedly for a one-night layover
en route to Ecuador.® He remained stranded in Moscow until August 1, when the Russian
government granted him 2 one-year temporary asylum PN Aceording to German
politician Hans-Christian Strocbele, Snowden is seeking permanent asylum in a "democratic”
country such as Germany or France.!"?! Snowden's legal adviser, Jesselyn Radack, said in
January 2014 that Snowden would eventually like to return to the US "if the conditions were
right", but that he knows he is safe in Russia for the present.!'?

A subject of controversy, Snowden has been variously called a hero,'*M1™I 3 whistleblower,
780201 dissident,[zi] a traitor, e Y Y patﬁot.[zﬂ[m[m Snowden's "sole motive"
for leaking the documents was, in his words, "to inform the public as to that which is done in
their name and that which is done against them."*®) The disclosures have fueled debates over
mass surveillance, government secrecy, and the balance between national security and
information privacy. Two court rulings since the initial leaks have split on the constitutionality
of the NSA's bulk collection of telephone metadata,

Snowden is considered a fugitive by American authorities who in June 2013 charged him with
espionage and theft of government property.[w] In early 2014, some media outlets and
politicians called for leniency in the form of clemency, amnesty or pardon, while others called
for him to be imprisoned or killed.P! He lives in an undisclosed location in Russia, serves
as Rector of the University of Glasgow, and serves on the Freedom of the Press Foundation
board of directors, PRI
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Background
Childhood, family, and education

Edward Joseph Snowsden was born on June 21, 1983,5% in Elizabeth City, North Carolinal®®! and grew up in Wilmington, North Carolina.P” His
father, Lonnie Snowden, a resident of Permsylvania, was an officer in the United States Coast Guard,®® and his mother, a resident of Baltimore,
Maryland, is a clerk at the United States District Court in Marylau-lcl.[3 9 Hig parents are divoreed, and his fatber has remarried. ™! Friends and
neighbors described Snowden as shy, quiet and nice. One longtime friend said that he was always articulate, even as a child.”™ Speaking in an
interview, Snowden's father described his son as "a sensitive, caring young man", and "a deep thinker"[*!

By 1999, Snowden had moved with his family to Ellicott City, Maryland.®” He studied at Anne Arundel Community College® o gain the
credits necessary to obtain a high-schoal diploma but he did not complete the coursework .11 Snowden's father explained that his son had

missed several months of school owing to illness and, rather than return, took and passed the tests for his GED at a local community college.*®
[41][44]

Snowden worked online toward a Master's Degree at the University of Liverpool in 2011.% Having worked at a US military base in Japan,
Snowden was reportedly interested in Japanese popular culture, had studied the Japanese language,™ and also worked for an anime company
domiciled in the US.*"% e also said he had a basic understanding of Mandarin Chinese and was deeply interested in martial arts and, at age
19 or 20, listed Buddhism as his religion on a military recruitment form, noting that the choice of agnostic was "strangely absent™.™ Snowden
told The Washington Post that he was an ascetic, rarely left the house and had few needs."!

Before leaving for Hong Kong, Snowden resided in Waipahu, Hawaii, with his girlfriend.”" According to local real estate agents, they moved
out of their kome on May 1, 201311

Political views

Snowden has said that in the 2008 presidential election, he voted for a third-party candidate. He has stated he had been planning to make
disclosures about NSA surveillance programs at the time, but he decided to wait because he "believed in Obama's promises”. He was later
disappointed that Obama "continued with the policies of his predecessor™."? For the 2012 election, political donation records indicate that he
contributed to the primary campaign of Republican candidate Ron Paul P54

Several sources have alleged that Snowden, under the pseudonym "TheTrueHOOHA", authored hundreds of pasts on technology news provider
Ars Technica's chat rooms. PAIPIET The poster discussed a variety of political topics. In a January 2009 entry, TheTrueHOOHA exhibited strong
support for the United States’ security state apparatus and said he believed leakers of classified information "should be shot in the balls".F*!
However, in February 2010 TheTrue HOOHA wrote, "Did we get to where we are today via a slippery slope that was entirely within our control
to stop, or was it an relatively instantaneous sea change that sneaked in undetected because of pervasive government secrecy?"=”

In accounts published in June 2013, interviewers noted that Snowden's laptop displayed stickers supporting internet freedom organizations
including the Electronic Frontier Foundation (EFF) and the Tor Project. ¥ Snowden considers himself "neither traitor nor hero. I'm an
American".)
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Career

On May 7, 2004, Snowden enlisted in the United States Army Reserve as a Special Forces recruit but did not complete any training F 18! g
said he wanted to fight in the Iraq War because he "felt like [he] had an obligation as a human being to help free peeple from oppression.”® In
an email to The Guardian, the US Army confirmed his enlistment as Special Forees recruit and said he was discharged on September 28, 2004.

The email said, "He did not complete any training or receive any awards".'*> Snowden stated that this was the result of breaking both of his legs
in a trafning aceident.[**

His next employment was for less than a year in 2003 as a "security specialist” at the University of Maryland's Center for Advanced Study of
Language, a partnership with the U.S. Government that is not a classified facility [ In 2006 he joined the Central Intelligence Agency (CTAN®
as a systems administrator and telecommunications systems officer. % In May 2006 Snowden wrote in Ars Technica that he had no trouble
getting work because he was a "computer wizard." In August he wrote about a possible path in government service, perhaps involving China, but
said it "just doesn't seem like as much 'fun' as some of the other places" [*!]

In 2007, the CIA stationed Snowden with diplomatic cover in Geneva, Switzerland, where he was responsible for maintaining computer network
security.[”] Snowden deseribed his CIA expetience in Geneva as "formative”, stating that the CTA deliberately got a Swiss banker drunk and
encouraged him to drive home. Snowden said that when the latter was arrested, a CIA operative offered to intervene and later recruited the
banker.[®®] Swiss Federal Couneil President Usli Maurer said it did not seem likely "that this incident played out as it has been described by
Snewden and by the media" [**] The revelations were said to have come at a sensitive time as the United States was pressing the Swiss
government to increase banking transparency.”” Bric Schmitt of The New York Times stated that "two senior American officials” told him that,
prior to the end of Snowden's term, Snowden's supervisor wrote a negative report that stated suspicions of Snowden attempting to obtain
classified information not authorized to him."" The Times later reported that the CIA had sent a statement, clarifying: "The CIA did not file any
teport on Snowden indicating that it suspected he was trying to break into classified computer files to which he did not have authorized access
while he was employed at the CIA...".""] When Snowden talked about the report to the Times' Fames Risen, a different story emerged. He said
that he had tried to go through proper channels of reporting a flaw, and the result was a critical report in his file.[")

Snowden resigned from the CIA in February 20097 and began work for Dell, a ptivate contractor, inside an NSA facility on a US military base
in Japan.”®! Showden remained on the Dell payroll until early 2013.17*] He was one of around 1,000 NSA "sysadmins" allowed to look at many
parts of the system without leaving an electronic trace and able to argue for the use of thumb drives in a secure environment.™*! Persons familiar
with the 2013 government investigation into Snowden's history said that Snowden had downloaded sensitive NSA material in April 2012,
NSA Director Keith Alexander told the U.S. House Intelligence Committee that Snowden "moved into the Booz Allen position in March [2013],
but he had worked in an information technology position for the 12 months preceding that at NSA Hawaii. So he'd actually been there 15 months.
He had moved from one contract to another. "1 In those contractor positions, Snowden hetd top secret Sensitive Commpartimented Information
clearances.”™ Snowden took a six-day Certified Ethical Hacker training course in 2010 in India."3 7180 g g completed a background check
on Snowden in 2011.5%1 On Janvary 23, 2014, the US Department of Justice filed fraud charges against the USIS for routinely failing to properly
investigate individuals.™*® The company is accused of falsifying 665,000 background cheeks on government employees. !

Snowden deseribed his life as “very comfortable”, earning a salary of "roughly US$200,000".5% At the time of his departure from the United
States in May 2013, he had been employed by consulting firm Booz Allen Hamilton for less than three months inside the NSA at the Kunia
RegionabSIGINT Operations Center in Hawaii,[F71*% earning $122,000.% While intelligence officials have described his position there as a
"system administrator”, Snowden has said he was an "infrastructure analyst", which meant that his job was to look for new ways to break into
Internet and telephone traffic around the world ™ He said he had taken a pay cut to work at Booz Allen,” and that he sought employment in
order to gather data on NSA surveillance around the world so he could leak it.["*] According to Reufers story by Mark Hosenball, while in Hawaii
Snowden "may have persuaded between 20 and 25 fellow workers™ to give him their logins and passwords "by telling them they were needed for
him to do his job as a computer systems administrator™. P14 Thig report was disputed,[gsl with Snowden himself saying in Janvary 2014, "With
all due respect to Mark Hosenball, the Reuters report that put this out there was simply wrong. 1 never stole any passwords, nor did I trick an
ammy of co-workers."**! According to NBC News, the NSA sent a memo to Congtress and "[w]hile the memo's account is sketchy, it suggests
that, contrary to Snowden's statements, he used an element of trickery to retrieve his trove of tens of thousands of classified documents” F71%%1

According to Booz Allen, Snowden's employment was terminated on June 10, 2013, "for violations of the firm's code of ethics and firm policy".
189]

Using 'internal channels of dissent’, Snowden said that he told multiple employees and two supervisors about his concerns. An NSA
spokesperson responded, saying they had "not found any evidence to support Mr. Snowden's contention that he brought these matters to anyone's
attention™ % Snowden elaborated in January 2014, saying *[1] made tremendous efforts to report these programs to co-workers, supervisors, and
anyone with the proper clearance who would listen. The reactions of those 1 told about the scale of the constitutional violations ranged from
deeply concerned to appalled, but no one was wilking to risk their jobs, families, and possibly even freedom 1o go to through what Drake did."1*"]

A source "with detailed knowledge on the matter'” told Rewfers that hiting screeners for Booz Allen had found some details of Snowden's
education that "did not check out precisely”, but decided to hire him anyway; Reuters stated that the element which triggered these concerns, or
the manner in which Snowden satisfied the concerns, were not known.!® The résumé stated that Snowden attended computer-related classes at
Johns Hopkins University. A spokesperson for Johns Hopkins said that the university did not find records to show that Snowden attended the
universily, and suggested that he may instead have attended Advanced Career Technologies, a private for-profit organization which operated as
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"Computer Career Institute at Johns Hopkins".[m] The University College of the University of Maryland acknowledged that Snowden had
attended a summer session at a UM campus in Asia. Snowden's resume stated that he estimated that he would receive a University of Liverpool
computer security master's degree in 2013. The university said that Snowden registered for an online master's degree program in computer
security in 2011 but that "he is not active in his studies and has not completed the prog'ram".[wo]

A former NSA co-worker told Forbes that although the NSA was full of smart people, Edward Snowden was "a genius among geniuses”. He was
described as a "principled and ultra-competent, if somewhat eccentric employee, and one who earned the access used to pull off his leak by
impressing superiors with sheer talent”. Snowden created a backup system for the NSA that was implemented, and often pointed out security
bugs to the agency. The former colleague said Snowden was "given full administrator privileges, with virtually unlimited access to NSA data"
because he eould "do things nobody else could”. Snowden had been offered a position on the NSA's elite staff of hackers, Tailored Access
Operations (TAQ), but turned it down for the contractor position at Booz Allen. [

Global surveillance disclosures
The exact size of Snowden's disclosure is unknown, but the following estimates have been put up by various government officials: 15,000 or

more Australian intelligence files, according to Australian officials;" at least 58,000 British intelligence files, according to British officialsl'®!
and roughly 1.7 million US intelligence files, according to US officials. 1%

Release of documents

The New York Times' James Risen reported that Snowden's decision to Teak NSA documents "developed gradually,
dating back at least to his time working as a technician in the Geneva station of the CIA."[%) Snowden first made
contact with Glenn Greenwald, a journalist working at The Guardian, in late 2012.1%) He contacted Greenwald
anonymiously and said be had "sensitive documents” that he would like to share.'"”) Greenwald found the measures
that the source asked him to take to secure their communications, such as encrypting email, too annoying to employ.
Snowden then contacted documentary filmmaker Laura Poitras in January 2013 1108 According to Poitras, Snowden
chose to contact her after seeing her New Fork Times documentary!® about NSA whistleblower William Binney.
The Guardian reported that what originally attracted Snowden to both Greenwald and Poitras was a Salon article
penned by Greenwald detailing how Poitras' controversial films had made her a "target of the govemment".['m][] 10
Greenwald began working with Snowden in either February™ '™ or in April after Poitras asked Greenwald to meet Glenn Greenwald
her in New York City, at which point Snowden began providing documents to them both.["%% Barton Geilman,
writing for The Washington Post, says his first "direct contact” was on May 16, 2013.12! According to Gellman,
Snowden approached Greenwald after the Post declined to gnarantee publication of all 41 of the PRISM PowerPoint
slides within 72 hours and publish online an encrypted code allowing Snowden the ability to later prove that he was
the source.l''?

Snowden communicated using encrypred email, 1% using the codename "Verax”. He asked not to be quoted at
length for fear of identification by stylometry.!'1

According to Gellman, prior to their first meeting in person, Snowden wrote, "I understand that I will be made to
suffer for my actions, and that the return of this information to the public marks my end."!!'*! Snowden also told
Gelhnan that until the articles were published, the journalists working with him would also be at mortal risk from the
United States Intelligence Community "“if they think you are the single point of failure that could stop this disclosure
and make them the sole owner of this information. "1

Laura Poitras

In May 2013, Snowden was permitted temporary leave from his position at the NSA in Hawali, on the pretext of receiving treatment for his

epilepsy *®! In mid-May Snowden gave an electronic interview to Poitras and Jacob Appetbaum which was published weeks later by Der
Spiegel 13

Afier disclosing the copied documents, Snowden promised that nothing would stop subsequent disclosures, Tn June 2013, he said, "All T can say
right now is the US government is not going to be able to cover this up by jailing or murdering me. Truth is coming, and it cannot be
stopped."[m]

Publication

On May 20, 2013, Snowden flew to Hong Kong, "M \where he was staying when the initial articles based on the feaked documents were
published," *1"'” beginning on June 5.2 Within months, documents had been obtained and published by media outlets worldwide, most
notably The Guardian (Britain), Der Spiegel (Germany), The Washingion Post and The New York Times (US), O Globo (Brazil), Le Monde
(France), and simitar outlets in Sweden, Canada, Traly, Netherlands, Norway, Spain, and Australia. "% In 2014, NBC broke its first story based
on the leaked documents. 12! '

Four journalists won the Polk Award in Tebruary 2014 "for national security reporting for stories based en secret documents leaked by
Snowden". Recipients included Glenn Greenwald, Barton Gellman, Laura Poitras and The Guardian's Ewen MacAskill.l'?
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Revciations

Main article: Global surveillance disclosure

See also: PRISMUResponses to disclosures

The ongeing publication of Teaked Western government documents has revealed previously unknown
details of a global surveillance apparatus run by the United States' NSA!'Yin close cooperation with its
Five Eyes partners: Australia (ASD),!?) Great Britain (GCHQ),I"* Canada (CSEC),™ and New
Zealand (GCSB).[CﬂaﬁO” needed|

The Guardian's editor-in-chief Alan Rusbridger said in November 2013 that only one percent of the
documents had been published.['*! Officials warned that "the worst is vet to come", a sentiment echoed
by Glenn Greenwald and by Lon Snowden. ™!l The extent of the leaks may never be known,
according to US investigators, due in part to outdated software at the Hawaiian NSA facility.*¥ NSA T R
Director Keith Alexander initially estimated that Snowden had copied anywhere from 50,000 to 200,000 Slide from an NSA presentation on

NSA documents."**! Later estimates ran as high as 1.7 milfion.*¥ "Google Cloud Exploitation” fram its
MUSCULAR program;”®! the sketch :

Media reports documenting the existence and functions of classified surveillance programs and their shows where the "Public Intemet”

scope began on June 3, 2013, and continued throughout the entire year. The first program to be revealed meets the internal “Google Cloud"

was PRISM, with reports from both The Washington Post and The Guardian published an hour apart, | where user data resides24]
PRISM allows for & court-approved, front-door access to Americans' Google and Yahoo accounts 'PIR3] b :

The Post’s Barton Gellman was the first journalist to report on Snowden's documents, He said the US
government urged him not to specify by name which companies were involved, but Gellman decided that
to name them "would make it real to Americans™.["*® Reports also revealed details of Tempora, a British
black-ops surveillance program run by the NSA's British partner, GCHQ.!PTH] The initial reports
included details about NSA call database, Boundless Informant, and of & secret court order requiring
Verizon to hand the NSA millions of Americans' phone records daily,!" the surveillance of French
citizens' phone and internet records, and those of "high-profile individuals from the world of business or
politics® MMAMUNR ¥ evseore, which allows for the collection of 'almost anything done on the internet’,
was described by The Guardian as a program that "shed light" on one of Snowden's more contentious
claims: "I, sitting at my desk [could] wiretap anyone, from you or your accountant, to a federal judge or
even the president, if | had a personal email” [+ Logo ﬁ“ ﬂ“’ XKeyscore program

{144]

Tt was revealed that the NSA was harvesting millions of email and instant messaging contact lists,
searching email content,!"*! tracking and mapping the location of cell phones,[”é] undermining attempts
at eneryption via Bullrun! "7 and that the agency was using cookies to "piggyback" on the same tools
used by internet advertisers "to pinpoint targets for government hacking and to belster surveillance” !
The NSA was shown to be "secretly” tapping into Yahoo and Google data centers to collect information
from "hundreds of millions" of account holders worldwide by tapping undersea cables using the
MUSCULAR program [2310124]

+ Shiciee'rié 23] the wiploliiis Machings @
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The NSA, the US CTA and GCHQ spied on users of Second Life and World of Warcraft by creating make
-believe characters as a way to "hide in plain sight".!"*%! Leaked documents showed NSA agents spied on
their "love interests", a practice NSA employees termed LOVEINT.'*U2 The NSA was also shown to Operations (TAQ) in an XKeyscore
be tracking the online sexual activity of people they termed "radicalizers", in order to discredit them.['**! slide

The NSA was accused of going "beyond its core mission of national security” when articles were e
published showing the NSA's intelligence-gathering operations had targeted Brazil's largest oil company,

Petrobras.'*? The NSA and the GCHQ were also shown 1o be surveilling charities in¢luding Unicef and Médecins du Monde, as well as allies
such as the EU chief and the Isracli Prime Minister,!'**]

A reference to Tailored Access

By QOctober 2013, Snowden's disclosures had created tensions™ 10 batween the US and some of its close allies after they revealed that the US
had spied on Brazil, France, Mexico, ! Britain,"**F China, [ Germany,m’” and Spai.n,[]éz] as well as 35 world leaders,""**! most natably
German Chancellor Angela Merkel, who said "spying among friends” was "unacceptable"“sﬂ and compared the NSA with the Stasi.['¢%]

The NSA's top-secret "black budget", obtained from Snowden by The Washington Post, exposed the "successes and failures” of the 16 spy
agencies comprising the US intelligence community, % and revealed that the NSA was paying US private tech companies for "clandestine
access” to their communications networks.!*S” The agencies were allosted $52 biilion for the 2013 fiscal year.[1**!

An NSA mission statement titled "Sigint Strategy 2012-2016" affirmed that the NSA plans for continued expansion of surveillance activities.
Their stated goal was to "dramatically increase mastery of the global network" and "acquire the capabilities to gather intelligence on anyone,
anytime, any where, "[1&117]
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Tn July 2013, Greenwald said that Snowden had additional sensitive information about the NSA he had chosen not to make public, including
very sensitive, detailed blueprints of how the NSA does what they do".0711 4 joint statement issued by the House Tntetligence Committee's
Republican Chairman and Ranking Democrat in January 2014 asserted that "Though press reporting to date has focused on NSA’s foreign
intelligence collection, much of the information stolen by Snowden is related to current U.S. military opcrations."[m] A U.S. intelligence official
told The Daily Beast that Snowden had fabricated the identity of more than one user who had extensive access and this allowed Snowden to take
documents indicating how the U.S. coordinated its satellite coverage, potentially aflowing military adversaries to better hide their assets.! 7]

In a December 2013 letter to the people of Brazil, Snowden wrote:

"There is a huge difference between legal programs, legitimate spying ... and these programs of dragnet mass surveillance that put
entire pepulations under an all-seeing eye and save copies forever ... These programs were never about terrorism: they're about
economic spying, social control, and diplomatic manipulation. They're about power."[174

Motivations

Snowden's identity was made public by The Guardian at his request on June 9, 2013.1'"" He explained: "I have no infention of hiding who T am
because 1 know I have done nothing wrong."® He added that by revealing his identity he hoped to proteet his colleagues from being subjected
to a hunt to determine who had been responsible for the leaks.'™! According to Poitras, whe filmed the interview with Snowden in Hong Kong,
he had initially not wanted to be scen on camera, because "he didn't want the story to be about him."I'7 Poitras says she convinced him it was
necessary to have him give an account of the leaked documents' significance on film: "I knew that the mainstream media interpretation would be
predictable and narrow, but because to have somebody who understands how this technology works, who is willing to risk their life to expose it
to the public, and that we could hear that articulated, would reach people in ways that the documents themselves wouldn't.” 7! Snowden
explained his actions saying: "I don't want to live in a society that does these sort of things [surveillance on its citizens]... I do not want to live in
a world where everything I do and say is recorded... My sole motive is to inform the public as to that which is done in their name and that which

is done against them."!'™ Snowden said in a later intervisw that his "mission's already accomplished” and that he had already won.P" He
declared:

For me, in terms of personal satisfaction, the mission’s already accomplished. I already won. As soon as the journalists were able to
work, everything that I had been trying to do was validated. Because, remember, | didn’t want to change society. T wanted to give
society a chance to determine if it should change itself, All T wanted was for the public to be able to have a say in how they are

[s01
governed.

When Snowden met with representatives of human rights organizations on July 12, he said:

The 4th and 5th Amendments to the Constitution of my country, Article 12 of the Universal Declaration of Human Rights, and
nuimerous statutes and treaties forbid such systems of massive, pervasive surveillance. While the US Constitution marks these

programs as illegal, my government argues that secret court rulings, which the world is not permitted to see, somehow legitimize an
illegal affair....

I believe in the principle declared at Nuremberg in 1945: "Individuals have international duties which transcend the national
obligations of obedience. Therefore individual citizens have the duty to violate domestic laws to prevent crimes against peace and
humanity from Occurring."ms]

Snowden said that in the past, whistleblowers had been 'destroyed by the experience’, and that he wanted to "embolden others to step forward" by
demonstrating that "they can win”."! In October, Snowden spoke out again on his motivations for the leaks in an interview with The New York
Times, saying that the system for reporting problems does not work. “You have to report wrongdoing to those most responsible for it", Snowden
explained, and pointed out the lack of whistleblower protection for govermment contractors, the use of the 1917 Espionage Act to prosecute
leakers, and his belief that had he used internal mechanisms to ‘sound the alarm’, his revelations "would have been buried forever" PI7E0

n December 2013, upon learning that 2 US federal judge had ruled the collection of US phone metadata conducted by the NSA as likely
unconstitutional, Snowden stated: "[ acted on my belief that the NSA's mass surveillance programs would not withstand a constitutional
challenge, and that the American public deserved a chance to see these issues determined by open courts...today, a secret program authorized by
a secret court was, when exposed to the light of day, found to violate Americans' rights. [t is the first of many.""'# Snowden, in his words,
"didn't want to change society”, he "wanted to give society a chance to determine if it should change itself, "%

In a December 2013 interview, Snowden spoke to the question of *who elected' him to expose the NSA surveillance programs:

Diante Feinstein clected me when she asked softball questions [in committee hearings]. Mike Rogers ¢lected me when be kept these
programs hidden. ... The FISA coust clected me when they decided to legislate from the bench on things that were far beyond the
mandate of what that court was ever intended to do. The system failed comprehensively, and each level of oversight, each level of
respongibility that should have addressed this, abdicated their responsibility.

Tt wasn't that they put it on me as an individual — that I'm uniquely qualified, an angel descending from the heavens —as that they put

it on someone, somewhere ... You have the capability, and you realize every other [person] sitiing around the table has the same
capability but they don't do it. So somebedy has to be the first B4
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Snowden, in a January 2014 interview, said that the "breaking point" which led to his leaks was "seeing the Director of National Inteltigence,
James Clapper, directly lie under oath to Congress."” He also stated, "There’s no saving an intelligence community that believes it can lie to the
public and the legislators who need to be able to trust it and regulate its actions. Seeing that really meant for me there was no going back. Beyond
that, it was the creeping realization that no one ¢lse was going to do this. The public had a right to know about these programs."!'®3 Speaking at
The Wall Street Jowrnal's C1O Network on February 4, 2014, Mike McConnell—former NSA Director and current Vice Chairman at Booz Allen
Hamilton—said that Snowden was motivated by revenge when the NSA did not offer Snowden the job he wanted. "At this point," said
MeConnell, "he being narcissistic and having failed at most everything he did, he decides now I'm going to furn on them, "5

Flight from the US

Hong Kong

In May 2013 Snowden took a leave of absence, telling his supervisors he was returning to the mainland
for epilepsy treatment, but instead left Hawaii for Hong Kongl**"! where he arrived on May 20. Wikileaks
reported that he was secking asylum in Iceland because of the country's "shared values” 5183 Jeeland's
ambassador to China said Teelandic law requires that asylum applications be made from within Teeland,
U881 Snowden explained why he did not go directly from the US to Leeland: "Leaving the US was an
incredible risk, NSA employees must declare their foreign travel 30 days in advance and are monitored.
There was a distinct possibility I would be interdicted en route, so T had to travel with no advance booking
; | 1o acountry with the cultural and legal framework to allow me to worlc without being immediately
Protesters rally it Hong ;{Oﬂg in detained. Hong Kong provided that. Iceland could be pushed harder, quicker, before the public could have
| support of Snowden (June 15, 2013) a chance 1o make their feelings known, and [ would not put that past the current US administration. ']

Snowden vowed to challenge any extradition atternpt by the US government, and had reportedly
approached Hong Kong human rights lawyers.l'®"! Snowden told the South Ching Morning Post that he planned to remain in Hong Kong until
"asked to leave",!'*® adding that his intention was to let the "courts and people of Hong Kong" decide his fate.'* While in Hong Kong Snowden
supplied information about US intelligence operations in China to the Post, which Glenn Greenwald explained as reflecting "a need to ingratiate
himselfto the people of Hong Kong and China. """ In late August the Russian newspaper Kommersant reported that Snowden was living at the
Russian consulate shortly before his departure from Hong Kong to Moseow.!**! Anatoly Kucherena rejected the Kommersant story, stating that
Snowden "did not enter into any communication with our diplomats when he was in Hong Kong.""*1'%3 K ycherena became Snowden's lawyer
in July and was then head of the Russian Interior ministry's public couneil,!'*! in addition to serving as a membert'®*) of the public council for the
Federal Security Service (FSB).H*) In early September, however, Russian president Vladimie Putin acknowledged that "Mr. Snowden first
appeared in Hong Kong and met with our diplomatic representatives."'”” Ben Wizner, a lawyer with the ACLU and legal adviser to Snowden,
said in January 2014 "Every news organization in the world has been trying to confirm that story. They haven’t been able to, because it’s
false, 1%

US officials revoked Snowden's passport on June 22591 On June 23 Snowden boarded the commercial Aeroflot flight SU213 to Moscow,
accompanied by Sarah Harrison of Wikil.eaks."" % Hong Kong authorities said that Snewden had not been detained as requested by the
United States, because the United States' extradition request had not fully complied with Hong Kong Jaw, PONMEZ05] o d there was no legal basis
to prevent Snowden from leaving P*P7INees 1 0y Tyune 24, 1S, State Department spokesman Patrick Ventrell said "we’re just not buying that
this was a technical decision by a Hong Kong immigration official. This was a deliberate choice by the government to release a fugitive despite a
valid arrest warrant.... though the Privacy Act prohibits me from talking about Mr. Snowden’s passport specificaliy, T can say that the Hong Kong
authorities were well aware of our interest in Mr. Snowden and had plenty of time to prohibit his travel."*'”) That same day, Julian Assange said
that WikiLeaks had paid for Snowden's lodging in Hong Kong and his flight out. 2113 Assange would later say that "While Venezuela and
Ecuador could protect him in the short term, over the long term there could be a change in government. In Russia, he's safe, he's well-regarded,
and that is not likely to change."l"®" When Assange was asked "What was the most difficult part on getting Snowden out of the 17.8.7" Assange
satd he wasn't sure he could answer the question given "the legal situation”.*™

Russia

On June 23, 2013, Snowden landed in Moscow's Sheremetyevo internationai airport.[zm[zu]mi]
Wikileaks stated that he was "bound for the Republic of Ecuador via a safe route for the purposes of
asylum” 2191 According to Gellman, Snowden "didn't choose Russia. He was literally changing planes in
the Moscow airport when the United States revoked his passport. He was stuck there by that. He's said
from the beginning that he wanted asylum in a Western country, for example, Iceland, that, from his point
of view, respects rights of free speech and whistleblowers. He is not looking to live in a country like
Russia or China."*'"! A US official said that Snowden's passport was annulled before he lefi Hong Kong
P11 and along with other sources, such as legal expert James C. Hathaway, said not having a passport

would not prevent Russia from allowing Snowden to board an onward flight as 2 matter of faw, 2191224
£221]

Arrival at Sheremetyevo Airport in
: Moscow on June 23, 2013

Snowden remained in the Sheremetyevo transit zone for 39 days until being granted temnporary asylum by
the Russian government on August 1, In a statement made on July 1, Snowden said:
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Although I am convicted of nothing, [the US government] has unilaterally revoked my passport, leaving me a stateless person,
Without any judicial order, the adiministration now secks to stop me exercising a basic right. A right that belongs to everybody. The
right to seek agylum 2221224

According to Russian news services, Snowden had a seat reserved fo continue on to Cuba within 24 hours of arriving in Moscow #4221
Snowden did not board that onward flight, however, saying in a January 2014 interview that he was "stopped en route" despite an intention to be
"only transiting through Russia”. According to Snowden, "1 was ticketed for onward fravel via Havana — a planeload of reporters documented
the seat I was supposed to be in — but the State Department decided they wanted me in Moscow, and cancelled my passport." He decided to
remain in Russia because whilst he was “considering possibilities for asylum in Latin America, the United States forced down the Bolivian
President’s plane." He said that he would travel from Russia if there was no interference from the US government.[1*]

Morales plane incident

Main article: Eve Morales grounding incident

On July 1, 2013, president Evo Morales of Bolivia, who had been attending a conference of gas-exporting countries in Russia, suggested during
an inferview with Russia Today that he would be ‘willing to consider a request’ for asylum.”*®! The following day, Morales' plane en route to
Bolivia was rerouted to Austria and reportedly searched there after France, Spain and Ttaly denied access to their airspace, F2/ 2281251 15
officials had raised suspicions thai Snowden may have been on board. P11 Morales blamed the US for putting pressure on European countries,
and said that the grounding of his plane was a violation of international faw.1#2

Asylum applications

Snowden had applied for politicat asylum to 20 countries by July 1.7%*! A statement attributed to Snowden also contended that the US
administration, and specifically Vice President Joe Biden, had pressured the governments of these countriss to refuse his petition for asylum.[#*4
In a July 1 statement published by Wikileaks, Snowden accused the US government of "using citizenship as a weapon" and using what he
described as "old, bad tools of political aggression”. Citing Obama's promise to not allow "wheeling and dealing” over the case, Snowden
commented "This kind of deception from a world leader is not justice, and neither is the extralegal penalty of exile."=7]

Snowden made a second batch of applications for asylum to 6 more countries several days later, but declined to name them citing prior
interference by US officials. 177 Fintand, Germany, India, Poland, Norway, Austria, Italy, and the Netherlands cited technical grounds for not
considering the application, saying that applications for asylum to these countries must be made from within the countries' borders or at border
stations [P I3SIRINHAARNE2T o ador had initially offered Snowden a temporary travel document but later withdrew it%* on July 1, President
Rafael Correa said the decision to issue the offer had been "“a mistake™ F441124%]

Russian president Putin said that Snowden's arrival in Moscow was "a surprise” and "like an unwanted Christmas gifi" *** Putin said that
Snowden remained in the fransit area of Sheremetyevo, noted that he had not committed any crime on Russian s0il, P and declared that
Snowden was free to leave and should do s0.%*®! He added that Russia's intelligence agencies neither "had worked, nor were working with"
Snowden. 21248 pytin's claims were received skeptically by some observers. 21250

Putin said on July 1 that if Snowden wanted to be granted asylum in Russia, Snowden would be required to "stop his work aimed at harming our

American partners™ F* 12 A gpokesman for Putin subsequently said that Snowden had withdrawn his asylum application upon learning of the
conditions. 312531

Tn a July 12 meeting at Sheremetyevo Airport with representatives of human rights organizations and lawyers, organized in part by the Ruossian
government,*** Snowden said he was accepting all offers of asylum that he had already received or would receive in the future, noting that his
Venezuela's "asylee status was now formal",!' ™! he also said he would request asylum in Russia until he resolved his travel problems. 125
Russian Federal Migration Service officials confirmed on July 16 that Snowden had submitted an application to them for temporary asyium. 2!
According to Kucherena, Snowden agreed to meet Putin's condition for granting asylum, and would not further harm US interests 'by releasing
more intelligence secrets'. 9% On July 23 Kucherena said his client intended to settle in Russia.*¥! Snowden explained that he applied for
asylum in Russia because, with no direct flights from Moscow to asylum offers in Latin America, he did not feel he could safely travel to them,
and claimed that the US had pressured countries along his route to "hand him over™.[**7]

Amid media reports in early July 2013 attributed to US administration sources that Obama's one-on-one meeting with Putin, ahead of a G20
meeting in St Petersburg scheduled for September, was in doubt due to Snowden's protracted sojourn in Russia,”I**’! top US officials repeatedly
made it clear to Moscow that Snowden should immediately be returned to the United States to face justice.**"26U% nowden needed asylum,
according to his lawyer, because "he faces persecution by the US government and he fears for his life and safety, fears that he could be subjected
to torture and capital punishment.”*** In a Tetter to Russian Minister of Tustice Alexander Konovalov dated J uly 23, US Attorney Generzal Eric
Holder sought to eliminate the "asserted grounds for Mr. Snowden's claim that he should be ireated as a refugee or granted asylum, temporary or
otherwise": 2% he assured the Russian govermment that the TUS would not seek the death penalty for Snowden irtespective of the charges he
might eventually face and said Snowden would be issued a limited validity passport for returning to the US, and that upon his retumn, Snowden
would benefit from legal and constitutional safeguards and not be tortured, as "torture is unlawful in the United States”.”**! The same day, the
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Russian president's spokesman reiterated the Kremlin's position that it would "not hand anyone over"; he alse noted that Putin was not personally
involved in the matter as Snowden "had not made any request that would require examination by the head of state” and that the issue was being
handled through talks between the FSB and the FBT [F91297]

Criminal charges

On June 14, 2013, United States federal prosecutors filed a criminal complaint against Snowden, charging him with theft of government
property, and alleging he had violated the US' 1917 Espionage Act through unauthorized communication of national defense information and
"willful communication of classified communications intelligence information to an unauthorized person 517581

Snowden was asked in a January 2014 interview about returning to the US to face the charges in court, as Obama had suggested a few days prior.
Snowden explained why he rejected the request: "What he doesn’t say is that the crimes be has charged me with are crimes that... don’t allow me
to defend myself in an open court to the public and convince a jury. It’s, I would say, illustrative that the President would choose to say someone
should face the music when he knows the music is a show trial."!'®1%] Snowden's legal representative, Jesselyn Radack, wrote that "the
Espionage Act effectively hinders a person from defending himself before a jury in an open court, as past examples show", referring to Thomas
Drake, John Kiriakou and Chelsea Manning, Radack said that the "arcane World War 1 law™ was never meant to prosecute whistleblowers, but
rather spies who sold secrets to enemies for profit. Under this law, she states, "no prosecution of a non-spy can be fair or just" .27

Temporary asylum in Russia

Snowden left the Moscow airport on August 1 after more than a month in the transit section. He had been granted temporary asylum in Russia for
one year,”""! an asylum that could be extended indefinitely on an annual bagig, @@ e} Acoording to his lawyer, Snowden went to an
undisclosed Tocation kept secret for security reasons.27

In response to the asyhim grant, White House spokesman Jay Carney said the US administration was "extremely disappointed” by the Russian
government's decision and that the meeting scheduled for September between Barack Obama and Viadimir Putin was under reconsideration.*™1
271 Some US legislators urged the president to take a tough stand against Russia, possibly including a US boycott of the 2014 Winter Olympics
in Sochi. P71 On August 7, the White House announced that Obama had canceled the meeting previously planned with Putin in Moscow
citing lack of progress on a series of issues that included Russia's granting Snowden temporary asylum. 2782772 gollowing cancellation of the
bilateral talks, Putin's foreign policy aide Yuri Ushakov said they were "disappointed" and that it was clear to him that the decision was due to
the situation around Snowden, which they "had not created"; Ushakov alleged that the US had been avoiding signing an extradition agreement
and had "invariably" used its absence as a pretext for denying Russian extradition requests, 5712

In late July 2013, Lon Snowden said he believed his son would be better off staying in Russia, and didn't believe he would receive a fair trial in
the US.*122 10 mid October, he visited his son in Moscow, later telling the press that he was pleased with Edward's situation, and still believed
Russia was the best choice for his asylum, saying he wouldn't have to worry about people "rushing across the border to render him". Snowden
commented that his son found living in Russia "comfortable”, and Moscow "modern and Sophisﬁcated”.[zgaj Snowden's lawyer, Kucherena,
announced on October 31 that his client had found a technical support job providing maintenance for Russia's largest website. P84128°%25¢]

Former CTA analyst Ray McGovern, who had traveled to Russia to give Snowden a whistleblower award, said that Snowden did not give any
storage devices such as hard drives or USB flash drives to Russia or China, and that the four laptops he carried with him "were a 'diversion' and
contained no secrets".**”? American officials said that they have no proof of Russia or China having received such files.™*%* Tn an October
2013 interview, Snowden maintained that he did not bring any classified material into Russia "because it wouldn't serve the public interest”. He
added “there's a zero percent chance the Russians or Chinese have received any documents”.”!

Wikileaks released video of Snowden on October 11 taken during the Sam Adams Award reception in
Moscow, his first public appearance in three months. Former US government officials attending the
ceremony said that, contrary to claims from the US government, Snowden did not appear to be under the
control of 'local security forces'. The whistle-blower group said that he was in good spirits, looked
“remarkably well", and that he still believes he was right to rclease the NSA documents. P2 Iy the
video, Snowden said "people all over the world are coming to realize” that the NSA's surveillance
programs put people in danger, hurt the US and its economy, and "limit our ability to speak and think and
live and be creative, to have relationships and associate freely" as well as putting people "at risk of’ Edward Snowden speaks about

coming into conflict with our own government".[”z] various topics at the Samn Adams

i L. . Award presentation in Moscow
On October 31, Snowden met with German [awmaker Hans-Christian Stribele, a visit prompted by a A

recent leak revealing NSA surveillance of German Chancellor Angela Merkel's mobile phone for the past

decade P12 §nowden was invited to testify in Germany to "assist investigations" into the alleged surveillance of the German leader by
explaining how the leaked documents ‘fit together’; according to Stroebele, Snowden showed he "knew a lot" about the matter. 2251291297 4 fo;
the visit, Snowden indicated a willingness fo testify, though not from Moscow as Germany requested. Snowden said he would rather give
testimony before the US Congress, his second choice being Bertin.2*]
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Wikileaks' representative Sarah Harrison, who accompanied Snowden from Hong Kong to Moscow, left Russia for Germany in early November
after waiting until she felt confident he had "established himself and was free from the interference of any government.” Her lawyers advised her
to not return to her home in the UK, fearing she would be prosecuted under anti-terrorism Taws.™ In a statement released November 6 upon
arrival in Germany, Harrison wrote "I...negotiated [Snowden's] safe exit from Hong Kong to take up his legal right to seek asylum. I was
travelling with him on our way to Latin America when the United States revoked his passport, stranding him in Russia."P®! Journalist Glenn
Greenwald commented on Snowden's Russian asylum: "[Snowden] didn't choose to be there. He was trying to get transit to Latin America, and
then the US revoked his passport and threatened other countries out of offering Snowden safe passage."F%!

NSA whistleblower Thomas Drake, who was also charged with espionage for leaking classified materials, said he believes Snowden would not
be able to return to the US in the "forseeable future”, as he has "essentially been declared enemy of the State number 1, exhibit number 1*.5%
According to Stréibele, Snowden was seeking asylum 'in a "democratic” counlry’ such as Germany or France, and wanted to leave Russia at the
end of his year-long asylum.['? Snowden's legal advisors Radack and Kucherena indicated that Snowden would remain in Russia, however, with
Radack saying in January 2014 that Snowden "hopes that [his temporary asylum] will be renewed for another year or into a permanent asylum
because he is safe there [in Russia] and he knows that."™"! In Russia "he is protected from a Iot of people who would like to harm him," Radack
noted, 5%

On December 17, 2013 Snowden wrote an open letter to the people of Brazil offering to assist the Brazilian government in investigating
allegations of US spying, and added that he continued to seek, and would require, asylum.F® Snowden wrote, "Until a countiry grants permanent
political asylum, the US government will continue to interfere with my ability to speak...going so far as to force down the Presidential Plane of
Evo Morales to prevent me from traveling to Latin Americal"P®! Brazil had been in an uproar since Snowden revealed that the US was spying
on Brazilian President Dilma Rousseft, her senior advisors, and Brazil's national oil company, Petrobras.%!

Brazilian President Dilma Rousseff and officials of the Brazilian foreign ministry said in response to the letter that they could not consider
asylum for Snowden because they had not received any formal request for asylum from him,BO7BOIZ0T 4 representative of the foreign ministry
said that a fax requesting asylum had been sent to the Brazilian embassy in Moscow in July but it had not been signed and could not be
authenticated.P*" David Miranda, the Brazilian partner of Glenn Greenwald, launched an internet petition wrging the Brazilian president to
consider offering Snowden asylum.®*" Some prominent Brazilian senators expressed support for giving asylum to Snowden,®® including
Senator Ricardo Ferraco {president of the Senate Foreign Relations and Defense Committee). P IF%] although some other politicians, mainly
opponents of Rousseff's government, said Brazil should not risk further harming relations between Brazil and the US by offering Snowden
asylum.®! In July, the Brazilian Senate's Foreign Relations and Defense Committee had unanimously recommended granting asylum to
Snowden. B '

Snowden met with Barton Gellman of The Washington Post six months after the disclosure for an exclusive interview spanning 14 hours, his first
since being granted temporary asylum. Snowden talked about his life in Russia as "an indoor cat", reflected on his time as an NSA confractor,
and discussed at length the revelations of global surveillance and their reverberations. Snowden said, "In terms of personal satisfaction, the
mission's already accomplished...I already won. As soon as the journalists were able to work, everything that I had been trying to do was
validated."" He commented "T am not trying to bring down the NSA, Tam working to improve the NSA...T am still working for the NSA right
now. They are the only ones who don't realize it." On the aceusation from former CIA and NSA director Michael Hayden that he had defected,
Snowden stated, "If T defected at all, I defected from the government to the public."F"]

Snowden's Russian attorney, Anatoly Kucherena, announced in January 2014 that a media report coming from the US had left his client in fear
for his life.F HBM Ap interview with "intelligence operators”, including a Pentagon official, an Army intelligence officer, and NSA analysts,
published on the condition of anonymity by BuzzFeed in mid-January, detailed ways they said Snowden can be killed and expressed a strong
desire by some to carry out such plans.F% Regarding the report, Kucherena said, "This is a real death threat and we are concerned about the fact
it has prompted no reaction from anybody."*'! When asked about the BuzzFeed story, State Department spokeswoman Marie Harf said she had
not read the article, but that death threats were "totally inappropriate” and had "no place in our discussion of these issues. "I Snowden wrote
that the various threats on his life were "concerning”, primarily because "current, serving officials of our govermment are so comfortable in their
authorities that they're willing to tell reporters on the record that they think the due process protections of the 5th Amendment of our Constitution
are outdated concepts. These are the same officials telling us to trust that they'll konor the 4th and 1st Amendments. This should bother all of us.
The fact that it's also a direct threat to my life is something I am aware of, but 'm not going to be intimidated.”™**! In his first television
interview,”'®! which aired on Germany's NDR January 26, 2014, the initial question posed to him was whether he had trouble sleeping at night
due to the media reports. He said, "I'm still alive and 1 don't lose sleep because T've done what I feel I needed to do. Tt was the right thing to do
and I'm not going to be afraid, "% Kycherena had also expressed his concern for Snowden's safety the previous August, Andrei Soldatov
told the Associated Press at that time that "American intelligence does not Ikidnap or assassinate people in Russia, that's a fact. [Kucherena's
statements about Snowden's safety are] just a pretext."l?!%]

On Meet the Press in late January, speculation arose from top US officials in the Iouse and Senate Intelligence Committees that Snowden might
have been assisted by Russian intelligence,’) prompting a rare interview during which Snowden spoke in his defense. He told The New Yorker
"this "Russian spy' push is absurd", adding that he "clearly and unambiguously acted alone, with no assistance from anyone, much less a
government.""*® The New York Times reported that investigations by the NSA and the FBI "have turned up no evidence that Mr, Snowden was
aided by others".F*!! Days later, Feinstein stated that she had seen no evidence that Snowden is a Russian spy.[m] Germany's Der Spiegel
suggested the accusations were part of a 'smear campaign' by US officials. For Snowden, the smears did not "mystify" him; he said that "outlets

report statements that the speakers themselves admit are sheer speculation” 5=
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In Iate JTanauary 2014, US attorney general, Eric Holder in an interview with MSNBC indicated that the US could allow Snowden to return from
Russia under negotiated terms, saying he was prepared to engage in conversation with him, but that full clemency would be going too far.P*"

Reaction

Main article: Aftermath of the global surveillance disclosure

See also: Commentary on Edward Snowden's disclosure

Snowden's releasc of NSA material was called the most significant leak in US history by Pentagon Papers leaker Daniel Ellsberg, #5152
Ellsberg said "Snowden's disclosures are a true constifutional moment"” enabling the press to hold the Executive branch of the US federal
government accountable, while the legislative and judiciary branch refused to do s0.”*”! The 'accountability’ mechanisms of the US government,
he said, are "a one-sided secret court, which acts as a rubber stamp, and a Congresgional 'oversight' committee, which has turned into the NSA's
public relations firm."**" On January 14, 2014, Ellsberg posted to his Twitter page: "Edward Snowden has done more for our Constitution in
terms of the Fourth and First Amendment than anyone else T know, "2

United States President Barack Obama was initially dismissive of Snowden, saying in June 2013, "I'm not going to be scrambling jets to get a 29-
n [32

vear-old hacker" P253033 1y Aygyst, Obama rejected the suggestion that Snowden was a patriot™* and would later say that "the benefit of the
debate he generated was not worth the damage done, because there was another way of doing it,"***!

In January 2014, Obama mentioned Snowden in a speech covering proposed reforms to the NSA's surveillance program and said that "our
nation's defense depends in part on the fidelity of those entrusted with our nation's secrets. If any individual who objects to government policy
can take it into their own hands to publicly disclose classified information, then we will not be able to keep our people safe, or conduct foreign
policy." Obama also objected to the "sensational” way the leaks had been reported, saying the reporting often “shed more heat than light". He
went on to assert that the disclosures had revealed "methods to our adversaries that could impact our operations” P9

On his blog, Vermont senator Bernie Sanders praised Snowden for sparking a debate on a matter of surveillance.””

Ron Paul began a petition urging the Obama Administration to grant Snowden clemency [ On February 14, 2014, Paul anncunced the petition
and released a video on his website, saying, "Edward Snowden sacrificed his livelihood, citizenship, and freedom by exposing the disturbing
scope of the NSA's worldwide spying program. Thanks to one man's courageous actions, Americans know about the truly egregious ways their
government is spying on them. 37!

Intefligence services whistleblower Frank Snepp ackrnowledged the debate but condemned Snowden's actions as nonetheless "reprehensible."[3 58]

Ex-CIA director James Woolsey said in Deeember 2013 that if Snowden was convicted of treason, he should be han £ed.P*1 One of Snowden's
legal advisers, Jesselyn Radack, said that Snowden "has concerns for his safety” based on this and joking remarks between Hayden and House
Intelligence Committee chairman Mike Rogers about putting Snowden on a "kill list" B34

According to Mike Rogers and ranking member Dutch Ruppersberger, a classified Pentagon report written by military intelligence officials
contends that Edward Snowden's leaks had put US troops at risk and prompted terrorists to change their tactics, and that "most files copied” were
related to current US military operations.P**! Glenn Greenwald and Ben Wizner, an ACLU lawyer representing Snowden, disputed these claims,
stating that Snowden's leaks overwhelmingly relate to NSA activities and noting that similar claims were made about the Pentagon Papers.**!

On Janvary 1, 2014, the Editorial Board of The New York Times praised Snowden as a whistleblower and wrote in favor of granting him
clemenecy or "at least a substantially reduced punishment,” arguing that while Snowden may have broken the law, he had "done his country a
great service” by bringing the abuses of the NSA to light. "When someone reveals that government officials have routinely and deliberately
broken the law,” they wrote, "that person should not face life in prison at the hands of the same government.” The Times further criticized James
Clapper for lying to Congress about the NSA's surveillance activities and cast doubt on the claim made by Snowden's critics that he had damaged
national security. The editorial concluded with a request to President Obama to discontinue the "vilification" of Snowden and to offer Snowden
"an ingentive to return home."! ¥ The article garnered an unusual amount of "heat” for an editorial, with responses from multiple media
outlets."** The editorial board of The Guardian called for a pardon in an article coincidentally published on the same day. The board asked
President Obama to "use his executive powers to treat [Snowden] humanely and in a manner that would be a shining example about the value of
whistleblowers and of free speech itself,"B41347]

In his article dated January 4, 2014, "Moves to Curb Spving Help Drive the Clemency Argument for Snowden", Peter Baker of The New York
Times laid out the polarization of opinions throughout the US and the impetus toward clemency gained by the public reaction to the revelations
of the surveillance. He notes that officials in the intelligence establishment "warn that letting Mr. Snowden off the hook would set a dangerous
precedent” and contrasts that with the statement of attorney Bruce Fein about the protections afforded by the First Amendment, "It prohibits
government from punishing communications that expose government lawlessness whether or not the illegality is classified" and saying further,
"Calling government to account for breaking the law is a compelling civie duty of ail citizens."™**! The author also noted that similar polarization
has arisen in judicial review, citing judge Leon's ruling that the surveillance program in question "was probably unconstitutional”, implying that
laws passed to enable such progeams could be struck down.
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4
Cybersecurity scholar Peter Singer divided the material disclosed by Snowden into f+.ee categories: "smart, usefill espionage against enemies of
the United States; legally questionable activities that involved US citizens through backdoors and fudging of policy/law; un-strategic (stupid)
actions targeting American allies that has had huge blowback on US standing and US business." It was postulated that these were differing ways
people viewed Snowden, which could explain why be was so polarizing®* Singer also spoke of a "double legacy" from the NSA revelations
released by Snowden: "One, it's hellowed out the American ability to operate effectively in ensuring the future of the internet itself, in the way
we would hope it would be. That has huge long-term consequences. And the second is, it's been and will be a hammer-blow to American
technology eompanies. The cloud computing industry, for example, had a recent estimate that they'll lose $36 billion worth of business because
of this."B*!

In February 2014, Intelligence Squarced held an "Oxford style” debate titled "Snowden Was Justified"™*!! addressing the opposing, widely held
views that Snowden was a "whistleblower”, and alternately, a "traitor”. Ex-CIA director R. James Woolsey and former federal prosecutor
Andrew C. McCarthy argued against the motion, while ACLY lawyer representing Snowden, Ben Wizner, and Pentagon Papers leaker Daniel
Ellsburg argued in favor.”*"! Prior to arguments, the audience was split on the matter at 29 percent. After the debate, 54 percent found that
Snowden was justified and 35 percent were against.?>?]

Debate

Snowden said in December 2013 that he was "inspired by the global debate" ignited by the Ieaks, and stated that NSA's "culture of indiscriminate

global espionage... is collapsing” P!

International community

Crediting the Snowden leaks, the United Nations General Assembly unanimously adopted Resolution -
68/167,5°*] an ‘anti-spying resolution’ to ‘protect the right to privacy against unlawful surveillance' in the
wake of reports that 35 foreign leaders were subjects of US eavesdropping.B> 12! The resolution

"unequivocally states that the same rights that people have off-line must also be protected online."F>7]
[358]

The Buropean Partiament invited Snowden to make a pre-recorded video appearance to aid their NSA
investigation, though he has yet to accept the invitation and no date has been get,[***126%]

United States !Z)cmen.s al 10.11 at Checkpoint C.a:he
in Berlin against the NSA surveillance

In the US, Snowden's actions precipitated an intense debate on privacy and warrantless domestic g};’gﬁ; Ei'}f? g:rllgg;jr?k
surveillance.P¥1P% Tim Sensenbrenner, author of the Patriot Act, submitted a proposal on October 29, A VIS ulle 1S
2013 called the "USA Freedom Act", which would end the bulk collection of Americans’ metadata, and

reform the FISA court.P%!

Director of National Intelligence James Clapper condemned Snowden's actions as having done "huge, grave damage" to US intelligence
capabilities, while United States Secretary of State John Kerry stated that "in some cases" the NSA had gone "too far" in some of its surveillance
activities, and promised that it would be stopped.[364][365]

At the end of 2013, The Washington Post noted that the public debate, lawsuits, "presidential task forces, and attempts at legislative remedy” had
not brought about any "meaningful policy change". They printed: "...the status quo continues, if with forced disclosures and administration
arguments that the public just doesn't understand how difficult it is to prevent the next 9/11 — even though there's been no evidence publicly
revealed so far that these measures have prevented the next 911,41

An analysis released by the New America Foundation in January 2014 reviewed 225 terrorism cases since the September 11 attacks found that
the NSA's buile collection of phone records "has had no discernible impact on preventing acts of terrorism”, and that US governments' claims of

the program'’s usefulness were "overblown" P#137 Officials maintained that the program was a good "insurance policy”F6%

Another review in January 2014, this from the Privacy and Civil Liberties Oversight Board (PCLOB), found the NSA's phone metadata program
to be illegal and of "only limited value". The board, chosen by Obama, said it "implicates constitutional coneerns under the First and Fourth
Amendments." The board was unable to find "a single instance"” that the program "made a concrete difference in the outcome of a terrorism
investigation" or "directly contributed to the discovery of a previously unknown terrorist plot or the disruption of a ferrorist attack."®** The
White House rejected the findings, saying "We simply disagree with the board's analysis on the legality of the program".*™!

A survey conducted by USA Today and Pew Research Center in January 2014 revealed a change in Ametican's opinion of phone and Internet
metadata collection. In July 2013, 50 percent supported the NSA programs. Six months later, the percentage dropped to 40.57!]

The Republican Party in early 2014 voted unanimously to pass a "Reselution To Rencunce The National Security Agency’s Surveillance

Program™ which called for a "special committee to investigate, report, and reveal to the public the extent of this domestic spying". They said that
Snowden's revelations had uncovered "an invasion into the personal lives of American citizens that violates the right of free speech and

http://en.wikipedia.org/wiki/Edward Snowden 3/5/2014



Edward Snowden - Wikipedia, the free encyclopedia Page 13 of 29

association afforded by the First Amendment of the United States Constitution” and that "the mass collcction and retention of persenal data is in
itself contrary to the right of privacy protected by the Fourth Amendment of the United States Constitution.">" The resolution endorses
legislation proposed by Justin Amash.P™!

Presidentiai panel

Obama also said that he himself had called for a review of US surveillance activities even before Snowden had begun revealing details of the
NSA's operations.’”¥ On August 9, Obama announced that he was ordering Director of National Intelligence James Clapper to arrange for "a
high-level group of outside experts to review our entire intelligence and communications technologies."C7 3% T December, the task force
issued 46 recommendations that, if adopted, would subject the NSA to additional scrutiny by the courts, Congress, and the president, and would
strip the NSA of the authority to infiltrate American computer systems using "backdoors" in hardware or software.®! Geoffrey Stone, a panel
member, said there was no evidence that the bulk collection of phone data had stopped any terror attacks.B™"

Court rulings

Klayian v. Obunia

Main article: Klayman v. Obama

In the wake of Snowden's leaks, conservative public interest lawyer and Judicial Watch founder Larry Klayman filed a lawsuit claiming that the
federal government had unlawfully collected metadata for his telephone calls and was harassing him. On December 16, 2013, US District Judge
Richard J. Leon ruled that bulk collection of American telephone metadata likely violates the Constitution of the United States. The judge wrote,
"T canmot imagine a more "indiscriminate’ and 'arbitrary’ invasion than this systematic and high-tech collection and retention of personal data on
virfually every single citizen for purposes of querying and analyzing it without prior judicial approval ... Surely, such a program infringes on 'that
degree of privacy' that the founders enshrined in the Fourth Amendment."™™ Leon, the first judge to examine an NSA program outside of the
secret FISA court on behalf of a non-criminal defendant, described the technology used as "almost Orwellian", referring to the George Orwell
novel, Nineteen Eighty-Four, in which the world has come under omnipresent government surveillance . In the 68-page ruling, Leon said that he
had "serious doubts about the efficacy" of the program.®’®! The US government was unable to cite "a single instance in which analysis of the
NS5A's bulk metadata collection actually stopped an imminent attack, or otherwise aided the government in achieving any objective that was time
-sensitive.” The judge ruled that a 1979 case, Smith v. Maryland, which established that phone metadata is not subjeet to the Fourth Amendment,
did not apply to the NSA program as the US Justice Department has claimed, citing the NSA's vast scope and 'the evolving role of phones and
technology’. Judge Leon's opinion, according to the is its recognition that the Fourth Amendment needs o adapt to the digital age.?*"! Tudge
Leon stayed the ruling, giving the US government 6 months to appeal.p 8l

On the ruling, the Washington Post printed: "NSA officials, who rarely miss a chance to cite Snowden’s status as a fugitive from the law, now
stand accused of presiding over a program whose capabilities were deemed by the judge to be “Orwellian" and likely illegal. Snowden's
defenders, on the other hand, have new ammunition to argue that he is more whistleblower than traitor." %]

Debates regarding offering amnesty to Snowden began to appear in publications and on the Internet immediately following Leon's ruling. Some
of the reasons suggested in a The New Yorker article included benefits for the NSA,F*)

Snowden said in a statement that the ruling justified his discloser:

"I acted on my belief that the NSA’s mass surveillance programs would not withstand a constitutional challenge, and that the
American public deserved a chance to see these issues determined by open courts. Today, a secret program authorized by a seeret
coutt was, when exposed to the light of day, found to violate Americans’ rights. It is the first of many."*"

ACLU v, Clapper

Main article: ACLU v, Clapper

The American Civil Liberties Union (ACLU) filed a Iawsuit against Director of National Intelligence James Clapper alleging that the NSA's
phone records program was unconstitutional. On December 28, 2013, Judge William Pauley dismissed the suit. In the court's opinion regarding
the ACLU's claim that the NSA was exceeding the bounds of section 215 of the Patriot Act Judge Pauley wrote:

"The ACT.U would never have learned about the section 213 order authorizing collection of telephone metadata related to its
telephone numbers but for the unauthorized disclosures of Edward Snowden. Congress did not intend that targets of section 215
order would ever learn of them. And the statutory scheme also malces clear that congress intended to preclude suits by targets even if
they discovered section 215 orders implicating them. It cannot possibly be that lawbreaking conduct by a government contractor that
reveals state secrets—including the means and methods of intelligence gathering—could frustrate Congress's intent. To hold
otherwise would spawn mischief: recipients of orders would be subject to 215's secrecy protocol confining challenges to the FISC
while targets could sue in any federal district court, A target's awareness of section 215 does not alter the Congressional ealeulus.
The ACLU's statutory claim must therefore be dismissed."[*%
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Judge Pauley said that the U.S. government's global telephone data-gathering system is needed to thwart potential terrorist attacks, and that it can
only work if everyone's calls are swept in. The judge also conciuded that the telephone data being swept up by NSA did not belong to telephone
users, but to the telephone companies. And further he ruled that, when NSA obiains such data from the telephone companies, and then probes
into it to find links between callers and potential terrorists, this further use of the data was not a search under the Fourth Amendment. He also
concluded that the controlling precedent is Smith v. Maryland: "Smith's bedrock holding is that an individual has no legitimate expectation of

privacy in information provided to third parties” B#I3¢71288]

Recognition

Edward Snowden was voted as The Guardian's person of the year 2013, garnering four times the number of votes than any other candidate.[**”]

The 2013 list of leading Global Thinkers, ™ published annually by Foreign Policy placed Snowden in first place due to the impact of his
revelations. FP's "Global Conversation visualization""! showed that Snowden "oceupied a role in 2013's global news media coverage just
slightly less important than President Barack Obama himself".*]

Snowden was named Time's Person of the Year runner-up in 2013, behind Pope Francis.P* TIME was criticized for not placing him in the top
[354][395][396]
spot.

Snowden headed the Ten Tech Heroes of 2013 at TechRepublic, the site of an on-line newsletter circulated amoeng TT professionals. Editor Jack
Wallen placed Snowden in the number one position of his list and wrote, "Ed Snowden was a whistle blower the likes of which the world has
never seen. Many consider him a villain. I, on the other hand, hold him up in the hero category for one simple reason: His disclosure of classified
documents unveiled the NSA's mass surveillance program. Snowden's goal was "...to inform the public as to that which is done in their name and
that which is done against them." Prior to this leak, the public was unaware of the depth of surveillance and the true nature of government
secrecy. His disclosures have also had major implications for those in the technology field.*F*7)

Snowden joined the board of directors of the Freedom of the Press Foundation, co-founded by Danicl Ellsburg, in January 2014, Journalists
Glenn Greenwald and Laura Poiteas serve as stafT members of the organization.?*®

Rector of the University of Glasgow

On February 18, 2014, Snowden was elected to serve as Rector of the University of Glasgow.P* He became the first American Rector in the
position's 366-year history. Snowden beat three competitors and received over half of the 6,560 votes.* UMY Tha nomination was arranged
by a group of Glasgow University students along with the help of Snowden's lawyer. 1% Like past rector Winniec Mandela, Snowden won't
visit the campus in person; the position is "largefy symbolic”.**! He will serve for three vears representing 20,000 students.*?

Foilowing the election, Snowden issued 2 statement saying he was "humbled by and grateful for...this historic statement in defence of our shared
values". He continued:

We are reminded by this bold decision that the foundation of all learning is daring: the courage to investigate, to experiment, to inquire. If
we do not contest the violation of the fundamental right of free people to be left unmolested in their thoughts, associations, and
communications - to be free from suspicion without cause - we will have lost the foundation of our thinking society. The defence of this
fundamental freedom is the challenge of our generation, a work that requires constructing new controls and protections to limit the
extraordinary powers of states over the domain of human communication, 407!

German "Whistleblower Prize"

Edward Snowden was awarded the biennial German "whistleblower prize” in August 2013, in absentia, with an accompanying award equal to
3,000 euro. Established in 1999, the award is sponsored by the German branch of the International Association of Lawyers Against Nuclear
Arms and by the Association of German Scientists. "™ Organizers in Berlin said the prize was to acknowledge his "bold efforts to expose the
massive and unsuspecting monitoring and storage of communication data, which cannot be accepted in democratic societies" ™™ Snowden
responded to the award, saying it was "a great honor to be recognized for the public good created by this act of whistleblowing”, and that it was
not he, but the public who effected "this powerful change to abrogation of basic constitutional rights by secret agenecies™,*!%

Sam Adams Award

The Sam Adams Award was presented to Snowden by a group of four American former intelligence officers and
whistleblowers in October 2013. After two months as an asylee, Snowden made his first public appearance in
Moscow to aceept the award, a candlestick holder meant to symbolize "bringing light to dark corners".** One of
the presenters, FBI whistleblower Jesselyn Radack of the Government Acceuntability Project, told The Nation,
"We believe that Snowden exemplifies Sam Adams's courage, persistence and devotion to truth—no matter what
the consequences. We wanted Snowden to know that, as opposed to the daily vitriol from the US government and
mainstream media, 60 percent of the United States supports him, including thousands in the national security and
intelligence agencies where we used to work, "1
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Alternative Christmas Message

Snowden was chosen to give Britain's 2013 "Alternative Christmas Message", Channel 4's alternative to the
Royal Christmas Message by Queen Elizabeth 11512 The Message is normally given by non-establishment
ﬂgures.[“ﬂ[“‘” in what was Snowden's first television appearance since arriving in Russia, the address focussed
on the importance of privacy and the need for an end fo government surveillance. In the 1.5-minute segment
16l e said that the recently revealed "worldwide mass surveillance", a system resulting from teamwork between
governments, is what George Orwell warned about in /984, a novel about a society controlled by an ever-present
Big Brother.["'"] The difference is, Snowden noted, that today's surveillance capabilities far surpass those Orwell
described, saying "We have sensors in our pockets that track us everywhere we go ... A c¢hild born today [will]
never know what it means to have a private moment to themselves, an unrecorded, un-analyzed thought. That's a
problem because privacy matters; {it] allows us to determine who we are, and who we want to be." On the debate

initiated by his leaks, he stated: Sam Adams Award |
ceremony in Moscow, i
"The conversation occurring today will determine the amount of trust we can place both in the technotogy Cctober 2013

that surrounds us and the government that regulates it. Together we can find a better balance, end mass T
surveillance and remind the government that if it really wants to know how we feel asking is always cheaper than spying."[‘ug}[‘”g]

The piece was filned, edited and produced by Laura Poitras.[***}
Snowden Effect

The Economist printed, "the big consequence” of the "Snowden Effect” will be that "countries and companies will erect borders of sorts in
cyberspace."I*!! In The Nation, the Snowden Effect was described thusly: "[Snowden's] actions have sparked a debate about the intersection of
national security and individual privacy that we weren’t having six months ago, but should have been."™? In Forbes, the Effcct was scen as
evidenced by a rare bipartisan movement in the US Congress: "a divided, intransigent Congress seems nearly united over the idea that the
massive domestic intelligence gathering system that grew after 9/11 has simply gone too far. 423

Tech _

In the technology industry, the Snowden Effect had a profound impact after it was revealed that the NSA was tapping into the information held
by some US cloud-based services. Google, Cisco, and AT&T lost business infernationally due to the "outcry™ over their role in NSA spying, Tt
has been estimated that the cloud-based computing industry could lose up to $35 billion in the next three years.'?®) Wall Streer Journal reported
that the "Snowden Effect” was the top tech story of 2013, saying the Snowden leaks "taught businesses that the convenience of the cloud cuts
both ways®. The Joural predicted the 'effect’ would top 2014 news as well, given the amount of documents yet to be revealed.l*™! In China, the
most profitable country for US tech companies, all are "under suspicion as either witting or unwitting collaborators” in the NSA spying, and are
"on the defensive”, according to the director of the Research Center for Chinese Politics and Business at Tndiana University.{“f’j The effect was
also seen in changes to investment in the industry, with security "back on the map™ [}

After revelations that German Chancellor Angela Merkel's mobile was being tapped, the tech industry rushed to create a scoure cell phone.™”)
According to TechRepublic, revelations from the NSA leaks have "rocked the IT world” and have had a "chilling effect”. The three biggest

impacts were scen as; increased interest in encryption, business leaving US companies, and a reconsideration of the safety of cloud technology.
[428]

The Blackphone, which the New Forker called "a phone for the age of Snowden", and described as "a smartphone explicitly designed for security
and privacy”, was created by the makers of GeeksPhone, Silent Circle, and PGP, and is designed to provide encryption for phone calls, emails,
texts, and internet browsing, 2104

Lavabit

The owner of a secure email service which Snowden used, Lavabit, shut down the business after being forced to release the secure keys to his site
1o the FBI, exposing all 410,000 users to FBI's resulting ability to read all email routed via Lavabit.**!! The move was mirrored days later by a
similar email provider called Silent Circle.** Three months later, owners of the twa companies joined forces and announced their new email
service, "Dark Mail Alliance", designed to be resistant o government surveillance, [#4145]

In popular culture
Snowden's passage through Hong Kong inspired a local production team to produce a low-budget five-minute film entitled Ferax, The film,

depicting the time Snowden spent hiding in the Mira Hotel while being unsuccessfully tracked by the CIA and China's Ministry of State Security,
was uploaded to YouTube on June 25, 201313614571
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A drametic thriller about Edward Snowden, Classified: The Edward Snowden Story, is scheduled for release on September 19, 2014. The film is
being crowdfunded and plans are to release the final product as a free download. The feature-length film is directed by Jason Bourque and
produced by Travis Doering; actor Kevin Zegers plays the character of Edward Snowden. Michael Shanles stars as journalist Glenn Greenwald
and Carmen Aguiree plays filmmaker Laura Poitras, 2%

In September 2013, the TV series South Park parodied the Snowden revelations, with Eric Cartman standing in for Snowden. The episode, titled
"Let Go, Let Gov™, received the highest ratings for the show in two years.[43 giaag

See also
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Notes

L.

~ Heng Kong's Secretary for Justice Rimsky Yuen argued that government officials did not issue a provisional arrest warrant for Snowden due to
"diserepancies and missing information” in the paperwork sent by US autherities. Yuen explained that Snowden's full name wag inconsistent, and his US
passport munber was also missing. 129%] Hong Kong also wanted more details of the charges and evidence against Snowden to make sure it was not a
political case. Secretary for Justice Rimsky Yuen said he speke to US Attomey Generat Eric Helder by phone to reinforce the request for details
"absolutely necessary® for detention of Snowden. Yuen said "As the US government had failed to provide the information by the time Snowden left Hong
Kong, it was impossible for the Department of Justice fo apply to a coutt for a temporary warrant of arrest. In fact, even at this time, the US government
has still not provided the details we asked for.” 2
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Global Post, Agence France-Presse. June 25, 2013, "Yuen also said there were discrepancies and missing information in documents used to identify
Snowden. ‘On the diplomatic documents, James was used as the middle name, on the record upon entering the border, Joseph was used as the middle
name, on the American court documents sent to us by the American Justice department, it only said Edward J Snowden,' he said. Hong Kong autherities
also noticed that documents produced by the US did not show Snowden's American passport number.”

A Luk, Eddie (June 26, 2013). "Justice chief spells it owt" (http://www.thestandard.com hk/news_detail asp?

pp_cat=30&art id=1349578&s1d=39870263&con_type=1&d str=201306264&isSearch= l&scarjeaﬁ2013) The Standard (Hong Kong).

~ Daily Press Briefing (http://www.state. gov/r/pa/prs/dpb/2013/06/211081. htm#SNOWDEN)} United States Deparfinent of State June 24, 2013

A Pomfret, James, Torode, Greg (June 24, 2013). "Behind Snowden's Hong Kong exit: fear and persuasion” (http://www.reuters.com/article/2013/06/24/us
-usa-security-reconstruction-idUSBRESSN1CA20130624/). Reuters.

A Michael Kelley (January 4, 2014), Julian Assange Gave A Very Peculiar Response When He Was Asked About 'Getting Snowden Out Of The

US' (http:/Awww.businessinsider.com/wikileaks-and-edward-snowden-2014-1) Business Insider

~ Cavoner ¢ Jxsapaoym Cuoynesom npusesorancs B "{lepemerseso” (http:/mewsri.com/russia/23jun2013Aanded htmi) NEWSny, June 23, 2013,

A "Snowden on the run, seeks asylum in Ecuador” (http://www.cnn.cony/2013/06/23/politics/nsa-leaks/). CNN.

~ Sergei L. Loiko {June 23, 2013). "Snowden stopping in Moscow en route to Cuba, Russian says" (http://articles.latimes. com/2013/jun/23/world/la-fg-wn
-snowden-expected-inrmoscow-20130023). Los Angeles Times.

* Edward Snowden lands in Moscow, likely bound for Ecuador (http://www cbsnews.com/mews/edward-snowden-lands-in-moscow-likely-bound-for-
ecuador/). CBS News (fune 23, 2013),

~ "Face the Nation transcripts December 29, 2013: Hayden, Drake, Radack, Gellman — Page 4" (http://www.cbsnews.com/news/face-the-nation-
transcripts-december-29-2013-hayden-drake-radack-gellman/4/). CBS News. December 29, 2013.

A AP Source: State Departinent revokes NSA Ieaker Snowden's passport (hitp://www. foxnews.com/us/2013/06/23/ap-source-state-departinent-revokes-
nsa-leaker-snowden-passport/) Associated Press June 23, 2013

A Jill Lawless (June 26, 2013), Will Snewden join ranks of airport denizens? (http:/news.yahoo.com/snowden-join-ranks-airport-denizens-

1754381 10.html) Associated Press

~ Germany's Quandary; The Debate over Asylum for Snowden (hétp://www.spiegel.de/intemational/world/the-political-debate-over-offering-snowden-
asylum-in-gerinany-a-93 1497-2 html} Der Spiegel November 4, 2013

A Max Fisher (June 25, 2013),Russia’s own visa rules say Moscow has had Jegal right to scize Snowden for past 24 heurs
(http:/Awww.washingtonpost.com/blogs/world views/wp/2013/06/25/russias-own-visa-rules-say-moscow-has-had-legal -right-to-seize-snowden-for-past-24
-hours/) The Washington Post

~ Statement from Edward Snowden in Moscow (http:/Awikileaks. org/Statement-from-Edward-Snowden-in htinl). Wikileaks.org (Tuly 1, 2013).

' Why Snowden's Passport Matters | Norman Solomen (http:/Awww . huffingtonpost.com/nonnan-solomon/why-snowdens-passport-mat_b_4130236.html).
Huffington Post. (October 23, 2013).

~ Peter Baker and Ellen Barry (June 23, 2013), Snowden, in Russia, Seeks Asylum in Ecuador (hitp://www nytimes.com/2013/06/24/world/asia/nsa-
leaker-leaves-hang-kong-local-officials-say html)} The New York Times

A Fidel Castro labels libelous report Cuba blocked Snowden travel (http:/faww.reuters,com/article/2013/08/28/us-usa-security-snowden-cuba-
idUSBRES7ROIT20130828) Reuters August 28, 2013

A "Evo Morales se abre a ceder asilo a Edward Snowden si lo solicita" [Evo Morales prepared to give asylum to Edward Snowden if requested)
(hitp:/iwww.emol com/noticias/internacionai/2013/07/01/606824/evo-morales-ge-abre-a-ceder-asil o-a-edward-snowden-si-lo-golicita. html). Ef Mercurio
(in Spanish) (Santiago). EFE. July 1, 2013,

~ Gruber, Angelika, "Snowden still in Moscow despite Bolivian plane drama” (http://in.reuters.com/article/2013/07/03/usa-security-snowden-jet-bolivia-
idINDEES6207B20130703). Reuters.

~ Fisher, Max (Tuly 3, 2013). "Evo Morales's controversial flight over Europe, minute by heavily disputed

minute” (hitp:/www.washingtonpost.com/blogs/worldviews/wp/2013/07/03/evo-morales-controversial-flight-over-europe-minute-by-heavily-disputed-
minuted). The Washington Post.

~ Portas: Portagal antorizou o sobrevoo de Morales (http://sol.sapo.pt/inicia/Politica/Interior.aspx?content_id=79361) Sol Online, July 9, 2013
{Portuguese)

~ Bolivia says Furopean nattons 'kidnapped’ Evo Morales in hunt for NSA whistleblower Edward Snowden — Europe — World
(http:/fwww.independent.co.uk/news/world/europe/bolivia-says-european-nations-kidnapped-evo-morales-in-hunt-for-nsa-whistleblower-ed ward-
snowden-8686124.html). The Independent (July 4, 2013).

A "Spain ‘told Edward Snowden was on Bolivia president's plane' ' (hitp://Awwew bbe.co.uk/mews/world-Tatin-america-23201767). BBC News. July 5, 2013,
* Rerouted Morales plane has South American leaders irate (http://www.usatoday. com/story/news/world/2013/07/05/south-american-leaders-back-
morales/2490625/). USA Today. (July 5, 2013).
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~ @B ¢ Edward Snowden seeks asylum in 20 nations, but gets no fmmediate takers” {http://www. cbsnews.com/8301-202_162-5759190%/edward-snowden-
seeks-asylum-in-20-nations-but-gets-no-immediate-takers/). CBS News. Associated Press. July 2, 2013,

* Gladstone, Rick {July 1, 2013). "Snowden Is Said to Claim U.8. Is Blocking Asylum

Bids" (http://warw nytimes,com/2013/07/02/world/europe/snowden-speaks-out-in-moscow-for-first-time. html). The New York Times.

~ Alleged Snowden Statemeni: Obama Administration 'Using Citizenship As A Weapon' « CBS DC (http;//washington.cbslocal. com/2013/07/01/alleged-
snowden-statement-obama-administration-using-citizenship-as-a-weapon/). Washington.chslocal.com (July 1, 2013).

~ Galeno, Luis. "Venezuela, Nicaragua offer asylum to NSA leaker Snowden” (http:/Aworldnews. nbenews.com/_news/2013/07/05/19309635-venezuela-
nicaragua-offer-asylum-to-nsa-leaker-snowden?lte). Reuters.

* Spain Says It Was Told Snowden Was Aboard Bolivian Leader's Blocked Jet

(http://online wsj.com/article/SB1000142412788732389970457858743 1973493250 html). The Wall Street Jowrnal. (July 5, 2013).

# "Poland, India, Brazil snub Snowden asylum application” (http:/fwww.thenews.pl/1/10/Artykul/1 40173, Poland-India-Brazil-snub-Snowden-asylum-
application). Polish Radio English Section. July 3, 2013

A "Franee rejects Snowden asylum request” (hitp:/Awww_foxnews.com/world/2013/07/04/france-rejects-snowden-asylum-request/). United States: Fox
News Channel. July 4, 2013,

~ "taly rejects Snowden asylum request” (hitp:/Awvww.renters. com/article/2013/07/04/us-italy-snowden-idUSBRES630EG20130704). Reuters. July 4,
2013.

~ Osterreichische Regierung sieht Formalfehler bei Asylantrag von Snowden (http://derstandard,at/1371171 342804/Regierung-sieht-Formal fehler-bei-
Asylantrag-von-Snowden), Derstandard. at.

~ "Teeven: geen asiel voor Snowden” (hitp://www.nieuws.nl/algemeen/20130702/Teeven-geen-asiel-voor-Snewden) (in Dutch). Novum Nicuws. July 2,
2013. "De Amerikaanse klokkenluider Edward Snowden kan fluiten naar esn Nederlandse asielvergunning. [Fred] Teeven heeft het verzoek ontvangen,
zegt hij. Maar het is 'niet-ontvankelijk' want de aanvraag is niet in Nederland gedaan.”

A "Ecuader cools on Edward Snowder: asylum as Assange frustration grows" (hitp://www.guardian.co.uk/world/2013/jun/28/edward-snowden-ecuador-
Jjulian-assange). The Guardian. June 28, 2013.

~ "Ecuador 'helped Snowden by mistake,' asylum in doubt" (hitp:/rt.com/ngws/eccuador-helped-snowden-mistake-asylun-315/). RT. July 2, 2013,

~ "Ecuador says it blundered over Snowden travel document" (http://www.guardian. co.uk/world/2013/jul/02/ecuador-rafael -correa-snowden-mistake).
The Guardian. July 3, 2013.

A% B TTyrun npusHar: CHoyaen — 3 Mocxse. M nocoserorat CLIA He "crprys opocenxa” " (http:/mewsru.com/fworld/25jun2013/kerry htmI). NEWSzu.

June 25, 2013,
~ "Putin: Snowden still in Moscow atrport transit zone, won't be extradited" (http:/rt. com/news/putin-snowden-moscow-extradition-220/). RT. June 25,
2013,

A% 8 "Putin says Snowden at Russian airport, signals no extradition" (hitp://uk news.yahoo.com/putin-says-snowden-russian-airport-signals-no-exiradition-
145947113 hitm#NIEVw54). Reuters. June 25, 2013,

A "WikiLeaks » eneucnysx0s1 nposens B Mockse oneparpio «CHoymnen»” (hitp/fizvestia. rumews/552478). Izvesiia (Moscow). June 23, 2013.

A Tulia Ioffe, (June 25, 2013). "Edward Snowden's going to stay in Russia, just you walt" (http://www.newrepublic.com/article/113622/putin-edward-
snowden-free-man-will-stay-russia-angela-davis) The New Republic

~ Pearson, Michael; Smith, Matt; Mullen, Jethro (July 2, 2013). "Snowden's asylum options dwindle" (hitp:/edition.cnn.com/2013/07/02/politics/nsa-
leak/index itl). CNN.

A "Vladimir Putin: Edward Snowden must stop leaking secrets to stay in Russia" (http:/Avww.politico.com/story/2013/07/vladimir-putin-edward-snowden
-russia-leaks-93617 himl). Pelitico. Associated Press. July 1, 2013.

. Elder, Miriam (July 2, 2013). "Edward Snowden withdraws Russian asylum request” {http://www.gunardian,co,uk/world/2013/jul/02/edward-snowden-

nsa-withdraws-asylum-russia-putin). The Guardian (London).

A Herszenhozn, David M. (July 16, 2013). Leaker Files for Asylum to Remain in Russia (http://www.nytimes.com/2013/07/17/world/enrope/snowdens
submits-application-for-asylum-in-russia.html} The New York Times

~ Stanglin, Doug (July 12, 2013). "Snowden has 'no regrets,’ seeks asylum in Russia" {nttp://www nsatoday com/story/news/world/2013/07/1 2/edward-
snowden-moscow-airport/2511207/). US4 Today.

~ 48 By oitive Edward Snowden applies for asylum i Russia” (http://ww.bbe.co.ukmews/world-europe-23328074). BBC. July 16,2013,

~ b Edward Srowden Makes No-Leak Promise in Asylum Bid: Lawyer — ABC News (http://abcnews.go.com/Blotter/edward-snowden-legal-apply-
rugsian-asylum/story7id=19678502). ABC News.com (July 16, 2013).

~ Snowden plans to settle and work in Russia — lawyer to RT (htip://rt.com/news/snowden-work-russia-lawyer-482/). RT, July 23, 2013

~ "IIpebrBanne, HecoBMecTEMOE © BHanTOM" {hittp:/Arww kommersant.u/doc/2228805), Kommersant. July 8, 2013.

A "8, says allowing Snowden 1o leave airport would be disappointing” (hitp://www.reuters.com/article/2013/07/24/us-usa-security-snowden-kerry-
idUSBRES6N13M20130724). Reuters. July 24, 2013.

A "ULS. vague on whether Obama will go to Moscow amid Snowden {lap" (hiip://www.reuters.com/article/2013/07/17/us-usa-security-snowden-obama-
1dUSBRES6(:19320130717). Reuters. July 17, 2013.

~ "Press Briefing by Press Secretary Tay Camey, 7/12/2013" (hitp:/Awww.whitehouse.gov/the-press-office/2013/07/12/press-briefing-press-secretary-jay-
carney-7122013). The White Heouse. July 12, 2013.

A Edward Snowden requests temporary asylum in Russia in compromise - Los Angeles Times (http://articles.latimes.com/2013/4ul/16/world/la-fg-russia-
snowden-20130717). Los Angeles Times. (Tuly 16, 2013).

~ 452 NS attorney general's letter to Russian justice

minister” (http://news.bbe.couk/2/shared/bsp/hifpdfs/26_07 13 attorney_general letter to _russian_justice minister.pdf). BBC. Tuly 26, 2013.

A "U.S. won't seek death penelty for Snowden” (http://www.usatoday. com/story/news/world/2013/07/26/no-death-penalty-for-snowden/2589271/). US4
Today.

~ "Russia and US sccurity services 'In talks' over Snowden" (hitp:/fwww.bbe.co.uk/mews/world-europe-23468459). BBC. Tuly 26, 2013.

~ "Bectn ot [Tytuna; CHoyAeRoM He 3aBuMacTes, yausngercs goro "xyparopa Ily". M nenyer rerantcxyio

myxy" (hitp://newsru.com/russia/26jui2013/pike.html). NEWSru. July 26, 2013

~ Finn, Peter; Horwitz, Sari (June 21, 2013), "U.8. charges Snowden with espicnage” (hitp://www. washingtonpost.com/world/national-security/us-
charges-snowden-with-espionage/2013/06/21/507497d8-dab1-11e2-a016-$2547bi0%4ce_story.html). The Washington Post,

A "Snowden not afraid’ of US threats” (http://www.sbs.com.auw/news/article/2014/02/17/snowden-not-afraid-us-threats). SBS Dateline. Retrieved February
18,2014,

* Radack, Jesselyn. "Jesselyn Radack: Why Ldward Snowden Wouldn't Get a Fair

Trial" (http:/fonline wsj com/news/articles/SB10001424052702303 5954045793 18884005698684). W5, Wall Street Journal. Retrieved 19 February 2014,
~ "Snowden out of airport, still in Moscow" (http://www.cnn.com/2013/08/01 fus/msa-snowden/index. htm1?hpt=hp_t2). CNN.

~ Richter, Paul and Loiko, Sergei L. {August 1, 2013). "Snowden asylum may presage rocky period in U.S.-Russia

ties" (hitp:/fwww Jatimes.com/news/mationworldAworld/la-fg-russia-snowden-20130802 0,98894 1 story). Los Angeles Times.
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~ "Edward Snowden asylum: US 'disappointed' by Russian decision" (http://www.theguardian.com/world/2013/aug/01 /edward-snowden-asylum-us-
disappointed). The Guardian.

~#BNS A gpy leaks: US fury at Snowden's Russian agylum” (http://www.bbe.co.ul/news/world-europe-23543807). London: BBC. Angust 1, 2013.

A "White House 'Extremely Disappointed' in Russia's Asylum Offer to Snowden" (http://www voanews.com/content/white-house-extremety-disappointed-
in-russia-asylum-offer-to-snowden/1716586.html). The Voice of America (USA). August 1, 2013,

~ "Statement by the Press Secretary on the President's Travel to Russia” (http://’vwww. whitehouse gov/the-press-office/2013/08/07/statement-press-
secretary-president-s-travel-russia). The White House (USA). August 7, 2013,

A "(bama cancels Putin meeting over Snowden asylum” (http://www.bbe.co.ul/news/23605507). USA: BBC. August 7, 2013.

# "Barack Obama cancels meeting with Vladimir Putin over Edward

Snowden" (http:/fwww.telegraph.co.uk/news/worldnews/barackobama/10228529/Barack-Obama-cancels-meeting-with- Vladimir-Putin-over-Edward-
Snowden himl). The Daily Telegraph. August7,2013.

* Russia 'disappointed' by Obama cancelling Putin meeting: Krem!in (http://www.reuters com/article/2013/08/07/us-usa-security-obama-putin-kremlin-
idUSBRE9S7608020130807) Reuters

A "Russia "disappointed” bilateral talks with US cancelled" (htip://www.bbe.co.uk/news/23608052). BBC.-August 7, 2013,

~ Report: FBI wanted to fly Edward Snowden's father to Moscow (http://www.cnn.com/2013/07/3 1 /world/europe/nsa-snowden/index_html). CNN, July
31, 2013,

~ "Edward Snowden better off in Russia than US, his father says (http:/Awww. guardian.co uk/world/2013/jul/27/nsa-snowden-father-justice-russia)."
Associated Press at The Guardian. July 27, 2013.

" Edward Snowden's father pleased with son's Moscow life (http:/Awww.cnn.com/2013/10/16/world/europe/russia-snowden-dad/). CNIN.

~ "Report: Snowden's lawyer says former NSA leaker now has a tech job at a Russian website" (hitp://www.washingtonpost. com/world/europe/report-
snowdens-lawyer-says-former-nsa-leaker-now-has-a-tech-job-at-a-russian-website/2013/10/31/93b2f93a-42 1d-1 1e3-b028-de$22d 723147 _story html?
hpid=z1). Associated Press.

" NSA Fugitive Snowden Gets Job In Russia {hitp://www forbes com/sites/kenrapoza/2013/10/31/nsa-fugitive-snowden-gets-job-in-russia/). Forbes.

~ NSA whistleblower Edward Snowden to work for one of Russia's most popular websites — Americas — World
{(http://www.independent.co.uk/mews/world/americas/msa-whistleblower-edward-snowden-to-work-for-ong-of-russias-most-popular-websites-

8915297 html). The Independent (October 31, 2013).

# "Laptops Snowden took to Hong Kong, Russia were a 'diversion'" (http://www.reuters.com/article/2013/10/1 1 /us-usa-security-snowden-
IdUSBRESSAOLK20131011). Retrieved 3 March 2014

~ Hosenball, Mark (October 11, 2013). "Laptops Snowden took to Hong Kong, Russia were a 'diversion'" (http://www.reuters.com/article/2013/10/1 fus-
usa-security-snowden-idUSBREYSACLK 20131011). Reuters.

* Rusbridger, Alan (November 21, 2013). "The Snowden Leaks and the Public" (http://www.nybooks. com/articles/archives/2013/nov/21 /snowden-leaks-
and-public/). The New York Review of Books: 31-34.

~ 2% Bdward Snowden back in the limelight? Father, US whistlehlowers visit Moscow (+video)

(hitp://www.csmonitor.com/World/Burope/2013/101 0/Edward-Snowden-back-in-the-limelight-Father-US-whistleblowers-visit-Moscow-video). The
Christian Science Monitor. (October 10, 2013).

4 Americans meet Snowden to give lim award (http://www.usatoday.com/story/news/world/2013/10/10/edward-snowdens-father-arrives-in-
moscow/2957557/). USA Today. (October 10, 2013).

# Edward Snowden says NSA surveillance programimes "hurt our country’ | World news (http:/fwwnw.theguardian.com/world/2013/0ct/12/edward-snowden
-nsa-surveitlance-wikileaks-videos). The Guardian.

~ Obama knew of NSA spying on Merkel and approved it, report says (hlip:/Avww.foxnews.com/politics/2013/10/27/cbama-knew-nsa-spying-on-merkel-
and-approved-it-report-says-944692234/). Fox News (October 27, 2013).

~ Snowden Ready to Testify About US Spying on Merkel — German Lawmaker | Russia | RIA Novosti

(http://en.ria.mu/russia/20131101/184461 81 4/Snowden-R eady-to-Testify- About-US-Spying-on-Merkel-German-Lawmaker html). Bn ria.ru.

~ Troianovski, Anton, (November 18, 2013} German Opposition Derzands Snowden Be Let into Country to Testify — WSJ.com

(http: /online. wsj.com/news/articles/SB10001424052702303531204579206062888743006). The Wall Street Jowrnal,

~ German MP meets Snowden, says he is willing to come to Germany for inquiry {(hitp://www.reuters.com/article/2013/10/3 | /us-usa-security-germany-
snowden-idUSBRESSUIDL20131031). Reuters.

* Edward Snowden gels website job in Russia, lawyer says (http:/Avww.cnn.com/2013/10/3 1 /world/europe/russia-snowden-jobs). CNN.

~ Snowden may aid Germany on US spying details. Is Berlin visit in the cards? (http://www.csmoniter. com/World/Global-News/2013/1101/Snowden-
may-aid-Gemmany-on-US-spying-details - Is-Berlin-visit-in-the-cards). The Christian Science Monitor. (November 1, 2013),

~ WikiLeaks: Snowden ally Sarah Harrison leaves Russia, won't return to UK over prosecution fear

(http:/fwww . foxnews.com/world/2013/11/06/wikileaks-snowden-ally-sarah-harrison-lgaves-russia-wont-retum-to-uk-over/). Fox News (November 6,
2013}

A Statement by Sarah Harrison (hitp://wikileaks.org/Statement-by-Sarah-Harrison-on . htmi). Wikileaks.org (November 6, 2013},

* Vargas, Natasha. (October 24, 2013) Enemy of the State (http://www.advocate.com/print-issue/current-issuc/2013/10/24/eneny-state ?page=0,2).
Advocate.com.

A US spying interview (littp:/www.abe.net.aw/lateline/content/2013/93879803.htm). Australian Broadeasting Corporation.au (Qctober 29, 2013).

~ John Robles (January 14, 2014), US continues to attempt to “get” Edward Snowden — Jesselyn Radack (http://voiceofrussia.com/2014 01 14/US-
continues-to-attempt-to-get-Edward-Snowden-Jesselyn-Radack-8453/) Voice of Russia

~ Post Store. "Snowden's open letter to Brazil: Read the text" (http://www washingtonpost.com/world/national-security/snowdens-open-letter-to-brazil-
read-the-text/2013/12/17/9bf13423-6727-11¢3-8b5b-2771870716a3_story.html). The Washington Post.

.~ "Snowden's open letter offers to help Brazil look into NSA surveillance” (http:/edition.cnn.com/2013/12/17Aworld/americas/snowden-nsa-brazil-letter/).

CNN.

~"As Brazil's fury over NSA mounts, U.8. vows to work through tensions" (hitp://edition.cnn.com/2013/09/11/world/americas/brazil-nsa/), CNN.

~ @B enprazilian senator urges asylmu for Snowden" (http:/Awww. washingtonpost.com/world/the _americas/brazilian-senator-urges-asylum-for-
snowden/2013/12/1 8/9fdebec2-6803-11e3-997b-9213b17dac%7 story.himl). The Washington Post. Associated Press. December 18, 2013,

~ 3¢ B omero, Simon (December 17, 2013). "Snowden offers help to Brazil in spy case” (http://www.nytimes.com/2013/12/18/world/americas/snowden-
offers-to-help-brazil-in-nsa-inquiry html). The New York Times.

ATBI Bz} says not considering Snowden asylum” (hittp://"www.chicagotribune.com/news/sns-rt-us-usa-security-snowden-brazil-
20131217,0,1947836.story). Chicago Tribume. March 4, 2012,

~ "Brazil says it is not considering asylum for Edward Snowden” (hiip://www.cbshews.com/news/brazil-says-it-is-not-considering-asy lum-for-edward-
snowden/). CBS News. Reuters. December 17, 2013,

~ @b ughowden to ask Russian police {or protection after US threats — lawyer" (http://rt.com/news/snowden-russian-police-help-967/). Russia Today.
Retrieved January 22, 2014,
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