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THE CRAIG S. BARNARD CHAPTER OF THE AMERICAN INNS OF COURT LIV
AND CARBOLIC SMOKEBALL PRESENT

DAWN OF A NEW ERA: WHAT TECHNOLOGY WANTS WITH LAWYERS
APRIL 17, 2012
OVERVIEW

The presentation for Carbolic Smokeball is set for April 17, 2012. The topic is "Dawn of a New Era:
What Technology Wants With Lawyers," which will explore the ethical risks and professional
quandaries attorneys can face when dealing with current clients, opposing counsel, experts, and
witnesses in the age of email, smartphones, cloud computing, and social networking. Our format for
the presentation is a fictional trial or reenactment of a famous trial. As a group, we decided to create
fictional vignettes based on real trials.

DESCRIPTION

6:05 p.m. to 6:15 p.m.: Opening Remarks/Introduction

I. DISCOVERY RELATED ISSUES — ETHICAL ISSUES WITH CLIENTS
6:15 p.m. to 6:30 p.m.

This vignette is based on the case of Lester v. Allied Concrete Co. et al." In Lester, the Plaintiff alleged
that the defendants were negligent in causing an accident, which resulted in injuries to Lester and the
death of Plaintiff’s wife. During pre-trial practice, disputes regarding discovery-related issues arose;
specifically, Plaintiff had not complied with certain discovery requests. Disagreements arose between
counsel based, in part, on Plaintiff’s alleged failure to disclose the contents of his Facebook account
and an accusation that Defendant’s Counsel “hacked” into Plaintiff’s Facebook account. Defendants
filed a motion for sanctions for Plaintiff’s spoliation of evidence. The following is an adaptation of the
facts surrounding the discovery-related issues in the Lester case; in addition, the hearing on the
spoliation motion and appellate hearing.

A. Vignette 1: Script
Narrator: This first vignette will focus on the potential ethical risks an attorney faces when he or she is
responding to an opposing party’s discovery request. In particular, a discovery request for a client’s

photos from Facebook.

Paralegal: We just received the discovery requests from opposing counsel in Client’s case. (She hands
them to Plaintiff’s Counsel).

Plaintiff’s Counsel: Okay, great. I’ll take a look at them right now.

"http://www.vamedmal.com/library/largest_wrongful death verdict Virginia reduced  Facebook pictures.pdf
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Narrator: As Plaintiff’s Counsel skims through the discovery requests, Interrogatory 10 took him by
surprise.

Plaintiff’s Counsel: They want the contents of Client’s Facebook account! What is on there that they
could possibly be interested in? Call our client and ask him to come into the office at his earliest
opportunity.

Paralegal: Will do.

Narrator: Meanwhile, Defendant’s counsel has already searched Facebook for Client’s page and, of
course, has found it.

Defendant’s Counsel: (Talking to himself out loud) I can’t wait to see how Plaintiff’s Counsel and his
Client handle this photo. It’s not going to sit well with the jury.

Narrator: Over at Plaintiff’s Counsel’s office, Client has stopped by to discuss with Plaintiff’s Counsel
how to proceed with this discovery request and to assess the contents of the Facebook page.

Plaintiff’s Counsel: Well Client, I asked you to stop by because we have received a request from
Opposing Counsel for the contents of your Facebook page. 1’d like to see what you have on there, so

we can decide how to proceed.

Client: Does my Facebook page have anything to do with this lawsuit? I don’t think they have a right
to see my personal page. Isn’t there anything we can do to prevent this?

Plaintiff’s Counsel: I understand your position. Let’s just see what you have on there before we do
anything else.

Narrator: Client logs into his Facebook page on Lawyer’s computer. Plaintiff’s Counsel, Paralegal,
and Client begin clicking through the photos on Client’s page and it’s not good. (This would be a good

time to bring up a Facebook page on the big screen so the audience can see the questionable posts).

Plaintiff’s Counsel: What is this? A picture of you with a “ I <3 Hot Moms” t-shirt and you’re holding
a beer with a 40 something year old woman flashing the camera! This is NOT good!

Client: Ha, I haven’t gone through these pictures in a while. I forgot about that night.

Plaintiff’s Counsel: Listen, you have to clean up your Facebook page because we don’t want blow-ups
of this stuff at trial. There are a few things on here that should be removed.

Client: If you think it’s that big a deal, I’ll just deactivate the page and none of this will be a problem.

Plaintiff’s Counsel: No, no don’t deactivate the page because Defendant’s Counsel probably knows
you have an account or they would not have asked for its contents in the first place. He likely can’t see
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everything because of your privacy settings so he’s requesting the contents through discovery. Just
clean it up and we’ll provide Defendant’s Counsel with screen shots of the page.

Narrator: Client left and deleted a total of 16 “questionable” photos from his Facebook page.
Including the “I <3 Hot Moms” photo. Plaintiff’s Counsel responded to the request providing the
relevant information regarding Client’s Facebook page. Little did Plaintiff’s Counsel and Client know
that Defendant’s Counsel already had in his possession the “I <3 Hot Moms” photo, which he plans to
use at trial. When opposing counsel received the responses and the screen shots of Client’s Facebook
page, he immediately noticed the page had been altered and filed a Motion for Spoliation of Evidence,
which was heard by Judge Green just prior to trial. We go now to the Hearing on Motion for
Spoliation of Evidence.....

Judge Green: Counselor explain your motion briefly to me.
Defendant’s Counsel: Your honor, Client and Plaintiff’s Counsel have engaged in deceptive conduct
by engaging in deliberate destruction of evidence which should have been supplied in response to
Request #10 of Defendant’s Interrogatories. Plaintiff’s Counsel’s clear obstruction of production of
the requested screen prints is sanctionable. In support of the aforementioned, I call an Expert Witness.
Judge Green: Okay, no need for you to leave your seat. Just briefly provide your testimony.
Expert Witness: I am an expert on internet technology and I can confirm without contradiction that
based upon the review of Client’s Facebook logs and phone record of Client and Plaintiff’s Counsel,
Client deleted 16 photos from his Facebook page.
Judge Green: Thank you expert witness. Client, I would like to hear from you.
Client: Yes, I admit that there were photos removed from my Facebook the day before the responses
were due to Defendant’s Counsel. However, I would like to state that I alone, without input from
anyone, made the decision to delete the photos from Facebook.
Judge Green: Thank you Client. Plaintiff’s Counsel please come up here.
Plaintiff’s Counsel: I accept responsibility for my Client’s actions. There was a misunderstanding.

B. Questions
Vignette 1: Questions and Answers 1- 5. Cast is reminded to pause for questions and answers.

C. Ruling From Bench and Primer
Judge Green: Both Client and Plaintiff’s Counsel must be held accountable for the spoliation. Client
did what Plaintiff’s Counsel told him to do, deliberately deleting Facebook photos that were responsive

to a pending discovery request. Defendants are entitled to sanctions against Client and Plaintiff’s
Counsel for the spoliation.
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IL. FRIENDING JUDGES
6:30 p.m. to 6:45 p.m.

This vignette is based on the public reprimand of B. Carlton Terry, Jr., District Court Judge in the State
of North Carolina.” This matter came to the attention of the Judicial Standards Commission of North
Carolina following a written complaint filed with the Commission. On September 9, 2008, North
Carolina Judge B. Carlton Terry, Jr. Facebook friended Charles Schieck, an attorney handling a child
custody case in Judge Terry’s court. Schieck posted a question on his Facebook account. Judge Terry
responded, commenting on the merits of the case. Judge Terry was later reprimanded. The following
is an adaptation surrounding the ex parte communication between Judge Terry and attorney Schieck on
Facebook.

A. Vignette 2: Script
Narrator: Our second vignette focuses on the ethical issues raised when judges are Facebook friends
with lawyers who may appear before them, or otherwise communicate with each other on social

networking sites.

Narrator: At an Inns of Court meeting one evening, Judge Zucherberg and Young Attorney strike up a
conversation.

Judge Zucherberg: Counselor do you have a Facebook account?

Young Attorney: Yes, | have a Facebook account. I don’t know too much about it and I don’t really
have time for it, but I’ve got one nonetheless.

Judge Zucherberg: I enjoy Facebook! It allows me to personalize myself and reveal facets of my life
and personality to a broad range of people, including professional colleagues. I’'m going to “friend”
you.

Young Attorney: Okay, I guess that will be alright. Maybe I’ll start using the site more.

Narrator: Two weeks following the Judge’s “friending” of Young Attorney, Young Attorney brings a
custody matter on behalf of his client before Judge Zucherberg. The following is a conversation
between Judge Zucherberg and Young Attorney. The two are on Facebook reviewing prior testimony.

(Judge Zucherberg and Young Attorney simulate typing on Facebook and talk aloud while typing).

Judge Zucherberg posts on Facebook: Two good parents to choose from, but I feel I’ll be back in
court.

Young Attorney comments: Do you think husband was guilty of having an affair?

2 www.aoc.state.nc.us/www/public/coa/jsc/publicreprimands/jsc08-234.pdf
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Judge Zucherberg comments: 1 believe the allegations are true due to the evidence presented, but it
does not make any difference in the custody dispute.

Defendant’s Counsel comments: I have a wise Judge.

Judge Zucherberg comments: You are in your last day of trial.

Defendant’s Counsel comments: I hope so.

Judge Zucherberg comments: No, you are.

Narrator: Before signing off, Judge Zucherberg also sees that another attorney at Young Attorney’s
firm, Michael Partner, who went to law school with Judge Zucherberg, friended him on Facebook with

the message: “Be nice to Young Attorney, this is her first trial, it would be great if she won.”

Judge Zucherberg comments: Glad to see you are finally on Facebook Partner. Don’t worry about
Young Attorney, I have a strong feeling she is going to win tomorrow.

B. Questions
Vignette 2: Questions and Answers 1- 5. Cast is reminded to pause for questions and answers.
III. INTERNET RESEARCH OF POTENTIAL JUROR DURING VOIR DIRE
6:45 p.m. to 7:00 p.m.
This vignette is based on the case of Carino v. Muenzen." During voire dire in this medical

malpractice case, plaintiff’s counsel used his laptop to access the courtroom’s free wireless Internet
connection to research potential jurors.

A. Vignette 3: Script

Narrator: Our third vignette focuses on whether it is ethical for a lawyer to research potential jurors
through the use of social media during voir dire.

Trial Judge: Okay, members of the jury, at this stage we’re going to ask certain questions to determine
whether you are qualified to sit as a juror in this case. This is a civil case alleging medical malpractice
in the treatment of Plaintiff’s deceased wife.

Narrator: Plaintiff’s Counsel has taken out his laptop and accessed the courtroom’s free wireless
Internet connection. The Judge begins asking questions of the potential jurors...

Trial Judge: Has any member of the jury panel or member of their immediate family or a close
personal friend ever been involved in a legal claim about medical malpractice?

3 Carino v. Muenzen, No. L-0028-07, 2010 WL 3448071 (N.J. Super. Ct. App. Div. Aug. 30, 2010), cert. denied, 205 N.J.
100 (2011).
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At least two jurors stand up as they have affirmative responses to this question.
Trial Judge: Okay, we’ll hear from you one by one. Let’s start with you Juror #1.

Juror 1: Back in ’05 I was involved in a car accident in Lake Worth and was brought to JFK Memorial
for my injuries. While I was there, I was administered the wrong medication so I sued the Hospital. 1
missed 5 months of work and lost my job with Office Depot.

Narrator: As soon as Juror 1 proceeded to explain the medical malpractice case, Plaintiff’s Counsel
Googled the information Juror 1 was providing to get further personal information about Juror 1; as
well as look to see if Juror 1 had a Facebook page, MySpace page, or LinkedIn profile. Defendant’s
counsel saw Plaintiff’s counsel and said....

Defendant’s Counsel: Objection, Plaintiff’s Counsel is using his computer to research further personal
information on Juror 1, thus giving him an unfair advantage. We are not using our own technology
and, therefore, cannot also engage in such research during this questioning.
Trial Judge: Defendant’s Counsel is correct. Such use of the Internet during voir dire is an unfair
practice, please shut down your computer and cease further research of these potential jurors during
voir dire.

B. Questions

Vignette 3: Questions and Answers 1- 5. Cast is reminded to pause for questions and answers.

Conclusion/Adjournment
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SCORING GUIDELINES

The pupillage group will be awarded one point for each correct answer. The pupillage group will
forfeit one point for each incorrect answer. If the pupillage group successfully defends an incorrect
answer, meaning that their explanation is approved by the appellate judge, the one point forfeited will
be restored and they will earn five bonus points for their explanation. If the pupillage group is
unsuccessful in its defense or declines to defend, no bonus points will be available or awarded and the
point forfeited will not be restored.



PRACTICAL ISSUES INVOLVING
SOCIAL MEDIA

Andrew L. Smith, Esq.




l. Introduction

Currently, over 750 million people use Facebook, over 175 million use
LinkedIn, and over 100 Million use MySpace.

Each month people spend over 750 billion minutes on Facebook, and
during this time three billion photos and 180 billion posts are uploaded to
Facebook.

If Facebook were a country it would be the third most populated country
in the world (behind China and India, and ahead of the United States).

. Social Media is a Gold Mine of Information
A. Evidence at Trial

Social media posts, comments, and photos can be used as evidence at trial
to attack a witness’s credibility, to show a witness’s state of mind, to
dispute damages, etc.

Example: A plaintiff filed suit against a chair manufacturer alleging that
she suffered permanent injuries restricting her from leaving her home.
The court allowed discovery of the plaintiff's Facebook and MySpace
accounts. Facebook pictures revealed the plaintiff standing happily
outside of her home, and were detrimental to the plaintiff’s case. Romano
v. Steelcase, Inc., 907 N.Y.S.2d 650 (N.Y. 2010).

Example: A Starbucks employee was fired for inappropriate conduct and
threatening violence to fellow employees. The employee then sued
Starbucks for sexual harassment, religious discrimination, and retaliation.
The employee’s MySpace page was submitted as evidence by Starbucks,
where plaintiff stated: “Starbucks is in deep s**t with GOD!!! ...I will now
have 2 to turn 2 my revenge side (GOD’S REVENGE SIDE) 2 teach da
world a lesson about stepping on GOD. I thank GOD 4 pot 2 calm down
my frustrations and worries or else I will go beserk and shoot everyone....”
Based on the evidence submitted by Starbucks, the court granted summary
judgment in its favor. Mai-Trang Thi Nguyen v. Starbucks Coffee Corp,
2009 U.S. Dist. LEXIS 113461 (N.D.Cal. 2009).



B. Juror Investigation
Lawyers are now using social media to investigate potential jurors.

Example: Amber Hyre, a juror in a West Virginia case in 2008, did not
disclose that she was Myspace friends with the defendant, a police officer
being tried on criminal charges. After the relationship came to light, a
state appeals court threw out the defendant's conviction and ordered a
new trial.

Example: In March 2009, Stoam Holdings, a building products company
being sued for allegedly defrauding two investors, asked an Arkansas court
to overturn a $12.6 million judgment, claiming that a juror used Twitter to
send updates during the civil trial. The juror, Jonathan Powell, sent
Twitter messages including, “oh and nobody buy Stoam. Its bad mojo and
they’ll probably cease to Exist, now that their wallet is 12m lighter” and “So
Jonathan, what did you do today? Oh nothing really, I just gave away
TWELVE MILLION DOLLARS of somebody else’s money.” The trial court
denied the motion seeking to overturn the verdict and the attorneys are
currently appealing.

Example: In a Michigan case, a 20 year old juror disclosed her verdict
opinion on her Facebook page: “Gonna be fun to tell the defendant they’re
GUILTY.” The juror was charged with contempt, fined $250.00, required
to write a 5-page essay on the Sixth Amendment, and removed from the
jury. The violation was discovered by the defendant’s son, who just
happened to be searching for the jurors on Facebook.

Example: In December 2009, Baltimore Mayor Sheila Dixon was
convicted by a jury of embezzlement for stealing gift cards. After the
verdict, her lawyers initially asked for a new trial in part because five of the
jurors were communicating among themselves on Facebook during the
deliberation period, and at least one of them received an outsider’s online
opinion regarding how the jury should decide the case.

Jurors’ inappropriate use of the internet, including postings on Facebook
and Twitter, has led to 21 mistrials in the past two years.

California and Florida have implemented new jury instructions to advise
jurors not to discuss an active case through social media.

Example: When jurors were chosen for the perjury trial of baseball star
Barry Bonds, they were barred from using social media as they considered
the case.


http://www.facebook.com/

Il Methods and Scope of Permissible Discovery
A. Social Media is Discoverable
e Civ.R. 26 and 34: A party may request relevant, non-privileged

electronically stored information that is within the possession, custody, or
control of the responding party.

e Courts allow discovery of personal information posted on a social
networking website if it is relevant to the litigation and the discovery
request is narrowly tailored.!

e One court compelled interrogatory responses disclosing a party’s social
networking website usernames, logins, and passwords. McMillen v.
Hummingbird Speedway, Inc., 2010 Pa. Dist. & Cnty. Dec. LEXIS 270
(Pa. 2010).

1t See United States v. Villanueva, (11th Cir. Feb. 15, 2009), 2009 U.S. App. LEXIS 3852; Beye v.
Horizon Blue Shield of New Jersey (D.N.J. 2008), 568 F.Supp.2d 556; Ledbetter v. Wal-Mart
Stores, Inc. (D.Col. Nov. 13, 2009), 2009 U.S. Dist. LEXIS 113117; Romano v. Steelcase, Inc. (N.Y.
2010), 907 N.Y.S.2d 650; McMillen v. Hummingbird Speedway, Inc. (Pa. Sept. 9, 2010), 2010
Pa. Dist. & Cnty. Dec. LEXIS 270; EEOC v. Simply Storage Mgt., LLC, (S.D.Ind. May 11, 2010),
2010 U.S. Dist. LEXIS 52766; Bass v. Miss Porter's School (D.Conn. Oct. 27, 2009), 2009 U.S.
Dist. LEXIS 99916; Mackelprang v. Fidelity Natl. Title Agency of Nevada, Inc. (D.Nev. Jan. 9,
2007), 2007 U.S. Dist. LEXIS 2379. Several Ohio and 6th Circuit cases have relied on
information from social networking websites in their opinions. See State v. Gaskins, gth Dist. No.
06CA0086-M, 2007-Ohio-4103; Burns v. May, (1999), 133 Ohio App.3d 351, 728 N.E.2d 19;
State v. Berry (2008), 145 Ohio Misc.2d 55, 882 N.E.2d 502. However, no Ohio or 6th Circuit
cases discuss the discoverability of information located on social networking websites in detail.

See also Canadian Courts: Leduc v Roman (Feb. 20, 2009), 2009 CarswellOnt 843 (court noted
that it was "beyond controversy" that a person's Facebook pages may contain relevant documents;
that other Canadian cases had permitted into evidence photographs posted on a person's
Facebook page; it is reasonable to infer from the social networking purpose of Facebook, that
even if a person only maintains a private profile with the public profile merely listing their name,
that relevant information exists on their limited-access private pages); Kent v Laverdiere
(ON.S.C., Apr. 14, 2009), 2009 CanLII 16741 (as plaintiff asserted that accident disfigured her
and lessened her enjoyment of life, any photos on Facebook or MySpace showing her in healthy
state, enjoying life, would be relevant); Bishop v Minichiello (CanLII, Apr. 7, 2009), 2009 BCSC
358 (defendant's motion for production of plaintiff's computer's hardrive so it could analyze how
much time plaintiff spent on Facebook granted as the information sought was relevant to the
issues in the case); Goodridge v King (ON.S.C. Oct. 30, 2007), 2007 CanLII 51161 (in action in
which plaintiff claimed various injuries including loss of enjoyment of life and disfigurement
following a car accident, photos posted by plaintiff on her Facebook account was evidence to the
contrary, showing her socializing and dating); Kourtesis v Horis (ON.S.C. Sept. 24, 2007), 2007
CanLII 39367 (in proceeding concerning costs, court noted that during trial, Facebook photos of
plaintiff were important element of case; apparently plaintiff testified that she no longer had a
social life because of her injuries, yet the photographs taken after the accident, showed her at a

party).
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Courts generally hold that users of social networking websites lack a
legitimate expectation of privacy in the materials intended for publication
or public posting.2

Facebook policy states that "it helps you share information with your
friends and people around you," and that "Facebook is about sharing
information with others." http:www.facebook.com/policy.php.

MySpace is a "social networking service that allows Members to create
unique personal profiles online in order to find and communicate with old
and news friends;" and, is self-described as an "online community" where
"you can share photos, journals and interests with your growing
network of mutual friends," and, as a "global lifestyle portal that reaches
millions of people around the world." http://www.myspace.com/index
.cfm?frseaction=cms.veiwpage.

The privacy policies of social networking websites usually disclaim
responsibility for breaches of privacy measures. Facebook's policy
explicitly states, "please keep in mind that if you disclose personal
information on your page * * * this information may become publicly
available." Moreover, “[Facebook] may disclose information pursuant to
subpoenas, court orders, or other requests (including civil and criminal
matters) if [Facebook] have a good faith belief that the response is
required by law.” Id.

As Romano v. Steelcase, Inc., 907 N.Y.S.2d 650, 656 (N.Y. 2010), states:
Indeed, as neither Facebook nor MySpace guarantee complete privacy,
Plaintiff has no legitimate reasonable expectation of privacy. * * * Thus,
when Plaintiff created her Facebook and MySpace accounts, she
consented to the fact that her personal information would be
shared with others, notwithstanding her privacy settings.
Indeed, that is the very nature and purpose of these social
networking sites else they would cease to exist. Since Plaintiff
knew that her information may become publicly available, she cannot now
claim that she had a reasonable expectation of privacy. As recently set
forth by commentators regarding privacy and social networking sites,

2 See also Moreno v. Hanford Sentinel, Inc. (Cal. 2009), 172 Cal.App.4th 1125 (holding that no
person would have reasonable expectation of privacy where person took affirmative act of posting
own writing on MySpace, making it available to anyone with a computer and opening it up to
public eye); Beye v Horizon Blue Cross Blue Shield of New Jersey (D.N.J 2008), 568 F.Supp.2d
556 (stating "[t]he privacy concerns are far less where the beneficiary herself chose to disclose the
information."); Dexter v Dexter, 11th Dist. No. 2006-P-0051, 2007-Ohio-2568 (holding that there
is no reasonable expectation of privacy regarding MySpace writings open to public view); EEOC v.
Simply Storage Mgt., LLC, (S.D.Ind. May 11, 2010), 2010 U.S. Dist. LEXIS 52766 (stating “a
person’s expectation and intent that her communications be maintained as private is not a
legitimate basis for shielding those communications from discovery”).
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given the millions of users, "[i]n this environment, privacy is no longer
grounded in reasonable expectations, but rather in some theoretical
protocol better known as wishful thinking." (emphasis added).

In EEOC v. Simply Storage Mgt., 2010 U.S. Dist. LEXIS 52766 (S.D.Ind.
May 11, 2010), the court permitted an employer to obtain discovery of an
employee’s social networking pages even though the employee set privacy
settings to “private” and the information was not available to the general
public.

B. Methods of Discovery
Social media postings can be discovered the same way as any other
documentary evidence: interrogatories, requests for production, requests

for admissions, and subpoenas.

Sample discovery requests:

INTERROGATORY NO. 1: State the name, web address, and
user name for all blogs, online forums, and social networking
websites that Plaintiff has belonged or had a membership to from
April 1, 2010 to the present.

REQUEST NO. 1: All online profiles, comments, postings,
messages (including without limitation, tweets, replies, retweets,
direct messages, status updates, wall comments, groups joined,
activity streams and blog entries), photographs, videos, e-mails and
online communications (including those posted by Plaintiff or
anyone on plaintiff’s behalf on Facebook and Myspace), from April
1, 2010 to the present that:

1. refer or relate to the allegations set forth in the complaint;

2. refer or relate to any facts or defenses raised in the
answer;

3. reveal, refer or relate to any emotion, feeling or mental
state; or

4. reveal, refer or relate to events that could reasonably be
expected to produce a significant emotion, feeling or mental
state.

Email: Social networking website records may be recovered from a user’s
home or business email account. The email account may contain
messages the user posts. Facebook allows a user to submit, via email,
updates for publication on his or her Facebook wall. Facebook often
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emails a user with notices and copies of content of messages posted by
others for the benefit of the user. Myspace and LinkedIn have similar
features.

Facebook history download: Facebook now has a feature allowing a user
to download and print his or her entire history in a document format.

C. Subpoena Problems
i. The Stored Communications Act

Electronic communications holders like Facebook, Myspace, and LinkedIn
refuse to produce records containing content of electronic
communications based on the Stored Communications Act (“SCA”).

18 U.S.C. § 2702(a)(1): “A person or entity providing an electronic
communication service to the public shall not knowingly divulge to any
person or entity the contents of a communication while in electronic
storage by that service.”

Every court addressing the issue has stated that electronic
communications holders may not produce content records in response to a
civil subpoena and cannot be compelled by court order to do so under the
SCA.3

Exceptions: The SCA does not include a general exception for civil
subpoenas. However, civil subpoenas from individuals seeking ESI from
their own social networking sites are enforceable. Additionally, with user
consent, social networking websites can release a user’s records. 18 U.S.C.
§ 2701(c)(2); 18 U.S.C. § 2702(b)(3).

LinkedIn  provides its own model wuser consent form.
http://forthedefense.org/file.axd?file=2010%21f5%2fLinked +In+Release+

Form+2010521.pdf.

Several cases have stated that a party may be compelled to grant consent.4

® See O'Grady v. Superior Court (Cal. 2006), 139 Cal.App.4th 1423, 44 Cal.Rptr.3d 72; Theofel v.
Farey-Jones (Cal. 2004), 359 F.3d 1066; In re Subpoena Duces Tecum to AOL, LLC (Va. 2008),
550 F.Supp.2d 606; Federal Trade Comm. v. Netscape Comm. Corp. (Cal. 2000), 196 F.R.D. 559;
Flagg v. City of Detroit (E.D.Mich 2008), 252 F.R.D. 256; Bower v. Bower (D.Mass. Apr. 5,
2011), 2011 U.S. Dist. LEXIS 36677.

* See O'Grady v. Superior Court (Cal. 2006), 139 Cal.App.4th 1423, 1446, 44 Cal.Rptr.3d 72
(“Where a party to the communication is also a party to the litigation, it would seem within the
power of a court to require his consent to disclosure on pain of discovery sanctions.”); Flagg v.
City of Detroit (E.D.Mich 2008), 252 F.R.D. 256 (if the litigant has the ability to obtain "control”
over such information by providing consent to the ISP, then the litigant must provide such
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ii. Company Policies

Social networking websites have stringent company policies for
responding to subpoenas.

According to Facebook’s policy, “you must personally serve a valid
California or Federal subpoena on Facebook. Out-of-state civil subpoenas
must be domesticated in California.” http://www.facebook.com/help/

?safety=law.

A subpoena should include the user’s full name, Facebook profile URL,
school, networks, birth date, known email address, IM account ID, phone
number, address, and period of activity.

Facebook charges a mandatory, non-refundable processing fee of $500.00
per user account in responding to a subpoena. Id.

D. Deletion is Spoliation of Evidence!

Because the contents of most social networking websites is electronically
stored information (“ESI”), the rules of preservation, production, and
spoliation should logically apply to the contents on social networking
websites.

If you update your Facebook page when you know that it may contain
potentially relevant information to foreseeable litigation, you may be
spoliating evidence.

Advice: Lawyers must address these issues early on in litigation. Ask you
client about his or her social media uses. You must advise your client to
preserve all information on his or her social media profiles. Do not advise
your client to delete potentially damaging posts, comments, and photos.

V. Evidentiary Concerns and “the technological heebee jeebies”®

Generally, documentary evidence must satisfy four rules of evidence: (1)
relevance; (2) hearsay; (3) authentication; and (4) the best evidence rule.
Of particular concern is the authentication requirement.

consent as part of its discovery obligations); Ledbetter v. Wal-Mart Stores, Inc., 2009 U.S. Dist.
LEXIS 113117 (D.Col. Nov. 13, 2009) (compelling “consents allowing Social Networking Sites to
produce the information sought in defendant’s subpoenas”).

> As stated in Griffin v. State, 2011 Md. LEXIS 226, at *22 (Md. Apr. 28, 2011).
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e Lorraine v. Markel Am. Ins. Co., 241 F.R.D. 534, 544 (D.Md. 2007),
recognized that authenticating electronically stored information presents a
myriad of concerns because "technology changes so rapidly" and is “often
new to many judges.”

e Social media concerns: timeliness, and authorship. Because websites
constantly change, the proponent must show that an item comes from the
relevant time. Because people can potentially hack into a user’s profile
and it is easy to create a profile under another person’s name, the
proponent must prove up the site’s authorship. ©

e The evidence necessary to support a finding of authentication is quite low
in Ohio, even lower than the preponderance of the evidence. Burns v.
May, (1999), 133 Ohio App.3d 351, 728 N.E.2d 19.

e In Statev. Bell, , 145 Ohio Misc.2d 55, 2008-Ohio-592, 882 N.E.2d 502, at
933, the court held that electronic communications found on the
defendant’s MySpace website could be authenticated through testimony
that:

6 In People v. Lenthan (N.Y. 2010), 30 Misc. 3d 289, 911 N.Y.S. 2d 588, the court precluded a
party from confronting witnesses with MySpace photographs on authentication grounds "[i]n
light of the ability to "photo shop,' edit photographs on the computer.”

In United States v. Jackson (77th Cir. 2000), 208 F.3d 633, Jackson was charged with mail and
wire fraud and obstruction of justice after making false claims of racial harassment against the
United Parcel Service in connection with an elaborate scheme in which she sent packages
containing racial epithets to herself and to several prominent African-Americans purportedly
from "racist elements" within UPS. Id. at 635. At trial, Jackson sought to introduce website
postings from "the Euro-American Student Union and Storm Front,” in which the white
supremacist groups gloated about Jackson's case and took credit for the UPS mailings. Id. at 637.
The court determined that the trial judge was justified in excluding the evidence because it lacked
an appropriate foundation, namely that Jackson had failed to show that the web postings by the
white supremacist groups who took responsibility for the racist mailings "actually were posted by
the groups, as opposed to being slipped onto the groups' websites by Jackson herself, who was a
skilled computer user.” Id. at 638.

But See In In the Interest of F.P. (Pa. 2005), 2005 PA.Super 220, 878 A.2d 91, the court
considered whether instant messages were properly authenticated pursuant to Rule 901(b)(4)
(distinctive characteristics). In the case, involving an assault, the victim, Z.G., testified that the
defendant had attacked him because he believed that Z.G. had stolen a DVD from him. The judge
admitted instant messages from a user with the screen name "Icp4Life30" to and between
"WHITEBOY Z 404." Id. at 94. Z.G. testified that his screen name was "WHITEBOY Z 404" and
that he had printed the instant messages from his computer. In the transcript of the instant
messages, moreover, Z.G. asked "who is this," and the defendant replied, using his first name.
Throughout the transcripts, the defendant threatened Z.G. with physical violence because Z.G.
"stole off [him]." Id. On appeal, the court determined that the instant messages were properly
authenticated through the testimony of Z.G. and also because "Icp4Life30" had referred to
himself by first name, repeatedly accused Z.G. of stealing from him, and referenced the fact that
Z.G. had told high school administrators about the threats, such that the instant messages
contained distinctive characteristics and content linking them to the defendant. Id.
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https://www.lexis.com/research/buttonTFLink?_m=b47718842ae4e5cf467c5dfa90c39e46&_xfercite=%3ccite%20cc%3d%22USA%22%3e%3c%21%5bCDATA%5b2011%20Md.%20LEXIS%20226%5d%5d%3e%3c%2fcite%3e&_butType=3&_butStat=2&_butNum=65&_butInline=1&_butinfo=%3ccite%20cc%3d%22USA%22%3e%3c%21%5bCDATA%5b208%20F.3d%20633%2c%20635%5d%5d%3e%3c%2fcite%3e&_fmtstr=FULL&docnum=1&_startdoc=1&wchp=dGLbVtb-zSkAA&_md5=55d2a7492ba6539956e26dc9cab467ca
https://www.lexis.com/research/buttonTFLink?_m=b47718842ae4e5cf467c5dfa90c39e46&_xfercite=%3ccite%20cc%3d%22USA%22%3e%3c%21%5bCDATA%5b2011%20Md.%20LEXIS%20226%5d%5d%3e%3c%2fcite%3e&_butType=3&_butStat=2&_butNum=66&_butInline=1&_butinfo=%3ccite%20cc%3d%22USA%22%3e%3c%21%5bCDATA%5b208%20F.3d%20633%2c%20637%5d%5d%3e%3c%2fcite%3e&_fmtstr=FULL&docnum=1&_startdoc=1&wchp=dGLbVtb-zSkAA&_md5=d564f29ac8cbb331282c011137f607bf
https://www.lexis.com/research/buttonTFLink?_m=b47718842ae4e5cf467c5dfa90c39e46&_xfercite=%3ccite%20cc%3d%22USA%22%3e%3c%21%5bCDATA%5b2011%20Md.%20LEXIS%20226%5d%5d%3e%3c%2fcite%3e&_butType=3&_butStat=2&_butNum=67&_butInline=1&_butinfo=%3ccite%20cc%3d%22USA%22%3e%3c%21%5bCDATA%5b208%20F.3d%20633%2c%20638%5d%5d%3e%3c%2fcite%3e&_fmtstr=FULL&docnum=1&_startdoc=1&wchp=dGLbVtb-zSkAA&_md5=2cf6d50a3717e8b46918e1d4b4f8af2e
https://www.lexis.com/research/buttonTFLink?_m=b47718842ae4e5cf467c5dfa90c39e46&_xfercite=%3ccite%20cc%3d%22USA%22%3e%3c%21%5bCDATA%5b2011%20Md.%20LEXIS%20226%5d%5d%3e%3c%2fcite%3e&_butType=3&_butStat=2&_butNum=69&_butInline=1&_butinfo=%3ccite%20cc%3d%22USA%22%3e%3c%21%5bCDATA%5b878%20A.2d%2091%2c%2094%5d%5d%3e%3c%2fcite%3e&_fmtstr=FULL&docnum=1&_startdoc=1&wchp=dGLbVtb-zSkAA&_md5=46dc920882d2b7270ec1a99a02b2b7b4

1. the victim had knowledge of the defendant's e-mail address and
MySpace username;

2. the electronic printouts appeared to be accurate records of the
victim’s electronic conversations with the defendant; and

3. the communications contained code words known only to the
defendant and his alleged victims.

Useful Ohio Rules of Evidence concerning social media authentication:

901(b)(1) (witness with personal knowledge);

901(b)(3) (expert testimony);

901(b)(4) (distinctive characteristics);

901(b)(7) (public records);

901(b)(9) (system or process capable of producing a reliable result);
902(5) (official publications).

In St. Clair v. Johnny's Oyster and Shrimp, Inc., 76 F.Supp.2d 773, 774
(S.D.Tex. 1999), the court was very skeptical of information from website
postings. The court stated: There is no way Plaintiff can overcome the
presumption that the information he discovered on the Internet is
inherently untrustworthy. Anyone can put anything on the Internet. No
web-site is monitored for accuracy and nothing contained therein is under
oath or even subject to independent verification absent underlying
documentation. Moreover, the Court holds no illusions that hackers can
adulterate the content on any web-site from any location at any time. For
these reasons, any evidence procured off the Internet is
adequate for almost nothing. (emphasis added).

Commonwealth v. Williams, 456 Mass. 857, 926 N.E.2d 1162 (Mass.
2010), denied the admission of evidence from MySpace and suggested that
greater scrutiny be used because of the heightened possibility for
manipulation by other than the true user or poster. The witness, Ashlei
Noyes, testified that she had spent the evening of the murder socializing
with the defendant and that he had been carrying a handgun. She further
testified that the defendant's brother had contacted her "four times on her
MySpace account between February 9, 2007, and February 12, 2007,"
urging her "not to testify or to claim a lack of memory regarding the events
of the night of the murder." Id. at 1172. At trial, Noyes testified that the
defendant's brother, Jesse Williams, had a picture of himself on his
MySpace account and that his MySpace screen name or pseudonym was
"doit4it." She testified that she had received the messages from Williams,
and the document printed from her MySpace account indicated that the
messages were in fact sent by a user with the screen name "doit4it,"
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depicting a picture of Williams. Id. The Supreme Court of Massachusetts
determined that there was an inadequate foundation laid to authenticate
the MySpace messages, because the State failed to offer any evidence
regarding who had access to the MySpace page and whether another
author, other than Williams, could have virtually-penned the messages:
Although it appears that the sender of the messages was using Williams's
MySpace Web "page," there is no testimony (from Noyes or another)
regarding how secure such a Web page is, who can access a MySpace Web
page, whether codes are needed for such access, etc. Analogizing a
MySpace [message] to a telephone call, a witness's testimony that he or
she has received an incoming call from a person claiming to be "A,"
without more, is insufficient evidence to admit the call as a conversation
with "A." Here, while the foundational testimony established that the
messages were sent by someone with access to Williams's MySpace Web
page, it did not identify the person who actually sent the communication.
Nor was there expert testimony that no one other than Williams could
communicate from that Web page. Testimony regarding the contents of
the messages should not have been admitted. The court emphasized that
the State failed to demonstrate a sufficient connection between the
messages printed from Williams's alleged MySpace account and Williams
himself, with reference, for example, to Williams's use of an exclusive
username and password to which only he had access. Id. at 1173.

Griffin v. State, 2011 Md. LEXIS 226, at *22 (Md. Apr. 28, 2011), states:
We agree with Griffin that the trial judge abused his discretion in
admitting the MySpace evidence pursuant to Rule 5-901(b)(4), because
the picture of Ms. Barber, coupled with her birth date and location, were
not sufficient "distinctive characteristics" on a MySpace profile to
authenticate its printout, given the prospect that someone other than Ms.
Barber could have not only created the site, but also posted the "snitches
get stitches" comment. The potential for abuse and manipulation of a
social networking site by someone other than its purported creator and/or
user leads to our conclusion that a printout of an image from such a site
requires a greater degree of authentication than merely identifying the
date of birth of the creator and her visage in a photograph on the site in
order to reflect that Ms. Barber was its creator and the author of the
"snitches get stitches" language.

Lorraine v. Markel Am. Ins. Co., 241 F.R.D. 534, 555 (D.Md. 2007), states
that the following factors influence courts in ruling whether to admit
internet postings:

1. The length of time the data was posted on the site;

2. whether others report having seen it;
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3.

6.

whether it remains on the website for the court to verify; whether
the data is of a type ordinarily posted on that website or websites of
similar entities (e.g. financial information from corporations);

whether the owner of the site has elsewhere published the same
data, in whole or in part;

whether others have published the same data, in whole or in part;
and

whether the data has been republished by others who identify the
source of the data as the website in question.

Griffin v. State, 2011 Md. LEXIS 226, at *34-35 (Md. Apr. 28, 2011),
suggested the following methods of authenticating social media postings:

1.

ask the purported creator if she indeed created the profile and also
if she added the posting in question, i.e. "[t]estimony of a witness
with knowledge that the offered evidence is what it is claimed to

be."

search the computer of the person who allegedly created the profile
and posting and examine the computer's internet history and hard
drive to determine whether that computer was used to originate the
social networking profile and posting in question.

obtain information directly from the social networking website that
links the establishment of the profile to the person who allegedly
created it and also links the posting sought to be introduced to the
person who initiated it.

Ethical Concerns
A. Informal Discovery

I Publicly Available Information

Where access to a party or witness’s information is unlimited and
unrestricted, there are no ethical issues in viewing the page’s contents.
State ex. Rel. State Farm & Cas. Co. v. Madden, 451 S.E.2d 721, 730

(W.Va. 1994).

Social media information is publicly available in much the same way as

materials on a publicly available website. New York State Bar Assn. Op.

843 (2010).
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Oregon Bar Assn. Op. No. 2005-164, (2005), held that an attorney can
access publicly available social media posts because “a lawyer who reads
information posted for general public consumption is simply not
communicating with the represented owner of the web site.” “Accessing
an adversary’s Public Web site is no different from reading a magazine
article or purchasing a book written by that adversary.”

I. Private Information — “Friending” the Enemy

Most people change the privacy settings so that you must “friend” a person
to see a person’s page. In some circumstances, lawyers have created false
profiles to solicit a “friend request” to a target. In others, lawyers have
used investigators or third-parties to become “friends” with the target and
solicit information.

Rule 8.4(c): A lawyer cannot “engage in conduct involving dishonesty,
fraud, deceit, or misrepresentation.”

Rule 4.1(a): A lawyer shall not knowingly “make a false statement of
material fact or law to a third person.”

In Philadelphia Bar Assn. Op. 2009-02, (2009), a lawyer asked a third-
party, whose name a key witness would not recognize, to contact the
witness through her Facebook page. The third-party did not misrepresent
who he was, but did not reveal his association with the lawyer. The Ethics
Committee found that the lawyer’s activities violated Rules 4.1 and 8.4(c)
reasoning that the lawyer’s use of the third-party was deceptive. The
third-party’s failure to disclose his association with the lawyer constituted
the omission of a highly material fact, which if known to the witness, may
have led to the denial of a friend request. Id.

New York Bar Assn. Op. 2010-2, (2010), addressed the issue of whether a
lawyer or his agent could use deception to gain access to a non-party’s
personal social network pages. The Ethics Committee concluded that
while a lawyer or lawyer’s agent may not use deception to friend someone,
he can send a friend request, so long as he identifies himself using his real
name and profile. Id.

B. Advertisement

i Client testimonials and endorsements are
prohibited in Ohio.

Rule 7.1: A lawyer shall not make or use a false, misleading, or
nonverifiable communication about the lawyer or the lawyer's services.
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Comment 2: A truthful statement is misleading if it omits a fact necessary
to make the lawyer's communication considered as a whole not materially
misleading. A truthful statement is also misleading if there is a substantial
likelihood that it will lead a reasonable person to formulate a specific
conclusion about the lawyer or the lawyer's services for which there is no
reasonable factual foundation.

Comment 3: An advertisement that truthfully reports a lawyer's
achievements on behalf of clients or former clients may be misleading if
presented so as to lead a reasonable person to form an unjustified
expectation that the same results could be obtained for other clients in
similar matters without reference to the specific factual and legal
circumstances of each client's case. An unsubstantiated comparison of the
lawyer's services or fees with the services or fees of other lawyers may be
misleading if presented with such specificity as would lead a reasonable
person to conclude that the comparison can be substantiated.

Example: A lawyer who Tweets that he just obtained a $750,000 verdict in
a medical malpractice case violates Rule 7.1 by creating unjustified
expectations for future clients.

According to Bd. of Commrs on Grievances & Discipline Op. 2000-6, 2000
Ohio Griev. Discip. LEXIS 6 (Dec. 1, 2000), at syllabus: “It is improper
under the Ohio Code of Professional Responsibility for a law firm’s Web
site home page to include quotations from clients, even with their consent,
describing the general nature of the legal services provided,
responsiveness of the law firm, and other non-substantive aspects of the
law firm’s representation. Such client quotations constitute client
testimonials? prohibited under DR 2-101(A)(3); may be misleading to the
public under DR 2-101(A)(1) and (C) depending upon the content of the
quotation; are claims regarding the character of a lawyer and the quality of
a law firm's services that cannot be verified by reference to objective
standards under DR 2-101(A)(4); and involve the lawyer or law firm in
improperly requesting that a client recommend or promote the law firm's
services to others under DR 2-103(C).”8

7 Testimonial is defined as (1) A formal or written statement testifying to a particular truth or fact;
(2) A written affirmation of another's worth or character; or (3) Something given as a tribute for
one's service or achievement. Thus, a testimonial includes objective statements of a truth or fact
as well as subjective affirmation of worth or character. A statement made by a client regarding the
nature of the legal services provided is a statement of truth or fact. A statement made by a client
as to law firm's responsiveness to the client's need is an affirmation of the character of the lawyers
within the firm. Bd. of Commrs on Grievances & Discipline Op. 2000-6, 2000 Ohio Griev. Discip.
LEXIS 6 (Dec. 1, 2000), at *6.

8 DR 2-103 corresponds to Rules 7.1.
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e Bd. of Commrs on Grievances & Discipline Op. 1989-24, 1989 Ohio Griev.
Discip. LEXIS 30 (Aug, 18, 1989), at * 2, states: “In our view, a client's
testimonial regarding his or her lawyer misleads the public into believing
that similar results can be achieved if they hire that lawyer, thereby
creating an unjustified expectation. In addition, testimonials are subjective
statements regarding the quality of a lawyer's services which cannot be
verified by reference to objective standards established by the profession.
Such statements of quality are generally banned because they are not
capable of objective verification and mislead the public. * * *
Advertisements containing client testimonials are not permitted under the
Ohio Code of Professional Responsibility.”9

I. Be wary of the LinkedIn recommendations
function.

e The “recommendations function” of LinkedIn allows your connections (i.e.
your friends) to write recommendations—even unsolicited and
unexpected—on your profile. Users must accept the recommendations
before they are posted on the user’s profile. Thus, it is imperative that
lawyer’s pre-screen and analyze any recommendation to ensure that it
conforms with the ethics rules before posting it for the public to view.

e Example: A recommendation that states “Stan Chesley is the best trial
lawyer in town” violates Rule 7.1 because it is nonverifiable and creates
unjustified expectations.

C. Solicitation

e Rule 7.3: A lawyer shall not by in-person, live telephone, or real-time
electronic contact solicit professional employment from a prospective

% See also S.C. Eth. Advisory Op. 99-09 (1999) (once the lawyer became aware of the
advertisement, the lawyer should counsel the client to conform the advertisement to the Rules of
Professional Conduct and that, if the client refused, the lawyer's continued representation of the
client may imply the lawyer's authorization or adoption of the advertisement); S.C. Eth. Advisory
Op. 00-10 (2000) (by claiming a website listing, a lawyer takes responsibility for its content and is
then ethically required to conform the listing to all applicable rules); S.C. Eth. Advisory Op. 09-10
(2009) (“Client comments may violate Rule 7.1 depending on their content. 7.1(d) prohibits
testimonials, and 7.1(d) and (b) ordinarily also prohibit client endorsements. In the Committee’s
view, a testimonial is a statement by a client or former client about an experience with the lawyer,
whereas an endorsement is a more general recommendation or statement of approval of the
lawyer. A lawyer should not solicit, nor allow publication of, testimonials. A lawyer should also
not solicit, nor allow publication of, endorsements unless they are presented in a way that is not
misleading nor likely to create unjustified expectations. The inclusion of an appropriate
disclaimer or qualifying language may preclude a finding that a statement is likely to create
unjustified expectations or otherwise mislead a prospective client.”); Philadelphia Eth. Op. 91-17
(1991), and Pennsylvania B. Assn. Eth. Op. 88-142 (1988) (clients’ “soft endorsements” of lawyers
were held not to violate the rules; an example of a “soft endorsement” includes a statement such
as “the lawyer always returned phone calls and always appeared concerned”).
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client when a significant motive for the lawyer's doing so is the lawyer's
pecuniary gain.

e Social networking websites such as LinkedIn, Facebook, Twitter, and
Myspace fall within real-time electronic contact.

e Example: By posting the statement “if you are looking for a DUI lawyer I
can give you my fees.... just email me,” a lawyer violated Rule 7.3.

D. Specialist and Expert Designation

e Rule 7.4(e): A lawyer shall not state or imply that a lawyer is a specialist in
a particular field of law, unless (1) the lawyer has been certified as a
specialist by an organization approved by the Supreme Court Commission
on Certification of Attorneys as Specialists; and (2) the name of the
certifying organization is clearly identified in the communication.

e LinkedIn has a “specialties function,” which allows users to post their
specialties on their profile page. By using the specialties function, a lawyer
can potentially violate Rule 7.4.

e DR 2-105(A)(6)*°: A lawyer may not claim or imply special competence or
expertise in a field of law.

e The “answers function” of LinkedIn poses potential ethical concerns.
When you answer questions the readers vote on your answer. If enough
readers vote for your answer, LinkedIn automatically designates you as an
expert. Therefore, using the “answers function” could violate Rule 7.4.

E. Confidentiality

e Rule 1.6: A lawyer generally shall not reveal information relating to the
representation of a client unless the client consents to the disclosure.

e The duty of confidentiality includes all information relating to the client
gained through the lawyer-client relationship, no matter how the
information is obtained.

e The casual nature of social networking websites tend lure people into
posting information that they should not be posting.

e Example: In one Tweet a lawyer violated Rule 1.6 by stating “Just talked to
my client who totally lied to me about all the facts.”

DR 2-105 corresponds to Rule 7.4.
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Example: The Illinois Attorney Registration and Disciplinary Commission
disciplined Kristine Ann Peshek, an experienced public defender, for
discussing a case on her blog when she posted “This stupid kid is taking
the rap for his drug-dealing dirtbag of an older brother because he’s no
snitch.”  She regularly referred to client by their names and jail
identification number, and vented about her cases on her blog.

F. Candor Towards the tribunal

Rule 3.3: A lawyer shall not knowingly make a false statement of fact or
law to a tribunal or fail to correct a false statement of material fact or law
previously made to the tribunal by the lawyer.

Facebook users regularly update their profile status. Many judges report
ethical violations where lawyers make statements in court that are not
consistent with their Facebook status update. Some lawyers post status
updates criticizing or disagreeing with rulings by judges.

Example: In Texas, a lawyer requested a continuance because she had to
attend her relative’s funeral. However, that lawyer posted that she was on
vacation on Facebook. Needless to say, the judge checked her Facebook
page and caught her lying in violation of Rule 3.3.

Example: A Florida lawyer was reprimanded for calling a judge an “evil
unfair witch” in a blog post.

G. Lawyer-Client Relationship
It takes very little to create a lawyer-client relationship.
An initial interview between a lawyer and a person who in good faith is
seeking to hire the lawyer creates a duty of confidentiality. Togstad v.
Versely, Otto, Miller & Keefe, 291 N.W.2d 686 (Minn. 1980).
Under ABA Model Rule 1.18, a person who discusses with a lawyer the
possibility of forming a lawyer-client relationship is deemed a prospective

client.

H. Competence

Rule 1.1: “A lawyer shall provide competent representation to a client.
Competent representation requires the legal knowledge, skill, thoroughness,
and preparation reasonably necessary for the representation.”

Comment 6: To maintain the requisite knowledge and skill, a lawyer should
keep abreast of changes in the law and its practice, engage in continuing
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study and education and comply with all continuing legal education
requirements to which the lawyer is subject.

In People v. Fernino, 851 N.Y.S.2d 339 (N.Y. 2008), the court held that the
issuance of a friend request via a social networking site constituted a
“contact” in violation of a temporary restraining order.

For family-law practitioners and criminal-defense attorneys who represent
clients subject to no-contact orders, Rule 1.1 may require them to warn their
clients of the potential dangers of social-networking sites.

According to the American Academy of Matrimonial Lawyers, 66% of
divorce attorneys use Facebook as their primary source for online evidence.
Is a family-law attorney competent if he ignores social media based on this
statistic? Is a divorce attorney who ignores media as a source of possible
evidence similar to a prosecutor who fails to conduct a criminal background
check on a defendant’s key alibi witness?

The duty of competence requires that an attorney ask his or her client about
whether the client uses social media. The attorney should also advise the
client to preserve any potentially relevant social media information.

l. Preserving Evidence

Rule 3.4(a): A lawyer shall not “unlawfully obstruct another party's access
to evidence; unlawfully alter, destroy, or conceal a document or other
material having potential evidentiary value; or counsel or assist another
person to do any such act.”

Just as deletion of social media may be spoliation of evidence, deletion
may also violate Rule 3.4. A lawyer likely has an affirmative duty to ensure
the preservation of a client’s social media profile if the profile contains
potentially relevant information to a dispute.

J. Trial Publicity

Rule 3.6(a): “A lawyer who is participating or has participated in the
investigation or litigation of a matter shall not make an extrajudicial
statement that the lawyer knows or reasonably should know will be
disseminated by means of public communication and will have a
substantial likelihood of materially prejudicing an adjudicative proceeding
in the matter.”

Example: At the end of a “trial from hell,” in which he was second chair for

the State, Florida Assistant State Prosecutor Brandon White posted about
the case on his Facebook page. His post was written as a parody of the
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theme song from Gilligan’s Island and described his own performance
during the trial as “totally awesome.” At the time White posted the
update, the jury had completed deliberations but had not returned its
verdict, so the risk that the post would “materially prejudice” the outcome
of the case was not significant. Wilson posted an entry on his blog that
identified the crimes, the first name of the defendant, and the name of the
judge, whom he described as “a stern, attentive woman with thin red hair
and long, spidery fingers that as a grandkid you probably wouldn’t want
snapped at you.” As a result of his posts, the judgment was vacated and
remanded for a new trial.

K. Contacting Unrepresented Party

Rule 4.2: “In representing a client, a lawyer shall not communicate about
the subject of the representation with a person the lawyer knows to be
represented by another lawyer in the matter, unless the lawyer has the
consent of the other lawyer or is authorized to do so by law or a court
order.”

In New York State Bar Assn. Op. 843 (2010), the Ethics Committee noted
that if a party was represented, a lawyer’s attempt to affirmatively friend
the party (instead of simply viewing the party’s publicly available page)
could be a communication with a person represented by counsel in
violation of Rule 4.2. Id. See also Oregon Bar Assn. Op. No. 2005-164,
(2005) (holding that attorney can access publicly available social media
posts because “a lawyer who reads information posted for general public
consumption is simply not communicating with the represented owner of
the web site”).

Be aware of Rule 4.2 when seeking social media through informal
discovery.

L. “Friending” Lawyers and Judges

Bd. of Commrs on Grievances & Discipline Op. 2010-7, 2010 Ohio Griev.
Discip. LEXIS 7 (Dec. 3, 2010), at syllabus, states that “[a] judge may be a
‘friend’ on a social networking site with a lawyer who appears as counsel in
a case before the judge.”

However, to comply with Jud. Cond. Rule 1.2, a judge must maintain
dignity in every comment, photograph, and other information shared on
the social networking site.

To comply with Jud. Cond. Rule 2.4(C), a judge must not foster social
networking interactions with individuals or organizations if such
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communications erode confidence in the independence of judicial decision
making.

e To comply with Jud. Cond. Rule 2.9(A), a judge should not make
comments on a social networking site about any matters pending before
the judge — not to a party, not to a counsel for a party, not to anyone.

e To comply with Jud. Cond. Rule 2.9(C), a judge should not view a party's
or witnesses' pages on a social networking site and should not use social
networking sites to obtain information regarding the matter before the
judge.

e To comply with Jud. Cond. Rule 2.10, a judge should avoid making any
comments on a social networking site about a pending or impending
matter in any court.

e To comply with Jud. Cond. Rule 2.11(A)(1), a judge should disqualify
himself or herself from a proceeding when the judge's social networking
relationship with a lawyer creates bias or prejudice concerning the lawyer
for a party.

e To comply with Jud. Cond. Rule 3.10, a judge may not give legal advice to
others on a social networking site. Id.

e Other state’s ethics opinions.

1 Kentucky Ethics Committee answered a "Qualified Yes" to the question: "May a Kentucky judge
or justice, consistent with the Code of Judicial Conduct, participate in an internet-based social
networking site, such as Facebook, LinkedIn, Myspace or Twitter, and be 'friends' with various
persons who appear before the judge in court, such as attorneys, social workers, and/or law
enforcement officials?" Ethics Committee of the Kentucky Judiciary, Formal Judicial Ethics Op.
JE-119 (2010).

In South Carolina, Advisory Committee on Standards of Judicial Conduct, Op. 17-2009 (2009),
the South Carolina committee concluded that "[a] judge [magistrate judge] may be a member of
Facebook and be friends with law enforcement officers and employee's of the Magistrate
[magistrate judge] as long as they do not discuss anything related to the judge's position as a
magistrate." The committee noted that "[a]llowing a Magistrate to be a member of a social
networking site allows the community to see how the judge communicates and gives the
community a better understanding of the judge." Id.

A Florida committee answered "No" to the question of "whether a judge may add lawyers who
may appear before the judge as 'friends' on a social networking site." Florida Sup.Ct., Judicial
Ethics Advisory Committee, Op. 2009-20 (2009). "The Committee believes that listing lawyers
who may appear before the judge as 'friends' on a judge's social networking page reasonably
conveys to others the impression that these lawyer 'friends' are in a special position to influence
the judge." Id.
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Brief Primer on Spoliation of Evidence

Spoliation of evidence issues can arise in varied contexts. In the case law it
has arisen with cases in which doctors and hospitals have failed to generate or
maintain medical records. There are cases in the area of workman’s
compensation in which evidence pertaining to a work accident has been
negligently or intentionally destroyed. It has also arisen in products liability
and negligence cases.

A duty to preserve evidence can arise by contract, by statute, or by a properly
served discovery request after a lawsuit has already been filed. Royal &
Sunalliance v. Lauderdale Marine Center, 877 So. 2d 843 (Fla. 4the DCA 2004).
There is no common law duty to preserve evidence prior to the filing of a
lawsuit, but such a duty may be created by contract or a statute. Id. Thus, in
Builder’s Square, Inc. v. Shaw, 755 So. 2d. 721 (Fla. 4th DCA 1999), the Fourth
DCA held that the workman’s compensation statute imposing a duty on
employers to cooperate with employee’s claim of negligence against a third
party) imposes a duty to preserve evidence pertaining to incident resulting in
injury without the employee having to give specific notice to preserve certain
evidence.

In Public Health Trust of Dade County, v. Valcin, 507 So. 2d 596 (Fla. 1987), the
supreme court held that where evidence peculiarly within the control of the
adversary is not made available to the party who has the burden of proof, rules
must be fashioned out of fairness to the hindered party. Those rules are: If
party is unable to produce the records it is required to keep, a burden is
preliminarily placed upon that party to prove by the greater weight of the
evidence that the records are not missing due to an intentional or deliberate
act or omission. If the fact-finder determines that the nonproducing party has
met this burden, the fact that the record is missing will merely raise a
presumption that the nonproducing party negligently performed the underlying
task which caused injury, which presumption may be rebutted by the
nonproducing party by the greater weight of the evidence. However, if the
nonproducing party is found to have deliberately omitted making or destroying
the report, then a rebuttable presumption that arises that the task causing
injury was negligently performed will arise. In other words, the rules to deal
with failure to maintain or produce required records depends on whether the
failure was intentional or negligent. The presumption applied based on this
case is referred to in subsequent case law as the Valcin presumption.

The Third DCA was the first appellate district to recognize a cause of action for
spoliation of evidence. The Fourth DCA recognized the cause of action in St
Mary's Hospital, Inc. v. Brinson, 685 So. 2d 33 (Fla. 4th DCA 1996). The
elements of a claim for spoliation: (1) existence of a potential civil action, (2) a
legal or contractual duty to preserve evidence which is relevant to the potential
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civil action, (3) destruction of that evidence, (4) significant impairment in the
ability to prove the lawsuit, (5) a causal relationship between the evidence
destruction and the inability to prove the lawsuit, and (6) damages. Royal &
Sunalliance v. Lauderdale Marine Center, 877 So. 2d 843 (Fla. 4the DCA 2004).

In Martino v Wal-Mart Stores, Inc., 908 So. 2d 342 (Fla. 2005), the supreme
court held that a first party spoliation claim cannot be maintained in the same
action with the underlying negligence tort claim. In Jimenez v. Community
Asphalt Corp., 968 So. 2d 668 (Fla. 4DCA 2007), the Fourth DCA likewise held
that a third party spoliation claim cannot be maintained until the underlying
negligence action is decided. That is because until the underlying claim is
decided, the plaintiff will be unable to show how they were damaged by the
alleged lost evidence. Subsequent case law holds that if suit is filed alleging
both a negligence tort claim and a spoliation claim, abatement of the spoliation
claim is appropriate.

Case law from the Fourth DCA has not been consistent about the remedies for
spoliation. In Martino the supreme court said the Valcin presumption and
sanctions under Rule 1.380(b)(2) should be used. In Jordan v. Masters, 821
So. 2d 342 (Fla. 4th DCA 2002), the Fourth DCA held it was inappropriate for
the trial court to give an adverse inference instruction because such an
instruction was a comment by the trial court on evidence. Then in American
Hospitality Management Co. of Minnesota v. Hettiger, 904 So. 2d 547 (Fla. 4th
DCA 2005), the Fourth DCA held there may be situations in which an adverse
inference instruction may be appropriate. The following year, in Golden Yachts,
Inc. v. Hall, 920 So. 2d 777 (Fla. 4th DCA 2006), the Fourth DCA said, “The
spectrum of remedies [for spoliation| includes allowing the party who has been
aggrieved by the spoliation to present evidence about the preaccident condition
of the lost evidence and the circumstances surrounding the spoliation, as well
as instructing the jury on the inferences that may be drawn from the
spoliation. These remedies may be cumulative, as determined by the judge
from the circumstances of each case, in the exercise of broad discretion.” The
court also wrote that prior to a court exercising any leveling mechanism due to
spoliation of evidence, the court must answer three threshold questions: 1)
whether the evidence existed at one time, 2) whether the spoliator had a duty
to preserve the evidence, and 3) whether the evidence was critical to an
opposing party being able to prove its prima facie case or a defense.

The Fifth DCA has pointed out that spoliation is not a strict liability concept-
“lose the evidence, lose the case”-no matter whether the plaintiff or the
defendant was responsible for the loss. The goal in spoliation situations is to
assure that the non-spoliator does not bear an unfair burden. One must keep
in mind the remedies that are available under Rule 1.380(b)(2) when spoliation
constitutes a discovery violation. (See below)



Case Law Summaries

Public Health Trust of Dade County, v. Valcin, 507 So. 2d 596 (Fla. 1987)
Supreme court agreed with the Third DCA that where evidence peculiarly
within the knowledge of the adversary is not made available to the party who
has the burden of proof, rules must be fashioned out of fairness to the
hindered party. Those rules are: If party is unable to produce the records it is
required to keep, a burden is preliminarily placed upon that party to prove by
the greater weight of the evidence that the records are not missing due to an
intentional or deliberate act or omission. If the fact-finder determines that the
nonproducing party has met this burden, the fact that the record is missing
will merely raise a presumption that the nonproducing party negligently
performed the underlying task which caused injury, which presumption may
be rebutted by the nonproducing party by the greater weight of the evidence.
However, if the nonproducing party is found to have deliberately omitted
making or destroying the report, then a rebuttable presumption that arises
that the task causing injury was negligently performed will arise. In other
words, the rules to deal with failure to maintain or produce required records
depends on whether the failure was intentional or negligent.

Miller v. Allstate Insurance Co., 573 So. 2d 24 (Fla. 3d DCA 1990)

Allstate, Miller’s insurer, sold the damaged vehicle as salvage, even though it
promised to return the vehicle to Miller so that she could pursue a product
liability suit. Miller brought a spoliation claim against Allstate. The trial court
granted a summary judgment in favor of Allstate for two reason. First, the trial
court concluded that the agreement to return the vehicle did not create a duty
that allowed for a spoliation claim. Second, the trial court determined that
Miller could still pursue her product liability suit by using the Greco-Cassisi
inference (when a product malfunctions during normal operation, a legal
inference arises that a defect exists thereby establishing a prima facie case for
jury consideration). The Third DCA held that a duty to maintain evidence can
arise by contractual agreement and a spoliation claim can be based on a
contract theory. The Third DCA also held the ability to use the Greco-Cassisi
inference in a product liability suit did not preclude the ability to bring a
spoliation claim since the destroyed evidence may have been needed to rebut
the Greco-Cassisi inference.

St. Mary's Hospital, Inc. v. Brinson, 685 So. 2d 33 (Fla. 4th DCA 1996)

Fourth DCA agrees with the Third DCA and explicitly recognizes a cause of
action for spoliation of evidence and adopts the Third DCA’s characterization of
the elements to establish the tort.

Builder’s Square, Inc. v. Shaw, 755 So. 2d. 721 (Fla. 4th DCA 1999)
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Section 440.39(7) (Workman’s Comp statute imposing duty on employer to
cooperate with employee’s claim of negligence against a third party) imposes a
duty to preserve evidence pertaining to incident resulting in injury without the
employee having to give specific notice to preserve certain evidence. Case
involved employee’s fall from a ladder. Court held that within 3 days after
accident, employer knew of should have known that one of 12 ladders used by
employees was at issue in causing the fall, and should have contacted the
employee to determine which ladder to preserve before disposing of the ladder.
Failure to consult with employee before disposing of the ladder created a jury
question as to liability of employer for spoliation of evidence.

Torres v. Matsushita Electric Corp., 762 So. 2d 1014 (Fla. 5th DCA 2000)

In a 6-3 en banc opinion, the Fifth DCA declined to extend the Greco-Cassisi
inference (when a product malfunctions during normal operation, a legal
inference arises that a defect exists thereby establishing a prima facie case for
jury consideration) to situations in which negligent spoliation of the plaintiff’s
evidence has occurred. Because the Greco-Cassisi inference could not be
applied, the plaintiff could not prove her case, so dismissal of the case without
a summary judgment motion or a trial was proper.

Hagopian v. Publix Supermarkets, Inc., 788 So. 2d 1088 (Fla. 4th DCA 2001)
Fourth DCA held a directed verdict on a spoliation claim was not appropriate
where the plaintiff’s expert needed the discarded evidence to be able to opine
whether the defect in a product was caused by the manufacturer in producing
the product or retailer in handling the product, even though the expert had
enough evidence to conclude the product was defective. At the time of trial, the
plaintiff had settled with the manufacturer and was proceeding to trial against
the retailer.

Jordan v. Masters, 821 So. 2d 342 (Fla. 4th DCA 2002)

Trial court granted plaintiff’s request for an adverse inference instruction when
church failed to produce a videotape allegedly maintained by the church. The
church defended the suit for breach of fiduciary duty for failing to protect
plaintiff from sexual abuse by a minister by contending the plaintiff recanted
his story and it was videotaped and audio recorded by the church. The audio
recording was produced as evidence, but the videotape was not. The Fourth
DCA reversed, holding that the adverse inference instruction was improper
because such an instruction is a comment on the evidence. The court said,
“[w]e have found no case approving an instruction for an adverse inference to
be drawn from the failure to produce evidence.” The Fourth District held a
Valcin rebuttable presumption should have been used. The Fourth also noted
that even though an adverse inference instruction should not be given by the
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court, the plaintiff could argue an adverse inference to the jury. But see
American Hospitality Management Co. of Minnesota v. Hettiger, 904 So. 2d 547
(Fla. 4th DCA 2001) in which the Fourth DCA said in circumstances where the
lost evidence was under the sole control of the party against whom the
evidence might have been used to effect, and where the lost evidence is in fact
critical to prove the other party's claim, an adverse inference instruction may
be necessary to achieve justice in the jury's determination of the case.

Royal & Sunalliance v. Lauderdale Marine Center, 877 So. 2d 843 (Fla. 4the
DCA 2004)

Reasserts prior case law establishing the elements of a claim for spoliation: (1)
existence of a potential civil action, (2) a legal or contractual duty to preserve
evidence which is relevant to the potential civil action, (3) destruction of that
evidence, (4) significant impairment in the ability to prove the lawsuit, (5) a
causal relationship between the evidence destruction and the inability to prove
the lawsuit, and (6) damages. Also reasserts prior case law that “A duty to
preserve evidence can arise by contract, by statute, or by a properly served
discovery request (after a lawsuit has already been filed).” The court goes on to
clarify that Hagopian v. Publix Supermarkets, Inc., 788 So.2d 1088 (Fla. 4th
DCA 2001) and St. Mary's Hospital, Inc. v. Brinson, 685 So. 2d 33 (Fla. 4th DCA
1996) did not hold there is a common law duty to preserve evidence prior to the
filing of a lawsuit absent a duty created by contract or statute.

American Hospitality Management Co. of Minnesota v. Hettiger, 904 So. 2d 547
(Fla. 4th DCA 2005)

Backing away from a statement in Jordan v. Masters, 821 So. 2d 342 (Fla. 4th
DCA 2002) that the court could not find any case approving an instruction for
an adverse inference to be drawn from the failure to produce evidence, the
Fourth DCA held in Hettiger there may be circumstances where the lost
evidence was under the sole control of the party against whom the evidence
might have been used to effect, and where the lost evidence is in fact critical to
prove the other party's claim, an adverse inference instruction may be
necessary to achieve justice in the jury's determination of the case.

Martino v Wal-Mart Stores, Inc., 908 So. 2d 342 (Fla. 2005)

The supreme court resolved a conflict between the Fourth DCA and the Third
DCA as to whether a first party spoliation claim can be maintained in the same
action with the underlying tort claim based on negligence. The supreme court
upheld the Fourth DCA position that a first party spoliation claim cannot be
maintained at the same time the underlying tort claim is proceeding. Instead,
the Valcin presumption and sanctions under Rule 1.380(b)(2) should be used.
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Golden Yachts, Inc. v. Hall, 920 So. 2d 777 (Fla. 4th DCA 2006)

Appellant argued it was error for the trial court to admit evidence of spoliation
and give an adverse inference instruction for the court. Fourth DCA held the
trial court did not err. Citing a Massachusetts case, Gath v. M/A-COM, Inc.,
440 Mass. 482, 802 N.E.2d 521, 527 (2003)), the Fourth said: “The spectrum of
remedies [for spoliation]| includes allowing the party who has been aggrieved by
the spoliation to present evidence about the preaccident condition of the lost
evidence and the circumstances surrounding the spoliation, as well as
instructing the jury on the inferences that may be drawn from the spoliation.
These remedies may be cumulative, as determined by the judge from the
circumstances of each case, in the exercise of broad discretion.”

Prior to a court exercising any leveling mechanism due to spoliation of
evidence, the court must answer three threshold questions: 1) whether the
evidence existed at one time, 2) whether the spoliator had a duty to preserve
the evidence, and 3) whether the evidence was critical to an opposing party
being able to prove its prima facie case or a defense.

Unlike an adverse presumption instruction, where the court must find the
spoliator was duty-bound to preserve the evidence, “an adverse inference may
arise in any situation where potentially self-damaging evidence is in the
possession of a party and that party either loses or destroys the evidence.”

Jimenez v. Community Asphalt Corp., 968 So. 2d 668 (Fla. 4DCA 2007)

In Martino v. Wal-Mart Stores, Inc., 908 So.2d 342 (Fla.2005), the supreme
court held that an independent cause of action for spoliation could not be
maintained against a first-party defendant until the underlying negligence
action is decided. In Jimenez, the Fourth DCA likewise held that a cause of
action against a third party defendant could not be maintained until the
underlying negligence action is decided. That is because until the underlying
claim is decided, the plaintiff will be unable to show how they were damaged by
the alleged lost evidence.

Reed v. Alpha Professional Tools, 975 So. 2d 1202 (Fla. 5th DCA 2008)

Fifth DCA points out that spoliation is not a strict liability concept-“lose the
evidence, lose the case”-no matter whether the plaintiff or the defendant was
responsible for the loss. For a variety of reasons, the product is not always
available after the incident causing injury. Depending on the circumstances, a
products liability claim may nevertheless be proven. The goal in spoliation
cases is to assure that the non-spoliator does not bear an unfair burden.
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Murray v. Traxxas Corp., 78 So. 3d 691 (Fla. 2d DCA 2012)

Trial court granted summary judgment because pressurized fuel can exploded
which injured a child was discarded by the family after the injury. Trial court
reasoned without the can the plaintiff could not prove claim for damages due to
negligent design. Second DCA reversed, determining that there were
photographs and eyewitness observations of the exploded can which could
prove the theory. Also, exemplars of the can could be used to support expert
opinions.

Rule 1.380. Failure to Make Discovery; Sanctions
(b) Failure to Comply with Order.

(2) If a party or an officer, director, or managing agent of a party or a person
designated under rule 1.310(b)(6) or 1.320(a) to testify on behalf of a party fails

to obey an order to provide or permit discovery, including an order made under
subdivision (a) of this rule or rule 1.360, the court in which the action is

pending may make any of the following orders:

(A) An order that the matters regarding which the questions were asked or any

other designated facts shall be taken to be established for the purposes of the
action in accordance with the claim of the party obtaining the order.

(B) An order refusing to allow the disobedient party to support or oppose
designated claims or defenses, or prohibiting that party from introducing
designated matters in evidence.

(C) An_ order striking out pleadings or parts of them or staying further
proceedings until the order is obeyed, or dismissing the action or proceeding or
any part of it, or rendering a judgment by default against the disobedient party.

(D) Instead of any of the foregoing orders or in addition to them, an order
treating as a contempt of court the failure to obey any orders except an order to
submit to an examination made pursuant to rule 1.360(a)(1)(B) or subdivision
(a)(2) of this rule.

(E) When a party has failed to comply with an order under rule 1.360(a)(1)(B)
requiring that party to produce another for examination, the orders listed in
paragraphs (A), (B), and (C) of this subdivision, unless the party failing to
comply shows the inability to produce the person for examination.

Instead of any of the foregoing orders or in addition to them, the court shall

require the party failing to obey the order to pay the reasonable expenses
caused by the failure, which may include attorneys' fees, unless the court finds

7
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that the failure was justified or that other circumstances make an award of
expenses unjust.



QUESTION #1

Under Florida common law, what was the party's responsibility regarding the
preservation of his Facebook page content prior to his case being filed?

A. The party had a duty to preserve the content if the party reasonably
anticipated litigation.

B. The party had a duty to delete offensive material posted on Facebook
pursuant to the Facebook Terms and Conditions, if the client indeed checked
the "I agree" box, even if he didn't read all the terms and conditions.

C. The party had a duty to post notice of his accident on his wall, along with a
Notice of Intention to Delete Sensitive Materials for thirty days, so that any
potential party defendant could gather any potentially relevant materials from
the site before its removal.

D. The party had no duty and could change the page however he wished.



ANSWER #1

ANSWER: D. The Committee on Rules of Civil Procedure has
worked on the 1ssue of e-discovery for the past six years. In
presenting their proposed amendments to the Florida Supreme Court
this year, the committee stated. "The prevailing assessment of the e-
discovery specialists who assisted the Committee 1s that a person or
business has no duty under Florida common law to preserve
potentially relevant evidence, and that the duty of preservation can
only be imposed by contract, statute, or a properly served discovery
request. See Royal & Sunalliance v. Lauderdale Marine Center, 877
So. 2d 843, 845 (Fla. 4th DCA 2004) (finding no common-law duty of
preservatlon and stating that “[a] duty to preserve evidence can arise
by contract, by statute, or by a properly served discovery request
(after a lawsuit has already been filed.)”) This standard contrasts
sharply with federal common law, under which a party has a duty to

preserve evidence when the party “reasonably anticipates litigation.”
Zubulake v. UBS Warburg, LLC, 220 F.R.D. 212, 218 (S.D.N.Y.
2003)."



QUESTION #2

TRUE or FALSE. Plaintiff’s counsel violated an
ethical rule by instructing his client 1n regard to
the discovery on Plaintiff’s Facebook page.



ANSWER #2

TRUE: Rule 3.4, Model Rules of Professional
Conduct, states that “A lawyer shall not . . .
unlawfully obstruct another party’s access to
evidence or unlawfully alter, destroy, or conceal
a document or other material having potential
evidentiary value. A lawyer shall not counsel or
assist another person to do any such act.”



QUESTION #3

TRUE or FALSE. Plaintiff’s counsel would
have violated an ethical rule if he had instructed
the paralegal to clean-up the page.



ANSWER #3

TRUE. A lawyer cannot ask a paralegal to do
something 1n  wviolation of Rule  4-5.3(b)
“Responsibilities Regarding Non-lawyer Assistants.”
Again, under Rule 3.4 of the Model Rules of
Professional Conduct, a lawyer 1s prohibited from
unlawfully obstructing another party’s access to
evidence or unlawfully destroying or concealing
documents that “have potential evidentiary value.”



QUESTION #4

What are the possible consequences for Plaintiff’s
Counsel’s conduct?

A. Adverse presumption
B. Exclusion of certain evidence
C. Dismissal

D. Tort action

E. All of the above



ANSWER #4

ANSWER: E. Spoliation can result in a variety of sanctions, including an
adverse presumption, the exclusion of certain evidence, or dismissal. See, €.g.,
Kronisch v. United States, 150 F. 3d 112 (2d Cir. 1998)(intentional destruction
of evidence may result in an adverse inference); Ferraro v. Koncal Assoc., 467
N.Y.S. 2d 284 (2d Dept. 1983)(preclusion for destruction of evidence). In
some states, an injured party may bring a separate plenary action for spoliation
of evidence. See e.g., Johnson v. United States Automobile Assoc., 67 Cal.
App.4th 626 (Cal. App. 1998)(recognizing a cause of action for negligent
spoliation of evidence by persons who are not parties to the primary action);
Federated Mut. Ins. Co. v. Litchfield Precision Components, Inc., 456 N.W. 2d
434 (Minn. 1990)(recognizing a cause of action for negligent spoliation);
Hazen v. Municipality of Anchorage, 718 P.2d 456 (Alaska 1986)(recognizing
the tort of “intentional spoliation of evidence”); Bondu v. Gurvich, 473 So. 2d
1307 (Fla. Ct. App. 1984)(recognizing a cause of action for negligent
spoliation of evidence).



QUESTION #9

When Client stopped by Lawyer’s office to discuss how to proceed with the
discovery request and to assess the contents of the Facebook page, did Lawyer
have an ethical obligation to explain what spoliation 1s and what the
consequences may be to Client?

A. No, an explanation regarding legal jargon and theories do not need to be
explained to clients. They won’t understand it.

B. No, if Lawyer had explained the consequences of spoliation the Client
may not have followed Lawyer’s direction and the case would be lost.

C. Yes, lawyers must consult with their clients about the means to pursue the
client’s objectives.

D. Yes, 1t’s always a good idea to look smart in front of your clients.



ANSWER #9

ANSWER: C. Rules of Professional Conduct 4-1.4 Communication states,
A lawyer shall:

(a)(1) promptly inform the client of any decision or circumstance with respect
to which the client’s informed consent, as defined in terminology, is required
by these rules;

(2) reasonably consult with the client about the means by which the

client’s objectives are to be accomplished;

(3) keep the client reasonably informed about the status of the matter;

(4) promptly comply with reasonable requests for information; and

(5) consult with the client about any relevant limitation on the lawyer’s
conduct when the lawyer knows or reasonably should know that the

client expects assistance not permitted by the Rules of Professional Conduct
or other law.

(b) A lawyer shall explain a matter to the extent reasonably necessary to
permit the client to make informed decisions regarding the representation.



QUESTION #1

Can a judge 1n Florida “friend” an attorney who
may appear before that judge or allow the
attorney to add the judge as a “friend”?



ANSWER #1

NO. See Florida Sup. Ct., Judicial Ethics
Advisory Committee, Op. 2009-20 (2009).



QUESTION #2

Can a judge in Florida “friend” attorneys who
may appear before that judge if the judge accepts

as ‘“‘friends” all attorneys who request to be
included?



ANSWER #2

NO. See Florida Sup. Ct., Judicial Ethics
Advisory Committee, Op. 2010-06 (2010).



QUESTION # 3

Must a judge in Florida require the judge’s
judicial assistant to refrain from adding lawyers
who may appear before the judge as “friends” on
a social networking site?



ANSWER #3

NO, so long as the activity 1s conducted entirely
independent of the Judge and without reference
to the Judge or the Judge’s office. See Florida
Sup.Ct., Judicial Ethics Advisory Committee,
Op. 2010-04 (2010).



QUESTION #4

Should the judge direct the judicial assistant to
immediately “de-friend” any lawyer who
attempts an ex-parte communication through the
judicial assistant’s social networking site?



ANSWER #4

YES. See Florida Sup. Ct., Judicial Ethics
Advisory Committee, Op. 2010-04 (2010).



QUESTION #9

In the proceeding before the Court, can Young Attorney have
communications with the judge regarding the pending case?

A. No

B.  Yes, if in writing, the lawyer promptly delivers a copy of the writing to
the opposing counsel or to the adversary party if not represented by a lawyer

C.  Yes, orally upon notice to opposing counsel
D. BothB&C



ANSWER #9

Answer: D. Rule of Professional Conduct 4-3.5 states:

(b) Communication with Judge or Official
In an adversary proceeding a lawyer shall not communicate or cause another
to communicate as to the merits of the cause with a judge before whom
the proceeding 1s pending except:
(1) In the course of the official proceeding in the cause

(2) In writing if the lawyer promptly delivers a copy of the writing to the
opposing counsel or to the adverse party 1f not represented by a lawyer

(3) Orally upon notice to opposing counsel or to the adverse party if not
represented by a lawyer



QUESTION #1

Are Defendant’s Counsel and Trial Judge
correct, 1S the use of the Internet to research
potential jurors’ personal lives during voir dire

an unfair advantage that prejudices the
Defendant? YES or NO.



ANSWER #1

NO. - During the appeal of this case, Plaintiff’s
Counsel argued, amongst other things, that it was
improper for the trial judge to bar his activity
during voir dire. The appellate court found there
was no disruption, no resulting prejudice
(because both sides had notice), and there 1s no
rule against the use of the Internet. Therefore, it
was 1mproper for the trial judge to bar use of the
Internet.



QUESTION #2

Can a judge include a question 1n a pretrial questionnaire asking
whether potential jurors maintained a blog?

A. No, this 1s a complete invasion of privacy.
B. No, unless the blog relates to the cause of action at bar.

C. Yes, information acquired from online content, such a blog, can
provide insight 1nto juror biases and other relevant information that
potential jurors might fail to reveal during voir dire.

D. Yes, 1t 1s vital that online content 1s disclosed at voir dire so the
lawyers of a case can continue monitoring seated jurors’ online
postings during trial.

E. Both C and D.



ANSWER #2

E. Not only have studies shown that jurors frequently harbor unspoken biases,
but jurors occasionally conceal highly relevant information that could impact
their decision-making. For example, in a recent case involving suspected
“dirty bomber” Jose Padilla, defense attorneys relied on Internet searches
during jury selection to discover that one juror had lied on her jury
questionnaire by concealing her personal experience with the criminal justice
system.  This discovery resulted in her dismissal. Julie Kay, Social
Networking Sites Help Vet Jurors, Law Technology News, Aug. 13, 2008.
Additionally, seated jurors sometimes post comments concerning trial
proceedings on their blogs or on Facebook. Data from Reuters Legal shows
that since 1999, at least 90 verdicts had been subject to challenges because of
alleged Internet-related juror misconduct. Over a three-week period in
November and December 2010, Reuters Legal monitored Twitter posts by
users purporting to be prospective or sitting jurors: such tweets popped up at
an astonishing rate of one nearly every three minutes. Brian Grow, The
Internet v. the Courts: First in a Series, Westlaw News & Insight.



QUESTION #3

TRUE or FALSE. “Friending” a potential juror
on Facebook violates an ethical rule.



ANSWER #3

TRUE. If a juror has a private MySpace or Facebook account,
any attempt to view the private page would require an
electronic message requesting access. This 1s likely an
improper communication. According to Florida Rule of
Professional Responsibility 4-3.5(d) states that a lawyer shall
not...

— Before trial, communicate with a juror of a case with
which the lawyer 1s connected.

— During trial, communicate with a juror, regardless of
whether the lawyer 1s connected or not with the case.

After the trial, initiate communication with a juror to gather
information about the verdict.



QUESTION #4

TRUE or FALSE. A lawyer’s research of a
potential juror’s social media 1s an invasion of
the potential juror’s privacy.



ANSWER #4

FALSE. While the courts have recognized the privacy of
potential jurors as a proper consideration in determining whether
a proposed voir dire question should be permitted, 1t should be
remembered that the online information sought by attorneys 1s
public information. Unlike 1n the past, attorneys are no longer
relying on detectives or law enforcement to canvass
neighborhoods for information. Rather, attorneys are seeking
information, which, for the most part, 1s 1n the public domain.
Thus, concerns of juror privacy are somewhat diminished in
respect to social media.

See United States v. Barnes, 604 F. 2d 121, 140, 143 (2d Cur.
1979).

See Joshua Okun, Investigation of Jurors by Counsel: Its Impact
on the Decisional Process, 56 Geo. L.J. 839, 851-53 (1968).



QUESTION #9

TRUE or FALSE. It 1s a violation of the Rules
of Professional Conduct to “friend” a juror’s
“friend” 1n to attempt to gaimn access to a
potential juror’s restricted information on

Facebook.



ANSWER #9

TRUE. ABA Model Rules of Professional
Conduct 8.4 instructs that 1t 1s professional
misconduct to ‘“engage 1n conduct 1nvolving
dishonesty, fraud, deceit, or misrepresentation.”
“Friending” a “friend” of a potential juror likely
would be construed as an improper, prohibited
contact because the attorney would be seeking
information through deceitful means.
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