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Abstract.  A purely  peer-to-peer  version  of  electronic  cash  would  allow online 
payments to be sent directly from one party to another without going through a 
financial institution.  Digital signatures provide part of the solution, but the main 
benefits are lost if a trusted third party is still required to prevent double-spending. 
We propose a solution to the double-spending problem using a peer-to-peer network. 
The network timestamps transactions by hashing them into an ongoing chain of 
hash-based proof-of-work, forming a record that cannot be changed without redoing 
the proof-of-work.  The longest chain not only serves as proof of the sequence of 
events witnessed, but proof that it came from the largest pool of CPU power.  As 
long as a majority of CPU power is controlled by nodes that are not cooperating to 
attack the network, they'll generate the longest chain and outpace attackers.  The 
network itself requires minimal structure.  Messages are broadcast on a best effort 
basis,  and nodes can leave and rejoin the network at  will,  accepting the longest 
proof-of-work chain as proof of what happened while they were gone.

1. Introduction
Commerce on the Internet has come to rely almost exclusively on financial institutions serving as 
trusted third parties to process electronic payments.  While the system works well enough for 
most  transactions,  it  still  suffers  from  the  inherent  weaknesses  of  the  trust  based  model. 
Completely non-reversible transactions are not really possible, since financial institutions cannot 
avoid  mediating  disputes.   The  cost  of  mediation  increases  transaction  costs,  limiting  the 
minimum practical transaction size and cutting off the possibility for small casual transactions, 
and  there  is  a  broader  cost  in  the  loss  of  ability  to  make  non-reversible  payments  for  non-
reversible services.  With the possibility of reversal, the need for trust spreads.  Merchants must 
be wary of their customers, hassling them for more information than they would otherwise need. 
A certain percentage of fraud is accepted as unavoidable.  These costs and payment uncertainties 
can be avoided in person by using physical currency, but no mechanism exists to make payments 
over a communications channel without a trusted party.

What is needed is an electronic payment system based on cryptographic proof instead of trust, 
allowing any two willing parties to transact directly with each other without the need for a trusted 
third party.  Transactions that are computationally impractical to reverse would protect sellers 
from fraud, and routine escrow mechanisms could easily be implemented to protect buyers.  In 
this paper, we propose a solution to the double-spending problem using a peer-to-peer distributed 
timestamp server to generate computational proof of the chronological order of transactions.  The 
system  is  secure  as  long  as  honest  nodes  collectively  control  more  CPU  power  than  any 
cooperating group of attacker nodes.
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2. Transactions
We define an electronic coin as a chain of digital signatures.  Each owner transfers the coin to the 
next by digitally signing a hash of the previous transaction and the public key of the next owner 
and adding these to the end of the coin.  A payee can verify the signatures to verify the chain of 
ownership.

The problem of course is the payee can't verify that one of the owners did not double-spend 
the coin.  A common solution is to introduce a trusted central authority, or mint, that checks every 
transaction for double spending.  After each transaction, the coin must be returned to the mint to 
issue a new coin, and only coins issued directly from the mint are trusted not to be double-spent. 
The  problem with  this  solution  is  that  the  fate  of  the  entire  money  system depends  on  the 
company running the mint, with every transaction having to go through them, just like a bank.

We need a way for the payee to  know that the  previous owners did not  sign any earlier 
transactions.  For our purposes, the earliest transaction is the one that counts, so we don't care 
about later attempts to double-spend.  The only way to confirm the absence of a transaction is to 
be aware of all transactions.  In the mint based model, the mint was aware of all transactions and 
decided which arrived first.   To accomplish this without a trusted party, transactions must be 
publicly announced [1], and we need a system for participants to agree on a single history of the 
order in which they were received.  The payee needs proof that at the time of each transaction, the 
majority of nodes agreed it was the first received. 

3. Timestamp Server
The solution we propose begins with a timestamp server.  A timestamp server works by taking a 
hash  of  a  block  of  items  to  be  timestamped  and  widely  publishing  the  hash,  such  as  in  a 
newspaper or Usenet post [2-5].  The timestamp proves that the data must have existed at the 
time, obviously, in order to get into the hash.  Each timestamp includes the previous timestamp in 
its hash, forming a chain, with each additional timestamp reinforcing the ones before it.
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4. Proof-of-Work
To implement a distributed timestamp server on a peer-to-peer basis, we will need to use a proof-
of-work system similar to Adam Back's Hashcash [6], rather than newspaper or Usenet posts. 
The proof-of-work involves scanning for a value that when hashed, such as with SHA-256, the 
hash begins with a number of zero bits.  The average work required is exponential in the number 
of zero bits required and can be verified by executing a single hash.

For our timestamp network, we implement the proof-of-work by incrementing a nonce in the 
block until a value is found that gives the block's hash the required zero bits.  Once the CPU 
effort  has been expended to make it  satisfy the proof-of-work, the  block cannot  be  changed 
without redoing the work.  As later blocks are chained after it, the work to change the block 
would include redoing all the blocks after it.

The proof-of-work also solves the problem of determining representation in majority decision 
making.  If the majority were based on one-IP-address-one-vote, it could be subverted by anyone 
able  to  allocate  many  IPs.   Proof-of-work  is  essentially  one-CPU-one-vote.   The  majority 
decision is represented by the longest chain, which has the greatest proof-of-work effort invested 
in it.  If a majority of CPU power is controlled by honest nodes, the honest chain will grow the 
fastest and outpace any competing chains.  To modify a past block, an attacker would have to 
redo the proof-of-work of the block and all blocks after it and then catch up with and surpass the 
work of the honest nodes.  We will show later that the probability of a slower attacker catching up 
diminishes exponentially as subsequent blocks are added.

To compensate for increasing hardware speed and varying interest in running nodes over time, 
the proof-of-work difficulty is determined by a moving average targeting an average number of 
blocks per hour.  If they're generated too fast, the difficulty increases.

5. Network
The steps to run the network are as follows:

1) New transactions are broadcast to all nodes.
2) Each node collects new transactions into a block.  
3) Each node works on finding a difficult proof-of-work for its block.
4) When a node finds a proof-of-work, it broadcasts the block to all nodes.
5) Nodes accept the block only if all transactions in it are valid and not already spent.
6) Nodes express their acceptance of the block by working on creating the next block in the 

chain, using the hash of the accepted block as the previous hash.

Nodes always consider the longest chain to be the correct one and will keep working on 
extending it.  If two nodes broadcast different versions of the next block simultaneously, some 
nodes may receive one or the other first.  In that case, they work on the first one they received, 
but save the other branch in case it becomes longer.  The tie will be broken when the next proof-
of-work is found and one branch becomes longer;  the nodes that were working on the other 
branch will then switch to the longer one.
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New transaction broadcasts do not necessarily need to reach all nodes.  As long as they reach 
many nodes, they will get into a block before long.  Block broadcasts are also tolerant of dropped 
messages.  If a node does not receive a block, it will request it when it receives the next block and 
realizes it missed one.

6. Incentive
By convention, the first transaction in a block is a special transaction that starts a new coin owned 
by the creator of the block.  This adds an incentive for nodes to support the network, and provides 
a way to initially distribute coins into circulation, since there is no central authority to issue them. 
The steady addition of a constant of amount of new coins is analogous to gold miners expending 
resources to add gold to circulation.  In our case, it is CPU time and electricity that is expended.

The incentive can also be funded with transaction fees.  If the output value of a transaction is 
less than its input value, the difference is a transaction fee that is added to the incentive value of 
the  block  containing  the  transaction.   Once  a  predetermined  number  of  coins  have  entered 
circulation, the incentive can transition entirely to transaction fees and be completely inflation 
free.

The incentive  may help  encourage nodes to  stay  honest.   If  a  greedy attacker  is  able  to 
assemble more CPU power than all the honest nodes, he would have to choose between using it 
to defraud people by stealing back his payments, or using it to generate new coins.  He ought to 
find it more profitable to play by the rules, such rules that favour him with more new coins than 
everyone else combined, than to undermine the system and the validity of his own wealth.

7. Reclaiming Disk Space
Once the latest transaction in a coin is buried under enough blocks, the spent transactions before 
it  can be discarded to  save disk  space.   To facilitate  this  without  breaking the  block's  hash, 
transactions are hashed in a Merkle Tree [7][2][5], with only the root included in the block's hash. 
Old blocks can then be compacted by stubbing off branches of the tree.  The interior hashes do 
not need to be stored.

A block header with no transactions would be about 80 bytes.   If we suppose blocks are 
generated every 10 minutes, 80 bytes * 6 * 24 * 365 = 4.2MB per year.  With computer systems 
typically selling with 2GB of RAM as of 2008, and Moore's Law predicting current growth of 
1.2GB per year,  storage should not be a problem even if  the block headers must  be kept in 
memory.
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8. Simplified Payment Verification
It is possible to verify payments without running a full network node.  A user only needs to keep 
a copy of the block headers of the longest proof-of-work chain, which he can get by querying 
network  nodes  until  he's  convinced  he  has  the  longest  chain,  and  obtain  the  Merkle  branch 
linking  the  transaction  to  the  block  it's  timestamped  in.   He  can't  check  the  transaction  for 
himself, but by linking it to a place in the chain, he can see that a network node has accepted it, 
and blocks added after it further confirm the network has accepted it.

As such, the verification is reliable as long as honest nodes control the network, but is more 
vulnerable  if  the  network  is  overpowered  by  an  attacker.   While  network  nodes  can  verify 
transactions  for  themselves,  the  simplified  method  can  be  fooled  by an  attacker's  fabricated 
transactions for as long as the attacker can continue to overpower the network.  One strategy to 
protect against this would be to accept alerts from network nodes when they detect an invalid 
block,  prompting  the  user's  software  to  download  the  full  block  and  alerted  transactions  to 
confirm the inconsistency.  Businesses that receive frequent payments will probably still want to 
run their own nodes for more independent security and quicker verification.

9. Combining and Splitting Value
Although it  would be possible to handle coins individually, it  would be unwieldy to make a 
separate  transaction  for  every cent  in  a  transfer.   To  allow value  to  be  split  and  combined, 
transactions contain multiple inputs and outputs.  Normally there will be either a single input 
from a larger previous transaction or multiple inputs combining smaller amounts, and at most two 
outputs: one for the payment, and one returning the change, if any, back to the sender.  

It should be noted that fan-out, where a transaction depends on several transactions, and those 
transactions depend on many more, is not a problem here.  There is never the need to extract a 
complete standalone copy of a transaction's history.
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10. Privacy
The traditional banking model achieves a level of privacy by limiting access to information to the 
parties involved and the trusted third party.  The necessity to announce all transactions publicly 
precludes this method, but privacy can still be maintained by breaking the flow of information in 
another place: by keeping public keys anonymous.  The public can see that someone is sending 
an amount to someone else, but without information linking the transaction to anyone.  This is 
similar  to  the  level  of  information released by stock exchanges,  where  the  time and size  of 
individual trades, the "tape", is made public, but without telling who the parties were.

As an additional firewall, a new key pair should be used for each transaction to keep them 
from being  linked  to  a  common owner.   Some  linking  is  still  unavoidable  with  multi-input 
transactions, which necessarily reveal that their inputs were owned by the same owner.  The risk 
is that if the owner of a key is revealed, linking could reveal other transactions that belonged to 
the same owner.

11. Calculations
We consider the scenario of an attacker trying to generate an alternate chain faster than the honest 
chain.  Even if this is accomplished, it does not throw the system open to arbitrary changes, such 
as creating value out of thin air or taking money that never belonged to the attacker.  Nodes are 
not going to accept an invalid transaction as payment, and honest nodes will never accept a block 
containing them.  An attacker can only try to change one of his own transactions to take back 
money he recently spent.

The race between the honest chain and an attacker chain can be characterized as a Binomial 
Random Walk.  The success event is the honest chain being extended by one block, increasing its 
lead by +1, and the failure event is the attacker's chain being extended by one block, reducing the 
gap by -1.

The probability of an attacker catching up from a given deficit is analogous to a Gambler's 
Ruin problem.  Suppose a gambler with unlimited credit starts at a deficit and plays potentially an 
infinite number of trials to try to reach breakeven.  We can calculate the probability he ever 
reaches breakeven, or that an attacker ever catches up with the honest chain, as follows [8]:

p = probability an honest node finds the next block
q = probability the attacker finds the next block
qz = probability the attacker will ever catch up from z blocks behind

q z={ 1 if p≤q
q / pz if pq}
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Given our assumption that p > q, the probability drops exponentially as the number of blocks the 
attacker has to catch up with increases.  With the odds against him, if he doesn't make a lucky 
lunge forward early on, his chances become vanishingly small as he falls further behind.

We now consider how long the recipient of a new transaction needs to wait  before being 
sufficiently certain the sender can't change the transaction.  We assume the sender is an attacker 
who wants to make the recipient believe he paid him for a while, then switch it to pay back to 
himself after some time has passed.  The receiver will be alerted when that happens, but the 
sender hopes it will be too late.

The receiver generates a new key pair and gives the public key to the sender shortly before 
signing.  This prevents the sender from preparing a chain of blocks ahead of time by working on 
it continuously until he is lucky enough to get far enough ahead, then executing the transaction at 
that moment.  Once the transaction is sent, the dishonest sender starts working in secret on a 
parallel chain containing an alternate version of his transaction.

The recipient waits until the transaction has been added to a block and  z blocks have been 
linked  after  it.   He  doesn't  know the  exact  amount  of  progress  the  attacker  has  made,  but 
assuming the honest blocks took the average expected time per block, the attacker's potential 
progress will be a Poisson distribution with expected value:

=z q
p

To get the probability the attacker could still catch up now, we multiply the Poisson density for 
each amount of progress he could have made by the probability he could catch up from that point:

∑
k=0

∞ k e−

k !
⋅{q / p z−k  if k≤ z

1 if k z}
Rearranging to avoid summing the infinite tail of the distribution...

1−∑
k=0

z k e−

k !
1−q / p z−k 

Converting to C code...

#include <math.h>
double AttackerSuccessProbability(double q, int z)
{
    double p = 1.0 - q;
    double lambda = z * (q / p);
    double sum = 1.0;
    int i, k;
    for (k = 0; k <= z; k++)
    {
        double poisson = exp(-lambda);
        for (i = 1; i <= k; i++)
            poisson *= lambda / i;
        sum -= poisson * (1 - pow(q / p, z - k));
    }
    return sum;
}
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Running some results, we can see the probability drop off exponentially with z.

q=0.1
z=0    P=1.0000000
z=1    P=0.2045873
z=2    P=0.0509779
z=3    P=0.0131722
z=4    P=0.0034552
z=5    P=0.0009137
z=6    P=0.0002428
z=7    P=0.0000647
z=8    P=0.0000173
z=9    P=0.0000046
z=10   P=0.0000012

q=0.3
z=0    P=1.0000000
z=5    P=0.1773523
z=10   P=0.0416605
z=15   P=0.0101008
z=20   P=0.0024804
z=25   P=0.0006132
z=30   P=0.0001522
z=35   P=0.0000379
z=40   P=0.0000095
z=45   P=0.0000024
z=50   P=0.0000006

Solving for P less than 0.1%...

P < 0.001
q=0.10   z=5
q=0.15   z=8
q=0.20   z=11
q=0.25   z=15
q=0.30   z=24
q=0.35   z=41
q=0.40   z=89
q=0.45   z=340

12. Conclusion
We have proposed a system for electronic transactions without relying on trust.  We started with 
the usual framework of coins made from digital  signatures,  which provides strong control of 
ownership,  but  is  incomplete  without  a  way  to  prevent  double-spending.   To  solve  this,  we 
proposed a peer-to-peer network using proof-of-work to record a public history of transactions 
that  quickly  becomes  computationally  impractical  for  an  attacker  to  change  if  honest  nodes 
control a majority of CPU power.  The network is robust in its unstructured simplicity.  Nodes 
work all at once with little coordination.  They do not need to be identified, since messages are 
not routed to any particular place and only need to be delivered on a best effort basis.  Nodes can 
leave  and  rejoin  the  network  at  will,  accepting  the  proof-of-work  chain  as  proof  of  what 
happened while they were gone.  They vote with their CPU power, expressing their acceptance of 
valid blocks by working on extending them and rejecting invalid blocks by refusing to work on 
them.  Any needed rules and incentives can be enforced with this consensus mechanism.
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In today's rapidly evolving financial landscape, the emergence and adoption of digital
assets like Bitcoin and Ethereum have added a layer of complexity to divorce proceedings.
Cryptocurrencies and other digital assets present unique challenges in divorce cases,
especially when these assets are undisclosed or hidden. In this guide, we will delve into
the world of cryptocurrencies, explore their potential for asset hiding, and discuss steps to
uncover and equitably distribute digital assets. Get ready to crack the code and learn how
to locate and divide digital assets!

WHAT AREAREAREARE CRYPTO ASSETS?

Cryptocurrencies, often called “crypto,” encompass a wide range of digital assets. While
Bitcoin is the most well-known, “crypto” also includes other digital value representations,
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such as utility and non-fungible tokens (NFTs). Utility tokens grant access to specific
platforms or services, while NFTs represent unique digital items, like digital art,
collectibles, or virtual real estate. Unlike traditional assets such as real estate or stocks,
cryptocurrencies exist only in digital form. This distinction makes them particularly
challenging to identify, assess and divide during divorce proceedings.

HOW DO CRYPTOCURRENCIES ENABLE ASSET HIDING?

Cryptocurrencies provide an appealing avenue for asset hiding during divorce due to their
unique characteristics. Instant and seamless transferability without traditional
intermediaries like banks enables parties to securely transfer and hold digital assets on a
computer or smartphone. Moreover, cryptocurrencies operate on decentralized computer
networks based on blockchain technology, resulting in a lack of central oversight and
making it challenging to monitor financial activities. Additionally, cryptocurrency
transactions are pseudonymous, meaning the real identity behind each transaction is
often obscured, adding a layer of privacy and confidentiality.

CRYPTO EXCHANGES

Like traditional brokerages, “exchanges” serve as digital platforms that enable individuals
to trade, buy, and sell cryptocurrencies. Users can deposit funds, usually in fiat currency or
other cryptocurrencies, into accounts on the exchange platform and use those funds to
purchase or sell different cryptocurrencies at prevailing market prices. Exchanges provide
user-friendly interfaces, order books displaying current buy and sell orders, and often
offer additional features such as advanced trading options, secure storage of funds, and
access to market data.

Fortunately, transactions on exchanges can leave traces crucial in uncovering hidden
cryptocurrency assets. Family law attorneys can request transaction records from these
exchanges as part of the discovery process to unveil the existence and location of
potential hidden assets.

Several well-established cryptocurrency exchanges have gained prominence in the crypto
industry. Notable examples include Binance, Coinbase, Kraken, Gemini, Bitfinex, and
KuCoin. However, it's important to note that the cryptocurrency exchange landscape is
dynamic, with new and existing exchanges evolving.

DIGITAL WALLETS: WHERE CRYPTO ASSETS RESIDE

Digital wallets are tools that store, send, and receive cryptocurrencies. They come in
various forms, including software wallets (online or mobile apps), hardware wallets



(physical devices), and paper wallets (printed or written codes). Cryptocurrency holdings
can be stored off exchanges in digital wallets, protected by complex cryptographic keys,
making it difficult to link these assets to an individual.

A digital wallet typically consists of a pair of cryptographic keys. The public key, also
known as the address, is used for sending and receiving funds, while the private key,
acting as a password, is utilized for authorizing transactions and accessing the stored
assets. Safeguarding and protecting the private key is crucial to ensure the security of
cryptocurrency holdings.

IDENTIFYING SIGNS OF HIDDEN CRYPTOCURRENCY ASSETS

Recognizing indicators of hidden cryptocurrency assets is crucial for family law attorneys.
Unusual financial behavior, such as unexplained transfers or discrepancies in reported
income, may signal attempts to hide assets using cryptocurrencies. There are indicators, or
signs individuals should be aware of if they suspect their spouse is hiding cryptocurrency
assets during a divorce. Here are some examples:

Cryptocurrency Wallets: Look for evidence of cryptocurrency wallets on electronic
devices or statements related to wallet services. Wallets may be stored on computers,
smartphones as an app, or hardware devices. Unexplained transfers of funds to or
from cryptocurrency wallets can be a strong indication of hidden assets.

Unfamiliar Financial Accounts: Monitor bank statements and financial records for
unusual transactions or transfers to cryptocurrency exchanges or platforms. These
transactions can suggest the conversion of funds into cryptocurrencies or moving
assets to different exchanges.

Increased Online Security Measures: A sudden increase in security measures, such as
using encrypted messaging apps, password managers, or virtual private networks
(VPNs), may signify attempts to conceal cryptocurrency-related activities.

Minimal Financial Footprint: If your spouse's financial records or bank statements
show a lack of transactions or a significant decrease in traditional financial activity or
spending, it may indicate the presence of hidden cryptocurrency assets. However, this
can also suggest that a spouse has other undisclosed traditional accounts like
checking accounts.

Unreported Income or Investments: Look for discrepancies between reported income
and actual spending patterns. If your spouse is living beyond their reported means or
making substantial purchases without a clear source of income, it could suggest



hidden cryptocurrency assets.

Unexplained Tech Expertise: If your spouse suddenly exhibits a high level of technical
knowledge or is interested in computer programming, cryptography, or blockchain
technology, it could indicate involvement with cryptocurrencies.

WHERE TO LOOK

Uncovering hidden cryptocurrency assets requires a strategic approach. Family law
attorneys should collaborate with forensic experts and technology specialists who can
analyze financial records, trace transactions, and identify digital breadcrumbs left behind
by cryptocurrency transactions. In-depth investigations can shed light on concealed assets
and contribute to achieving an equitable distribution. If you suspect a spouse is hiding
assets, you must actively search for proof of your suspicions. Places to start include:

Bank and Credit StatementsBank and Credit StatementsBank and Credit StatementsBank and Credit Statements

Cryptocurrency is usually purchased with fiat (currency), so at some point, money must
move from a bank account into a cryptocurrency exchange account. It is, therefore,
essential to check bank and credit card statements for popular crypto exchange names
such as Coinbase, Binance, Kraken, Bitfinex, Gemini, KuCoin, Etoro, and Bitstamp. In
addition, look for purchases or transfers with descriptions such as “crypto”, “coin”, “digital
asset”, or ticker symbols like BTC (Bitcoin), ETH (Ethereum), LTC (Litecoin), ADA (Cardano),
XLM (Stellar), and DOGE (Dogecoin). If you see evidence of any crypto activity, however
insignificant, it's worth investigating further — especially if a spouse omitted these assets
from their initial disclosures.

App-Sleuthing: Revealing Crypto Clues!App-Sleuthing: Revealing Crypto Clues!App-Sleuthing: Revealing Crypto Clues!App-Sleuthing: Revealing Crypto Clues!

Evidence of crypto use may be hiding in plain sight. Look for crypto-related apps installed
on phones, tablets, and other electronic devices, such as:

Exchange Apps: These apps enable users to trade cryptocurrencies and access market
data. Popular exchange apps include Coinbase, Binance, and Kraken.

Payment Apps: These apps facilitate cryptocurrency payments and transactions.
Notable examples are Strike, BitPay, Crypto.com, and Venmo (which supports
cryptocurrency transactions).

Price Tracking Apps: These apps provide real-time price updates and market
information for various cryptocurrencies. Examples include CoinMarketCap,
CoinGecko, and Blockfolio.



Wallet Apps: These apps allow users to manage their cryptocurrency holdings, send
and receive funds, and view transaction history. Examples include Ledger, Trezor,
Coinbase Wallet, Trust Wallet, and Exodus.

News and Information Apps: These apps offer news, articles, and educational
resources related to cryptocurrencies and blockchain technology. Examples include
CoinDesk, Cointelegraph, and CryptoSlate.

Twitter & Reddit Feeds: Check who your spouse follows on Twitter and Reddit. Check
hashtag searches for cryptocurrency. An interest in hashtags like #Bitcoin, #BTC, #ETH,
or #Crypto shows at least an interest in these assets.

Tax ReturnsTax ReturnsTax ReturnsTax Returns

Checking if your spouse has reported crypto on a tax return is vital. Income from
cryptocurrency transactions is taxable by law, just like income or gains from other
property. Starting in tax year 2019, the IRS began to include a question on the front page of
the federal tax return 1040 form asking if “you received, sold, sent, exchanged, or
otherwise acquired any financial interest in any virtual currency.” IRS introduced this
question to improve tax compliance and ensure taxpayers accurately report their
cryptocurrency-related income and gains. If this box is checked on a tax return, the details
of each transaction must be reported on Form 8949 (Sales and Other Dispositions of
Capital Assets).

Loan ApplicationsLoan ApplicationsLoan ApplicationsLoan Applications

Other places to look for evidence of crypto assets include loan applications. Even if a
spouse is trying to hide crypto assets, they might still list them on a loan or line of credit
application. After all, you want your balance sheet to look good if you're trying to secure a
loan!

WHAT SHOULD YOU DO IF YOU SUSPECT YOUR SPOUSE IS HIDING
CRYPTOCURRENCY ASSETS?

If you suspect your spouse is hiding cryptocurrency assets during divorce, taking proactive
steps to protect your financial interests is crucial. Here are some actions to consider:

Consult with an Experienced Divorce Attorney: Seek the guidance of a divorce attorney
with knowledge and experience handling cases involving cryptocurrency assets. They
can provide legal advice, guide you through the process, and assist in effectively
uncovering and addressing hidden assets.



Gather Evidence: Document any suspicious behavior or financial activities that raise
concerns about hidden cryptocurrency assets. Keep records of unexplained expenses,
withdrawals, or transfers. Take screenshots or save relevant digital communications or
financial statements that may serve as evidence.

Pursue Extensive Discovery: Obtaining complete financial disclosure from the spouse
is critical. Work with your attorney to utilize legal tools such as subpoenas, formal
discovery requests, or court orders to compel your spouse to disclose information
about their financial holdings, including cryptocurrency assets.

Consult Financial and Cryptocurrency Experts: Engage the services of forensic
accountants or cryptocurrency experts who can help identify and evaluate hidden
cryptocurrency assets. They can analyze blockchain transactions, trace digital wallets,
and provide expert opinions on the value of the assets.

Consider Mediation or Arbitration: If you and your spouse are open to alternative
dispute resolution methods, such as mediation or arbitration, consider working with a
mediator who understands cryptocurrencies and can facilitate discussions on the
division of assets. A knowledgeable mediator can help the parties reach a fair and
equitable resolution.

VALUING CRYPTOCURRENCY DURING DIVORCE

Divorcing couples often face the challenge of fairly dividing their assets, but the
complexity is magnified when cryptocurrency enters the equation. Cryptocurrencies are
highly volatile and can experience significant price fluctuations quickly. Determining an
accurate and fair valuation is essential to ensure an equitable distribution of marital
property.

Crypto assets are property. Like other assets, crypto may be deemed community property
subject to division in a divorce action. Dividing cryptocurrency or its equivalent worth can
be difficult, as it is not only easy for parties to hide cryptocurrency transactions, but it can
also be challenging to determine the actual value of cryptocurrency.

Challenges of Valuing CryptocurrencyChallenges of Valuing CryptocurrencyChallenges of Valuing CryptocurrencyChallenges of Valuing Cryptocurrency

Market Volatility: Cryptocurrency markets are known for their extreme volatility. The value
of cryptocurrencies can skyrocket or plummet within hours, making it challenging to
pinpoint a precise valuation at any given moment.

Lack of Regulation: The lack of regulatory oversight in the cryptocurrency space further



complicates valuation. Unlike traditional assets that adhere to established valuation
standards, cryptocurrencies operate in a relatively unregulated environment.

Multiple Exchanges: Cryptocurrencies are traded on numerous exchanges, each with
potentially varying prices for the same digital asset. This divergence can lead to
discrepancies in valuation if not carefully addressed.

Valuation Methods for CryptocurrencyValuation Methods for CryptocurrencyValuation Methods for CryptocurrencyValuation Methods for Cryptocurrency

Market Value: This method involves valuing cryptocurrency assets based on current market
prices. While it provides a real-time snapshot of value, it may not accurately reflect the
long-term worth of the assets due to market fluctuations.

Cost Basis: Calculating the cost basis involves determining the original purchase price of
the cryptocurrency. While it offers a historical perspective, it may not consider the current
market conditions.

Expert Appraisal: Engaging a cryptocurrency valuation expert may be necessary for
complex cryptocurrency portfolios. These professionals analyze various factors, including
historical data, market trends, and the specific cryptocurrencies held.

Approaches to Addressing the Valuation ChallengeApproaches to Addressing the Valuation ChallengeApproaches to Addressing the Valuation ChallengeApproaches to Addressing the Valuation Challenge

Evaluating the average value: Instead of considering the peak value or the current reduced
value of the crypto asset, the parties can agree to use an average value over a specific
period of time. This approach aims to provide a more balanced representation of the
asset's worth, considering both the peak and lower market values.

Offsetting other assets: If one spouse incurred significant losses due to the decreased
value of the crypto asset, the parties may consider offsetting losses by adjusting the
division of other assets. This can help balance the impact of the volatile cryptocurrency
market on the overall distribution of marital property.

Deferred settlements: In some cases, deferring the sale or transfer of cryptocurrency
assets may be beneficial until the market stabilizes or recovers. This approach allows both
parties to hold onto their respective shares of the assets without realizing immediate
losses. It provides an opportunity to benefit from potential future market improvements.

In-Kind Division: In-kind division refers to directly transferring specific cryptocurrencies
from one spouse to another rather than selling the assets and splitting the proceeds. Like
issues with an in-kind division of other securities such as stocks or bonds, when dealing



with a cryptocurrency, which is subject to significant price fluctuations, determining an
equitable division becomes more complex. Both parties must agree on the valuation date
and method to assess the asset's value accurately. Additionally, considering the tax
implications of such transfers is crucial, as the recipient may inherit the tax basis and
potential capital gains or losses associated with the cryptocurrency.

DIVIDING CRYPTOCURRENCY IN A DIVORCE

Husband and Wife are going through a divorce. It is discovered that Husband has
significant Bitcoin holdings held in an electronic wallet in Husband's name. Husband and
Wife need to decide how to divide the community Bitcoin holdings. They have three main
options: transfer, cash-out, or valuing for offset. Let's look at all three.

TransferTransferTransferTransfer

If a portion (or all) of the Bitcoin holdings will be transferred to Wife, she must open an
electronic wallet to receive the transfer. Husband will need Wife's new wallet address for
the Bitcoin to make the transfer. Husband can then send the Bitcoin to Wife based on a
dollar value or by selecting the number of coins to send.

Important Considerations About Crypto Transfers

Is the spouse comfortable with the complexity and risks associated with the custody
and potential volatility of crypto?

Who will cover transaction fees related to the transfer?

What is the impact of potential capital gains or losses on the digital assets received?

One thing to remember is Internal Revenue Code Section 1041Section 1041Section 1041Section 1041, which states that
property transfers between spouses or incident to divorce are treated as a gift and are not
taxable at the time of transfer. Under this rule, the transferee acquires the transferor's tax
basis in the property. The effect is to defer tax consequences (recognition of any gain or
loss) until the transferee disposes of the property. Consulting a competent tax advisor on
these issues is always wise!

Cash-outCash-outCash-outCash-out

Wife decides she doesn't want to deal with the volatile nature of their marital
cryptocurrency holdings and would prefer to sell her portion of the Bitcoin and receive
cash instead. There are two ways to do this.

https://www.law.cornell.edu/uscode/text/26/1041


Option 1: Husband sells Wife's portion and sends Wife the cash.

Option 2: Husband sends Wife her portion of the cryptocurrency, and Wife sells it
immediately and receives the cash.

Things to consider if you go the cash-out route. The main difference between options one
and two is in whose name the capital gains must be reported. And, in the case of a crypto
transfer, there will likely be transaction fees that should be considered.

Valuing for offsetValuing for offsetValuing for offsetValuing for offset

Wife decides she would prefer an offset for the value of her portion of the cryptocurrency.
This means a value needs to be placed on the Bitcoin that Husband is keeping, and Wife
will receive another asset instead. Things to consider if you go the “Value for Offset” route
include:

What value will be used? Due to the wide fluctuations in the market value of some
cryptocurrencies, it may make sense to not determine the offset value until the date
the divorce is finalized or close to it. Another option would be to use a 52-week
moving average as the value.

Are tax consequences considered when determining a value for offset? For example,
$10,000 in cash is different from $10,000 in cryptocurrency purchased for $3,000. The
cryptocurrency in this example would have a $7,000 taxable capital gain if sold or
transferred for goods or services. The spouse who keeps the cryptocurrency should
consider asking for a full or partial tax discount to help cover future taxes.

CONCLUSION

Every divorce involving cryptocurrency assets is unique, requiring tailored strategies based
on individual circumstances. Working closely with a knowledgeable divorce attorney
experienced in complex financial matters is crucial to protecting one's interests. When it's
time to mediate, leveraging the expertise of a mediator who understands cryptocurrencies,
trading exchanges, and blockchain technology becomes even more critical.

At Armatys Millard, we understand the intricacies of divorce cases involving hidden assets,
including cryptocurrencies. With our expertise in family law and judicial insight, we can
guide you through mediation or arbitration toward a successful resolution. ScheduleScheduleScheduleSchedule
your mediation sessionyour mediation sessionyour mediation sessionyour mediation session today and take the first step toward a fair and equitable
divorce settlement.

READY TO TAKE A DEEPER DIVE?

https://calendly.com/mediationjudges


As you have probably gleaned, the topic of digital assets is complex and evolving. One
thing is certain – digital assets are here to stay, and their importance in the division of the
marital estate will continue to escalate. As family law practitioners, we must become
educated about these assets. This article provides only a brief overview of this
complicated subject. If you're ready to learn more, I suggest that you consider reading the
following excellent articles:

A Divorce Practitioner's Bitcoin PrimerA Divorce Practitioner's Bitcoin PrimerA Divorce Practitioner's Bitcoin PrimerA Divorce Practitioner's Bitcoin Primer, by Richard West and Jonathan Fields.

Cryptocurrency, NTFs, and the “Metaverse”: Addressing the Expanding World ofCryptocurrency, NTFs, and the “Metaverse”: Addressing the Expanding World ofCryptocurrency, NTFs, and the “Metaverse”: Addressing the Expanding World ofCryptocurrency, NTFs, and the “Metaverse”: Addressing the Expanding World of
Virtual Assets in Divorce ProceedingsVirtual Assets in Divorce ProceedingsVirtual Assets in Divorce ProceedingsVirtual Assets in Divorce Proceedings, by Stephanie L. Tang.
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SAMPLE 
 

 

THE COUNSEL, ESQUIRE     

Attorney ID No.  

THE FIRM      

123 Sesame Street, St.456 

Philadelphia, PA 19107     Attorney for Plaintiff 

(000) 000-0000 

_________________________________________ 

PLAINTIFF 

789 Summer Drive     : COURT OF COMMON PLEAS 

Somewhere , PA 19426     MONTGOMERY COUNTY 

       : FAMILY DIVISION 

 Plaintiff      

                               : 

 vs.      

:                                                                                                                                                                                                                                     

DEFENDANT     : NO.                                                              

1011 Fall Drive                                                   

Somewhere Else , PA 12345           : IN DIVORCE 

 Defendant     : 

_________________________________________ 

 

PLAINTIFF’S FIRST SET OF INTERROGATORIES FOR DEFENDANT 

TO:   

             

  

C/O ……….., Esquire 

 

Please take notice that demand is hereby made upon you for answers under oath or 

certification to the following Interrogatories within the time and in the manner prescribed by 

the rules of this Court. You are required to answer the following Interrogatories within thirty 

(30) days after service upon you pursuant to the Rules of Civil Procedure. 

 
 
 
 
 
 
 



 
 

Definitions and Instructions  
 

Unless negated by the context of the Interrogatory, the following definitions are to be 
considered to be applicable to all Interrogatories contained herein: 
 

(A) “Documents” is an all-inclusive term referring to any writing and/or recorded or 
graphic matter, however produced or reproduced. The term “documents” includes, without 
limitation, correspondence, memoranda, inter-office communications, minutes, reports, 
notices, schedules, analyses, drawings, diagrams, tables, graphs, charts, maps, surveys, 
books of account, ledgers, invoices, purchase orders, pleadings, questionnaires, contracts, 
bills, checks, drafts, diaries, logs, proposals, print-outs, recordings, telegrams, films, tax 
returns, and financial statements, computer discs, electronic data processing records and all 
other such materials tangible or retrievable, of any kind. “Documents” also include any 
preliminary notes and drafts of all the foregoing, in whatever form, for example, printed, 
typed, longhand or shorthand, on paper, paper tape, tabulating cards, ribbon blueprints, 
magnetic tape, microfilm, film, motion picture film, phonograph records, or other form. 

(B) The term “identify” means, with respect to documents: 

(1) To give the date, title, author and addressee; 

(2) To describe a document sufficiently well to enable the interrogator to know what 
the document is and to retrieve it from a file or wherever it may be located; 

(3) To describe it in a manner suitable for use as a description in a subpoena; and 

(4) To give the name, address, position or title of the person(s) who has custody of the 
document and/or copies thereof. 

 

(C) “Identify” when used in reference to an individual means: 

(1) To state his or her full name; 

(2) Present residence address or last known address; 

(3) Present or last known business address; 

(4) Present employer or last known employer; and 

(5) Whether ever employed by any party to this action, and if so, the dates he or she 
was employed by that party, the name of the party, and the last position held as an 
employee of the party. 

(D) Whenever the expression “and/or” is used in these Interrogatories, the information 
called for should be set out in both conjunctive and disjunctive, and whenever the 
information is set out in the disjunctive, it is to be given separately for each and every 
element sought. 

 



(E) Whenever a date, amount, or other computation or figure is requested, the exact date, 
amount or other computation or figure is to be given unless it is not known; and then, the 
approximate date, amount or other computation or figure should be given or the best estimate 
thereof; and the answer shall state that the date, amount or other computation or figure is an 
estimate or approximation. 

 

(F) No answer is to be left blank. If the answer to an Interrogatory or subparagraph of an 
Interrogatory is “none” or “unknown,” such statement must be written in the answer. If the 
question is inapplicable, “N/A” must be written in the answer. If an answer is omitted 
because of the claim of privilege, the basis of privilege is to be stated. 

 

(G) These Interrogatories are continuing and any information secured subsequent to the 
filing of your answers which would have been includable in the answers had it been known 
or available, is to be supplied by supplemental answers. 

 

(H) Attach such additional sheets as are necessary to completely answer each 
interrogatory. 

 

 

 

INTERROGATORY NO. 1. Do you or have you had in the past ten (10) years, whether held by 

you or for your benefit, any of the following:  

A. Balances on any money transfer software applications including but not limited to Paypal, 

Dwolla, Venmo, Cashapp, held in your name or for your benefit.  

B. Virtual Currencies including but not limited to blockchain based currencies, airline miles, 

mileage points or online game currency held in your name or for your benefit.  

C. Digital Currencies including but not limited to Bitcoin, Ethereum, Dogecoin, and Ripple, held 

in your name or for your benefit.  

D. Hardware or software purchased or constructed for the purpose, of or that was ultimately used 

for the purpose of, “mining” or earning, electronic currency including but not limited to Bitcoin, 

Ethereum, Dogecoin, etc.  

E. Accounts with Coinbase, Coinbase Pro, Kraken, Binance, or any other online currency 

exchange. 

 

 

ANSWER NO. 1. 



 

INTERROGATORY NO. 2. If you answered “yes” to any of the questions in the preceding 

interrogatory, please provide the following information for each of said balances or currencies: 

A. Type of Account/Software Currency  

B. Name and Address of Institution/Account Manager/Software/Exchange  

C. Account Number/Wallet Address  

D. Present Balance  

E. Present Value in USD ($)  

F. When Obtained  

G. Username, Password, Private Key  

 

ANSWER NO. 2.  

 

 

 

INTERROGATORY NO. 3. Identify any people or business with whom you have transacted in 

the past ten (10) years to send or receive any money or monetary value through payment 

applications, virtual currencies or digital currencies, including but not limited to purchases, 

online exchanges, automated teller machines, online services or local businesses.  

 

ANSWER NO. 3.  

 

INTERROGATORY NO. 4. For each person or business listed in the preceding interrogatory, 

please provide the following information:  

A. When the transaction(s) took place.  

B. What was obtained by your in the transaction.  

C. What payment application or currency was used.  

D. What number of units of the currency were involved.  

 

ANSWER NO. 4.  



 

 

INTERROGATORY NO. 5. Do you or have you in the past ten (10) years stored any virtual 

currencies, digital currencies, payment applications or any related information (including items 

such as Bitcoin, Software or hardware Wallets, or Venmo software) on any computer, phone or 

portable storage devices you possess?  

ANSWER NO. 5.  

 

 

 

 

 

 

REQUEST NO. 1: Please provide all electronically stored information regarding any payment 

application, virtual currency or digital currency, in your possession or held by someone else for 

your benefit including, but not limited to, Bitcoin software or hardware wallets, Venmo software 

or frequent flyer miles.  

 

RESPONSE NO. 1:  

 

 

REQUEST NO. 2: Please provide all documents or electronically stored information with 

account transaction histories regarding any application, virtual currency or digital currency, 

including, but not limited to, any lists of transactions with any online exchanges or phone 

software.  

 

RESPONSE NO. 2:  

 

 

 

 



 

 

REQUEST NO. 3: Please provide any documents you provided to the IRS or any state tax 

authority regarding virtual currencies or digital currencies, including, but not limited to, 

reporting of foreign accounts and reporting of capital gains.  

 

RESPONSE NO. 3: 

 

REQUEST NO. 4: Please list the details of and physical location of any servers which you own, 

lease, or control.  

 

RESPONSE NO. 4: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 
Verification 

 

I,…………, hereby verify that the answers to the foregoing Interrogatories are true, 

correct, and complete. I understand that false statements therein are made subject to the penalties 

of 18 Pa. C. S. §4904, relating to unsworn falsification to authorities. 

 
 

 
___________      ______________________________  

Date       ……………., Defendant 
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