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INTRODUCTION

Congress directed the U.S. Securities and Exchange
Commission (“SEC” or the “Commission”) to establish a
whistleblower program as part of the Dodd-Frank Wall Street
Reform and Consumer Protection Act of 2010 (“Dodd-Frank Act”).1
Under the rules of the SEC whistleblower program (“Whistleblower
Program”), individuals who provide the SEC with original
information leading to an enforcement action that results in over
$1 million in monetary sanctions are entitled to receive an award
ranging from 10% to 30% of the moneys collected.?

The Whistleblower Program is now in its tenth year, and since
its inception, it has steadily gained momentum and influence.
Between its first award in 2012 and January 31, 2021, the SEC
Office of the Whistleblower has issued approximately $738 million
in awards to 134 individuals whose information led to successful
enforcement actions for violations of securities laws.? Fiscal Year
2020, which ended on September 30, 2020, saw a record-setting
total of $175 million awarded to thirty-nine individuals.# That
record has already been broken in Fiscal Year 2021, as the SEC has
awarded approximately $190 million to 33 individuals between
October 1, 2020 and February 28, 20213

Since 2012, the SEC has issued at least 56 awards that exceeded
$1 million, at least fifteen of which were in the tens of millions.
The highest award to date was over $114 million issued to a single
whistleblower, which consisted of approximately $52 million in
connection with an SEC action and approximately $62 million
arising from related actions by another enforcement agency.

The true measure of the success of the Whistleblower Program is
the powerful role that it has played in incentivizing whistleblowers
to report information regarding securities violations that the SEC
otherwise might never have discovered. As of September 30, 2020,
whistleblower tips had led to enforcement actions resulting in
orders totaling more than $2.5 billion in monetary sanctions. Of this
amount, more than $1.4 billion was disgorgement of ill-gotten gains
with interest.2

In addition to providing monetary incentives to individuals
who submit helpful information to the SEC, the Dodd-Frank Act
established whistleblower protections designed to ensure that
individuals who experience retaliation for providing information
to the SEC have legal remedies. Additionally, as detailed in this
guide, the SEC has taken direct action against several employers for
retaliating against whistleblowers.

The Commission also has sought to prevent companies from
using employer-imposed agreements to impede their employees
from providing information to the SEC. To date, the Commission
has brought and settled twelve enforcement actions® against
employers for using a variety of such agreements to bind employees
and former employees, including provisions that: (1) prohibit
communication with the SEC, (2) require notification to the
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employer’s legal department prior to speaking with the SEC, or (3)
require an employee to waive the right to receive a whistleblower
award from the SEC. The Commission’s leadership on this front
has prompted other federal agencies to institute similar policies
prohibiting the use of agreements to silence employees on matters
within their regulatory reach.

Taken together, the Commission’s actions and initiatives to
support whistleblowers have had a profound impact on the ability
and willingness of employees to raise concerns about perceived
securities violations, both to their employers and to the SEC. As a
result, employees and former employees can participate confidently
in the SEC Whistleblower Program and earn monetary awards,
and can do so even after their employers have forced them to sign
agreements intended to deter them from speaking to the SEC.

“[Ilt seems that nearly every
day has provided us with an
opportunity to appreciate the
contributions of whistleblowers.”
— Allison Herren Lee, Acting SEC Chair

As it grows, the SEC Whistleblower Program is also evolving.
On September 23, 2020, the SEC adopted final rules (“Final
Rules”), the first revisions to the rules since the inception of the
Whistleblower Program. The Final Rules became effective on
December 7, 2020.12 They include amendments to how the SEC
calculates a whistleblower’s award, most significantly creating
a presumption—subject to some exceptions—that an individual
is entitled to the 30% statutory maximum award if the award
will be $5 million or less.' The Final Rules alter or provide
additional guidance on the definitions of several terms, including
who qualifies as a “whistleblower,” what qualifies as an “action”
that a whistleblower may recover an award from, and when the
SEC may add to a whistleblower’s award based on recovery in a
“related action.”? The amendments also have changed the manner
in which a whistleblower must provide “original information” to
the SEC when submitting a tip.?

It is clear that the SEC’s leadership and staff have grown to
rely on the help of whistleblowers during the years that the SEC
Whistleblower Program has been in existence. The program
has repeatedly allowed the SEC to detect well-hidden frauds
early on, and to take quick and effective action to protect the
investing public while conserving limited agency resources. This
has greatly benefited investors in the U.S. capital markets, who
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include tens of millions of working families with their savings and
retirement funds invested in a wide range of stocks, bonds and
mutual funds. While sometimes cast as incentivizing disloyalty
and greed among employees, the Whistleblower Program has in
fact benefited corporations and financial firms by encouraging
them to strengthen their internal compliance programs, giving
management the opportunity to address potential misconduct
before it becomes a larger problem—or one that merits a
government enforcement action. The Whistleblower Program
is in a strong position to continue growing, aiding the SEC’s
enforcement efforts and generating more and even larger awards.
The goal of this Practice Guide is to explain the rules and
procedures of the SEC Whistleblower Program in a way that will
aid whistleblowers and their counsel in submitting high-quality
tips to the SEC, in assisting the SEC and related agencies in any
investigations that follow, and in claiming the financial awards
they have earned for their role in helping the SEC to enforce the
nation’s securities laws. The Practice Guide contains an up-to-
date explanation of the expanding protections for employees
who seek to blow the whistle on securities violations, and for
those who experience retaliation for their courage in speaking
up to protect investors. This 2021 edition also features a useful
Appendix A, “SEC Whistleblower Awards Through January 31,
2021” which provides the dates, amounts and summaries of other
available information for every award the SEC has issued since
the inception of the program.

BACKGROUND

The Dodd-Frank Act is one of a series of significant financial
reforms that began with passage of the Sarbanes-Oxley Act
(“SOX”) in 2002.14 Popular outrage over the greed exhibited
and corruption engaged in at Enron, MCI and other companies
prompted Congress’s near-unanimous passage of SOX, which
provided a comprehensive set of rules and regulations designed to
prevent accounting fraud by publicly traded companies. SOX also
contained a whistleblower provision to protect employees from
retaliation by their employers for reporting fraud or violations of
securities laws.!?

In late 2008, six years after the enactment of SOX, the housing
and financial markets collapsed, revealing rampant, dangerous
financial risk-taking and misconduct, particularly with respect to
securities backed by subprime mortgages. That financial crisis
was still unfolding when Bernard Madoft’s “Ponzi” scandal
hit the news and educated large numbers of Americans about
shortcomings in the government’s ability to detect and prevent
large-scale fraud on investors. The market collapse prompted a
massive infusion of government “bailout” funds, with legislation
that included protections for whistleblowers who reported fraud,
gross mismanagement, or waste of those funds. In 2009, Congress
also amended the U.S. False Claims Act, making it easier for
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whistleblowers to assist the U.S. government in recovering money
lost to fraud.'

Perhaps the most significant, comprehensive response to the
2008 crisis was the Dodd-Frank Act, enacted in 2010. The Dodd-
Frank Act initiated a massive financial regulatory overhaul that
lawmakers hoped would help restore confidence—some would
say sanity—in U.S. financial markets through a wide range of
oversight and enforcement measures. Among other sweeping
changes, the Dodd-Frank Act directed the SEC to create the
Whistleblower Program to incentivize individuals to come forward
with information about securities violations. This would give the
SEC a powerful enforcement tool to help it prevent future Enrons,
MCIs and Madoffs from harming the investing public and the
broader economy. The Dodd-Frank Act also established a similar
whistleblower program for commodities trading that is administered
by the Commodity Futures Trading Commission (“CFTC”).2

The past ten years have
demonstrated that the
Commission has designed
and implemented an effective
program that both rewards and
protects whistleblowers.

At its inception, the SEC Whistleblower Program received an
enthusiastic welcome from employee-rights advocates and “good-
government” groups but generated a great deal of concern among
large corporations and their law firms. After asking for public
comment on its proposed rules for the program in November
2010, the SEC received some 240 comment letters and 1,300 form
letters from a broad array of stakeholders.”® Consumer advocates
and the whistleblower community argued that the program
was necessary to prevent the sort of fraud that had damaged
the economy in the prior decade, largely at the expense of the
nation’s working people. The whistleblower community noted
that employees were in the best position to identify corporate
misconduct, but that many were afraid to come forward because
the very real risk of derailing their careers far outweighed the
benefits of speaking up, which would be few in the absence of the
significant financial incentives mandated by the Dodd-Frank Act.

The corporate defense bar and their clients, on the other hand,
claimed that the SEC Whistleblower Program, which many of
them derisively called a “bounty-hunter program,” would serve
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only to create a perverse incentive for employees to hunt for
potential corporate fraud or illegalities, disclose nothing to the
employer, and then report their information to the government
only when the violations had grown to a size that would warrant
payment of a large enough “bounty” to justify the risk to their
careers. Corporations noted that they had gone to great lengths
to create internal reporting mechanisms, as SOX required public
companies to do, only to find themselves facing a radical new
program that would give the would-be whistleblowers little or
no reason to use internal channels that could help management
correct minor problem before they became major liabilities.

The final rules that the SEC Commissioners adopted by a
3-2 vote on May 25, 2011, reflected the Commission’s effort to
address these competing concerns, as it explained in an adopting
release accompanying the rules (“2011 Adopting Release™).2
The business lobby and defense bar remained dissatisfied, as was
evident in a number of statements issued by the U.S. Chamber
of Commerce and others in response to issuance of the program.
As the subsequent decade has demonstrated, however, the
Commission and its staff designed, and have since implemented,
what is proving to be a workable and very effective program—
both in rewarding and protecting whistleblowers and in giving
corporations strong incentives to strengthen their compliance
programs and improve their corporate governance standards.

THE SEC WHISTLEBLOWER
PROGRAM RULES

The Dodd-Frank Act added a new provision to the
Securities Exchange Act of 1934, Section 21F, that created
the Whistleblower Program. Under the Whistleblower
Program rules, the SEC is required to pay awards to eligible
whistleblowers who voluntarily provide the Commission with
original information that leads to a successful enforcement
action in which the SEC recovers monetary sanctions in an
amount over $1,000,000. Sanctions can include disgorgement,
penalties, fines and interest. A whistleblower who meets these
and certain other criteria is entitled to an award of 10% to 30%
of the amount recovered by the SEC or by other authorities in
“related actions.” Whistleblower awards can be substantial, as
SEC sanctions against companies have run into the tens and even
hundreds of millions of dollars in recent years, with at least one
judgment for the SEC topping $1 billion in disgorgement and
penalties against a real estate company and its owner for running
a Ponzi scheme.?

A. Whistleblower Status

The Whistleblower Program rules define a “whistleblower” as
an individual who, “alone or jointly with others” provides the SEC
with “information in writing that relates to a possible violation of
the federal securities laws (including any law, rule, or regulation
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subject to the jurisdiction of the Commission) that has occurred, is
ongoing, or is about to occur.” Rule 21F-2(a).

The program rules make clear that a corporation or other such
entity is not eligible for whistleblower status. Rule 21F-2(a)(2).
In an award determination in November 2017, the SEC cited this
corporate ineligibility rule as one reason justifying the denial of
awards to two experts whose incorporated entity had provided
information to the SEC in the form of an expert report.2

The SEC Whistleblower
Program has accepted tips
from individuals throughout the
United States and in at least
130 foreign countries.

The SEC Whistleblower Program has accepted tips from
individuals throughout the United States and in at least 130
foreign countries.?2 The SEC will make awards to foreign
nationals where otherwise appropriate, even when the
whistleblower resides overseas and submits the tip from overseas,
and when the misconduct complained of occurs entirely overseas.

In issuing one such award in 2014,% the SEC acknowledged
well-established limits on the extraterritorial application of U.S.
law, as set forth by the Supreme Court in Morrison v. Nat’l Aust.
Bank Ltd., 561 U.S. 247, 266 (2010). The SEC noted, however,
that the Court in Morrison pointed out that the application of U.S.
law in cases having certain foreign aspects could nonetheless
be a domestic rather than an extraterritorial application in
circumstances where the application targeted conduct or
situations that were a “focus of congressional concern” and also
had a “sufficient U.S territorial nexus.” Based on this analysis,
the SEC ruled, whistleblower awards are appropriate where a
whistleblower’s information leads to a successful enforcement
action, brought in the United States, by a U.S. regulatory agency,
which is enforcing U.S. securities laws. In short, international
whistleblowers are eligible for awards for providing information
that leads to a successful SEC enforcement action.?

The Dodd-Frank Act and Rule 21F-8(c) specifically exclude
from participation in the SEC Whistleblower Program employees
of the SEC, the U.S. Department of Justice, certain regulatory
agencies and self-regulatory organizations, any law enforcement
organization, and foreign governments. In an award determination
issued in July 2017, however, the SEC made clear that not all
government employees are excluded, even where their agencies
may have certain law-enforcement functions, when it awarded
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nearly $2.5 million to an employee of an unnamed “domestic
government agency” who worked in a section of the agency
unrelated to law enforcement.?

1. “Voluntarily Provide”

In order to qualify for an award under Section 21F(b)

(1) of the Securities Exchange Act,*® a whistleblower must
“voluntarily provide” the SEC with information concerning a
securities violation. The SEC will view such information as
provided voluntarily only if the whistleblower provides it to the
Commission before he or she has received a request, inquiry or
demand for the same: 1) from the SEC; 2) in connection with an
investigation, inspection or examination by the Public Company
Accounting Oversight Board or a self-regulatory organization; or
3) related to an investigation by Congress, another federal agency
or authority, or a state attorney general or securities regulator. Rule
21F-4(a)(1), (2).

The program rules address a concern among whistleblower
advocates that a whistleblower might lose eligibility because the
SEC or another of the agencies listed above has directed an inquiry
or request to his employer but not to him individually. Given that
such requests or demands are often drafted such that they arguably
apply to a large number of employees (and to broad categories of
information), this reading of “voluntary” would have barred many
corporate employees from participation in the program. The rules
as adopted make clear that a whistleblower will be deemed to have
submitted information “voluntarily” as long as an official inquiry is
not directed to him as an individual. /d.

If the whistleblower is obligated to report information to the
SEC as a result of a pre-existing duty to the Commission or to
one of the other entities described above, whether by contract
or by court or administrative order, the information will not be
considered voluntary and he or she will not be entitled to an
award. See Rule 21F-4(a)(3). This disqualification is not triggered
by an employee’s contractual obligation to his employer or
another third party or by the employee’s receipt of a request for
the same or related information from his employer as part of
an internal investigation.?Z This means that an employer cannot
remove the incentives that are key to the whistleblower program’s
effectiveness by requiring all employees to sign agreements that
they will report any perceived securities violations to the SEC.

Notwithstanding the rule that whistleblowers provide
information to the SEC “voluntarily” only if they do so before
receiving requests for the same from the SEC or certain other
agencies, the SEC surprised many observers when it demonstrated
that it would waive this restriction under certain circumstances.

On July 31, 2014, the SEC awarded $400,000 to a
whistleblower who had not come forward “voluntarily” as
required by the rules because a self-regulatory organization
had earlier requested the same information directly from the
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whistleblower.® As the SEC’s order granting the award pointed
out, the whistleblower had gone out of his way first to raise the
issues internally and had made every effort to have the company
address them before turning to the SEC after the company
refused. The SEC further found that the whistleblower initially
believed that a third party had relayed all of the whistleblower’s
information to the self-regulatory organization. Under these
“materially significant extenuating circumstances,” the SEC
found waiver of the “voluntary” requirement of Rule 21F-4(a)
to be “in the public interest and consistent with the protection
of investors.”® The SEC made a similar decision to waive the
voluntariness requirement in issuing a $3,000,000 award in June
2019 upon determining that doing so was “appropriate in the
public interest and consistent with the protection of investors.”
The SEC’s decision to waive the “voluntary” requirement
in these cases is particularly noteworthy because it reflects the
Commission’s willingness to use its full authority under the
Exchange Act to reward individuals who show courage and
determination in helping the Enforcement Division undertake
a more prompt and effective investigation of serious securities
violations than would otherwise have been possible. As authority
for its decision to waive the “voluntary” requirement, the
SEC relied on Section 36(a) of the Exchange Act, 15 U.S.C.
§ 77mm, which allows the Commission to “conditionally or
unconditionally exempt any person ... or transaction” from a
provision, rule or regulation of the securities laws “to the extent
that such exemption is necessary or appropriate in the public
interest, and is consistent with the protection of investors.”!
The SEC’s application of the same exemptive authority to the
issuance of whistleblower awards that it has applied in the
regulation of issuers and financial advisors has strengthened the
whistleblower program. It reassures would-be whistleblowers
that the SEC and its staff are willing, where appropriate, to
reach as far as the law allows to reward individuals who assist in
enforcing the nation’s securities laws.

2. “Original Information”

In order to qualify as “original information” that will support
a claim for an award, the whistleblower’s tip must consist of
information that is: 1) derived from the individual’s “independent
knowledge” or “independent analysis”; 2) not already known to
the SEC from any other source (unless the whistleblower is the
“original source” of the information, such as where he or she
had first reported the information to the Department of Justice or
Department of Labor, which then passed the information on to the
SEC); and 3) not “exclusively derived” from allegations made in
certain judicial or administrative hearings, government reports,
audits or investigations, or derived from the media, unless the
whistleblower is “a source of the information.” Rule 21F-4(b)(1).
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Independent Knowledge and Independent Analysis

Rule 21F-4(b)(2) defines “independent knowledge” simply as
“factual information ... this is not derived from publicly available
sources.” The whistleblower may have observed the facts first-hand
but may also acquire the knowledge through her “experiences”
or communications. This means that the whistleblower can have
“independent knowledge” of facts despite having learned those
from someone else such as a supervisor, co- worker or customer,
as long as that third person is not a company attorney, compliance
officer or other representative who would usually be ineligible for a
reward under Rule 21F-4(b)(4) as discussed below.

In declining to heed the warning of business-side
commentators that allowing tips based on third-party information
would encourage frivolous claims, the SEC noted when issuing
the final rules that excluding such information could deprive
the Commission of highly probative information that could aid
significantly in an enforcement action.? The SEC pointed out that
Congress had recently amended the False Claims Act to remove a
similar requirement that a qui tam relator possess “direct” (or first-
hand) knowledge of the facts.?

Employees in certain roles
can participate in the SEC's
whistleblower reward
program only under certain
circumstances.

“Independent analysis” refers to a whistleblower’s
“examination and evaluation,” conducted by herself or with
others, of information that might be publicly available where the
whistleblower’s analysis reveals additional information that is not
This might include, for example, an expert analysis of data that
could significantly advance an investigation.*

In conjunction with the SEC’s 2020 Final Rules and Adopting
Release, the Commission published interpretive guidance offering
a restrictive reading of what constitutes viable “independent
analysis.”® Under this guidance, a whistleblower’s conclusion must
derive “from multiple sources, including sources that, although
publicly available, are not readily identified and accessed by a
member of the public without specialized knowledge, unusual
effort, or substantial cost,” and those sources must “collectively
raise a strong inference of a potential securities law violation that is
not reasonably inferable by the Commission from any of the sources
individually.”*¢ There is no bright-line test for when an individual tip

© Copyright 2021

raises to the level of “independent analysis” under the statute—the
SEC retains discretion to decide each case based on its facts.” While
the guidance states that “technical expertise is not a requirement”
for a whistleblower to submit “independent analysis,” the analysis
must be “highly-probative” and should “bridge the gap between the
publicly available information itself and the possibility of securities
violations,” something that will be most feasible for experts to

do.®® The guidance also emphasized that for both “independent
knowledge” and “independent analysis,” the SEC must not know
about the information from any other source, and the tip must lead
to a successful enforcement action before the whistleblower is
entitled to an award.®® The knowledge or analysis cannot derive
exclusively from “the news media,” which has been interpreted
broadly to include publicly available websites.*?

In justifying this restrictive interpretation, the Commission
contended that both Congress and the SEC had expressed a
desire to “substantially restrict any role for publicly available
information in potential whistleblower awards.”*! The SEC
asserted that Congress did not intend for the SEC to pay for
publicly available-available information, but rather to reward
“detailed and sophisticated” work such as that done by the
whistleblower who exposed the Madoff fraud.*? In sum, the SEC’s
interpretive guidance strongly suggests that the Commission will
not reward whistleblowers who loosely invoke the “independent
analysis” prong of original information in seeking an award,
and will closely scrutinize applications seeking such awards for
consistency with the criteria described above.

Until recently, awards for tips based on independent
analysis alone were rare, with only one such award issued
through the end of August 2020. On January 15, 2016, the SEC
issued a whistleblower award to a “company outsider” whose
information was derived not from independent knowledge of
the facts but rather from his or her “independent analysis.”
According to subsequent media reports,* the tip originated from
the whistleblower’s review of publicly available information
regarding practices of the New York Stock Exchange that favored
high-frequency traders over other market participants, and which
resulted in a $5 million fine against the exchange.

However, awards based on independent analyses have become
more common recently. On September 1, 2020, the SEC issued a
joint award to two whistleblowers who were unaffiliated with the
company and whose tip was based largely on independent analysis
of the company’s public filings.** Already in Fiscal Year 2021, the
SEC has awarded five individuals based on independent analyses.*

Exclusions from Independent Knowledge and Analysis —
Attorneys, Compliance Personnel, Auditors and Officers
Consistent with its goal of promoting enforcement of securities
laws while also encouraging corporate efforts to maintain effective
corporate-governance and internal-compliance programs, the SEC
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has designated information in the possession of certain categories
of individuals as not being derived from independent knowledge
or analysis, making these individuals presumptively ineligible
for participation in the whistleblower reward program. Two of
these exclusions apply specifically to attorneys, both in-house
and retained, and to non-attorneys who possess attorney-client-
privileged information. The rules exclude:
 Information obtained through a communication subject
to attorney-client privilege, unless disclosure would be
permitted under either SEC rules governing the conduct of
attorneys practicing before the Commission, or state ethics
rules governing attorneys, Rule 21F-4(b)(4)(i); and
* Information obtained in connection with the
whistleblower’s (or her firm’s) legal representation of a
client, unless disclosure would be permitted by the rules
described above. Rule 21F-4(b)(4)(ii).

The SEC rules that govern the professional conduct of
attorneys practicing before the SEC on behalf of an issuer of
publicly traded securities are found at 17 CFR Part 205 (“SEC
Part 2057).#Z Section 205.3(d)(2) permits attorneys practicing
before the Commission to disclose client confidences when
reporting suspected securities violations to the SEC under certain
circumstances, including where necessary to prevent a material
violation that would significantly harm investors, or to prevent the
issuer from committing perjury or a fraud on the SEC during an
investigation. Lawyers who are considering providing the SEC
with information about securities violations need to be particularly
careful, however, as they may run afoul of state rules of
professional responsibility even when SEC Part 205 would allow
disclosure and thus allow participation in the SEC Whistleblower
Program. State bar rules vary widely in their restrictions on
attorney disclosures of client confidences, with some following the
American Bar Association’s Model Rule of Professional Conduct
1.6 and other states imposing either more or less restrictive
rules. For this reason, attorneys thinking of participating in the
whistleblower program should make sure to carefully review and
adhere to the rules of professional conduct that apply to them and
their actions.

At least one state bar association and one court have gone
as far as to bar attorneys altogether from participating in
whistleblower reward programs on the grounds that attorneys who
disclose client confidences for financial gain are in fundamental
conflict with the interests of their clients. The Professional Ethics
Committee of the New York County Lawyers Association issued a
bar opinion stating that New York’s rules of professional conduct
prohibit attorneys from collecting SEC awards, and presumably
other “bounties,” based on the confidential information of a
client.®® In another case, one branch of the New York Supreme
Court ruled that an attorney could not maintain a qui tam lawsuit
against his former employer for state tax avoidance, as the action
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would potentially result in the attorney’s earning a whistleblower
reward for his disclosure of client confidences that he obtained as
in-house counsel.¥

In addition to lawyers, the SEC Whistleblower Program rules
make certain other individuals presumptively ineligible to receive
awards because of their roles, formal or otherwise, in the internal
compliance functions that the SEC believes are critical to the overall
goal of increased adherence to securities laws. The SEC deems
a person to lack “independent knowledge or analysis” where the
person obtains the information through his or her role as:

* An officer, director, trustee or partner to whom another
employee reports the information, or who learns the
information, in connection with the entity’s processes
for identifying and addressing unlawful conduct, Rule
21F-4(b)(4)(iii)(A);

* An employee or contractor whose principal duties are in
compliance or internal audit, Rule 21F-4(b)(4)(iii)(B);

* An employee of a firm retained to investigate possible
violations of the law, Rule 21F-4(b)(4)(iii)(C); or

* An employee of a public accounting firm performing an
engagement required by federal securities laws, who, through
the engagement, obtains information about a violation by the
engagement client, Rule 21F-4(b)(4)(iii) (D).

Persons who learn information second-hand from these
categories of persons will also not be considered to be providing
“original information” if they report the information to the SEC.
Rule 21F-4(b)(4)(vi).2

The four non-attorney exclusions described above — those
for upper-level management, compliance personnel and auditors
serving in the roles set forth in Rule 21F-4(b)(4)(iii) — do not
apply in all circumstances. The wording of the rules suggests that
these persons might have “independent knowledge” as long as
they obtain their information outside their roles in compliance,
investigation or audit. In addition, these exclusions do not apply,
and the person submitting the information can be eligible for an
award, where at least one of the following conditions is present:

» The would-be whistleblower “reasonably believes” that
disclosure to the SEC is needed to prevent “substantial
injury” to the entity or investors, Rule 21F-4(b)(4)(v)(A);

* The would-be whistleblower “reasonably believes”
that the entity is acting in a way that would impede an
investigation of the violations, Rule 21F-4(b)(4)(v)(B); or

» At least 120 days have passed since the whistleblower
reported her information internally to the audit committee,
chief legal officer or other appropriate official of the
entity, or since he or she obtained the information under
circumstance indicating that those officials were already
aware of the information, Rule 21F-4(b)(4)(v)(C).

The SEC first applied this 120-day exception on August
29, 2014, when it issued a whistleblower award of more than
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$300,000, or approximately 20% of the more than $1,500,000 it
recovered from the wrongdoers, to an employee who performed
audit and compliance functions.*! In that case, the whistleblower
reported the securities violations internally, gave the company
at least 120 days to take action, and then reported the same
information to the SEC when the company did not act to address
the violations. This entitled the whistleblower to claim an award
under the 120-day exception set forth in Rule 21F-4(b)(4)(v)(C).
On March 2, 2015, the SEC again applied the 120-day
exception, this time issuing an award to a former corporate officer
who received the information about a violation of U.S. securities
laws from another employee who had reported the misconduct
through the company’s corporate compliance channels. The
officer first reported the misconduct through internal compliance
channels, and then reported to the SEC when 120 days passed
and the company failed to take action. The SEC issued an award
between $475,000 and $575,000 for the information the officer
provided.2 The SEC applied the exception a third time on March
30, 2020, awarding $450,000 to a whistleblower with internal

The SEC Whistleblower Program
rules strike a reasonable balance
between the public’s need for
strict enforcement and the
need for strong corporate
compliance programs.

compliance responsibilities who reported to the SEC at least 120
days after reporting violations internally to a supervisor.

The SEC applied the “substantial injury” exception for the first
time in April 2015 when it awarded a compliance professional
between $1.4 and $1.6 million.** Although the whistleblower’s
compliance role would have presumptively excluded him from
eligibility for an award, the SEC determined that he reported
the information to the SEC because he reasonably believed that
disclosure was necessary to prevent a substantial injury to the
company or its investors, and he was therefore eligible for an
award. As then-SEC Director of Enforcement Ceresney explained,
“[t]his compliance officer reported misconduct after responsible
management at the entity became aware of potentially impending
harm to investors and failed to take steps to prevent it.”>

Whistleblowers and their counsel should keep in mind that a
whistleblower’s belief that “substantial injury” is imminent could
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be misplaced. For this reason, they should strongly consider waiting
120 days to submit their tips to the SEC in such situations, at least
unless they can also qualify for the third exception —i.e., that the
whistleblower has reason to believe that that the entity is acting in a
way that would impede an investigation of the violations.

The SEC issued its first award under this third exception
in December of 2020.3¢ The SEC noted that the whistleblower
“aggressively attempted to remedy the misconduct and suffered
a unique hardship,” and had reason to believe that the company
would impede the SEC investigation.*’

The SEC’s payment of awards to employees who submit
information gained through their respective roles in a company’s
compliance functions shows that the door is open for the
submission of tips from categories of employees who hold trusted
roles in corporations, but who are often the best-positioned to
learn about their employers’ securities violations. All three of the
award recipients mentioned above did exactly what Congress
intended the program to encourage: two of them reported the
violations internally, acted responsibly by giving their companies
four months to address them, and then turned to the SEC when
the companies failed to act. The third learned that an entity’s
management was refusing to prevent impending harm to investors,
and reported the information to the SEC because he reasonably
believed it necessary in order to prevent the harm. By paying
these individuals awards for their tips, the SEC ensured that more
employees and officers who have roles in compliance and audit
functions would come forward if they believe they fit into one of
the three exceptions to the rule that would otherwise exclude them
from the program.

These cases also demonstrate how the program rules
strike a reasonable balance between the public’s need for
strict enforcement and the interests of corporations (and their
shareholders) in maintaining effective legal, compliance and
audit functions, which can serve to protect investors and avoid
the need for SEC enforcement action. While generally excluding
information from employees who staff compliance and audit
functions will mean that the SEC will never hear from some
would-be whistleblowers who have credible knowledge of
securities violations, the rules ensure that even these individuals
can report their information to the SEC and become eligible for
an award in certain exceptional situations. Where the wrongful
conduct is seriously endangering investors, where the entity is
destroying evidence, or where upper management has known
about the problem for four months or more, the SEC will accept
the non-attorney whistleblower’s original information despite her
role as a professional with compliance-related responsibilities.

Corporations thus face the risk that even those employees
whom they have entrusted with knowledge of the most serious
securities violations can earn awards under the SEC whistleblower
program. The only way a corporation can mitigate that risk is to
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make sure it maintains effective and efficient mechanisms for
responding promptly to suspected securities violations.

In deciding where to draw the line between those who can earn
an award for blowing the whistle on securities violations and those
who cannot, the SEC rejected proposals at the inception of the
program that would have excluded many more, perhaps even most,
of those individuals who would most likely be able to provide the
Commission with high-quality tips. As originally proposed, the
rules excluded from “independent knowledge” and “independent
analysis” any information obtained not just by officers, directors,
trustees and partners, but also by anyone with “supervisory” or
“governance’ responsibilities who was given the information
with the expectation that they would do something about it.® The
proposed rules also required such persons to wait a “reasonable
time” (as opposed to 120 days) before reporting to the SEC.

These proposals drew intense criticism from whistleblower
advocates, who pointed out correctly that excluding all
“supervisory” personnel would effectively undermine the program.
The whistleblower bar also criticized the rule as being so vague
as to ensure that few supervisors would risk their positions to
report to the SEC. At the same time, SEC’s proposed exclusion
of some employees with governance responsibilities emboldened
big-business interests to call for extending the ban to all variety of
positions in operations, finance, technology, credit, risk, product
management, and on and on. In the end, the SEC struck a fair
balance, adopting narrow exclusions for core, compliance-related
personnel and processes while rejecting pressure to deny eligibility
to far more employees than Congress could possibly have intended
or anticipated.” The balance between these exclusions and the
exceptions to them is now leading to successful enforcement actions
without harm to legitimate corporate interests.

Information “Not Already Known” and the “Original
Source” Exception

For purposes of determining an individual’s entitlement to
a wFor purposes of determining an individual’s entitlement to
a whistleblower award, information that is already known to
the SEC cannot qualify as “original information” unless the
whistleblower is the “original source” of the information.

The “original source” exception applies to information the
whistleblower may have already reported to DOJ or certain other
agencies, perhaps because the whistleblower was simply trying
to alert law enforcement authorities to unlawful practices and
reported them to the FBI or DOJ, but was unaware of the SEC
Whistleblower Program.

This “original source” exception is particularly important
for the many employees who file SOX complaints with the
Department of Labor after facing retaliation for reporting
securities violations to their employers, but who have not filed tips
with the SEC. Under an arrangement between the SEC and DOL,
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DOL’s Occupational Safety and Health Administration (OSHA)
cross-files with the SEC every charge of unlawful retaliation it
receives under Section 806 of SOX.% These SOX charges often
contain detailed information about securities violations that

the employee reported to the employer, and that information

will become “known” to the SEC upon the SEC’s receipt of

the charge from DOL. Without the “original source” exception,
the employee’s information thus could not qualify as “original
information” for purposes of a whistleblower award under Rule
21F-4(b)(1) if the employee later submitted the information to the
to the SEC. This could undermine a whistleblower’s right to an
award because SEC staff from time to time initiate investigations
based on the SOX charges they receive from OSHA. By allowing
the whistleblower to submit a Tip, Complaint or Referral form
(“TCR”) containing information “already known” to the SEC and
still have his information qualify as “original information,” the
“original source” doctrine allows SOX complainants to participate
in the SEC Whistleblower Program.

Whistleblowers cannot earn
awards for information provided
to other agencies where the
SEC never learns of or uses
the information in taking
enforcement action.

The authors’ law firm, which represents employees not
only before the SEC Whistleblower Program but also in cases
of retaliation for blowing the whistle internally on corporate
wrongdoing, has seen a significant increase in the number of
SEC investigations stemming from the SEC’s review of SOX
retaliation charges filed with OSHA. If a SOX complainant is
contacted by the SEC for follow-up on the information contained
in a charge filed with OSHA, he or she should perfect the SEC tip
by then submitting a TCR form with SEC reiterating the relevant
facts from the charge supplementing them with any additional
information in his or her possession regarding the underlying
securities violations. The whistleblower must do so within 120
days of filing the SOX charge with OSHA in order for the SEC
to deem the tip to have been filed at the time the whistleblower
submitted the SOX charge to OSHA. Rule 21F-4(b)(7).5t

On April 5, 2018, the SEC made its first whistleblower award
pursuant to this 120-day “safe harbor” provision, awarding over
$2.2 million to a former company insider who had first reported
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the violations to another government agency.®? In that case, the
Commission determined that the whistleblower had voluntarily
reported the wrongdoing to an agency covered by Rule 21F-4(b)
(7). That agency then referred the information to the SEC, which
opened an investigation into the matter. The whistleblower also
submitted a TCR to the SEC’s Office of the Whistleblower
within the 120-day safe harbor period, including in that tip the
same information the whistleblower had provided to the Rule
21F-4(b)(7) agency, and thereby satisfying the requirements of
the safe harbor provision. In announcing the award, Jane Norberg,
Chief of the SEC’s Office of the Whistleblower, explained,
“Whistleblowers, especially non-lawyers, may not always know
where to report, or may report to multiple agencies. This award
shows that whistleblowers can still receive an award if they

first report to another agency, as long as they also report their
information to the SEC within the 120-day safe harbor period
and their information otherwise meets the eligibility criteria for
an award.”® The SEC not only considers such a whistleblower
eligible for an award, but also accepts the date of his reporting to
the other agency as the date of his reporting to the SEC, placing
him ahead in time of any other whistleblower who may have
submitted a TCR during the 120-day period.

The whistleblower cannot earn an award, however, for
information provided to other agencies where the SEC never
learns of or uses the information in taking enforcement action. In
denying the award application of one individual who had provided
information to other federal agencies, the Commission found that
those other agencies “did not share, directly or indirectly, any
information provided by Claimant with Commission staff” and
thus that “any information provided by Claimant to those federal
agencies could not have had any impact on the Covered Actions.”*

B. Rules Designed to Incentivize Internal Reporting

The SEC rules repeatedly make clear that the main purpose of
the whistleblower program is to encourage individuals to provide
high-quality tips to the Commission. The SEC notes in the 2011
Adopting Release:

...the broad objective of the whistleblower program

is to enhance the Commission’s law enforcement
operations by increasing the financial incentives for
reporting and lowering the costs and barriers to potential
whistleblowers, so that they are more inclined to provide
the Commission with timely, useful information that the
Commission might not otherwise have received.®

With this purpose in mind, the SEC when developing the
program rules rejected the business lobby’s near-unanimous
insistence that it require all whistleblowers submit their complaints
internally before filing them with the SEC and earning an
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award.® “[W]hile internal compliance programs are valuable,”
the Commission observed, “they are not substitutes for strong
law enforcement.”®? The Adopting Release recognizes that
whistleblowers might reasonably fear retaliation for raising
their concerns, and also notes that law enforcement interests are
sometimes better served when the Commission can launch an
investigation before the alleged wrongdoers learn about it and are
able to destroy evidence or tamper with potential witnesses.®® For
these and related reasons, the SEC leaves it to each whistleblower
to decide whether to report first internally or to the SEC.
At the same time, the Commission included several
provisions in the rules that are expressly designed to incentivize
whistleblowers to utilize internal compliance programs.
These include:
» Affording whistleblower status to the individual as of
the date he or she reports the information internally, as
long as the whistleblower provides the same information
to the SEC within 120 days. This allows an employee
to report internally while preserving his “place in line”
for an award from the SEC for 120 days, even if another
whistleblower provides the same or related information to
the Commission in the interim. See Rule 21F-4(c)(3); Rule
21F-4(b)(7)2
* Giving a whistleblower full credit for information provided
by his employer to the SEC where the employee reports the
information internally and the employer then investigates
and “self-reports” that information (and even additional
information that the whistleblower may not have had
to the SEC, and where the information supplied by the
employer “leads” to a successful enforcement action. See
Rule 21F-4(c)(3). In order to benefit from this provision
of the program rules, the whistleblower must also report
his information to the SEC within 120 days of reporting it
internally, using the procedures set forth in Rule 21F-9. In
May 2019, the SEC issued its first award pursuant to this
rule to a whistleblower who reported wrongdoing to the
company compliance department, prompting the company
to notify the SEC of the results of an internal investigation
it initiated based on the whistleblower’s internal report.
 Treating a whistleblower’s participation in an internal
compliance and reporting system as a positive factor in
determining the amount of an award within the range
of 10% to 30%. See Rule 21 F-6(a)(4). Conversely, a
whistleblower’s interference with internal compliance and
reporting systems, including an internal investigation, may
decrease the amount of the award. See Rule 21 F-6(b)(3).
These rules provide flexibility to the whistleblower, who the
SEC believes is the best position to determine the effectiveness or
ineffectiveness of the particular internal-compliance system that
he or she can decide whether to use, in choosing how to report
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violations. The rules enhance the SEC’s law enforcement operations
by encouraging people who may otherwise be deterred to report
violations. This group includes those who will be persuaded to use
the internal compliance programs by the new financial incentives
the come with such reporting, as well as those who will report
directly to the SEC and who may not have reported any violations at
all if required to go to the company first.”

The SEC also points out that the rules’ incentives to employees
to report internally are likely to encourage companies to create
and maintain effective internal compliance programs, as
whistleblowers are more likely to participate in such a program.’

Maintaining an effective program is in the best interests of a
company because the SEC, upon receiving reports of a violation,
will often notify the company and give it an opportunity to
investigate the issue. In deciding whether to give a company
that opportunity, the SEC will consider the company’s “existing
culture related to corporate governance,” and, in particular, the
effectiveness of the company’s internal compliance programs.”

In the view of the authors, who have specialized in the
representation of corporate whistleblowers for many years, the
business community’s fears of a rush to report improprieties to
regulators have proven to be unfounded. In fact, the authors and
other whistleblower-side lawyers have observed that very few
employees, current or former, report their concerns to the SEC
without having first reported them internally. This observation
is consistent with data collected from whistleblowers by the
SEC Office of the Whistleblower, which has reported that
approximately 85% of award recipients who were current or
former employees of the subject entity had first reported their
concerns internally.”

C. Information that Leads to a Successful
Enforcement Action
The program rules establish the standard for determining
when a whistleblower’s information has led to a successful
investigation, entitling her to an award if the action results in
monetary sanctions exceeding $1,000,000. When information
concerns conduct not already under investigation or examination
by the SEC, it will be considered to have led to successful
enforcement if:
« It is “sufficiently specific, credible, and timely” to
cause the staff to commence an examination, to open
an investigation, to reopen an investigation that the
Commission had closed, or to inquire concerning different
conduct as part of a current examination or investigation;
and
* The Commission brings a successful judicial or
administrative action based in whole or in part on the
conduct identified in the original information. See Rule
21F-4(c)(1).
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The standard is somewhat higher for information that focuses
on conduct already under investigation or examination, although
some 33% of whistleblowers who have earned awards from the
SEC did so in the basis of such information.”2 The information
will be deemed to have led to successful enforcement if it
“significantly contributes” to the success of the action. See Rule
F-4(c)(2). In determining whether information “significantly
contributed” to the success of an investigation and resulting
enforcement action, the Commission will consider whether the
information allowed the SEC to bring a successful action in
significantly less time or with significantly fewer resources, bring
additional successful claims, or take action against additional
parties.” The SEC has denied a number of claims for awards
on the grounds that the tip neither led to nor contributed to a
successful enforcement action.”

The SEC has provided additional guidance as to what actions
might constitute a “significant contribution” to an ongoing
investigation within the meaning of Rule 21F-4(c)(2). On May
13, 2016, the SEC announced that it was awarding more than
$3.5 million to a whistleblower even though the whistleblower’s

The size of an SEC award
is based on how much the
SEC ultimately collects
from the company.

reports to the SEC had not prompted the SEC to start an
investigation.® An SEC investigation was already underway as a
result of media coverage of potential securities violations when
the whistleblower submitted the tip to the SEC and later assisted
SEC staff in their investigation.

On these facts, the SEC’s Claims Review Staff preliminarily
decided that the whistleblower was not entitled to an award
because his or her information had not caused the SEC to open
an investigation or to expand the investigation to focus on
additional conduct. The whistleblower contested the preliminary
determination, arguing that his or her information had in fact
“significantly contributed” to the covered action’s success
within the meaning of Rule 21F-4(c)(2), and SEC enforcement
staff supported the whistleblower’s position. The Commission
ultimately agreed, finding that the whistleblower’s information
had “significantly contributed” by focusing the staff’s attention on
certain evidence and “meaningfully increasing Enforcement staff’s
leverage during the settlement negotiations.” In determining the
percentage to award the whistleblower, the SEC noted that it had
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also considered the “unique hardship” the whistleblower had
suffered in the form of being unable to find a job since reporting
the misconduct.

On May 24, 2019, the SEC made its first whistleblower
award under Rule 21F-4(c)(3), which allows whistleblowers who
internally report to receive credit for a company’s whistleblower
also externally reported to the SEC within 120 days. The
Commission awarded the whistleblower $4.5 million because their
internal reporting subsequently led to a successful enforcement
action and a related action by another agency.

The whistleblower sent an anonymous tip to the company and
submitted the same information to the SEC within 120 days. The
company self-disclosed the tip as well as the results of an internal
investigation it initiated in response to the tip. The Commission
found that the whistleblower’s original information led to the
successful enforcement under the standards set forth in Rule
21F-4(c)(3), although the whistleblower never communicated with
the Commission’s staff.

In the SEC’s 2020 guidance interpreting what qualifies as
“independent analysis,” the Commission adopted a new standard
that it will only consider a whistleblower’s analysis to have led
to a successful enforcement action if the “analysis—as distinct
from the publicly available information on which the analysis was
based—either (1) was a principal motivating factor in the staff’s
decision to open its investigation, or (2) made a substantial and
important contribution to the success of an existing investigation.”2
According to the SEC, this determination hinges on whether the
analysis “is of such high quality that it either causes the staff to
open an investigation, or significantly contributes to the successful
enforcement action.”® In addition, the Commission has cautioned
that in instances where the SEC’s staff “looks to other information
as well in determining to open an investigation, the Commission
will find that the independent analysis ‘led to’ the success of the
enforcement action only if the Commission determines that the
whistleblower’s analysis was a ‘principal motivating factor’ in the
staff’s decision to open the investigation.”8! For this reason, “even
an otherwise compelling analysis may not satisfy the ‘leads to’
requirement depending on the nature of other information already
in the staff’s possession.”2

It should go without saying that for a whistleblower’s
information to have “led to” a successful enforcement action, the
SEC staff had to have been aware of the information when they
investigated and took enforcement action. The SEC has repeatedly
denied claims for awards after determining that SEC staff were not
aware of the whistleblower’s information and thus the information
could not have led to the success of the covered action. In one
determination in April 2016, for example, the SEC found that its
Office of Market Intelligence, which screens tips as they come
into the SEC, had designated one claimant’s tips for “no further
action” and had never forwarded them to Enforcement staff, and
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The SEC cannot use information
protected by attorney-client
privilege in an investigation or
enforcement action.

that Enforcement staff had not had any contact with the claimant
until after settlement of the enforcement action.®

In a March 2018 order awarding three whistleblowers
a combined $83 million, the SEC denied the claims of four
additional whistleblowers on the grounds that the information
they provided had not “led to” the Commission’s successful
enforcement action as required under the program rules.
Whistleblowers and their counsel seeking an understanding of
the “led to” requirement can benefit from reviewing this award
determination, as it describes in detail some of the ways in which
information that appears potentially relevant can fall short of
“leading to” a successful enforcement action. In the case of these
four unsuccessful claimants, the SEC found that their information
was variously submitted too late in the investigation, duplicative
of information submitted by others, too vague or too general in
content, focused on misconduct different from the conduct that
was the focus of investigation, or not used or even received by the
SEC, whose investigation resulted in the enforcement action.®

In March 2019, the SEC denied an award to a claimant who
had provided potentially relevant information to an SEC regional
office some time before two other whistleblowers contacted other
SEC with information that led them to commence an investigation
leading to a successful enforcement action.®® The two later
whistleblowers received large awards as a result, but the SEC
found that the first whistleblower’s information had not “led to”
the enforcement action because the regional office forwarded
the first whistleblower’s information to the investigating SEC
staff only after they had commenced an investigation, and the
investigating staff stated that the first whistleblower’s information
had not “advanced the investigation in any way.” The SEC
rejected the first whistleblower’s argument that the regional staff
“should have” forwarded his or her information earlier.

Whistleblowers often have difficulty knowing whether their
information “led to” the successful enforcement action for which
they are applying for an award, but they and their counsel need
to be aware that the SEC will not grant them an award unless
the record demonstrates that their information either caused
the Commission to initiate an investigation or “significantly
contributed” to the action as required by Rule 21F-4(c).

The SEC has repeatedly and successfully enforced the rule
disallowing awards for information provided to the Commission
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prior to July 21, 2010, the date of enactment of the Dodd-Frank
Act, even if an enforcement action followed. In Stryker v. SEC,
the U.S. Court of Appeals for the Second Circuit affirmed the
SECs denial of an application for such an award.t” Even though
the SEC collected sanctions of more than $20 million in the action
after the whistleblower program went into effect, the claimant

had submitted the information prior to enactment of the Act and
received no award.

D. Monetary Sanctions Totaling More than

$1 Million

In determining whether the recovery in an enforcement action
exceeds the $1,000,000 threshold, the word “action” generally
means a single judicial or administrative proceeding. See Rule
21 F-4(d). However, in certain circumstances actions can be
aggregated. The SEC adopted this broad interpretation of the term
“action” in accordance with congressional intent to increase the
incentives for individuals to report securities violations. Actions
may include cases from two or more administrative or judicial
proceedings that arise out of a common nucleus of operative facts,
and any follow-on proceedings arising out of the same nucleus of
operative facts may be aggregated as well. See Rule 21 F-4(d)(1).
Factors that may be taken into account when determining whether
two or more proceedings arise from the same nucleus of operative
facts include parties, factual allegations, alleged violations of
federal securities laws, or transactions and occurrences.®

The 2020 Final Rules and Adopting Release expanded upon the
definition of “action” to also include non-prosecution and deferred
prosecution agreements by the U.S. Department of Justice, and any
similar agreements entered into by the SEC to address securities
law violations.® The Commission noted that these agreements
are key tools of enforcement for both the DOJ and the SEC,
and that they include “monetary sanctions” as defined by Rule
21F-4(e). 2 The SEC further noted that “Congress did not intend for
meritorious whistleblowers to be denied awards simply because of
the procedural vehicle that the Commission (or the other authority)
has selected to pursue an enforcement matter.”?*

Rule 21F-3(b) provides that, where the SEC has brought a
successful enforcement action resulting in sanctions exceeding
$1 million, the SEC will also issue awards based on amounts
collected by other entities in “related actions.” Those are judicial or
administrative actions which yield monetary sanctions, are based
on the same original information the whistleblower voluntarily
provided to the SEC, and are brought by the U.S. Attorney General,
a state Attorney General in a criminal case, an “appropriate
regulatory authority,” or a self-regulatory organization. See Rule
21F-3(b)(1). The SEC has demonstrated that it will interpret
this list liberally to include a potentially broader group of “other
governmental authorities” than those described in the rule,”
and has issued at least one award based in part on the proceeds
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collected from a related criminal action.” The largest single award
issued by the SEC to date consisted of $52 million in relation to an
SEC action and $62 million in connection with related actions.*

In determining whether to add to the whistleblower’s award
based on the monetary sanctions collected by another entity, the
SEC will consider a number of factors to avoid double recovery
for the whistleblower.” First, if the second entity has a separate
monetary award program, the SEC must decide whether its own
whistleblower program or the other entity’s program has a “more
direct and relevant connection to the action.” The action by the
other entity will only be deemed a “related action” for purposes
of the SEC’s award if the SEC program has the more direct
connection to the action. The SEC will then make an award for the
related action only if the whistleblower has not already received
an award from the other entity and waives her right to receive such
an additional award.”

It is also crucial to note that the SEC considers the amount
of money it has collected or will collect from a company, not the
amount of the sanctions ordered in the case, when determining both
eligibility for a whistleblower award and the amount of the award.
This can have a significant impact on the process of claiming an
award because the SEC does not always collect the sanctions it
levies and sometimes collects more than expected. For example, in
the three-year period ending in September 2013, the SEC collected
just 42% of the amount defendants were ordered to pay as a result
of enforcement actions.”® Consequently, whistleblowers and their
attorneys cannot rely solely on the amount of sanctions ordered
by the SEC in determining the size of an award, but rather must
look to how much the SEC ultimately collects from the company.
The very first whistleblower to receive an award under the new
program in 2012 received an additional $150,000 nearly 20 months
after receiving the initial $200,000 reward after the SEC was able
to collect additional sanctions levied in the case.”” The SEC has
determined claimants to be eligible for awards based on proceeds
yet to be collected in a number of award determinations.*®

E. SEC Procedures for Submitting a Tip
The TCR Form

The program rules describe a straightforward set of procedures
for submitting original information about possible securities
violations to the SEC Office of the Whistleblower. An individual
must file a Form Tip, Complaint or Referral (“TCR”) that the SEC
makes available on its website, and can file either online or by
mailing or faxing it to the SEC. See Rule 21F-9(a).!®! The rules
require the individual to declare under penalty of perjury that the
information provided in the Form TCR is true and correct to the
best of his or her knowledge and belief. See Rule 21F-9(b).12

The 2020 Final Rules and Adopting Release stressed that
a whistleblower must submit a tip in writing and through
the Form TCR. First, it added the words “in writing” to the
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definition of “whistleblower,” meaning that an individual who
gives information to the SEC only orally is not protected from
retaliation and cannot receive a whistleblower award. Rule
21F-2(a)."® Second, the Final Rules clarified that while the
whistleblower can initially submit information to the SEC in any
form, in order to be eligible for an award he or she must submit
the information through the online portal or the Form TCR via fax
or mail within 30 days of making initial contact. Rule 21F-9(e).1*
The SEC will waive this requirement only if the whistleblower
complies with the specified procedures within 30 days of receiving
actual or constructive notice about the requirements, and the

SEC can “readily” and “‘unambiguously” determine that the
whistleblower would otherwise be eligible for an award.1%

When preparing tips for submission to the SEC,
whistleblowers and their counsel should make sure that the Form
TCR and accompanying exhibits present the most comprehensive
and compelling evidence and argument for the SEC taking
enforcement action that his information and appropriate inferences
can support. With the SEC receiving a steadily increasing number
of tips per year — more than 23,650 TCRs in FY 2020 alone'® — it
is important that a first read of a whistleblower tip provide SEC
staff with a sound understanding of the alleged violations and, to
the extent possible, how to investigate and prove them.

Whistleblowers should describe in detail the particular practices
and transactions that they believe to have violated U.S. securities
laws, identify the individuals and entities that participated in or
directed the violations, and provide a well-organized presentation of
whatever supporting evidence the whistleblower possesses.

The Commission encourages individuals to submit information
to the SEC via the online portal, which the SEC modified in
January 2018 to better process and handle the submission of much
larger attachments to a whistleblower’s electronic TCR form .1

Under no circumstances should whistleblowers give the SEC
information that is protected by attorney-client privilege, as
the SEC cannot use privileged information in an investigation
or enforcement action, and the SEC’s mere receipt of such
information can interfere with and significantly delay the staff’s
ability to proceed. Potentially privileged information generally
includes documents authored by, received by, or prepared at the
request of counsel for the entities or individuals that may be the
subjects of an SEC investigation. It also can include conversations
with counsel, the contents of which the whistleblower might
disclose in a written submission or in discussions with SEC
staff. Determinations about the application of attorney-client
information to specific information can be complicated. For
whistleblowers submitting information to the SEC without
counsel, the best practice is to avoid the submission of any
information about which the whistleblower has any doubt as to
whether the information to be submitted might be governed by
attorney-client privilege.
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Submitting an Anonymous Tip

Given the very real risks of retaliation from employers and
the risk of associated reputational harm that would interfere
with future job prospects, many employee-whistleblowers are
understandably concerned that their employers will learn their
identities if they submit tips to the SEC. The program rules
address this concern by allowing whistleblowers to file their
submissions anonymously provided that they do so through
counsel. Rule 21F-9(c). The attorney submits the TCR form
without the whistleblower’s signature and other identifying
information, while keeping a copy of the same completed
form containing the whistleblower’s identifying information
and signature in his files. On the anonymous TCR form that
the attorney submits to the SEC, the attorney affixes his or
her own signature and certifies that he or she has verified the
whistleblower’s identity, has reviewed a version of the TCR form
signed by the whistleblower and that the information therein
is true and correct, and has obtained the whistleblower’s non-
waivable consent for the attorney to provide that document to the
SEC if Commission staff have reason to believe the whistleblower
has willfully provided false information. The SEC Form TCR and
instructions, available on the Commission’s website, explain these
requirements clearly.!%

The SEC protects against the disclosure of whistleblowers’
identities “to the fullest extent possible” regardless of whether
they submit their information anonymously, but the Commission
acknowledges that there are limits to its ability to shield a
whistleblower’s identity under certain circumstances. For example,
the SEC explains on its website that “in an administrative or court
proceeding, we may be required to produce documents or other
information which would reveal your identity.”®>

While the SEC cannot provide a 100% guarantee that no
one will uncover a whistleblower’s identity during the course of
investigation and enforcement action, the risk of public disclosure
remains very small. A few whistleblowers to date have self-
identified to the media. Others may choose to disclose to their
employers that they have blown the whistle to the SEC to secure
maximum protection against retaliation, or to discourage further
retaliation if it has already occurred. Whistleblower’s submissions,
and occasionally their identities may become known through
other legal proceedings, including criminal proceedings in which
a whistleblower is called testify. In one case, a court ordered the
SEC to hand over an anonymously filed TCR form—without
disclosing the whistleblower’s name—to counsel defending a
corporation in an SEC enforcement action.'®

In the numerous cases in which the authors and their firm
have represented whistleblowers before the Commission, SEC
staff have demonstrated that they will go to great lengths to
protect a whistleblower’s identity at every stage of the process,
from receiving the tip and investigating it to announcing
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whistleblower awards. Indeed, the SEC has instituted policies that
prevent agency staff from sharing any identifying information
even with other law enforcement agencies without permission.

In the improbable event that the SEC is forced to disclose a
whistleblower’s identity in the course of a legal proceeding,
whistleblowers can expect the SEC (and the court) to take steps to
prevent the disclosure from becoming public.

F. Determining the Amount of an Award

The amount of a successful whistleblower’s award is within
the sole discretion of the Commission as long as the award falls
within the 10% to 30% range that Congress established in the
Dodd-Frank Act. See Rule 21F-5. The total award cannot exceed
30% of the sanctions ordered even where the Commission
distributes the award to more than one whistleblower."The
program rules set forth a number of factors that the SEC may
consider when calculating the final award within the 10% to
30% range. Factors that might increase an award include the
whistleblower’s reporting the perceived violations through
an entity’s internal-compliance program, the significance of
information provided by the whistleblower, the degree of
assistance provided by the whistleblower to SEC investigators,
and the SEC’s programmatic or enforcement interest in the
particular securities violations at issue. See Rule 21F-6(a)(1)-
(4). Factors that might decrease an award include the level of
culpability of the whistleblower in the wrongdoing, unreasonable
delay on the part of the whistleblower in reporting the violations
to the SEC, or the whistleblower’s interference with internal
compliance and reporting systems. See Rule 21F-6(b)(1)-(3).
These factors are discussed in various places throughout this
Practice Guide.

The 2020 Final Rules and Adopting Release created a new
presumption that the whistleblower is entitled to the maximum
“30 percent of the monetary sanctions collected in any covered
and related action(s)” if that award will be $5 million or less.

See Rule 21F-6(c).2 The presumption is designed to encourage
whistleblowing by increasing transparency and efficiency in

the award process and ensuring the highest award for smaller
cases.'* A whistleblower will not receive the maximum award if
they trigger any of the negative factors listed in Rules 21F-6(b)
(1) (culpability), 21F-16 (highly culpable conduct), or 21F-6(b)
(3) (interference with internal compliance and reporting
systems).!** The SEC has discretion to award the maximum if the
whistleblower unreasonably delayed reporting under Rule 21F-6(b)
(2), but only if awarding the maximum amount is “consistent
with the public interest, the promotion of investor protection, and
the objectives of the whistleblower program.”!> The SEC also
retains discretion to grant an award below the 30% maximum

if the claimant’s assistance was limited as assessed under Rule
21F-6(a) or if awarding the maximum “would be inconsistent
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with the public interest, investor protection or the objectives of

the whistleblower program.”¢ The SEC has already found that a
claimant’s limited assistance overcame the presumption in at least
one case.l' Where there are multiple whistleblowers and one alone
would be eligible for the presumptive maximum, the SEC must
award 30% to the group as a whole, but has discretion as to how to
divide it between the individuals. '

In the 2020 Final Rules and Adopting Release, the SEC voted
not to pass one of the more controversial proposed amendments,
which would have allowed the SEC to reduce an award based on
the total dollar amount if that amount was more than reasonably
necessary to incentivize a similar whistleblower—but never
reducing an award to less than 10% of the total sanctions or less
than $30 million on that basis.'l® The proposal received numerous
comments in opposition that argued the rule would discourage
whistleblowers from coming forward and that it would arbitrarily
penalize whistleblowers.!2® Rather than adopt the proposed rule,
the SEC modified the introductory language of Rule 21F-6 to
make explicit that the SEC can consider the total dollar amount of
an award, as well as the percent of monetary sanctions collected.'?!
The Commission justified the change as simply a clarification of
the discretion that it already had to consider the dollar amount of
an award, although it had stated explicitly in its 2018 proposal that
it did not have such discretion.'?

While some whistleblower advocates fear that this new
language will lower awards and deter whistleblowers from making
reports at all,'* that may not be the result. The presumption
that the SEC will award the maximum 30% will apply in many
more cases than the potential for reducing an award based on
the dollar amount being too large. As of July 2020, 74% of all
whistleblower awards had been under $5 million (although it
is not clear how many of those could have exceeded $5 million
if the statutory maximum were granted) while only 7% were at
least $30 million.’2* Due to the highly redacted nature of award
announcements, and the brevity with which the Commission
explains its determinations, it will be difficult to calculate the
impact of this amendment. However, the frequency and size of
awards has been steadily increasing, particularly in the past few
years,'2 and likely will continue to do so.

SEC Enforcement Interests

The SEC’s publicly available descriptions of its law-
enforcement interests provide important guidance to practitioners
who are assessing the Commission’s likely response to a potential
whistleblower tip. Key to the SEC’s response will be, inter alia,
whether the conduct at issue involves an industry-wide practice,
see Rule 21F-6(a)(3)(iii); the type, severity, duration and isolated
or ongoing nature of the violations, id.; the danger to investors
“and others,” see Rule 21F-6(a)(3)(iv); and the number of entities
and individuals who have suffered harm. /d.
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Individuals who are thinking about submitting tips regarding
suspected securities violations can learn a great deal about the
SEC’s regulatory enforcement priorities, which change from
time to time, by perusing the Commission’s website. This well-
organized resource not only reports on all SEC enforcement
actions,'2¢ the work of SEC divisions, offices and specialized
units,'?” and congressional testimony and speeches of SEC
Commissioners and high-level staff,'® but also provides
periodic recaps of recent enforcement actions and enforcement
perspectives for the future.!22 The site also gives users access to the
Commission’s system of company filings, known as EDGAR, and
a search engine th