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Hey, Google, Turn on Wiretap: Search and Seizure in White Collar Cases 

October 21, 2020 

6:30 – 8 pm 

Timed Agenda 

I. Introduction to Program and Disclaimer  1 minute 
 

II. Scene One (Golden Boy’s Visit to Mom’s House) 3 minutes 
x Introduction to defendant and beginning of evidentiary fact pattern 

 
III. Scene Two (Zoom Meeting between Golden Boy and Executive)  4 minutes  

x Continuation of evidentiary fact pattern 
x Introduction to encryption 

 
IV. Scene Three (DOJ Strategy Meeting) 14 minutes 

x Discussion of elements required for an insider trading prosecution 
and the STOCK Act  

x Background on former NY District Attorney, Thomas E. Dewey 
x Introduction to prosecutorial investigative techniques including wiretapping, 

search warrants and subpoenas 
 

V. Scene Four (Golden Boy’s Call with Broker)  4 minutes 
x Continuation of evidentiary fact pattern 

 
VI. Scene Five (FBI Raid: Seizure of Golden Boy’s Laptop and Phone) 4 minutes 

x Continuation of evidentiary fact pattern 
 

VII. Scene Six (Defense Meeting: Golden Boy Meets w/ Counsel to Discuss  
Motion to Compel Production of Passcode) 3 minutes 
x Introduction of the Fifth Amendment defense to compelled production                

of a passcode 
          

VIII. Scene Seven (Court Hearing on DOJ Motion to Compel Golden Boy’s  
Production of Passcode) 11 minutes 
x Discussion of caselaw regarding the applicability of the Fifth Amendment        

and the foregone conclusion exception to compelled production of a passcode 
 

IX. Scene Eight (Defense Meeting: Golden Boy Meets w/ Counsel to Discuss Motion to 
Suppress Evidence Seized from Smartphone, Laptop and Email Accounts) 5 minutes 
x Discussion of strategy in drafting motion to suppress evidence seized              

from an individual’s smartphone, laptop, and email accounts 
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X. Scene Nine (Court Hearing on Golden Boy’s Motion to Suppress Evidence  
Seized from Smartphone, Laptop and Email Accounts) 13 minutes 
x Discussion of caselaw regarding the applicability of the Fourth Amendment        

to a motion to suppress evidence seized from a smartphone, laptop and email 
accounts, including issues of particularity and overbreadth 
 

XI. Panel Discussion and Audience Participation 28 minutes 
x Review and discussion of important issues and caselaw raised in scenes 1-9 



   Caution
As of: August 24, 2020 3:15 AM Z

Commonwealth v. Gelfgatt
Supreme Judicial Court of Massachusetts

November 5, 2013, Argued; June 25, 2014, Decided

SJC-11358

Reporter
468 Mass. 512 *; 11 N.E.3d 605 **; 2014 Mass. LEXIS 416 ***; 2014 WL 2853731

COMMONWEALTH vs. LEON I. GELFGATT.

Prior History:  [***1] Suffolk. INDICTMENTS found and 
returned in the Superior Court Department on May 7, 
2010.

A pretrial motion to compel evidence was heard by 
Raymond J. Brassard, J., and a question of law was 
reported by him. 

The Supreme Judicial Court on its own initiative 
transferred the case from the Appeals Court.

Core Terms

decryption, encryption, foregone, seized, authenticity, 
self-incrimination, mortgage, incriminating, unencrypted, 
protocol, conveyed, drive, subpoena, digital, facsimile, 
interview, ownership, laptop, installed, exemplar, 
password, trigger

Case Summary

Overview

HOLDINGS: [1]-With respect to charges of forgery and 
related offenses, arising from defendant's alleged use of 
computers to improperly divert funds to himself, 
defendant was properly compelled pursuant to 
Mass.R.Crim.P. 14(a)(2) to decrypt the digital storage 
devices that were seized from him because such act 
was not a testimonial communication that triggered 

protection under the Fifth Amendment, U.S. Const. 
amend. V, or under Mass. Const. Decl. Rights art. 12, 
as the factual statements that would be conveyed were 
"foregone conclusions."

Outcome
Judgment reversed; matter remanded for further 
proceedings.

LexisNexis® Headnotes

Criminal Law & Procedure > ... > Standards of 
Review > Abuse of Discretion > Discovery

Evidence > Burdens of Proof > Allocation

Criminal Law & Procedure > Preliminary 
Proceedings > Discovery & Inspection > General 
Overview

Criminal Law & Procedure > ... > Standards of 
Review > De Novo Review > General Overview

HN1[ ]  Abuse of Discretion, Discovery

Generally speaking, discovery matters are committed to 
the sound discretion of the trial judge. An appellate court 
will uphold discovery rulings unless the appellant can 
demonstrate an abuse of discretion that resulted in 
prejudicial error. However, the appellate court reviews a 
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judge's rulings on mixed questions of fact and law de 
novo.

Constitutional Law > ... > Fundamental 
Rights > Procedural Due Process > Self-
Incrimination Privilege

HN2[ ]  Procedural Due Process, Self-Incrimination 
Privilege

See U.S. Const. amend. V.

Constitutional Law > ... > Fundamental 
Rights > Procedural Due Process > Self-
Incrimination Privilege

Criminal Law & Procedure > ... > Defendant's 
Rights > Right to Remain Silent > Communicative & 
Testimonial Information

HN3[ ]  Procedural Due Process, Self-Incrimination 
Privilege

It is extortion of information from the accused himself 
that offends the sense of justice. It is well established 
that the Fifth Amendment, U.S. Const. amend. V, does 
not independently proscribe the compelled production of 
every sort of incriminating evidence but applies only 
when the accused is compelled to make a testimonial 
communication that is incriminating. The privilege 
protects an accused only from being compelled to testify 
against himself, or otherwise provide the State with 
evidence of a testimonial or communicative nature.

Constitutional Law > ... > Fundamental 
Rights > Procedural Due Process > Self-
Incrimination Privilege

HN4[ ]  Procedural Due Process, Self-Incrimination 
Privilege

The United States Supreme Court held that the Fifth 
Amendment, U.S. Const. amend. V, privilege against 
self-incrimination applies to the States through the 
Fourteenth Amendment to the United States 
Constitution, U.S. Const. amend. XIV.

Constitutional Law > ... > Fundamental 
Rights > Procedural Due Process > Self-
Incrimination Privilege

Criminal Law & Procedure > ... > Defendant's 
Rights > Right to Remain Silent > Communicative & 
Testimonial Information

Criminal Law & Procedure > ... > Discovery & 
Inspection > Discovery by Government > Physical 
Evidence

HN5[ ]  Procedural Due Process, Self-Incrimination 
Privilege

Although the privilege under the Fifth Amendment, U.S. 
Const. amend. V, typically applies to oral or written 
statements that are deemed to be testimonial, the act of 
producing evidence demanded by the government may 
have "communicative aspects" that would render the 
Fifth Amendment applicable. The Fifth Amendment 
privilege against self-incrimination applies not only to 
verbal communications, but also to nonverbal acts that 
imply assertions. Whether an act of production is 
testimonial depends on whether the government 
compels the individual to disclose "the contents of his 
own mind" to explicitly or implicitly communicate some 
statement of fact.

Constitutional Law > ... > Fundamental 
Rights > Procedural Due Process > Self-
Incrimination Privilege

Criminal Law & Procedure > ... > Defendant's 
Rights > Right to Remain Silent > Communicative & 
Testimonial Information

Criminal Law & Procedure > ... > Discovery & 
Inspection > Discovery by Government > Physical 
Evidence

HN6[ ]  Procedural Due Process, Self-Incrimination 
Privilege

The act of complying with the government's demand for 
production could constitute a testimonial communication 
where it is considered to be a tacit admission to the 
existence of the evidence demanded, the possession or 
control of such evidence by the individual, and the 
authenticity of the evidence. The determination whether 
an act of producing evidence in response to a 
governmental demand is sufficiently testimonial that it 

468 Mass. 512, *512; 11 N.E.3d 605, **605; 2014 Mass. LEXIS 416, ***1

4

https://advance.lexis.com/api/document?collection=cases&id=urn:contentItem:5CHD-4PF1-F04G-P00B-00000-00&context=&link=LNHNREFclscc2
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:8T9R-T3X2-8T6X-731X-00000-00&context=
https://advance.lexis.com/api/document?collection=cases&id=urn:contentItem:5CHD-4PF1-F04G-P00B-00000-00&context=&link=LNHNREFclscc3
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:8T9R-T3X2-8T6X-731X-00000-00&context=
https://advance.lexis.com/api/document?collection=cases&id=urn:contentItem:5CHD-4PF1-F04G-P00B-00000-00&context=&link=LNHNREFclscc4
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:8T9R-T3X2-8T6X-731X-00000-00&context=
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:8T9R-T5M2-D6RV-H38C-00000-00&context=
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:8T9R-T5M2-D6RV-H38C-00000-00&context=
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:8T9R-T5M2-D6RV-H38C-00000-00&context=
https://advance.lexis.com/api/document?collection=cases&id=urn:contentItem:5CHD-4PF1-F04G-P00B-00000-00&context=&link=LNHNREFclscc5
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:8T9R-T3X2-8T6X-731X-00000-00&context=
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:8T9R-T3X2-8T6X-731X-00000-00&context=
https://advance.lexis.com/api/document?collection=cases&id=urn:contentItem:5CHD-4PF1-F04G-P00B-00000-00&context=&link=LNHNREFclscc6


Page 3 of 20

renders the Fifth Amendment, U.S. Const. amend. V, 
applicable depends on the facts and circumstances of 
each particular case.

Constitutional Law > ... > Fundamental 
Rights > Procedural Due Process > Self-
Incrimination Privilege

Criminal Law & Procedure > ... > Defendant's 
Rights > Right to Remain Silent > Communicative & 
Testimonial Information

Criminal Law & Procedure > ... > Discovery & 
Inspection > Discovery by Government > Physical 
Evidence

HN7[ ]  Procedural Due Process, Self-Incrimination 
Privilege

It is well established that not all acts of production have 
communicative aspects such that they will be deemed 
testimonial. Significantly, the privilege of the Fifth 
Amendment, U.S. Const. amend. V, is not triggered 
where the government seeks to compel an individual to 
be the source of real or physical evidence by, for 
example, furnishing a blood sample, producing a voice 
exemplar, standing in a lineup, providing a handwriting 
exemplar, or putting on particular clothing. The Fifth 
Amendment privilege is not implicated in these 
circumstances because the individual is not required to 
disclose any knowledge he might have, or to speak his 
guilt.

Constitutional Law > ... > Fundamental 
Rights > Procedural Due Process > Self-
Incrimination Privilege

Criminal Law & Procedure > ... > Defendant's 
Rights > Right to Remain Silent > Communicative & 
Testimonial Information

Criminal Law & Procedure > ... > Discovery & 
Inspection > Discovery by Government > Physical 
Evidence

HN8[ ]  Procedural Due Process, Self-Incrimination 
Privilege

It is a settled proposition that a person may be required 
to produce specific documents even though they contain 

incriminating assertions of fact or belief because the 
creation of those documents was not "compelled" within 
the meaning of the privilege under the Fifth Amendment, 
U.S. Const. amend. V.

Constitutional Law > ... > Fundamental 
Rights > Procedural Due Process > Self-
Incrimination Privilege

Criminal Law & Procedure > ... > Defendant's 
Rights > Right to Remain Silent > Communicative & 
Testimonial Information

Evidence > Burdens of Proof > Allocation

Criminal Law & Procedure > ... > Discovery & 
Inspection > Discovery by Government > Physical 
Evidence

HN9[ ]  Procedural Due Process, Self-Incrimination 
Privilege

The "foregone conclusion" exception to the privilege 
against self-incrimination under the Fifth Amendment, 
U.S. Const. amend. V, provides that an act of 
production does not involve testimonial communication 
where the facts conveyed already are known to the 
government, such that the individual adds little or 
nothing to the sum total of the Government's 
information. For the exception to apply, the government 
must establish its knowledge of: (1) the existence of the 
evidence demanded; (2) the possession or control of 
that evidence by the defendant; and (3) the authenticity 
of the evidence. In those instances when the 
government produces evidence to satisfy the “foregone 
conclusion” exception, no constitutional rights are 
touched. The question is not of testimony but of 
surrender. In essence, under the "foregone conclusion" 
exception to the Fifth Amendment privilege, the act of 
production does not compel a defendant to be a witness 
against himself.

Constitutional Law > ... > Fundamental 
Rights > Procedural Due Process > Self-
Incrimination Privilege

HN10[ ]  Procedural Due Process, Self-
Incrimination Privilege

See Mass. Const. Decl. Rights art. 12.

468 Mass. 512, *512; 11 N.E.3d 605, **605; 2014 Mass. LEXIS 416, ***1
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Constitutional Law > ... > Fundamental 
Rights > Procedural Due Process > Self-
Incrimination Privilege

Criminal Law & Procedure > ... > Defendant's 
Rights > Right to Remain Silent > Communicative & 
Testimonial Information

Criminal Law & Procedure > ... > Discovery & 
Inspection > Discovery by Government > Physical 
Evidence

HN11[ ]  Procedural Due Process, Self-
Incrimination Privilege

It is well established that Mass. Const. Decl. Rights art. 
12 affords greater protection against self-incrimination 
than does the Fifth Amendment, U.S. Const. amend. V, 
in circumstances that are "discrete and well defined." 
However, although Mass. Const. Decl. Rights art. 12 
demands a more expansive protection, it does not 
change the classification of evidence to which the 
privilege applies. Only that genre of evidence having a 
testimonial or communicative nature is protected under 
the privilege against self-incrimination. Like the federal 
Constitution, the protection against self-incrimination 
afforded by Mass. Const. Decl. Rights art. 12 is 
unavailable where the government seeks to compel an 
individual to be the source of real or physical evidence.

Constitutional Law > ... > Fundamental 
Rights > Procedural Due Process > Self-
Incrimination Privilege

Criminal Law & Procedure > ... > Defendant's 
Rights > Right to Remain Silent > Communicative & 
Testimonial Information

Criminal Law & Procedure > ... > Discovery & 
Inspection > Discovery by Government > Physical 
Evidence

HN12[ ]  Procedural Due Process, Self-
Incrimination Privilege

The Supreme Judicial Court of Massachusetts has held 
that, as is the case under the federal Constitution, the 
act of production, quite apart from the content of that 
which is produced, may itself be communicative. Where 
the information conveyed by an act of production is 

reflective of the knowledge, understanding, and 
thoughts of the witness, it is deemed to be testimonial 
and, therefore, within the purview of Mass. Const. Decl. 
Rights art. 12. At the same time, when it is a "foregone 
conclusion" that a witness has certain items, and the 
items themselves are not privileged, the witness has no 
privilege.

Constitutional Law > ... > Fundamental 
Rights > Procedural Due Process > Self-
Incrimination Privilege

Criminal Law & Procedure > ... > Defendant's 
Rights > Right to Remain Silent > Communicative & 
Testimonial Information

HN13[ ]  Procedural Due Process, Self-
Incrimination Privilege

Upon considering the scope of the protection against 
self-incrimination afforded by both the Federal 
Constitution and the Massachusetts Declaration of 
Rights, a court's analysis under Mass. Const. Decl. 
Rights art. 12 need not merely duplicate the Fifth 
Amendment, U.S. Const. amend. V, analysis. Rather, a 
court is free to consider certain evidence, considered by 
the Supreme Court to be insufficiently testimonial for 
Fifth Amendment purposes, to be sufficiently testimonial 
for Mass. Const. Decl. Rights art. 12 purposes.

Headnotes/Summary

Headnotes

Forgery > Uttering Forged Instrument > Larceny > False 
Pretenses > Witness > Compelling giving of 
evidence > Self-incrimination > Evidence > Information 
stored on computer > Testimonial statement > Search 
and Seizure > Computer > Constitutional Law > Self-
incrimination

Counsel: Randall E. Ravitz, Assistant Attorney General 

468 Mass. 512, *512; 11 N.E.3d 605, **605; 2014 Mass. LEXIS 416, ***1
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(Thomas D. Ralph, Assistant Attorney General, with 
him) for the Commonwealth.

Paul Joseph Davenport (Stanley D. Helinski with him) 
for the defendant.

The following submitted briefs for amici curiae:

Daniel B. Garrie, of Washington, & Daniel K. Gelb, for 
Daniel K. Gelb & others.

David H. Margolis, of Florida, for Florida Department of 
Law Enforcement & others.

Mark R. Gage & Christian J. Desilets, of West Virginia, 
for National White Collar Crime Center.

David W. Opderbeck, of New Jersey, for David W. 
Opderbeck & others.

Nathan F. Wessler, of New York, Hanni M. Fakhoury, of 
California, & Matthew R. Segal, Jessie J. Rossman, & 
Kit Walsh, for American Civil Liberties Union Foundation 
of Massachusetts & others.

Victoria L. Nadel, for Massachusetts Association of 
Criminal Defense Lawyers.

Judges: Present: Ireland, C.J., Spina, Cordy, Botsford, 
Gants, Duffly, & Lenk,  [***2] JJ. Lenk, J (dissenting, 
with whom Duffly, J., joins).

Opinion by: SPINA

Opinion

 [*513]  [**608]   SPINA, J. On May 5, 2010, a State 
grand jury returned indictments charging the defendant 
with seventeen counts of forgery of a document, G. L. c. 
267, § 1; seventeen counts of uttering a forged 
instrument, G. L. c. 267, § 5; and three counts of 
attempting to commit the crime of larceny by false 
pretenses of the property of another, G. L. c. 274, § 6. 
The charges arose from allegations that the defendant, 
through his use of computers, conducted a 
sophisticated scheme of diverting to himself funds that 
were intended to be used to pay off large mortgage 
loans on residential properties. On November 21, 2011, 
the Commonwealth filed in the Superior Court a “Motion 
to Compel the Defendant to Enter His Password into 
Encryption Software He Placed on Various Digital Media 
Storage Devices that Are Now in the Custody of the 
Commonwealth” (motion to compel decryption). The 
Commonwealth also filed a motion to report a question 
of law to the Appeals Court prior to trial pursuant to 
Mass. R. Crim. P. 34, as amended, 442 Mass. 1501 
(2004). The question concerned the lawfulness of 
compelling the defendant to privately enter an 
encryption key  [***3] into computers seized from 
 [*514]  him by the Commonwealth.1 Following a 
hearing on January 18, 2012, a judge denied the 
Commonwealth's motion to compel decryption, but he 
reported the following question of law:

“Can the defendant be compelled pursuant to the 
Commonwealth's proposed protocol to provide his 
key to seized encrypted digital evidence despite the 
rights and protections provided by the Fifth 
Amendment to the United States Constitution and 
Article Twelve of the Massachusetts Declaration of 
Rights?”2

We transferred the case to this court on our own 

1 The parties treat as synonymous the terms “encryption key” 
and “password” to encryption software. For the sake of 
simplicity, we shall do the same.

2 The parties have not included in the record appendix a copy 
of the order reporting the question of law from the Superior 
Court. We rely on a joint  [***4] stipulation of the parties filed 
on July 19, 2012, that sets forth the language of the reported 
question.
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motion.3 We now conclude that the answer to the 
reported question is, “Yes, where the defendant's 
compelled decryption would not communicate facts of a 
testimonial nature to the Commonwealth beyond what 
the defendant already had admitted to investigators.” 
Accordingly, we reverse the judge's denial of the 
Commonwealth's motion to compel decryption.4

 [**609]  1. Background. The undisputed facts are taken 
from the parties' submissions to the  [***5] motion 
judge.5

Beginning in 2009, the defendant, who is an attorney, 
allegedly  [*515]  orchestrated a scheme to acquire for 
himself funds that were intended to be used to pay off 
home mortgage loans. According to the Commonwealth, 
the defendant identified high-end properties that were 
listed in an online database as “under agreement.” He 
would research each one at the applicable registry 
 [***6] of deeds to determine whether there was a 

3 All proceedings in the Superior Court have been stayed 
pending resolution of the reported question.
4 We acknowledge the amicus briefs submitted in support of 
the defendant by the American Civil Liberties Union 
Foundation of Massachusetts, the American Civil Liberties 
Union Foundation, and the Electronic Frontier Foundation; by 
the Massachusetts Association of Criminal Defense Lawyers; 
and by Daniel K. Gelb, Daniel B. Garrie, and the National 
Association of Criminal Defense Lawyers. We also 
acknowledge the amicus briefs submitted in support of the 
Commonwealth by David W. Opderbeck, the Massachusetts 
Chiefs of Police Association, Inc., and NW3C, Inc., doing 
business as the National White Collar Crime Center; by the 
Florida Department of Law Enforcement, the Massachusetts 
Chiefs of Police Association, Inc., NW3C, Inc., doing business 
as the National White Collar Crime Center, and the National 
District Attorneys Association; and by NW3C, Inc., doing 
business as the National White Collar Crime Center.
5 These submissions included an affidavit dated August 31, 
2011, from David Papargiris, the director of the Attorney 
General's computer forensics laboratory; an affidavit dated 
October 19, 2011, from State police Trooper Patrick M. 
Johnson; and the transcript of an audio recording of a 
postarrest interview of the defendant conducted on December 
17, 2009, by law enforcement officers. The motion judge 
declined to make findings of fact when ruling on the 
Commonwealth's motion to compel decryption, given that the 
only facts before him were those presented in the 
Commonwealth's submissions. Defense counsel did not 
dispute the facts set forth in the affidavits and transcript, 
recognizing that they spoke for themselves. He did, however, 
point out that he might disagree with some of the 
characterizations of those facts.

mortgage on the property. If there was, the defendant, 
purportedly using a computer, would forge an 
assignment of the mortgage to either “Puren Ventures, 
Inc.” (Puren Ventures) or “Baylor Holdings, Ltd.” (Baylor 
Holdings). He then would record the forged assignment 
at the applicable registry of deeds and mail a notice to 
the seller stating that the mortgage on the property had 
been assigned to one of these sham companies, which 
he had set up.

The defendant fostered the illusion that Puren Ventures 
and Baylor Holdings were actual companies by giving 
each one Internet-based telephone and facsimile 
numbers. When a closing attorney would contact one of 
these companies to request a statement documenting 
the sum necessary to pay off the reassigned mortgage, 
the attorney would be instructed to send the request to 
the facsimile number that the defendant had created. 
Next, the defendant would request an actual payoff 
figure from the true mortgage holder. The defendant 
would transmit this information by Internet facsimile 
number to the closing attorney, doing so under the guise 
of the sham company. The defendant would instruct the 
closing attorney to  [***7] send the payoff check to a 
Boston address where the defendant once had 
practiced law. Although ultimately unsuccessful, the 
defendant purportedly created seventeen fraudulent 
assignments of mortgages, totaling over $13 million. 
According to the Commonwealth, the defendant relied 
heavily on the use of computers to conceal his identity 
and perpetrate his alleged scheme.

On December 17, 2009, State police troopers arrested 
the  [*516]  defendant immediately after he retrieved 
what he believed to be over $1.3 million in payoff funds 
from two real estate closings. They also executed 
search warrants for his residence in Marblehead and for 
his vehicle. During the search of the defendant's 
residence,  [**610]  troopers observed several 
computers that were powered on, and they 
photographed the computer screens.6 The troopers 
seized from the defendant's residence two desktop 
computers, one laptop computer, and various other 
devices capable of storing electronic data.7 They also 

6 Appearing on the computer screens were the following 
phrases that were visible as headings or icons: 
“K:\LeonDocuments\My Scans”; “Erasing Report”; “Erased 
area”; “Attorney Leon I. Gelfgatt”; “TrueCrypt”; and “DriveCrypt 
Plus Pack.”
7 Apart from the computers, troopers seized an Adaptec 
external hard drive, two universal serial bus (USB) thumb 
drives, two secure digital cards, two cellular telephones, and 

468 Mass. 512, *514; 11 N.E.3d 605, **608; 2014 Mass. LEXIS 416, ***4

8



Page 7 of 20

seized one smaller “netbook” computer from the 
defendant's vehicle. Computer forensic examiners were 
able to view several documents and “bookmarks” to 
Web sites that were located on an external hard drive.8 
However, all of the data on the  [***8] four computers 
were encrypted with “DriveCrypt Plus” software.9

According to the Commonwealth, the encryption 
software on  [*517]  the computers is virtually 
impossible to circumvent. Its manufacturer touts the fact 
that it does not contain a “back door” that would allow 
access to data by anyone other than the authorized 
user. Thus, the Commonwealth states, the files on the 
four computers cannot be accessed and viewed unless 
the  [***10] authorized user first enters the correct 
password to unlock the encryption. The Commonwealth 
believes that evidence of the defendant's purported 
criminal activities is located on these computers.

On the day of his arrest, the defendant was interviewed 
by law enforcement officials after having been advised 

fourteen compact discs.
8 These documents included what appeared to be unsigned 
releases for a mortgage encumbering the defendant's 
residential property in Marblehead. Computer forensic 
examiners also were able to see an image file that appeared 
to contain the seal for an Arizona notary public. The 
“bookmarks” included a Web site where Puren Ventures was 
advertised for sale, and a Web site offering anonymous wire 
transfers.
9 In an affidavit submitted in connection with the 
Commonwealth's motion to compel decryption, the director of 
the Attorney General's computer forensics laboratory 
explained the differences between encryption and decryption:

“Encryption is the process by which ‘readable’ digital 
media, that is, digital media  [***9] or data that can be 
viewed and accessed, is scrambled in such a way as to 
render that digital media or data ‘unreadable’ without 
decryption. Encryption can be performed both by 
hardware and by means of software tools.

“Decryption is the process by which encrypted, 
scrambled data is rendered ‘readable’ again. In order to 
decrypt data, the person seeking decryption performs 
some action such as the entering of a password, 
scanning of a fingerprint or [insertion of] a USB Thumb 
drive with a pass code key on it. The encryption software 
then translates this action into a ‘key,’ essentially a string 
of numbers or characters. The encryption software then 
applies this key to the encrypted data using the algorithm 
of the given encryption program. By funneling the 
encrypted data through the algorithm, the data is 
rendered ‘readable’ again.”

of the Miranda rights. In response to questioning, he 
said that he had more than one computer in his home. 
The defendant also informed the officials that 
“[e]verything is encrypted and no one is going to get to 
it.” In order to decrypt the information, he would have to 
“start the program.” The defendant said that he used 
encryption for privacy purposes, and that when law 
enforcement officials asked him about the type of 
encryption used, they essentially were asking for the 
defendant's help in putting him in jail. The defendant 
reiterated that he was able to decrypt the computers, 
but he refused to divulge any  [**611]  further 
information that would enable a forensic search.

On November 21, 2011, the Commonwealth filed its 
motion to compel decryption pursuant to Mass. R. Crim. 
P. 14 (a) (2), as appearing in 442 Mass. 1518 (2004). It 
sought an order compelling the defendant's compliance 
with a  [***11] “protocol” that the Commonwealth had 
established to obtain decrypted digital data.10 As 

10 The Commonwealth's “protocol” is as follows:

“1. The defendant, in the presence of his counsel, shall 
appear at the Computer Forensics Laboratory of 
Massachusetts Attorney General Martha Coakley within 7 
days from the receipt of this Order at a time mutually 
agreed upon by the Commonwealth and defense 
counsel;

“2. The Commonwealth shall provide the defendant with 
access to all encrypted digital storage devices that were 
seized from him pursuant to various search warrants 
issued in connection with this case;

“3. The defendant shall manually enter the password or 
key to  [***12] each respective digital storage device in 
sequence, and shall then immediately move on to the 
next digital storage device without entering further data or 
waiting for the completion of the process required for the 
respective devices to ‘boot up’;

“4. The defendant shall make no effort to destroy, 
change, or alter any data contained on the digital storage 
devices;

“5. The defendant is expressly ordered not to enter a 
false or ‘fake’ password or key, thereby causing the 
encryption program to generate ‘fake, prepared 
information’ as advertised by the manufacturer of the 
encryption program;

“6. The Commonwealth shall not view or record the 
password or key in any way; [and]

“7. The Commonwealth shall be precluded from 
introducing any evidence relating to this Order or the 
manner in which the digital media in this case was 
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grounds for the motion, the Commonwealth stated that 
compelling the defendant to enter the key to encryption 
 [*518]  software on various digital media storage 
devices that had been seized by the Commonwealth 
was essential to the discovery of “material” or 
“significant” evidence relating to the defendant's 
purported criminal conduct. The Commonwealth further 
stated that its protocol would not violate the defendant's 
rights under either the Fifth Amendment to the United 
States Constitution or art. 12 of the Massachusetts 
Declaration of Rights.

In denying the Commonwealth's motion to compel 
decryption, the judge said that, on the one hand, the 
Commonwealth merely was requesting a sequence of 
numbers and characters that would enable it to access 
information on the computers, but that, on the other 
hand, the Commonwealth was asking for the 
defendant's help in accessing potentially incriminating 
evidence that the Commonwealth had seized. In the 
judge's view, there was merit to the defendant's 
contention that production of a password to decrypt the 
computers constituted an admission of knowledge, 
ownership, and control. Further, the judge continued, 
the scenario presented in this case was far different 
from compelling  [*519]  a defendant to provide a voice 
exemplar, a handwriting exemplar, or a blood sample, 
all of which are deemed to be nontestimonial. The judge 
said that the defendant's refusal to disclose the 
encryption key during his interview with law enforcement 
officials could be construed as an invocation of his rights 
under the Fifth Amendment and art. 12. Finally, it was 
the judge's understanding that neither the Federal nor 
the State Constitution requires a defendant  [***14] to 
 [**612]  assist the government in understanding 
evidence that it has seized from a defendant.

2. Decryption under the Fifth Amendment. The 
Commonwealth contends that compelling the defendant 
to enter his encryption key into the computers pursuant 
to the Commonwealth's protocol would not violate the 
defendant's Fifth Amendment right against self-
incrimination. In the Commonwealth's view, the 

decrypted in its case in chief. Further, the Commonwealth 
shall be precluded from introducing any such evidence 
whatsoever except to the extent necessary to cure any 
potentially misleading inferences created by the 
defendant at trial relating to this matter.”

At the hearing on the motion to compel decryption, the 
Commonwealth stated that it “would be seeking to introduce 
the  [***13] fact of encryption in order to suggest 
consciousness of guilt.”

defendant's act of decryption would not communicate 
facts of a testimonial nature to the government beyond 
what the defendant already has admitted to 
investigators. As such, the Commonwealth continues, 
the defendant's act of decryption does not trigger Fifth 
Amendment protection. We agree.11

The  [***15] Fifth Amendment provides that HN2[ ] 
“[n]o person … shall be compelled in any criminal case 
to be a witness against himself.”12 See Couch v. United 
States, 409 U.S. 322, 328, 93 S. Ct. 611, 34 L. Ed. 2d 
548 (1973) (HN3[ ] “It is extortion of information from 
the accused himself that offends our sense of justice”). 
It is well established that “the Fifth Amendment does not 
independently proscribe the compelled production of 
every sort of incriminating evidence but applies only 
when the accused is compelled to make a testimonial 
communication that is incriminating” (emphasis in 
original).  [*520]  Fisher v. United States, 425 U.S. 391, 
408, 96 S. Ct. 1569, 48 L. Ed. 2d 39 (1976). See United 
States v. Hubbell, 530 U.S. 27, 34, 120 S. Ct. 2037, 147 
L. Ed. 2d 24 (2000) (“The word ‘witness’ in the 
constitutional text limits the relevant category of 
compelled incriminating communications to those that 
are ‘testimonial’ in character”); Schmerber v. California, 
384 U.S. 757, 761, 86 S. Ct. 1826, 16 L. Ed. 2d 908 
(1966) (“[T]he privilege protects an accused only from 
being compelled to testify against himself, or otherwise 
provide the State with evidence of a testimonial or 
communicative nature”). See also Commonwealth v. 
Hughes, 380 Mass. 583, 588, 404 N.E.2d 1239, cert. 
denied, 449 U.S. 900, 101 S. Ct. 269, 66 L. Ed. 2d 129 

11 HN1[ ] Generally speaking, “discovery matters are 
committed to the sound discretion of the trial judge.” Buster v. 
George W. Moore, Inc., 438 Mass. 635, 653, 783 N.E.2d 399 
(2003). “We will uphold discovery rulings unless the appellant 
can demonstrate an abuse of discretion that resulted in 
prejudicial error.” Id., citing Solimene v. B. Grauel & Co., 399 
Mass. 790, 799, 507 N.E.2d 662 (1987). However, we review 
a judge's rulings on mixed questions of fact and law de novo. 
See McCarthy v. Slade Assocs., 463 Mass. 181, 190, 972 
N.E.2d 1037 (2012); Commissioner of Revenue v. Comcast 
Corp., 453 Mass. 293, 303, 901 N.E.2d 1185 (2009).

12 In Malloy v. Hogan, 378 U.S. 1, 8, 84 S. Ct. 1489, 12 L. Ed. 
2d 653 (1964), HN4[ ] the United States  [***16] Supreme 
Court held that the Fifth Amendment privilege against self-
incrimination applies to the States through the Fourteenth 
Amendment to the United States Constitution. See 
Commonwealth v. Simon, 456 Mass. 280, 285 n.4, 923 N.E.2d 
58, cert. denied, 562 U.S. 874, 131 S. Ct. 181, 178 L. Ed. 2d 
108 (2010).
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(1980).

Here, the Commonwealth, through its motion, is seeking 
to compel the defendant to decrypt “all” of the “digital 
storage devices that were seized from him.” Given that 
the Commonwealth believes that those devices contain 
information about the defendant's alleged mortgage 
payoff scheme, the entry of the encryption key or 
password presumably would be incriminating because 
“it would furnish the Government with a link in the chain 
of evidence leading to [the defendant's] indictment.” Doe 
v. United States, 487 U.S. 201, 207 n.5, 108 S. Ct. 
2341, 101 L. Ed. 2d 184 (1988), and accompanying text. 
The issue on which this case turns is whether the 
defendant's act of decrypting the computers is a 
 [**613]  testimonial communication that triggers Fifth 
Amendment protection.

HN5[ ] Although the Fifth Amendment privilege 
typically applies to oral or written statements that are 
deemed to be testimonial, United States v. White, 322 
U.S. 694, 698, 64 S. Ct. 1248, 88 L. Ed. 1542 (1944), 
the act of producing evidence demanded by the 
 [***17] government may have “communicative aspects” 
that would render the Fifth Amendment applicable. 
Fisher, 425 U.S. at 410. See Hubbell, 530 U.S. at 36. 
See also Commonwealth v. Burgess, 426 Mass. 206, 
211, 688 N.E.2d 439 (1997) (“The Fifth Amendment 
privilege against self-incrimination applies not only to 
verbal communications, but … also to nonverbal acts 
that imply assertions”). Whether an act of production is 
testimonial depends on whether the government 
compels the individual to disclose “the contents of his 
own mind” to explicitly or implicitly communicate some 
statement of fact. Hubbell, supra at 43, quoting Curcio v. 
United States, 354 U.S. 118, 128, 77 S. Ct. 1145, 1 L. 
Ed. 2d 1225 (1957). See Doe v. United States, 487 U.S. 
at 213 (Fifth Amendment intended “to spare the 
accused from having to reveal, directly or indirectly, his 
knowledge of  [*521]  facts relating him to the offense or 
from having to share his thoughts and beliefs with the 
Government”). See also Pennsylvania v. Muniz, 496 
U.S. 582, 595 n.9, 110 S. Ct. 2638, 110 L. Ed. 2d 528 
(1990) (opinion of Brennan, J.) (“nonverbal conduct 
contains a testimonial component whenever the conduct 
reflects the actor's communication of his thoughts to 
another”). More particularly, HN6[ ] the act of 
complying with the government's  [***18] demand could 
constitute a testimonial communication where it is 
considered to be a tacit admission to the existence of 
the evidence demanded, the possession or control of 
such evidence by the individual, and the authenticity of 
the evidence. See Hubbell, supra at 36 & n.19; United 

States v. Doe, 465 U.S. 605, 613-614, 104 S. Ct. 1237, 
79 L. Ed. 2d 552 & n.11 (1984); Fisher, supra. See also 
Commonwealth v. Burgess, supra; Commonwealth v. 
Hughes, 380 Mass. at 592. The determination whether 
an act of producing evidence in response to a 
governmental demand is sufficiently testimonial that it 
renders the Fifth Amendment applicable “depend[s] on 
the facts and circumstances of [each] particular case[].” 
Fisher, supra. See Doe v. United States, 487 U.S. at 
214-215.

HN7[ ] It is well established that not all acts of 
production have communicative aspects such that they 
will be deemed testimonial. See Hubbell, 530 U.S. at 
34-35; Doe v. United States, 487 U.S. at 210-211. 
Significantly, the Fifth Amendment privilege is not 
triggered where the government seeks to compel an 
individual to be the source of real or physical evidence 
by, for example, furnishing a blood sample, Schmerber 
v. California, 384 U.S. at 764-765; producing a voice 
exemplar,  [***19] United States v. Dionisio, 410 U.S. 1, 
5-7, 93 S. Ct. 764, 35 L. Ed. 2d 67 (1973); standing in a 
lineup, United States v. Wade, 388 U.S. 218, 221-223, 
87 S. Ct. 1926, 18 L. Ed. 2d 1149 (1967); providing a 
handwriting exemplar, Gilbert v. California, 388 U.S. 
263, 266-267, 87 S. Ct. 1951, 18 L. Ed. 2d 1178 (1967); 
or putting on particular clothing, Holt v. United States, 
218 U.S. 245, 252-253, 31 S. Ct. 2, 54 L. Ed. 1021 
(1910). See Commonwealth v. Brennan, 386 Mass. 772, 
776-777, 438 N.E.2d 60 (1982) (breathalyzer test and 
field sobriety tests do not produce evidence of 
testimonial nature). The Fifth Amendment privilege is 
not implicated in these circumstances because  [**614]  
the individual is “not required ‘to disclose any knowledge 
he might have,’ or ‘to speak his guilt.’” Doe v. United 
States, supra at 211, quoting United States v. Wade, 
supra at 222-223. See Hubbell, supra at 35 (“The act of 
exhibiting such physical  [*522]  characteristics is not 
the same as a sworn communication by a witness that 
relates either express or implied assertions of fact or 
belief”); Pennsylvania v. Muniz, 496 U.S. at 590-599 
(discussing distinctions between production of “real or 
physical” evidence and production of “testimonial” 
communication for purposes of privilege against self-
incrimination).

Here, the defendant's act of entering an encryption key 
in the  [***20] computers seized by the Commonwealth 
would appear, at first blush, to be a testimonial 
communication that triggers Fifth Amendment 
protection. By such action, the defendant implicitly 
would be acknowledging that he has ownership and 
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control of the computers and their contents.13 This is not 
simply the production of real or physical evidence like a 
blood sample or a handwriting exemplar. Rather, the 
defendant's act of entering the encryption key would be 
a communication of his knowledge about particular facts 
that would be relevant to the Commonwealth's case. 
Our analysis, however, does not end here. We must 
further determine whether the defendant's act of 
production loses its testimonial character because the 
information that would be disclosed by the defendant is 
a “foregone conclusion.”

HN9[ ] The “foregone conclusion” exception to the 
Fifth Amendment privilege against self-incrimination 
provides that an act of production does not involve 
testimonial communication where the facts conveyed 
already are known to the government, such that the 
individual “adds little or nothing to the sum total of the 
Government's information.” Fisher, 425 U.S. at 411. For 
the exception to apply, the government must establish 
its knowledge of (1) the existence of the evidence 
demanded; (2) the possession or control of that 
evidence by the defendant; and (3) the authenticity of 
the evidence. See id. at 410-413; United States v. 
 [*523]  Bright, 596 F.3d 683, 692 (9th Cir. 2010). See 
also Hubbell, 530 U.S. at 40-41, 44-45 (government did 
not satisfy “foregone conclusion” exception where no 
showing of prior knowledge of existence or whereabouts 
of documents ultimately produced by respondent to 
subpoena); United States v. Doe, 465 U.S. at 613-614 & 
nn.11-13  [***22]  (act of producing business records 
involved testimonial self-incrimination where 
government did not show that existence, possession, 
and authenticity of records were “foregone conclusion”). 
In those instances when the government produces 
evidence to satisfy the “foregone conclusion” exception, 
“no constitutional rights are touched. The question is not 
of testimony but of surrender.” Fisher, supra at 411, 

13 Because the actual files and documents that are located on 
the defendant's computers were voluntarily created by the 
defendant in the course of his real estate dealings, they are 
not testimonial communications that enjoy Fifth Amendment 
protection. See United States v. Hubbell, 530 U.S. 27, 35-36, 
120 S. Ct. 2037, 147 L. Ed. 2d 24 (2000) (recognizing HN8[ ] 
“settled proposition that a person may be required to produce 
specific documents  [***21] even though they contain 
incriminating assertions of fact or belief because the creation 
of those documents was not ‘compelled’ within the meaning of 
the [Fifth Amendment] privilege”); United States v. Doe, 465 
U.S. 605, 611-612, 104 S. Ct. 1237, 79 L. Ed. 2d 552 (1984); 
Fisher v. United States, 425 U.S. 391, 409-410, 96 S. Ct. 
1569, 48 L. Ed. 2d 39 (1976).

quoting Matter  [**615]  of Harris, 221 U.S. 274, 279, 31 
S. Ct. 557, 55 L. Ed. 732 (1911). See, e.g., United 
States v. Sideman & Bancroft, LLP, 704 F.3d 1197, 
1202-1205 (9th Cir. 2013) (quantum of information 
possessed by Internal Revenue Service regarding 
existence and possession of summonsed documents, 
together with evidence of their authenticity, satisfied 
“foregone conclusion” exception to Fifth Amendment 
privilege against self-incrimination); United States v. 
Fricosu, 841 F. Supp. 2d 1232, 1237 (D. Colo. 2012) 
(Fifth Amendment not implicated by requiring production 
of unencrypted contents of computer where government 
knew of existence and location of files, although not 
specific content of documents, and knew of defendant's 
custody or control of computer); State v. Jancsek, 302 
Or. 270, 287-288, 730 P.2d 14 (1986) (compelled 
 [***23] production of letter not protected by Fifth 
Amendment privilege where existence, contents, and 
authenticity of letter already known to police). In 
essence, under the “foregone conclusion” exception to 
the Fifth Amendment privilege, the act of production 
does not compel a defendant to be a witness against 
himself.

Based on our review of the record, we conclude that the 
factual statements that would be conveyed by the 
defendant's act of entering an encryption key in the 
computers are “foregone conclusions” and, therefore, 
the act of decryption is not a testimonial communication 
that is protected by the Fifth Amendment. The 
investigation by the corruption, fraud, and computer 
crime division of the Attorney General's office uncovered 
detailed evidence that at least two mortgage 
assignments to Baylor Holdings were fraudulent. During 
his postarrest interview with State  [*524]  police 
Trooper Patrick M. Johnson, the defendant stated that 
he had performed real estate work for Baylor Holdings, 
which he understood to be a financial services 
company. He explained that his communications with 
this company, which purportedly was owned by Russian 
individuals, were highly encrypted because, according 
to the  [***24] defendant, “[that] is how Russians do 
business.” The defendant informed Trooper Johnson 
that he had more than one computer at his home, that 
the program for communicating with Baylor Holdings 
was installed on a laptop, and that “[e]verything is 
encrypted and no one is going to get to it.” The 
defendant acknowledged that he was able to perform 
decryption. Further, and most significantly, the 
defendant said that because of encryption, the police 
were “not going to get to any of [his] computers,” 
thereby implying that all of them were encrypted.

468 Mass. 512, *522; 11 N.E.3d 605, **614; 2014 Mass. LEXIS 416, ***20
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When considering the entirety of the defendant's 
interview with Trooper Johnson, it is apparent that the 
defendant was engaged in real estate transactions 
involving Baylor Holdings, that he used his computers to 
allegedly communicate with its purported owners, that 
the information on all of his computers pertaining to 
these transactions was encrypted, and that he had the 
ability to decrypt the files and documents. The facts that 
would be conveyed by the defendant through his act of 
decryption — his ownership and control of the 
computers and their contents, knowledge of the fact of 
encryption, and knowledge of the encryption key — 
already are known  [***25] to the government and, thus, 
are a “foregone conclusion.”14 The Commonwealth's 
 [**616]  motion to compel decryption does not violate 
the defendant's rights under the Fifth Amendment 
because the defendant is only telling the government 
what it already knows.

3. Decryption under art. 12. The Commonwealth also 
contends that compelling the defendant to enter his 
encryption key  [*525]  pursuant to the Commonwealth's 
protocol would not violate his privilege against self-
incrimination under art. 12 of the Massachusetts 
Declaration of Rights. We agree.

Article 12 provides that HN10[ ] “[n]o subject shall … 
be compelled to accuse,  [***26] or furnish evidence 
against himself.” HN11[ ] It is well established that art. 
12 affords greater protection against self-incrimination 
than does the Fifth Amendment in circumstances that 
are “discrete and well defined.”15 Commonwealth v. 

14 We note that compliance with an order for the production of 
specific documents pursuant to a subpoena may be deemed 
to be a testimonial communication of the fact that the 
documents produced are the ones demanded, thereby 
constituting authentication of those documents. See Fisher v. 
United States, 425 U.S. at 412-413 & n.12. Here, the 
defendant's decryption of his computers does not present an 
authentication issue analogous to that arising from a 
subpoena for specific documents because he is not selecting 
documents and producing them, but merely entering a 
password into encryption software.

15 We have held, for example, that art. 12 of the 
Massachusetts Declaration of Rights does not allow a 
defendant's refusal to submit to a breathalyzer test to be 
admitted in evidence. Compare Opinion of the Justices, 412 
Mass. 1201, 1209-1211, 591 N.E.2d 1073 (1992),  [***27] with 
South Dakota v. Neville, 459 U.S. 553, 562-564, 103 S. Ct. 
916, 74 L. Ed. 2d 748 (1983). We also have held that a 
custodian of corporate records may invoke his art. 12 right 

Burgess, 426 Mass. at 218. See Commonwealth v. 
Mavredakis, 430 Mass. 848, 858-859, 725 N.E.2d 169 
(2000). However, as we have explained, “[a]lthough art. 
12 demands a more expansive protection, ‘it does not 
change the classification of evidence to which the 
privilege applies. Only that genre of evidence having a 
testimonial or communicative nature is protected under 
the privilege against self-incrimination.’” Commonwealth 
v. Burgess, supra, quoting Attorney Gen. v. Colleton, 
387 Mass. 790, 796 n.6, 444 N.E.2d 915 (1982). Like 
the Federal Constitution, the protection against self-
incrimination afforded by art. 12 is unavailable where 
the government seeks to compel an individual to be the 
source of real or physical evidence. See Commonwealth 
v. Burgess, supra, and cases cited.

Similarly, HN12[ ] we have held that, as is the case 
under the Federal Constitution, “the act of production, 
quite apart from the content of that which is produced, 
may itself be communicative.” Commonwealth v. Doe, 
405 Mass. 676, 679, 544 N.E.2d 860 (1989). See 
Commonwealth v. Hughes, 380 Mass. at 592. Where 
the information conveyed by an act of production “is 
reflective of the knowledge, understanding, and 
thoughts of  [***28] the witness,” it is deemed to be 
 [*526]  testimonial and, therefore, within the purview of 
art. 12. Commonwealth v. Doe, supra. At the same time, 
we also have recognized that “[w]hen it is a ‘foregone 
conclusion’ that a witness has certain items, and the 
items themselves are not privileged, the witness has no 
privilege.” Id. at 680-681, citing Commonwealth v. 
Hughes, supra at 590, and Fisher v. United States, 425 
U.S. at  [**617]  411. See Commonwealth v. Diaz, 383 
Mass. 73, 76 n.5, 417 N.E.2d 950 (1981) (no serious 
constitutional issue of self-incrimination raised by 
disclosure of information that is “foregone conclusion”). 
See also note 13, supra.

In Commonwealth v. Burgess, 426 Mass. at 219, when 
HN13[ ] the court considered the scope of the 

against self-incrimination in response to a subpoena for those 
records where the act of production itself would be personally 
incriminating. Compare Commonwealth v. Doe, 405 Mass. 
676, 678, 544 N.E.2d 860 (1989), with Braswell v. United 
States, 487 U.S. 99, 108-110, 108 S. Ct. 2284, 101 L. Ed. 2d 
98 (1988). Additionally, we have held that the type of immunity 
that provides the requisite degree of protection for art. 12 
purposes is so-called transactional immunity, which affords 
broader protection that the “use and derivative use immunity” 
required by the Fifth Amendment. Compare Attorney Gen. v. 
Colleton, 387 Mass. 790, 795-801, 444 N.E.2d 915 & n.4 
(1982), with Kastigar v. United States, 406 U.S. 441, 453, 92 
S. Ct. 1653, 32 L. Ed. 2d 212 (1972).
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protection against self-incrimination afforded by both the 
Federal Constitution and the Massachusetts Declaration 
of Rights, we pointed out that our analysis under art. 12 
need not “merely duplicate our earlier Fifth Amendment 
analysis.” Rather, “[w]e are free to consider certain 
evidence, considered by the Supreme Court to be 
insufficiently testimonial for Fifth Amendment purposes, 
to be sufficiently testimonial for art. 12 purposes.” Id. 
Mindful of this pronouncement, as well as our 
 [***29] jurisprudence recognizing the “foregone 
conclusion” principle, we are not persuaded that the 
circumstances presented here dictate an analytical 
departure from the Federal standard. Where the facts 
that would be conveyed by the defendant through the 
act of entering an encryption key into the computers 
seized by the Commonwealth are a “foregone 
conclusion,” his act of production is insufficiently 
testimonial for art. 12 purposes.16

4. Conclusion. We answer the reported question, “Yes, 
where the defendant's compelled decryption would not 
communicate facts of a testimonial nature to the 
Commonwealth beyond what the defendant already had 
admitted to investigators.” The judge's denial of the 
Commonwealth's motion to compel decryption is 
reversed, and this case is remanded to the Superior 
Court for further proceedings consistent with this 
opinion.

So ordered.

Dissent by: Lenk

Dissent

 [*527]  LENK, J (dissenting, with whom Duffly, J., joins). 
The court holds today  [***30] that the defendant, an 
attorney who practices from his home, may be ordered 
to enter decryption keys sequentially on each and every 

16 As properly enunciated by the Commonwealth in its 
protocol, see note 10, supra, the compelled act of computer 
decryption cannot be used to prove that the defendant had 
custody and control over the computers. Cf. Commonwealth v. 
Burgess, 426 Mass. 206, 220, 688 N.E.2d 439 (1997).

electronic device seized from his home, his home office, 
and his automobile, in order to provide law enforcement 
officers with unencrypted access to those devices.1 
Such an order is the functional equivalent of requiring 
him to produce the unencrypted contents of the devices 
seized. The government suspects that some unspecified 
set of documents related to a mortgage fraud scheme 
may be located on one or more of these devices,2 which 
the government  [**618]  thus far has been unable to 
read because of the encryption. I agree with the court 
that this act of decryption is compelled, testimonial, and 
potentially incriminating. Unlike the court, I conclude that 
this also holds true for the intrinsically linked act of 
thereby producing in unencrypted form any material that 
may be on the now encrypted devices. Further, I do not 
agree that the Commonwealth has shown sufficient 
 [*528]  knowledge of the existence, location, and 
authenticity of the documents it seeks such that the 

1 The Commonwealth's proposed order requires the defendant 
to decrypt “all” of the “digital storage devices that were seized 
from him.” These include two desktop computers and a laptop 
computer seized from his house; a “netbook” computer seized 
from his automobile; an external hard drive; two universal 
serial bus (USB) “thumb” drives (also known as “flash drives,” 
“USB drives,” and “sticks”); fourteen compact discs; two 
secure digital cards; and two cellular telephones. The devices 
were seized pursuant to a search warrant issued based on an 
affidavit by a State trooper involved in the investigation. The 
affidavit sought, inter alia, “[c]omputers and/or electronic 
storage devices capable of storing any of the below-described 
records and/or data”; it encompassed  [***32] “[a]ny and all 
records, documents, items, and/or data, in whatever form, 
relating in any way to” a lengthy list of broadly defined items.

2 A “netbook” is a smaller, more lightweight, and less powerful 
type of laptop computer usually used for Internet and 
electronic mail (e-mail) access. See Cloud Control: Copyright, 
Global Memes and Privacy, 10 J. Telecomm. & High Tech. L. 
53, 58 & n.27 (2012) . Flash drives “are solid state memory 
devices that can comfortably be carried on a key chain. They 
can be used, usually thru a USB port, much like an external 
hard drive.” United States v. Burgess, 576 F.3d 1078, 1090 
n.12 (10th Cir.), cert. denied, 558 U.S. 1097, 130 S. Ct. 1028, 
175 L. Ed. 2d 629 (2009). Like flash drives, secure digital 
cards are a type of “solid-state memory technology that stores 
information when not powered,” but they “serve different 
functions and have limitations that USB flash drives do not”; 
secured digital cards “are thin cards used in phones or 
cameras that serve primarily as digital film substitutes.” 
Sandisk Corp. v. Kingston Tech. Co., 863 F. Supp. 2d. 815, 
819-820 (W.D. Wis. 2012). They are “not readily compatible 
with computers and often require a special adaptor to interface 
with a computer's USB  [***33] port.” Id. at 820.
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information that would be revealed by decryption and 
production is a “foregone conclusion,” and therefore 
 [***31] that requiring the defendant to decrypt the 
devices would not violate his constitutional privilege 
against self-incrimination. Because I believe that the act 
of compelled entry of the codes to decrypt the seized 
devices, thereby producing the unencrypted contents of 
those devices, is protected under both the Fifth 
Amendment to the United States Constitution and art. 
12 of the Massachusetts Declaration of Rights, I 
respectfully dissent.

1. Act of production and authentication. The court 
concludes that the act of decrypting the devices 
pursuant to the Commonwealth's proposed protocol, 
which necessarily would produce in unencrypted form 
any files stored thereon to which the encryption key 
would permit access, is not analogous to the act of 
responding to a subpoena to produce a document, 
where the act of production would be testimonial 
because it makes an assertion that, among other things, 
the document produced is authentic. To reach this 
conclusion, the court adopts the Commonwealth's 
contention that, by decrypting the computers and 
thereby producing their unencrypted contents, the 
defendant would be asserting only his ability to decrypt 
the devices. On this view, he would not be asserting that 
he owned them, had exclusive use and control of them, 
or was familiar with any of the files on them; that certain 
files contained the incriminating evidence sought; or that 
the documents were authentic. Such is far from the 
case.

In taking this view of the matter, the court maintains that 
the defendant merely would be entering a password, 
which he would not disclose to the Commonwealth, into 
the encryption program,  [***34] and would not thereby 
be selecting and producing any documents. Such an 
artificial distinction between the act of entering the 
decryption key and the inevitable result of decrypting the 
devices,3 and thereby producing the files for inspection, 
obfuscates the  [*529]  reality of what the defendant is 
being compelled to disclose. The Commonwealth seeks 
the decryption order at issue not for its own sake, but 
rather to enable the government to access the 
documents it  [**619]  sought when obtaining the search 

3 That no individual file would be decrypted on the computer's 
disk drive until someone requested that particular file is of no 
moment. According to the Commonwealth's expert, the act of 
entering the decryption key is what would permit the 
decryption program to run automatically and provide readable 
access to an individual file upon request.

warrant permitting it to seize the devices. Here, as the 
United States Court of Appeals for the Eleventh Circuit 
concluded in similar circumstances, “the decryption and 
production would be tantamount to testimony by [the 
defendant] of his knowledge of the existence and 
location of potentially incriminating files; of his 
possession, control, and access to the encrypted 
portions of the drives; and of his capability to decrypt the 
files.” In re Grand Jury Subpoena Duces Tecum Dated 
March 25, 2011, 670 F.3d 1335, 1346 (2012) (In re 
Subpoena Duces Tecum). Inexorably, once the 
decryption key is entered, the names and sizes of the 
files (if any) to which the defendant has access on that 
computer will be produced,  [***35] the amount of 
unused space available to the defendant on that 
computer will become known, and the contents of any 
files will be made accessible to the Commonwealth.4

Moreover, the defendant has denied that there are any 
documents related to Baylor Holdings, Ltd. (Baylor), on 
that subset of the seized devices of which he has 
acknowledged ownership, denied that he created any 
documents for Baylor,5 denied that the encrypted 
communication program he used to communicate with 
Baylor continues to be installed on those devices, and 
denied that  [***36] there are any saved records of the 
encrypted communications he had with Baylor 
employees. If the defendant is compelled to decrypt the 
devices, and any such documents are produced 
thereby, the act of decryption will have resulted in a 
prior inconsistent statement by the defendant, which the 
Commonwealth may seek to use against him at trial.6

4 The issue, of course, is not whether the decrypted contents 
of the computer are “testimonial,” but whether the act of 
decrypting the computer and thereby producing decrypted 
information is “testimonial” under the Fifth Amendment to the 
United States Constitution and art. 12 of the Massachusetts 
Declaration of Rights.
5 The defendant told police that he received the already-
executed mortgage assignment documents from Baylor 
through the United States mail, and that he merely recorded 
those documents at the relevant registry of deeds.

6 The Commonwealth asserts that while, according to the 
proposed “protocol,” it will not introduce evidence of the 
manner in which the computers were decrypted (unless the 
defendant opens the door), it intends to introduce evidence of 
the encryption itself as evidence of “consciousness of guilt.” 
The Commonwealth intends to make this argument even 
though encrypting files on computers is now a common 
business practice that is mandatory in many circumstances. 
See In re Grand Jury Subpoena Duces Tecum Dated March 
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 [**620]  In light of all this, I would conclude that both the 
acts of  [*530]  decrypting the devices and of inexorably 
producing thereby the unencrypted contents of the 
devices that the Commonwealth otherwise cannot now 
access are testimonial. See United States v. Hubbell, 
530 U.S. 27, 43, 120 S. Ct. 2037, 147 L. Ed. 2d 24 
(2000) (Hubbell); Doe v. United States, 487 U.S. 201, 
212, 108 S. Ct. 2341, 101 L. Ed. 2d 184 (1988).

2. Foregone conclusion. The court concludes that the 
act of entering the codes to decrypt the devices would 
not infringe upon the defendant's privilege against self-
incrimination. The court is  [***39] of the view that the 
defendant already has disclosed during an interview 
with State troopers anything that, absent such 
disclosures, might be testimonial about the act of 
decryption. In particular, the court concludes that the 
facts which might be learned through the act of 
decryption — ownership and control  [*531]  of the 

25, 2011, 670 F.3d 1335, 1347 (2012) (rejecting “the 
suggestion that simply because the devices were encrypted 
necessarily means  [***37] that [the defendant] was trying to 
hide something. Just as a vault is capable of storing 
mountains of incriminating documents, that alone does not 
mean that it contains incriminating documents, or anything at 
all”). See also G. L. c. 93H, § 2 (requiring adoption of 
regulations “relative to any person that owns or licenses 
personal information about a resident of the commonwealth” 
that are designed to “insure the security and confidentiality” of 
such information; “protect against anticipated threats or 
hazards to the security or integrity of such information; and 
protect against unauthorized access to or use of such 
information”); 201 Code Mass. Regs. §§ 17.00 (2009) 
(implementing G. L. c. 93H); G. Jacobs & K. Laurence, 
Professional Malpractice § 17.1 (2013) (discussing 
requirement, pursuant to G. L. c. 93H and Supreme Judicial 
Court Interim Guidelines for Protection of Personal Identifying 
Data, that attorneys “identify reasonably foreseeable risks to 
records containing such information, control access to it, 
establish policies regarding storage and secure transportation 
of records [e.g., in e-mail correspondence] outside of the 
premises, require use of up-to-date computers, firewalls, 
 [***38] anti-virus software, and secure encryption of all 
electronically stored and transported data” [emphasis 
supplied]); John W. Sime, Selecting a Law Firm Cloud 
Provider, 93 Mich. B.J. 48, 49 (2013) (“Data should be 
encrypted at two stages. The first stage is during data 
transmission.… [D]ata should also be encrypted while in 
storage at the cloud provider”). Moreover, it also seems likely, 
and the Commonwealth has not stated otherwise, that, should 
any such documents be produced on any of the seized 
devices, the Commonwealth will seek to characterize evidence 
of the defendant's earlier denials as inconsistent statements, 
lies, and further consciousness of guilt.

seized devices — have been revealed previously by the 
defendant, or are already known by the Commonwealth 
through other means, and therefore that the “foregone 
conclusion” exception applies to what otherwise would 
be testimonial conduct. The court does not consider 
whether the act of production, also in my view 
testimonial, is encompassed within the foregone 
conclusion exception.

“The touchstone of whether an act of production is 
testimonial is whether the government compels the 
individual to use ‘the contents of his own mind’ to 
explicitly or implicitly communicate some statement of 
fact.” In re Subpoena Duces Tecum, 670 F.3d at 1345, 
quoting Curcio v. United States, 354 U.S. 118, 128, 77 
S. Ct. 1145, 1 L. Ed. 2d 1225 (1957). Under the 
foregone conclusion doctrine, an otherwise testimonial 
act of production is not testimonial if the government 
establishes that, at the time it sought the compelled 
production,  [***40] it already knew of that which would 
explicitly or implicitly be conveyed by the production. 
Fisher v. United States, 425 U.S. 391, 410-411, 96 S. 
Ct. 1569, 48 L. Ed. 2d 39 (1976) (Fisher). See Hubbell, 
supra at 36 n.19, 43-45 (act of production testimonial if 
by compelled conduct “the witness would admit that the 
papers existed, were in his possession or control, and 
were authentic”; inquiry turns on extent of government's 
prior knowledge of existence and location of documents 
produced); United States v. Ponds, 454 F.3d 313, 320-
321, 372 U.S. App. D.C. 117 (D.C. Cir. 2006).

a. Reasonable particularity standard. In addressing the 
extent of knowledge that the government must establish 
in order to invoke the “foregone conclusion” doctrine, 
four circuit courts of the United States Court of Appeals 
have concluded that the government must show with 
“reasonable particularity” that it already knows the 
“location, existence, and authenticity of the purported 
evidence.” In re Subpoena Duces Tecum, 670 F.3d at 
1344 & n.20. See United States v. Ponds, supra at 320-
321; In re Grand Jury Subpoena Dated April 18, 2003, 
383 F.3d 905, 910 (9th Cir. 2004); In re Grand Jury 
Subpoena Duces Tecum Dated October 29, 1992, 1 
F.3d 87, 93 (2d Cir. 1993), cert denied  [***41] sub nom. 
Doe v. United States, 510 U.S. 1091, 114 S. Ct. 920, 
127 L. Ed. 2d 214 (1994).

 [**621]  Treating computer files as documents, the 
United States Court of Appeals for the Eleventh Circuit 
is, to date, the only circuit court to have addressed the 
issue specifically in the context of  [*532]  encrypted 
computers. Concluding that a defendant's compelled 
decryption and production of the contents of computer 
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drives and external hard drives would be sufficiently 
testimonial to trigger Fifth Amendment protections, the 
court determined that “an act of production is not 
testimonial — even if the act conveys a fact regarding 
the existence or location, possession, or authenticity of 
the subpoenaed materials — if the Government can 
show with ‘reasonable particularity’ that, at the time it 
sought to compel the act of production, it already knew 
of the materials, thereby making any testimonial aspect 
a ‘foregone conclusion.’” In re Subpoena Duces Tecum, 
670 F.3d at 1345-1346. To establish a foregone 
conclusion, “[t]he government does not have to show 
that it knows specific file names,” but would have to 
“show with some reasonable particularity that it seeks a 
certain file and is aware, based on other information, 
that (1) the file exists in  [***42] some specified location, 
(2) the file is possessed by the target of the subpoena, 
and (3) the file is authentic.” Id. at 1349 n.28.

While the United States Court of Appeals for the First 
Circuit has yet to consider the issue, I would adopt, at a 
minimum for purposes of art. 12, the same reasonable 
particularity standard for establishing a foregone 
conclusion that other circuit courts have adopted, and 
would conclude that the Commonwealth has not met 
that burden here. See id. at 1346, 1349 (no evidence 
“that the Government, at the time it sought to compel 
production, knew to any degree of particularity what, if 
anything, was hidden behind the encrypted wall”). 
Contrast United States v. Fricosu, 841 F. Supp. 2d 
1232, 1235-1237 (D. Colo. 2012) (existence and 
location of files foregone conclusion where government 
introduced recorded conversation of defendant and third 
party in which she said that file sought “was on my 
laptop”).

b. Extent of government's knowledge in this case. Here, 
the Commonwealth has made no showing that the 
existence, possession, and authenticity of the broad 
categories of items sought are foregone conclusions, 
under any definition of that term. The court focuses on 
 [***43] the defendant's apparent access to the devices 
seized, and his statements that he owns a “laptop,” that 
“everything is encrypted,” and that he could decrypt at 
least one device (“my computer”). In so doing, it 
conflates the probable  [*533]  cause showing that the 
Commonwealth was required to make in order to seize 
the devices in the first instance with the showing that the 
Commonwealth must make when, as here, it seeks the 
otherwise testimonial assistance of a defendant in 

accessing the contents of those devices.7 The showing 
that the  [**622]  Commonwealth must make as to its 
knowledge of the contents of those devices in order to 
render anything revealed by the decryption and 
production of that content a foregone conclusion is 
significantly greater than what is required to show 
probable cause. Hence, the “reasonable particularity” 
standard requires much more than government 
knowledge that a defendant owns or has access to a 
particular computer.

Even under the less specific requirements articulated in 
Hubbell, supra, moreover, the government's burden of 
establishing that, at the time it sought to compel 
decryption and production, it already knew of the 
documents sought, rendering any testimonial aspect of 
that conduct a foregone conclusion, is not met by a 
showing that a defendant had in his house what is 
essentially a locked file cabinet in which such 
documents might have been kept. See In re Subpoena 
Duces Tecum, 670 F.3d at  [*534]  1347 n.25 (“This 

7 The Commonwealth argues that the order to provide the key 
to decrypt the computers and thereby produce the 
unencrypted documents is necessary because encryption 
creates significant difficulties for law enforcement officers 
attempting to prosecute a lengthy list  [***44] of serious 
crimes. In a similar vein, the Commonwealth argues explicitly 
that it should be able to compel the decryption of the devices 
and the production of their content based on the warrant 
affidavit, which established probable cause to seize them, as 
the seizure otherwise has produced no information that would 
be useful in prosecuting the charged offenses.

It does not follow, however, that further restrictions should be 
placed on fundamental protections provided by the Fifth 
Amendment and art. 12, which heretofore have been enforced 
by both State and Federal courts, because the prevalence of 
computers, in this digital age, at times may facilitate the 
commission of crimes. The omnipresence of electronic 
devices which may be monitored, tracked, and recorded has 
likewise afforded unparalleled opportunities to law 
enforcement officers in their pursuit of criminal investigations. 
That encryption may at times present significant difficulties to 
law enforcement officers does not, as the Commonwealth 
suggests, result in a conclusion that the Fifth Amendment 
privilege should be restricted so that enforcement is made 
easier. See Blaisdell v. Commonwealth, 372 Mass. 753, 761, 
364 N.E.2d 191 (1977) (“Where  [***45] the privilege is 
applicable, the constitutionally required result is that no 
balancing of State-defendant interests is permissible to 
facilitate the admittedly difficult burdens of the prosecution”). 
See also Commonwealth v. Doe, 405 Mass. 676, 680, 544 
N.E.2d 860 (1989).
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situation is no different than if the Government seized a 
locked strongbox. Physical possession of the entire 
lockbox is not the issue; whether the Government has 
the requisite knowledge of what is contained inside the 
strongbox is the critical question”).

i. Existence and content of documents sought. Aside 
from knowledge pertinent to the existence and nature of 
the encryption program itself,8 the government has not 
shown that it has  [***46] any knowledge as to the 
existence or content of any particular files or documents 
on any particular computer.9 To the contrary, the 
Commonwealth's computer forensic expert's affidavit 
provides general information about what computers can 
do, but makes no specific assertions as to any files or 
documents expected to be found on any of the seized 
devices. The focus of the trooper's affidavit is on the 
defendant's actions away from his home, as observed 
by police surveillance.10 There no  [**623]  description 

8 David Papargiris, the director of the Attorney General's 
computer forensics laboratory, submitted an affidavit in 
support of the Commonwealth's motion to compel decryption. 
Papargiris stated that some of the storage devices seized from 
the defendant's house indicate use of an encryption program 
called “DriveCrypt Plus Pack.” When this program is installed 
on a computer, the computer displays a particular screen 
requesting a password every time the computer is started. 
Nothing further can be done on that computer until the user 
 [***48] enters the password. Because all of the seized 
computers display the same screen when they are started, 
Papargiris believes that the program is being used for all of the 
seized computers and separate storage devices.
9 As to one external hard drive, the Commonwealth has shown 
knowledge of two documents related to the defendant's own 
home, not involving Baylor Holdings, Ltd. (Baylor), or Puren 
Ventures, Inc., and some links (which do not involve 
documents) to third-party Web sites.
10 The trooper's affidavit details police surveillance and review 
of surveillance video footage of the defendant driving to 
various stores and post offices. Police suspect the defendant 
purchased money orders and gift cards at these locations, by 
filling out forms by hand. Additional surveillance footage 
shows the defendant on one occasion entering and leaving a 
court house that also houses a registry of deeds. Cooperating 
witnesses and documents obtained from third parties indicate 
that an unknown individual purporting to represent Baylor 
arranged for checks to be mailed via United States mail to the 
defendant's former office building in Boston.

The affidavit also recounts police observations of the 
defendant  [***49] suspected to be using publicly available and 
“anonymous” wireless Internet services, which allow access to 

 [*535]  of files that are expected to be found,11 let alone 
that are known to exist, on the defendant's computers,12 
the affidavit contains numerous indications of the 
defendant's apparent efforts to avoid downloading 
documents to his computers, using telephone or 
facsimile transmission from his house. Service 
providers' Web sites that the Commonwealth asserts the 
defendant used,13 are described as advertising that 

the Internet without identifying a particular user's Internet 
Protocol (IP) address, from a variety of locations, such as 
restaurants. These suspicions are based largely on his 
presence at particular times at locations where such services 
are available, or in nearby parking lots, and, on two occasions, 
because he was observed apparently using a laptop.
11 Based on the affidavits, the Commonwealth clearly had 
probable cause to seize the devices themselves. In this 
regard, there was reason to think the defendant used some 
unspecified computer to connect to the Internet in 
communicating with the intended victims of the fraud.

12 The search warrant affidavit states that the seized 
computers “are capable of storing,” inter alia, information 
about the defendant's “contacts and activities” for a period of 
more than four months, “anything having do to with” his 
financial transactions over an approximately three-year period 
(although the fraudulent mortgage scheme allegedly lasted for 
less than one year), any Internet search, over an unlimited 
time frame and geographic area, for residential 
 [***50] properties, and “any” document filed with “any 
Massachusetts Registry of Deeds,” again over an unlimited 
period. The same information is also sought, from “[a]ny and 
all records, documents, items, and/or data, in whatever form,” 
to be found at the defendant's house and in his automobile. 
The affidavit states further that, because “[t]ransferring data 
files between computers or onto storage devices such as disks 
is a simple task that takes little time … once a file is on one 
computer at a given location — particularly a home — I 
believe that there is probable cause to believe that it could be 
moved to any storage device or other computer at that same 
location.” The court does not address whether these broad 
categories and date ranges meet the specificity requirements 
of Commonwealth v. McDermott, 448 Mass. 750, 771-775, 
864 N.E.2d 471, cert. denied, 552 U.S. 910, 128 S. Ct. 257, 
169 L. Ed. 2d 188 (2007) (concluding that each computer file 
is separate, closed container, and discussing limitations 
necessary on searches to be conducted of computer hard 
drives so that warrants to conduct such searches are not 
constitutionally infirm). The record here also does not indicate 
whether the Commonwealth sought a warrant as to the search 
of  [***51] each of the devices once they had been seized and 
transported to the police laboratory. See id. at 774-775.

13 The trooper's affidavit suggests that the defendant made 
use of third-party services over the Internet to establish certain 
corporate telephone and facsimile numbers The Web sites 
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documents are stored  [*536]  on the third-party service 
providers' computers, and  [**624]  may be accessed 
over the Internet without downloading anything to a 
user's own computer. See G. Jacobs & K. Laurence, 
Professional Malpractice § 17.1 (2013) (discussing 
“cloud computing” as “in essence  [***47] a 
sophisticated form of remote electronic data storage on 
the Internet .… Unlike traditional methods that maintain 
data on a computer or service at a law office or other 
place of business, data stored ‘in the cloud’ [cloud 
computing] is kept on large servers located elsewhere 
and maintained by a vendor”). The Commonwealth 
accordingly has not shown that it knows “with some 
reasonable particularity that it seeks a certain file and is 
aware, based on other information, that (1) the file exists 
in some specified location, (2) the file is possessed by 
the target of the subpoena, and (3) the file is authentic.” 
In re Subpoena Duces Tecum, 670 F.3d at 1349 n.28.

“In Fisher, [supra at 411,] … the act of production was 
not testimonial because the Government had knowledge 
of each fact that had the potential of being testimonial. 
As a contrast, the Court in Hubbell[, supra at 44-45,] 
found there was testimony in the production of the 
documents since the Government had no knowledge of 
the existence of documents, other than a suspicion that 
documents likely existed and, if they did exist, that they 
would fall within the broad categories requested.” In re 
Subpoena Duces Tecum, 670 F.3d at 1345. Here, too, 
the government has no more than a suspicion that 
broad categories of documents, extending over periods 
of years, may exist on one or more of the seized 
devices. See United States v. Doe, 465 U.S. 605, 613-
614, 104 S. Ct. 1237, 79 L. Ed. 2d 552 & nn.11-13 
(1984). See, e.g., Commonwealth v. Hughes, 380 Mass. 
583, 592, 404 N.E.2d 1239, cert. denied, 449 U.S. 900, 

described in the affidavit, however, are explicitly discussed as 
services which would not require placing any documents on a 
suspect's own computer. They are described as permitting 
anonymous use, storing documents on the third-party service 
provider's computers, and permitting access to, for instance, 
e-mail message attachments without downloading anything to 
a user's own computer. See United States v. Falso, 544 F.3d 
110, 112-114 (2d Cir. 2008) (warrant affidavit asserting after 
forensic examination of computer that defendant “appeared to 
have gained or attempted to gain” access to Web site which 
distributed and sold child pornography, where e-mail address 
belonging to defendant was listed as subscriber to member 
section of Web site, defendant had Internet service from his 
house, and defendant had been convicted of prior 
misdemeanor sex offense, did not establish probable cause 
that images of child  [***52] pornography would be found on 
defendant's computer).

101 S. Ct. 269, 66 L. Ed. 2d 129 (1980) (act of 
producing gun by defendant charged with assault by 
means of dangerous weapon would not convey “merely 
trivial new knowledge” but would communicate “just 
those matters about which the Commonwealth desires 
but does not have solid information”). Contrast Fisher, 
supra.

 [*537]  The court  [***53] notes that the defendant has 
admitted to engaging in real estate transactions for 
Baylor, communicating with Baylor over an encrypted 
communication program installed on his laptop, using 
the Internet to communicate, having more than one 
computer, that “everything” on his computer is 
encrypted, and that he knows how to decrypt it. The 
court points also to the fact that two of the mortgage 
assignments to Baylor apparently are fraudulent.14 
None of this, however, establishes anything about the 
government's knowledge of the documents, if any, that 
may be stored on the seized devices.15 See In re Grand 
Jury Subpoena dated April 18, 2003, 383 F.3d at 910 
(“Although the government possessed extensive 
knowledge about [defendant's] price-fixing activities as a 
result of interviews with cooperating  [**625]  witnesses 
and [his] own incriminating statements … , it is the 
government's knowledge of the existence and 
possession of the actual documents, not the information 
contained therein, that is central to the foregone 
conclusion inquiry”).

Furthermore, the court misconstrues the extent of the 
defendant's statements concerning the encryption, 
thereby inferring that the defendant has asserted 
greater access and control than is in fact the case. The 
court conflates the encryption of the disk drive on one of 
the computers, which the defendant acknowledged, with 
the existence of the encrypted communication 

14 Police suspect the two assignments to Baylor are fraudulent 
based on their communication with the closing attorneys 
involved in the sales of the two properties  [***54] not long 
after the assignments had been recorded, and with the banks 
that previously held the mortgages.
15 The trooper's affidavit states, without record support, that 
evidence seized from the external hard drive shows that the 
defendant used his computers to create the forged 
assignments. The documents described as having been 
observed on the external hard drive, however, which are the 
only specific documents described as existing on any of the 
seized devices, relate to an unsigned release of a mortgage 
on the defendant's own property, and not to any assignment to 
Baylor; nothing in the affidavit indicates how the documents 
were created.
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program16 purportedly used to communicate with 
Baylor.17 Contrary to the court's statement, the 
defendant has not said that the  [*538]  communication 
program that he ran in order to communicate 
 [***55] with someone at Baylor is installed on any of his 
computers at this time; indeed, he stated explicitly that it 
had been installed on his “laptop” but that it might no 
longer be there and that the program itself “may not 
exist anymore.”18

16 As the defendant described it to police, the communication 
program works like an online “chat” session; one person types, 
and the other person sees the message displayed on his or 
her computer screen. The message that the user types is 
encrypted before it is sent to the recipient. The program as 
described is not intended to create and store documents, or to 
encrypt computer drives, but, rather, to allow users to send 
messages back and forth in a secure way so that someone 
trying to eavesdrop on the messages being sent would be 
unable to do so.

17 The court points to the defendant's statement to police that, 
“[i]n order to decrypt the information, he would have to ‘start 
the program’” as being a reference to the “DriveCrypt” 
encryption software on the computer drives that it takes as an 
admission of control over the drives and the ability to decrypt 
them. The defendant was speaking, however, of the 
communication program he started in order to communicate 
 [***56] in a “chat” session with the Russian individuals at 
Baylor, not of the encryption of the computer drives 
themselves. According to the defendant's statement, the 
communication program takes up very little space on a 
computer drive and can be installed on any device, including a 
removable “flash” drive; the program requires only an Internet 
connection, and can be run from anywhere, by inserting a 
“flash” drive into a computer.

The defendant, who is a native of Russia, obtained the 
program at a financial conference in Europe sometime in 
2004, 2005, or 2006, because he intended to develop his 
business in the Russian market; he believed that encrypted 
communication was necessary to address Russian security 
concerns. In response to an explicit question, the defendant 
answered that he did not know whether the communication 
program saved the contents of any conversation on a 
computer drive, then clarified that the communication program 
did not save any of the typed conversations, but, rather, 
deleted them at the end of a communication session, and that 
he thought it did not store copies of the conversations because 
it was intended to be secure.

18 When asked at another point about the location  [***57] of 
the “encryption device” that he used to communicate with 
Baylor (“Is it on your laptop? Is it on your desktop”?) the 
defendant replied, “At different points it was.” Whether the 
defendant was referring to the “laptop” seized from his house 

On this record, the Commonwealth does not know what 
is stored on any of the seized devices, or if any of them 
contain information relevant to the charged offenses. 
Notwithstanding the court's conclusion to the contrary, 
the affidavit in support of the search warrant and the 
defendant's statements to police do not give rise to a 
foregone conclusion that whatever would be revealed by 
the defendant's entry of the decryption key, and 
consequent production of the unencrypted contents of 
all of the  [*539]  seized devices, is already known to the 
government. See  [**626]  Hubbell, supra at 45 (“the 
overbroad argument that a businessman … will always 
possess general business and tax records,” could not 
“cure [the] deficiency” of government's failure to 
demonstrate its “prior knowledge of either the existence 
or the whereabouts” of requested  [***58] documents); 
In re Grand Jury Subpoena Dated April 18, 2003, 383 
F.3d at 911 (“A subpoena such as this, which seeks all 
documents within a category but fails to describe those 
documents with any specificity indicates that the 
government needs the act of production to build its case 
against [the defendant]”). See also United States v. 
Doe, 465 U.S. at 614 n.12.

Even more fundamentally, to establish a foregone 
conclusion the government must first show that it knows 
any files at all exist on a particular computer. In In re 
Subpoena Duces Tecum, 670 F.3d at 1346, 1349, the 
United States Court of Appeals for the Eleventh Circuit 
reversed an order requiring a suspect to decrypt his 
computer, which was using the same type of encryption 
program that the Commonwealth's expert avers is being 
used to encrypt the devices here, because the court 
concluded that the government had not shown that any 
files existed on the computer, other than the encryption 
program itself. The encryption program at issue not only 
encrypts information stored on a computer, it also 
encrypts all unused space on the computer's hard drive, 
making it impossible to determine how much of the 
computer contains actual files and  [***59] how much is 
unused or blank. Because the government could not 
show that any data on the computer represented actual 
files, the court concluded that “[t]he [g]overnment has 
failed to show any basis, let alone shown a basis with 
reasonable particularity, for its belief that encrypted files 
exist on the drives …”). Id. at 1349. Given the properties 
of the encryption program in place on the seized 
devices here, as described by the Commonwealth's 
expert, the Commonwealth does not know whether they 

or the “netbook” seized from his car is unclear. It is also 
unclear which of the two other computers he meant by “your 
desktop.”

468 Mass. 512, *537; 11 N.E.3d 605, **625; 2014 Mass. LEXIS 416, ***54
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contain any documents of any kind.

ii. Ownership, exclusive use, and control. The court's 
decision also conflates access to a particular 
computer19 with access to, and knowledge and control 
of, each of the files on that  [*540]  computer.20 As 
stated, the United States Supreme Court has rejected 
the view that a defendant's access to a locked cabinet, 
whose contents are not known but that might contain 
the documents sought, is sufficient to establish that 
 [**627]  the government knows the contents of those 
documents, such that their compelled production by 
unlocking the cabinet is a foregone conclusion. Hubbell, 
supra. This distinction is even more critical in 
considering the issue of production or search of 
 [***60] files stored on a computer. See In re Subpoena 
Duces Tecum, 670 F.3d at 1346, 1349; United States v. 
Fricosu, 841 F. Supp. 2d 1232, 1235-1237 (D. Colo. 
2012). Like many courts to have considered the issue, 
we have concluded that each computer file is a separate 
document in a closed container, requiring that searches 
of a computer to locate specific files must be limited and 
particular. See Commonwealth v. McDermott, 448 
Mass. 750, 775, 864 N.E.2d 471, cert. denied, 552 U.S. 
910, 128 S. Ct. 257, 169 L. Ed. 2d 188 (2007). See 
United States v. Potts, 586 F.3d 823, 833 (10th Cir. 

19 The defendant stated that the computer in his home was in 
an area accessible to anyone in the house or who came to his 
home office, and that Baylor employees accessed his 
computer using the encrypted communication program. On 
this record, the government has not shown that the defendant 
had exclusive access to the computers.

20 According to the Commonwealth's expert, the encryption 
program on the seized computers permits multiple users with 
distinct passwords, each potentially having access to a 
different portion of the computer drive. The government does 
not currently know how many user accounts exist on any of 
the computers, and to which portions, if any, of any particular 
 [***62] computer the defendant has access. See Trulock v. 
Freeh, 275 F.3d 391, 403-404 (4th Cir. 2001) (where two 
individuals shared use of computer, and both had access to 
entire computer hard drive, other user did not have authority to 
consent to search of suspect's password-protected files on 
that drive). The ability to enter a password to start the 
computer does not, therefore, indicate whether the defendant 
has access to or control over all of the different user accounts 
and different sections of the computer drives that may have 
been established on any of the seized computers; it would, 
however, potentially reveal to the Commonwealth the 
existence of other accounts, and possibly others who use the 
computers, about which the Commonwealth has indicated no 
knowledge.

2009) (“officers must be clear as to what it is they are 
seeking on the computer and conduct the search in a 
way that avoids searching files of types not identified in 
the warrant”). See, e.g., United States v. Mann, 592 
F.3d 779, 786 (7th Cir.), cert. denied, 561 U.S. 1034, 
130 S. Ct. 3525, 177 L. Ed. 2d 1106 (2010), and cases 
cited; United States v. Burgess, 576 F.3d 1078, 1088-
1089 (10th Cir.), cert. denied, 558 U.S. 1097, 130 S. Ct. 
1028, 175 L. Ed. 2d 629 (2009); United States v. Carey, 
172 F.3d 1268, 1270-1273 (10th Cir. 1999); United 
States v. Stierhoff,  [*541]  477 F. Supp. 2d 423, 439 n.8 
(D.R.I. 2007), aff'd, 549 F.3d 19 (1st Cir. 2008). See 
generally Goldfoot, The Physical Computer and the 
Fourth Amendment, 16 Berkeley J. Crim. L. 112 (2011); 
 [***61] Kerr, Searches and Seizures in a Digital World, 
119 Harv. L. Rev. 531 (2005); Trepel, Digital Searches, 
General Warrants, and the Case for the Courts, 10 Yale 
J. L. & Tech. 120 (2007). Therefore, the government 
must establish knowledge of the existence of the 
particular file, either by the name of the file or by 
knowledge of its contents, as well as the defendant's 
access to that portion of the encrypted drive on which 
the file exists. See In re Subpoena Duces Tecum, 670 
F.3d at 1346, 1349. It has not done so here.

3. Attorney-client privilege. I would conclude also that 
the defendant cannot be compelled to enter the 
decryption key, and thereby produce all documents to 
which he has access, on each device, under the 
protocol as proposed by the Commonwealth, because 
of the possibility that the computers contain privileged 
information relating to the defendant's legal clients. See 
Preventive Medicine Assocs. v. Commonwealth, 465 
Mass. 810, 822-824, 992 N.E.2d 257 & nn.24-26 (2013) 
 [***63]  (“a search, to be reasonable, must include 
reasonable steps designed to prevent a breach of the 
attorney-client privilege .… [T]he harm to the defendant 
could be irreparable if the Commonwealth viewed 
privileged materials, even if only by accident”). The 
issue of attorney-client privilege is not addressed in the 
search warrant affidavit, the protocol proffered in 
conjunction with the Commonwealth's motion to compel, 
or the court's decision.21

21 The question is addressed by the defendant in his brief and 
by the Commonwealth in its reply brief. While the 
Commonwealth asserts in its reply brief, prior to a discussion 
on the merits, that the question of attorney-client privilege is 
not part of the reported question before the court, the plain 
language of the Commonwealth's motion to report, which was 
allowed, and which is presented by the Commonwealth in its 
initial brief as “the issue presented for review,” asks, “Can the 
defendant be compelled pursuant to the Commonwealth's 
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The defendant told police that he ran a law office from 
his house, and that he had  [**628]  approximately ten 
active personal injury clients. He stated that he sent 
facsimile transmissions to his personal injury clients, 
when necessary, using TrustFax, an Internet  [*542]  
facsimile site, from his home computer. He 
acknowledged that “my computer” is encrypted, but did 
not identify which one of the seized devices he meant, 
and asserted that the encryption was to protect his 
“privacy.” The police photographs of one of the 
computer screens when that computer was running, 
showing the directory name “K:\Leon Documents\My 
Scans” and an icon labeled “Attorney Leon I. Gelfgatt,” 
do not indicate that the documents, if any, on the 
computers relate to Baylor and not to the defendant's 
other clients. Nor do they show that the computers 
contain any documents related to Baylor. Because the 
proposed protocol potentially would allow the 
Commonwealth to view privileged information related to 
the defendant's other clients, I would conclude, on this 
basis as well, that the requested order to compel is 
unreasonable and impermissible.

4. Conclusion. Because I believe that the compelled 
decryption and production  [***65] here is fundamentally 
testimonial, and the Commonwealth has not established 
a foregone conclusion that the existence, location, and 
authenticity of the information that would be produced is 
known to the government, I respectfully dissent, and 
would answer the reported question, “No.”

End of Document

proposed protocol to provide his key to seized encrypted 
digital evidence …” (emphasis supplied)? The joint stipulation 
of the parties as to the wording of the reported question uses 
identical  [***64] language.

468 Mass. 512, *541; 11 N.E.3d 605, **627; 2014 Mass. LEXIS 416, ***63
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* The syllabus constitutes no part of the opinion of the Court but has been prepared by the Reporter of Decisions

for the convenience of the reader. See United States v. Detroit Lumber Co., 200 U.S. 321, 337, 26 S.Ct.
282, 287, 50 L.Ed. 499.

1 It is a criminal offense for a Cayman bank to divulge any confidential information with respect to a customer's
account unless the customer has consented to the disclosure. See the 1976 Confidential Relationships

(Preservation) Law No. 16, as amended, 1979 CAY. IS. LAWS, ch. 26, §§ 3, 4 (Cayman Islands bank-
secrecy law).

Apparently, Bermuda common law has been interpreted as imposing an implied contract of confidentiality
between a Bermuda bank and its customers, pursuant to which “no Bermuda bank may release information
in its possession concerning its customers' affairs unless (1) it is ordered to do so by a court of competent
jurisdiction in Bermuda, or (2) it receives a specific written direction from its customer requesting the bank
to release such information.” Letter dated August 1, 1984, from Richard A. Bradspies, Vice President–
Operations, of the Bank of Bermuda International Ltd., to David Geneson, Esq., Fraud Section, Criminal
Division, U.S. Dept. of Justice, Respondent's Exhibit 4; Respondent's Notice of Disclosure of 6(e) Materials,
2 Record 307.
The Government has not yet sought contempt sanctions against the banks.

2 The revised consent form reads:
“I, ______, of the State of Texas in the United States of America, do hereby direct any bank or trust company
at which I may have a bank account of any kind or at which a corporation has a bank account of any kind
upon which I am authorized to draw, and its officers, employees and agents, to disclose all information
and deliver copies of all documents of every nature in your possession or control which relate to said bank
account to Grand Jury 84–2, empaneled May 7, 1984 and sitting in the Southern District of Texas, or to any
attorney of the District of Texas, or to any attorney of the United States Department of Justice assisting said
Grand Jury, and to give evidence relevant thereto, in the investigation conducted by Grand Jury 84–2 in
the Southern District of Texas, and this shall be irrevocable authority for so doing. This direction has been
executed pursuant to that certain order of the United States District Court for the Southern District of Texas
issued in connection with the aforesaid investigation, dated ______. This direction is intended to apply to
the Confidential Relationships (Preservation) Law of the Cayman Islands, and to any implied contract of
confidentiality between Bermuda banks and their customers which may be imposed by Bermuda common
law, and shall be construed as consent with respect thereto as the same shall apply to any of the bank
accounts for which I may be a relevant principal.” App. to Pet. for Cert. 12a, n. 5.

3 The Court of Appeals, citing United States v. New York Telephone Co., 434 U.S. 159, 174, 98 S.Ct. 364,
373, 54 L.Ed.2d 376 (1977), held that the All Writs Act, 28 U.S.C. § 1651(a), authorized the District Court
to consider the Government's motion to compel Doe's execution of the consent form, since that compulsion
would facilitate the enforcement of the grand jury subpoenas served on the banks. App. to Pet. for Cert. 6a–
7a. Petitioner has not challenged the Court of Appeals' conclusion regarding the District Court's authority for
entering its order, and we do not address that issue here.

4 The Second and Eleventh Circuits, as did the Fifth, have held that the Fifth Amendment is not implicated

by a court order compelling consent to the disclosure of foreign bank records. United States v. Ghidoni,

732 F.2d 814 (CA11), cert. denied, 469 U.S. 932, 105 S.Ct. 328, 83 L.Ed.2d 264 (1984); United States

v. Davis, 767 F.2d 1025, 1039–1040 (CA2 1985); accord, In re Grand Jury Subpoena, 826 F.2d 1166
(CA2 1987), cert. pending, No. 87–517 sub nom. Coe v. United States. A divided panel of the First Circuit,

however, has held that such an order violates the Fifth Amendment. In re Grand Jury Proceedings
(Ranauro), 814 F.2d 791 (1987).
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5 As noted above, the District Court concluded that the consent directive was incriminating in that it would
furnish the Government with a link in the chain of evidence leading to Doe's indictment. Because we ultimately
find no testimonial significance in either the contents of the directive or Doe's execution of it, we need not,
and do not, address the incrimination element of the privilege.

6 Petitioner's blanket assertion that a statement is testimonial for Fifth Amendment purposes if its content can
be used to obtain evidence confuses the requirement that the compelled communication be “testimonial” with
the separate requirement that the communication be “incriminating.” If a compelled statement is “not *209
testimonial and for that reason not protected by the privilege, it cannot become so because it will lead to

incriminating evidence.” In re Grand Jury Subpoena, 826 F.2d, at 1172, n. 2 (concurring opinion).

Petitioner's heavy reliance on this Court's decision in Kastigar v. United States, 406 U.S. 441, 92 S.Ct.
1653, 32 L.Ed.2d 212 (1972), for a contrary proposition is misguided. Kastigar affirmed the constitutionality
of 18 U.S.C. §§ 6002 and 6003, which permit the Government to compel testimony as long as the witness is
immunized against the use in any criminal case of the “testimony or other information” provided. In holding
that the immunity provided by the statute is coextensive with the Fifth Amendment privilege, the Court
implicitly concluded that the privilege prohibits “the use of compelled testimony, as well as evidence derived

directly and indirectly therefrom.” 406 U.S., at 453, 92 S.Ct., at 1661. The prohibition of derivative use
is an implementation of the “link in the chain of evidence” theory for invocation of the privilege, pursuant
to which the “compelled testimony” need not itself be incriminating if it would lead to the discovery of

incriminating evidence. See Hoffman v. United States, 341 U.S. 479, 486, 71 S.Ct. 814, 818, 95 L.Ed.

1118 (1951). See also Murphy v. Waterfront Comm'n of New York Harbor, 378 U.S. 52, 79, 84 S.Ct.
1594, 1609, 12 L.Ed.2d 678 (1964); 8 J. Wigmore, Evidence § 2260 (McNaughton rev. 1961) (Wigmore).
This prohibition, however, assumes that the suspect's initial compelled communication is testimonial.

7 See In re United States Grand Jury Proceedings (Cid), 767 F.2d 1131, 1132 (CA5 1985); In re

Grand Jury Proceedings (Ranauro), 814 F.2d, at 793; id., at 798 (dissenting opinion); United States

v. Davis, 767 F.2d, at 1040. See also United States v. Ghidoni, 732 F.2d, at 816.
8 The decisions in Fisher v. United States, 425 U.S. 391, 96 S.Ct. 1569, 48 L.Ed.2d 39 (1976), and United

States v. Doe, 465 U.S. 605, 104 S.Ct. 1237, 79 L.Ed.2d 552 (1984), rested on the understanding that “ ‘the
Court has never on any ground ... applied the Fifth Amendment to prevent the otherwise proper acquisition
or use of evidence which, in the Court's view, did not involve compelled testimonial self-incrimination of some

sort.’ ” Id., at 611, n. 8, 104 S.Ct., at 1241 n. 8, quoting Fisher, 425 U.S., at 399, 96 S.Ct. at 1575. The
Court thus squarely held that the Fifth Amendment comes into play “only when the accused is compelled

to make a testimonial communication that is incriminating.”  Id., at 408, 96 S.Ct., at 1579 (emphasis in

original); see id., at 409, 96 S.Ct. at 1580; Doe, 465 U.S., at 611, 613, 104 S.Ct., at 1241, 1242. These
principles were articulated in general terms, not as confined to acts. Petitioner has articulated no cogent
argument as to why the “testimonial” requirement should have one meaning in the context of acts, and another
meaning in the context of verbal statements.

9 We do not disagree with the dissent that “[t]he expression of the contents of an individual's mind” is testimonial
communication for purposes of the Fifth Amendment. Post, at 2352, n. 1. We simply disagree with the
dissent's conclusion that the execution of the consent directive at issue here forced petitioner to express
the contents of his mind. In our view, such compulsion is more like “be[ing] forced to surrender a key to a
strongbox containing incriminating documents” than it is like “be[ing] compelled to reveal the combination to
[petitioner's] wall safe.” Post, at 2352.
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10 Petitioner's reliance on a statement in this Court's decision in Schmerber v. California, 384 U.S. 757, 86
S.Ct. 1826, 16 L.Ed.2d 908 (1966), for the proposition that all verbal statements sought for their content
are testimonial is misplaced. In Schmerber, the Court stated that the privilege extends to “an accused's

communications, whatever form they might take,” id., at 763–764, 86 S.Ct., at 1832, but it did so in the
context of clarifying that the privilege may apply not only to verbal communications, as was once thought, but

also to physical communications. See United States v. Wade, 388 U.S. 218, 223, 87 S.Ct. 1926, 1930, 18
L.Ed.2d 1149 (1967). Contrary to petitioner's urging, the Schmerber line of cases does not draw a distinction
between unprotected evidence sought for its physical characteristics and protected evidence sought for its
content. Rather, the Court distinguished between the suspect's being compelled himself to serve as evidence
and the suspect's being compelled to disclose or communicate information or facts that might serve as or

lead to incriminating evidence. See, e.g., Schmerber, 384 U.S., at 764, 87 S.Ct., at 1832. See also Holt v.
United States, 218 U.S. 245, 252–253, 31 S.Ct. 2, 6, 54 L.Ed. 1021 (1910); 8 Wigmore § 2265, p. 386. In order
to be privileged, it is not enough that the compelled communication is sought for its content. The content itself

must have testimonial significance. Fisher, 425 U.S., at 408, 96 S.Ct., at 1579; Gilbert v. California, 388

U.S. 263, 267, 87 S.Ct. 1951, 1953, 18 L.Ed.2d 1178 (1967); Wade, 388 U.S., at 222, 87 S.Ct., at 1929.
11 Petitioner argues that at least some of these policies would be undermined unless the Government is required

to obtain evidence against an accused from sources other than his compelled statements, whether or not the
statements make a factual assertion or convey information. Petitioner accordingly maintains that the policy of
striking an appropriate balance between the power of the Government and the sovereignty of the individual
precludes the Government from compelling an individual to utter or write words that lead to incriminating
evidence. Even if some of the policies underlying the privilege might support petitioner's interpretation of the
privilege, “it is clear that the scope of the privilege does not coincide with the complex of values it helps to
protect. Despite the impact upon the inviolability of the human personality, and upon our belief in an adversary
system of criminal justice in which the Government must produce the evidence against an accused through its
own independent labors, the prosecution is allowed to obtain and use ... evidence which although compelled

is generally speaking not ‘testimonial,’ Schmerber v. California, 384 U.S. 757, 761 [86 S.Ct., at 1830].”

Grosso v. United States, 390 U.S. 62, 72–73, 88 S.Ct. 709, 715–716, 19 L.Ed.2d 906 (1968) (BRENNAN,

J., concurring). See also Schmerber, 384 U.S., at 762–763, 86 S.Ct., at 1831. If the societal interests in
privacy, fairness, and restraint of governmental power are not unconstitutionally offended by compelling the
accused to have his body serve as evidence that leads to the development of highly incriminating testimony,
as Schmerber and its progeny make clear, it is difficult to understand how compelling a suspect to make a
nonfactual statement that facilitates the production of evidence by someone else offends the privilege.

12 In particular, we do not agree that our articulation cuts back on the Court's explanation in Miranda v.
Arizona, 384 U.S. 436, 86 S.Ct. 1602, 16 L.Ed.2d 694 (1966), that “the privilege is fulfilled only when the
person is guaranteed the right ‘to remain silent unless he chooses to speak in the unfettered exercise of

his own will.’ ” Id., at 460, 86 S.Ct., at 1620, quoting Malloy v. Hogan, 378 U.S. 1, 8, 84 S.Ct. 1489,
1493, 12 L.Ed.2d 653 (1964). In Miranda, the Court addressed a suspect's Fifth Amendment privilege in the
face of custodial interrogation by the Government. Our test for when a communication is “testimonial” does
not authorize law enforcement officials to make an unwilling suspect speak in this context. It is clear that
the accused in a criminal case is exempt from giving answers altogether, for (at least on the prosecution's
assumption) they will disclose incriminating information that the suspect harbors.
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To the extent petitioner attempts to construe Miranda as establishing an absolute right against being

compelled to speak, that understanding is refuted by the Court's decision in United States v. Dionisio,
410 U.S. 1, 93 S.Ct. 764, 35 L.Ed.2d 67 (1973), in which the Court held that a suspect may not invoke the
privilege in refusing to speak for purposes of providing a voice exemplar.

13 For example, the Fourth Amendment generally prevents the government from compelling a suspect to

consent to a search of his home, cf. Schneckloth v. Bustamonte, 412 U.S. 218, 248–249, 93 S.Ct. 2041,
2058–2059, 36 L.Ed.2d 854 (1973); the attorney-client privilege prevents the Government from compelling a

suspect to direct his attorney to disclose confidential communications, see generally Upjohn Co. v. United
States, 449 U.S. 383, 389, 101 S.Ct. 677, 682, 66 L.Ed.2d 584 (1981); 8 Wigmore § 2292; and the Due
Process Clause imposes limitations on the government's ability to coerce individuals into participating in

criminal prosecutions, see generally Rochin v. California, 342 U.S. 165, 174, 72 S.Ct. 205, 210, 96 L.Ed.
183 (1952).

14 The consent directive at issue here differs from the form at issue in Ranauro which suggested that the witness,
in fact, had consented: “I, [witness], consent to the production to the [District Court and Grand Jury] of any
and all records related to any accounts held by, or banking transactions engaged in with, [bank X], which

are in the name of, or on behalf of: [witness], if any such records exist.” 814 F.2d, at 796. Further, the

Ranauro form, unlike the directive here, did not indicate that it was executed under court order. Id.,
at 795. It is true that the First Circuit made clear that its conclusion that the Ranauro form was testimonial
did not turn on these distinctions, ibid., but we are not sanguine that the differences are irrelevant. Even if
the Self–Incrimination Clause was not implicated, it might be argued that the compelled signing of such a

“consent” form raises due process concerns. Cf. In re Grand Jury Subpoena, 826 F.2d, at 1171 (finding no
due process violation where directive clearly states that witness is signing under compulsion of court order);

United States v. Ghidoni, 732 F.2d, at 818, n. 7 (same). Neither issue, of course, is presented by this
case, and we take no position on whether such compulsion in fact would violate Fifth Amendment or due
process principles.

15 Petitioner apparently maintains that the performance of every compelled act carries with it an implied
assertion that the act has been performed by the person who was compelled, and therefore the performance
of the act is subject to the privilege. In Wade, Gilbert, and Dionisio, the Court implicitly rejected this argument.
It could be said in those cases that the suspect, by providing his handwriting or voice exemplar, implicitly
“acknowledged” that the writing or voice sample was his. But as the holdings make clear, this kind of simple
acknowledgment—that the suspect in fact performed the compelled act—is not “sufficiently testimonial for

purposes of the privilege.” Fisher, 425 U.S., at 411, 96 S.Ct., at 1581. Similarly, the acknowledgment
that Doe directed the bank to disclose any records the bank thinks are Doe's—an acknowledgment implicit
in Doe's placing his signature on the consent directive—is not sufficiently testimonial for purposes of the
privilege.

The dissent apparently disagrees with us on this point, although the basis for its disagreement is unclear.
See post, at 2353–2354, n. 2. Surely, the fact that the executed form creates “a new piece of evidence
that may be used against petitioner” is not relevant to whether the execution has testimonial significance,
for the same could be said about the voice and writing exemplars the Court found were not testimonial
in nature. Similarly irrelevant to the issue presented here is the dissent's invocation of the First Circuit's
hypothetical of how the Government might use the directive to link petitioner to whatever documents the

banks produce. That hypothetical, as the First Circuit indicated, Ranauro, 814 F.2d, at 793, goes only
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to showing that the directive may be incriminating, an issue not presented in this case. See n. 5, supra. It
has no bearing on whether the compelled execution of the directive is testimonial.

16 The Government of the Cayman Islands maintains that a compelled consent, such as the one at issue in
this case, is not sufficient to authorize the release of confidential financial records protected by Cayman law.
Brief for Government of Cayman Islands as Amicus Curiae 9–11. The Grand Court of the Cayman Islands
has held expressly that a consent directive signed pursuant to an order of a United States court and at the
risk of contempt sanctions, could not constitute “consent” under the Cayman confidentiality law. See In re
ABC Ltd., 1984 C.I.L.R. 130 (1984) (reviewing the consent directive at issue in Ghidoni ). The United States
observes that the cited decision has not been appealed and argues accordingly that Cayman law on the point
has not been definitely settled.

The effectiveness of the directive under foreign law has no bearing on the constitutional issue in this case.
Nevertheless, we are not unaware of the international comity questions implicated by the Government's
attempts to overcome protections afforded by the laws of another nation. We are not called upon to address
those questions here.

1 The forced production of physical evidence, which we have condoned, see Gilbert v. California, 388 U.S.
263, 87 S.Ct. 1951, 18 L.Ed.2d 1178 (1967) (handwriting exemplar); United States v. Wade, 388 U.S. 218, 87
S.Ct. 1951, 18 L.Ed.2d 1178 (1967) (voice exemplar); Schmerber v. California, 384 U.S. 757, 87 S.Ct. 1951,

18 L.Ed.2d 1178 (1966) (blood test); Holt v. United States, 218 U.S. 245, 31 S.Ct. 2, 54 L.Ed. 1021 (1910)

(lineup), involves no intrusion upon the contents of the mind of the accused. See Schmerber, 384 U.S., at
765, 86 S.Ct., at 1832 (forced blood test permissible because it does not involve “even a shadow of testimonial
compulsion upon or enforced communication by the accused” ). The forced execution of a document that
purports to convey the signer's authority, however, does invade the dignity of the human mind; it purports to
communicate a deliberate command. The intrusion on the dignity of the individual is not diminished by the fact
that the document does not reflect the true state of the signer's mind. Indeed, that the assertions petitioner is
forced to utter by executing the document are false, causes an even greater violation of human dignity. For
the same reason a person cannot be forced to sign a document purporting to authorize the entry of judgment

against himself, cf. Brady v. United States, 397 U.S. 742, 748, 90 S.Ct. 1463, 25 L.Ed.2d 747 (1970), I
do not believe he can be forced to sign a document purporting to authorize the disclosure of incriminating
evidence. In both cases the accused is being compelled “to be a witness against himself”; indeed, here he
is being compelled to bear false witness against himself.

The expression of the contents of an individual's mind falls squarely within the protection of the Fifth

Amendment. Boyd v. United States, 116 U.S. 616, 633–635, 6 S.Ct. 524, 533–535, 29 L.Ed. 746 (1886);

Fisher v. United States, 425 U.S. 391, 420, 96 S.Ct. 1569, 1585, 48 L.Ed.2d 39 (1976). Justice Holmes'
observation that “the prohibition of compelling a man in a criminal court to be witness against himself is a

prohibition of the use of physical or moral compulsion to extort communications from him,” Holt v. United
States, 218 U.S., at 252–253, 31 S.Ct., at 6, manifests a recognition that virtually any communication
reveals the contents of the mind of the speaker. Thus the Fifth Amendment privilege is fulfilled only when
the person is guaranteed the right “ ‘to remain silent unless he chooses to speak in the unfettered exercise

of his own will.’ ” Miranda v. Arizona, 384 U.S. 436, 460, 86 S.Ct. 1602, 1620, 16 L.Ed.2d 694 (1966)

(quoting Malloy v. Hogan, 378 U.S. 1, 8, 84 S.Ct. 1489, 1493, 12 L.Ed.2d 653 (1964)). The deviation
from this principle can only lead to mischievous abuse of the dignity the Fifth Amendment commands the

Government afford its citizens. Cf. Schmerber v. California, 384 U.S., at 764, 86 S.Ct., at 1832. The
instant case is illustrative. In allowing the Government to compel petitioner to execute the directive, the
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Court permits the Government to compel petitioner to speak against his will in answer to the question “Do
you consent to the release of these documents?” Beyond this affront, however, the Government is being
permitted also to demand that the answer be “yes.”

2 The Fifth Amendment provides that no person “shall be compelled in any criminal case to be a witness
against himself.” A witness is one who “gives evidence in a cause.” T. Cunningham, 2 New and Complete Law
Dictionary (2d ed. 1771). The Court carefully scrutinizes the particular directive at issue here to determine
whether its “form” or “execution” “communicates any factual assertions, implicit or explicit, or conveys any
information to the Government.” Ante, at 2350. But the Court's opinion errs in focusing only on whether the
directive reveals historical facts, ignoring that the execution of the directive creates new facts and a new
piece of evidence that may be used against petitioner. The Court determines that the document's form has
no testimonial significance because it does not reveal the identity of any particular banks or acknowledge the
existence of any particular foreign accounts. This much is true. But the document does reveal exactly what it

purports to reveal, which is that petitioner “directs,” see ante, at ––––, n. 2, the release of any documents
that conform to the description contained in the statement. Thus, by executing the document, petitioner admits
a state of mind, a present-tense desire. That the directive asserts that it was executed “pursuant to” court
order does not save petitioner from this compelled admission. Only the most sophisticated bank officer could
be expected to understand the phrase “pursuant to that certain order,” ibid., to mean “executed involuntarily
under pain of contempt.” But even if the directive expressly revealed its involuntary character, it would still
communicate the direction that incriminating documents be produced.

By executing the document, petitioner creates evidence that has independent significance. The Court's
opinion does not foreclose the possibility that the Government will attempt to introduce the directive itself
to create a link between petitioner and whatever documents the Government is able to secure through
use of the directive. This danger was fully described in an example employed by the First Circuit in its
analysis of a document, which, like the one at issue here, did not assert the existence of any particular
bank records or accounts:
“Suppose that at trial the government were to introduce bank records produced in response to a subpoena
that had been accompanied by the consent form and that it was not apparent from the face of the records
or otherwise how [defendant] was linked to them. Suppose also that the government then introduced the
subpoena and consent form, and a government witness testified that the bank records were received in
response to the subpoena and consent form.... Would not the evidence linking [defendant] to the records

be his own testimonial admission of consent?” In re Grand Jury Proceedings (Ranauro), 814 F.2d
791, 793 (1987).
The example reveals that the compelled execution causes the creation of evidence that did not exist before
and which through the Government's artifice may become part of the prosecution's case against petitioner.
The example also demonstrates that the “testimonial” significance of the directive can only be appreciated
if the document is considered in its completed form from the perspective of an individual who knows no
more about the circumstances of its creation than is revealed on its face. The fact that the document
was produced under compulsion, which the Court relies on in asserting that the directive “sheds no light

on [petitioner's] actual intent or state of mind,” ante, at ––––, is not relevant to consideration of the
document's testimonial significance.
A critical issue at any trial at which the Government seeks to introduce bank records produced by a
compulsory directive would be proof that the documents pertain to accounts within the control of the
defendant. The directive relates the testimonial fact that the defendant ordered the production of those
documents which relate to any account he has at a bank or trust company or over which he has signatory
authority. Perhaps this testimony alone does not prove the fact of control, but it is certainly probative of
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that fact. The defendant can no longer testify without contradiction from the face of the directive that he
never authorized the production of records relating to his accounts. The directive that he was compelled
to create testifies against him.

End of Document © 2020 Thomson Reuters. No claim to original U.S. Government Works.
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Footnotes

* The syllabus constitutes no part of the opinion of the Court but has been prepared by the Reporter of Decisions

for the convenience of the reader. See United States v. Detroit Timber & Lumber Co., 200 U.S. 321, 337,
26 S.Ct. 282, 287, 50 L.Ed. 499, 505.

1 In No. 74-18, the taxpayers are husband and wife who filed a joint return. In No. 74-611, the taxpayer filed
an individual return.

2 The “books and records” concerned the taxpayer's large medical practice.
3 The husband taxpayer's checks and deposit receipts related to his textile waste business. The wife's related

to her women's wear shop.
4 The respondents in No. 74-611 did not, in terms, rely on the attorney-client privilege or the Fourth Amendment

before the Court of Appeals.
5 There is a line of cases in which the Court stated that the Fifth Amendment was offended by the use in

evidence of documents or property seized in violation of the Fourth Amendment. Gouled v. United States,

255 U.S. 298, 306, 41 S.Ct. 261, 264, 65 L.Ed. 647, 651 (1921); Agnello v. United States, 269 U.S. 20,

33-34, 46 S.Ct. 4, 6-7, 70 L.Ed. 145, 149-150 (1925); United States v. Lefkowitz, 285 U.S. 452, 466-467,

52 S.Ct. 420, 424, 76 L.Ed. 877, 883 (1932); Mapp v. Ohio, 367 U.S. 643, 661, 81 S.Ct. 1684, 1694, 6
L.Ed.2d 1081, 1093 (1961) (Black, J., concurring). But the Court purported to find elements of compulsion in
such situations. “In either case he is the unwilling source of the evidence, and the Fifth Amendment forbids

that he shall be compelled to be a witness against himself in a criminal case.” Gouled v. United States,
supra, 255 U.S., at 306, 41 S.Ct., at 264, 65 L.Ed., at 651. In any event the predicate for those cases, lacking

here, was a violation of the Fourth Amendment. Cf. Burdeau v. McDowell, supra, 256 U.S. 465, 475-476,
41 S.Ct. 574, 576, 65 L.Ed. 1048, 1050-1051 (1921).

6 In Couch v. United States, 409 U.S. 322, 93 S.Ct. 611, 34 L.Ed.2d 548 (1973), on which taxpayers
rely for their claim that the Fifth Amendment protects their “legitimate expectation of privacy,” the Court
differentiated between the things protected by the Fourth and Fifth Amendments. “We hold today that no
Fourth or Fifth Amendment claim can prevail where, as in this case, there exists no legitimate expectation

of privacy and no semblance of governmental compulsion against the person of the accused.” Id., 409
U.S., at 336, 93 S.Ct., at 620, 34 L.Ed.2d, at 558.

7 The taxpayers and their attorneys have not raised arguments of a Fourth Amendment nature before this
Court and could not be successful if they had. The summonses are narrowly drawn and seek only documents
of unquestionable relevance to the tax investigation. Special problems of privacy which might be presented

by subpoena of a personal diary, United States v. Bennett, 409 F.2d 888, 897 (CA2 1969) (Friendly, J.),
are not involved here.
First Amendment values are also plainly not implicated in these cases.

8 Federal Rule Evid. 501, effective January 2, 1975, provides that with respect to privileges the United States
district courts “shall be governed by the principles of the common law . . . interpreted . . . in the light of reason
and experience.” Thus, whether or not Rule 501 applies to this case, the attorney-client privilege issue is
governed by the principles and authorities discussed and cited Infra. Fed.Rule Crim.Proc. 26.
In No. 74-611, the taxpayer did not intervene, and his rights have been asserted only through his lawyer.
The parties disagree on the question whether an attorney may claim the Fifth Amendment privilege of his
client. We need not resolve this question. The only privilege of the taxpayer involved here is the attorney-56
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client privilege, and it is universally accepted that the attorney-client privilege may be raised by the attorney,

C. McCormick, Evidence s 92, p.193, s 94, p. 197 (2d ed. 1972) (hereinafter McCormick); Republic Gear

Co. v. Borg-Warner Corp., 381 F.2d 551 (CA2 1967); Bouschor v. United States, 316 F.2d 451 (CA8

1963); Colton v. United States, 306 F.2d 633 (CA2 1962); Schwimmer v. United States, 232 F.2d 855
(CA8), cert. denied, 352 U.S. 833, 77 S.Ct. 48, 1 L.Ed.2d 52 (1956); Baldwin v. Commissioner, 125 F.2d
812 (CA9 1942).

9 Citing to Schmerber v. California, 384 U.S. 757, 86 S.Ct. 1826, 16 L.Ed.2d 908 (1966), Warden v.
Hayden, 387 U.S., at 302-303, 87 S.Ct., at 1648, 18 L.Ed.2d, at 789, reserved the question “whether there
are items of evidential value whose very nature precludes them from being the object of a reasonable search
and seizure.”

10 The Court's holding was: “Since the blood test evidence, although an incriminating product of compulsion,
was neither petitioner's testimony nor evidence relating to some communicative act or writing by petitioner,

it was not inadmissible on privilege grounds.” 384 U.S., at 765, 86 S.Ct., at 1833, 16 L.Ed.2d, at 916.
11 The fact that the documents may have been written by the person asserting the privilege is insufficient

to trigger the privilege, Wilson v. United States, 221 U.S. 361, 378, 31 S.Ct. 538, 543, 55 L.Ed. 771,
778 (1911). And, unless the Government has compelled the subpoenaed person to write the document, cf.

Marchetti v. United States, 390 U.S. 39, 88 S.Ct. 697, 19 L.Ed.2d 889 (1968); Grosso v. United States,
390 U.S. 62, 88 S.Ct. 709, 19 L.Ed.2d 906 (1968), the fact that it was written by him is not controlling with
respect to the Fifth Amendment issue. Conversations may be seized and introduced in evidence under proper

safeguards, Katz v. United States, 389 U.S. 347, 88 S.Ct. 507, 19 L.Ed.2d 576 (1967); Osborn v. United

States, 385 U.S. 323, 87 S.Ct. 429, 439, 17 L.Ed.2d 394 (1966); Berger v. New York, 388 U.S. 41, 87

S.Ct. 1873, 18 L.Ed.2d 1040 (1967); United States v. Bennett, 409 F.2d, at 897 n. 9, if not compelled. In
the case of a documentary subpoena the only thing compelled is the act of producing the document and the
compelled act is the same as the one performed when a chattel or document not authored by the producer
is demanded. McCormick s 128, p. 261.

12 The “implicit authentication” rationale appears to be the prevailing justification for the Fifth Amendment's

application to documentary subpoenas. Schmerber v. California, 384 U.S., at 763-764, 86 S.Ct., at
1832, 16 L.Ed.2d, at 915-916 (“the privilege reaches . . . the compulsion of responses which are also

communications, for example, compliance with a subpoena to produce one's papers. Boyd v. United

States, 116 U.S. 616, 6 S.Ct. 524, 29 L.Ed. 746”); Couch v. United States, 409 U.S., at 344, 346, 93
S.Ct., at 611, 625, 34 L.Ed.2d, at 548, 564 (Marshall, J., dissenting) (the person complying with the subpoena

“implicitly testifies that the evidence he brings forth is in fact the evidence demanded”); United States v.
Beattie, 522 F.2d 267, 270 (CA2 1975) (Friendly, J.) (“(a) subpoena demanding that an accused produce
his own records is . . . the equivalent of requiring him to take the stand and admit their genuineness”), cert.
pending, Nos. 75-407, 75-700; 8 Wigmore s 2264, p. 380 (the testimonial component involved in compliance
with an order for production of documents or chattels “is the witness' assurance, compelled as an incident
of the process, that the articles produced are the ones demanded”); McCormick s 126, p. 268 (“(t)his rule
(applying the Fifth Amendment privilege to documentary subpoenas) is defended on the theory that one who
produces documents (or other matter) described in the subpoena Duces tecum represents, by his production,

that the documents produced are in fact the documents described in the subpoena”); People v. Defore, 242
N.Y. 13, 27, 150 N.E. 585, 590 (1926) (Cardozo, J.) (“A defendant is ‘protected from producing his documents
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in response to a Subpoena duces tecum, for his production of them in court would be his voucher of their
genuineness.’ There would then be ‘testimonial compulsion’ ”).

13 In seeking the accountant's “retained copies” of correspondence with the taxpayer in No. 74-611, we assume
that the summons sought only “copies” of original letters sent from the accountant to the taxpayer the truth
of the contents of which could be testified to only by the accountant.

14 In these cases compliance with the subpoena is required even though the books have been kept by the
person subpoenaed and his producing them would itself be sufficient authentication to permit their introduction
against him.

1 For example, the Court's notation that “(s)pecial problems of privacy which might be presented by subpoena
of a diary . . . are not involved here,” Ante, at 1576 n. 7, is only made in the context of discussion of the
Fourth Amendment and thus may readily imply that even a subpoena of a personal diary containing forthright
confessions of crime may not be resisted on grounds of the privilege.

2 “The privilege against self-incrimination is a specific provision of which it is peculiarly true that ‘a page of

history is worth a volume of logic.’ ” Ullmann v. United States, 350 U.S. 422, 438, 76 S.Ct. 497, 506,
100 L.Ed. 511, 524 (1956) (Frankfurter, J.). “The previous history of the right, both in England and America,
proves that it was not bound by rigid definition.” L. Levy, Origins of the Fifth Amendment 428 (1968).

3 Indeed, Schmerber v. California, 384 U.S. 757, 764, 86 S.Ct. 1826, 1832, 16 L.Ed.2d 908, 916 (1966), held:
“Some tests seemingly directed to obtain ‘physical evidence,’ for example, lie detector tests measuring
changes in body function during interrogation, may actually be directed to eliciting responses which are
essentially testimonial. To compel a person to submit to testing in which an effort will be made to determine
his guilt or innocence on the basis of physiological responses, whether willed or not, is to evoke the spirit and
history of the Fifth Amendment. Such situations call to mind the principle that the protection of the privilege
‘is as broad as the mischief against which it seeks to guard.’ . . .”

4 “The language of the Constitution cannot be interpreted safely except by reference to the common law and

to British institutions as they were when the instrument was framed and adopted.” Ex parte Grossman,
267 U.S. 87, 108-109, 45 S.Ct. 332, 333, 69 L.Ed. 527, 530 (1925). But, “the common law rule invoked

shall be one not rejected by our ancestors as unsuited to their civil or political conditions.” Grosjean v.
American Press Co., 297 U.S. 233, 249, 56 S.Ct. 444, 449, 80 L.Ed. 660, 668 (1936). Without a doubt, the
common-law privilege against self-incrimination in England extended to protection against the production
of incriminating personal papers prior to the adoption of the United States Constitution. See, E.g., Roe v.
Harvey, 98 Eng.Rep. 302, 305 (K.B.1769); King v. Heydon, 96 Eng.Rep. 195 (K.B.1762); King v. Purnell,
95 Eng.Rep. 595, 597 (K.B.1748); King v. Cornelius, 93 Eng.Rep. 1133, 1134 (K.B.1744); Queen v. Mead,
92 Eng.Rep. 119 (K.B.1703); King v. Worsenham, 91 Eng.Rep. 1370 (K.B.1701). The significance of this
English development on the construction of our Constitution is not in any way diminished by this country's
experience with the privilege prior to the Constitution's adoption. See Levy, Supra, n. 2, at 368-404.

5 “And any compulsory discovery by extorting the party's oath, or compelling the production of his private books
and papers, to convict him of crime, or to forfeit his property, is contrary to the principles of a free government.
It is abhorrent to the instincts of an Englishman; it is abhorrent to the instincts of an American. It may suit
the purposes of despotic power; but it cannot abide the pure atmosphere of political liberty and personal

freedom.” Boyd v. United States, 116 U.S., at 631-632, 6 S.Ct., at 533, 29 L.Ed., at 751.
The proposition, Ante, at 1580, that Boyd's holding ultimately rested on the Fourth Amendment could not be
more incorrect. Boyd did observe that the purposes to be served by the Fourth and Fifth Amendments shed

light on each other, 116 U.S., at 633, 6 S.Ct., at 534, 29 L.Ed., at 752, but the holdings that the compelled
production of the papers involved there violated the Fourth and Fifth Amendments were independent of each

58

https://1.next.westlaw.com/Link/RelatedInformation/Flag?documentGuid=I72f055359c9a11d991d0cc6b54f12d4d&transitionType=InlineKeyCiteFlags&originationContext=docHeaderFlag&Rank=0&contextData=(sc.UserEnteredCitation)%20
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1956111609&pubNum=708&originatingDoc=Ic1e6ca789c1e11d991d0cc6b54f12d4d&refType=RP&fi=co_pp_sp_708_506&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.UserEnteredCitation)%23co_pp_sp_708_506
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1956111609&pubNum=708&originatingDoc=Ic1e6ca789c1e11d991d0cc6b54f12d4d&refType=RP&fi=co_pp_sp_708_506&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.UserEnteredCitation)%23co_pp_sp_708_506
https://1.next.westlaw.com/Link/RelatedInformation/Flag?documentGuid=Id015d7189ae911d9bdd1cfdd544ca3a4&transitionType=InlineKeyCiteFlags&originationContext=docHeaderFlag&Rank=0&contextData=(sc.UserEnteredCitation)%20
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1966131595&pubNum=708&originatingDoc=Ic1e6ca789c1e11d991d0cc6b54f12d4d&refType=RP&fi=co_pp_sp_708_1832&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.UserEnteredCitation)%23co_pp_sp_708_1832
https://1.next.westlaw.com/Link/RelatedInformation/Flag?documentGuid=I5c0d2e689cbd11d9bdd1cfdd544ca3a4&transitionType=InlineKeyCiteFlags&originationContext=docHeaderFlag&Rank=0&contextData=(sc.UserEnteredCitation)%20
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1925121893&pubNum=708&originatingDoc=Ic1e6ca789c1e11d991d0cc6b54f12d4d&refType=RP&fi=co_pp_sp_708_333&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.UserEnteredCitation)%23co_pp_sp_708_333
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1925121893&pubNum=708&originatingDoc=Ic1e6ca789c1e11d991d0cc6b54f12d4d&refType=RP&fi=co_pp_sp_708_333&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.UserEnteredCitation)%23co_pp_sp_708_333
https://1.next.westlaw.com/Link/RelatedInformation/Flag?documentGuid=I2e30f3f89ca411d9bdd1cfdd544ca3a4&transitionType=InlineKeyCiteFlags&originationContext=docHeaderFlag&Rank=0&contextData=(sc.UserEnteredCitation)%20
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1936123910&pubNum=708&originatingDoc=Ic1e6ca789c1e11d991d0cc6b54f12d4d&refType=RP&fi=co_pp_sp_708_449&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.UserEnteredCitation)%23co_pp_sp_708_449
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1936123910&pubNum=708&originatingDoc=Ic1e6ca789c1e11d991d0cc6b54f12d4d&refType=RP&fi=co_pp_sp_708_449&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.UserEnteredCitation)%23co_pp_sp_708_449
http://www.westlaw.com/Link/Document/FullText?findType=Y&cite=98ENGREP302&originatingDoc=Ic1e6ca789c1e11d991d0cc6b54f12d4d&refType=IC&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.UserEnteredCitation)
http://www.westlaw.com/Link/Document/FullText?findType=Y&cite=98ENGREP302&originatingDoc=Ic1e6ca789c1e11d991d0cc6b54f12d4d&refType=IC&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.UserEnteredCitation)
http://www.westlaw.com/Link/Document/FullText?findType=Y&cite=96ENGREP195&originatingDoc=Ic1e6ca789c1e11d991d0cc6b54f12d4d&refType=IC&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.UserEnteredCitation)
http://www.westlaw.com/Link/Document/FullText?findType=Y&cite=95ENGREP595&originatingDoc=Ic1e6ca789c1e11d991d0cc6b54f12d4d&refType=IC&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.UserEnteredCitation)
http://www.westlaw.com/Link/Document/FullText?findType=Y&cite=95ENGREP595&originatingDoc=Ic1e6ca789c1e11d991d0cc6b54f12d4d&refType=IC&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.UserEnteredCitation)
http://www.westlaw.com/Link/Document/FullText?findType=Y&cite=93ENGREP1133&originatingDoc=Ic1e6ca789c1e11d991d0cc6b54f12d4d&refType=IC&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.UserEnteredCitation)
http://www.westlaw.com/Link/Document/FullText?findType=Y&cite=92ENGREP119&originatingDoc=Ic1e6ca789c1e11d991d0cc6b54f12d4d&refType=IC&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.UserEnteredCitation)
http://www.westlaw.com/Link/Document/FullText?findType=Y&cite=92ENGREP119&originatingDoc=Ic1e6ca789c1e11d991d0cc6b54f12d4d&refType=IC&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.UserEnteredCitation)
http://www.westlaw.com/Link/Document/FullText?findType=Y&cite=91ENGREP1370&originatingDoc=Ic1e6ca789c1e11d991d0cc6b54f12d4d&refType=IC&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.UserEnteredCitation)
https://1.next.westlaw.com/Link/RelatedInformation/Flag?documentGuid=I5e33c1419ca411d993e6d35cc61aab4a&transitionType=InlineKeyCiteFlags&originationContext=docHeaderFlag&Rank=0&contextData=(sc.UserEnteredCitation)%20
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1886180156&pubNum=708&originatingDoc=Ic1e6ca789c1e11d991d0cc6b54f12d4d&refType=RP&fi=co_pp_sp_708_533&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.UserEnteredCitation)%23co_pp_sp_708_533
https://1.next.westlaw.com/Link/RelatedInformation/Flag?documentGuid=I5e33c1419ca411d993e6d35cc61aab4a&transitionType=InlineKeyCiteFlags&originationContext=docHeaderFlag&Rank=0&contextData=(sc.UserEnteredCitation)%20
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1886180156&pubNum=708&originatingDoc=Ic1e6ca789c1e11d991d0cc6b54f12d4d&refType=RP&fi=co_pp_sp_708_534&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.UserEnteredCitation)%23co_pp_sp_708_534


������� !��!"!	�#�$��!"!�%&�'&()*
�����	
���������������������������������������������������	����������

����������� !�"��#$
#%!��&��'()* �
���%*+*")(������,�-#%" #"
�.�%/!� ��

other. In holding that “a compulsory production of the private books and papers of the owner of goods sought
to be forfeited in such a suit is compelling him to be a witness against himself, within the meaning of the Fifth
Amendment to the Constitution, and is the equivalent of a search and seizure and an unreasonable search

and seizure within the meaning of the Fourth Amendment,” Id., at 634-635, 6 S.Ct., at 534, 29 L.Ed., at 752,
the Court plainly did not make the Fourth Amendment violation a predicate, let alone an essential predicate,
for its holding that there was also a Fifth Amendment violation. The Court is incorrect in suggesting that “the
rule against compelling production of private papers rested on the proposition that seizures of or subpoenas
for ‘mere evidence,’ including documents, violated the Fourth Amendment and therefore also transgressed

the Fifth.” Ante, at 1580. The relation of the Fourth Amendment to the Fifth Amendment violation in United

States v. Lefkowitz, 285 U.S. 452, 52 S.Ct. 420, 76 L.Ed. 877 (1932); Agnello v. United States, 269 U.S.

20, 46 S.Ct. 4, 70 L.Ed. 145 (1925); and Gouled v. United States, 255 U.S. 298, 41 S.Ct. 261, 65 L.Ed.
647 (1921), was merely that the illegal searches and seizures in those cases were held to establish the
element of compulsion essential to a Fifth Amendment violation. See Ante, at 1575 n. 5 Even if the Fourth
Amendment violations were now held not to establish the element of Fifth Amendment compulsion, it, of
course, would not follow that the Fifth Amendment's protection against compelled production of incriminating
private papers is lost.
Furthermore, that purely evidentiary material may have been seized in those cases was neither relied upon
to establish the Fourth Amendment violations nor, in turn, to establish the Fifth Amendment violations.
Indeed, in Agnello, contraband, not mere evidence, was illegally seized. Subsequent decisions modifying the
“mere evidence” rule, therefore, have left untouched the Fifth Amendment's prohibition against the compelled

production of incriminating testimonial evidence. Indeed, citing Warden v. Hayden, 387 U.S. 294, 87
S.Ct. 1642, 18 L.Ed.2d 782 (1967), the Court notes, that the question is open whether the Legal search and
seizure of some forms of testimonial evidence would violate the Fifth Amendment, Ante, at 1579 n. 9. Warden
v. Hayden observed: “The items of clothing involved in this case are not ‘testimonial’ or ‘communicative’ in
nature, and their introduction therefore did not compel respondent to become a witness against himself in
violation of the Fifth Amendment. . . . This case thus does not require that we consider whether there are
items of evidential value whose very nature precludes them from being the object of a reasonable search

and seizure.” 387 U.S., at 302-303, 87 S.Ct., at 1648, 18 L.Ed.2d, at 789. That observation was plainly
addressed not to application of the Fourth Amendment but to application of the Fifth.

Contrary to the Court's intimations, Ante, at 1579, neither Katz v. United States, 389 U.S. 347, 88 S.Ct.

507, 19 L.Ed.2d 583 (1967); Osborn v. United States, 385 U.S. 323, 87 S.Ct. 429, 17 L.Ed.2d 394 (1966);

nor Berger v. New York, 388 U.S. 41, 87 S.Ct. 1873, 18 L.Ed.2d 1040 (1967), all involving the Fourth
Amendment, lends support to an argument that the Fifth Amendment would not protect the seizure of the
private papers of a person suspected of crime. Fifth Amendment challenges to the seizure and use of private
papers were not involved in those cases.

6 The grudging scope the Court today gives the privilege against self-incrimination is made evident by its
observation that “(i)n the case of a documentary subpoena the only thing compelled is the act of producing
the document . . ..” Ante, at 1580 n. 11. Obviously disclosure or production of testimonial evidence is also
compelled, and the heart of the protection of the privilege is in its safeguarding against compelled disclosure
or production of that evidence.

7 With respect to a partnership invoice, it thus seems fair to say, as the Court does, Ante, at 1579, “that under
(Bellis ) the precise claim sustained in Boyd would now be rejected for reasons not there considered.” Bellis,
however, took care to point out: “We do not believe the Court in Boyd can be said to have decided the issue
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presented today,” 417 U.S., at 95 n. 2, 94 S.Ct., at 2187, 40 L.Ed.2d, at 688, thereby leaving unaltered
Boyd's more general or “imprecise” holding protecting against the compelled production of private papers.

8 Similarly, United States v. Nobles, 422 U.S. 225, 95 S.Ct. 2160, 45 L.Ed.2d 141 (1975), held that the Fifth
Amendment did not bar production of a defense investigator's summaries of interviews with witnesses. The
Court carefully noted, however, that there was no indication that the summaries contained any information

conveyed by the defendant to the investigator. Id., at 234, 95 S.Ct., at 2168, 45 L.Ed.2d, at 151.
9 Individuals acting as representatives of a collective group “assume the rights, duties and privileges of the

artificial entity or association of which they are agents or officers, and they are bound by its obligations.”

United States v. White, 322 U.S. 694, 699, 64 S.Ct. 1248, 1251, 88 L.Ed. 1542, 1546 (1944). “In view of
the inescapable fact that an artificial entity can only act or produce its records through its individual officers or
agents, recognition of the individual's claim of privilege with respect to the financial records of the organization
would substantially undermine the unchallenged rule that the organization itself is not entitled to claim any
Fifth Amendment privilege, and largely frustrate legitimate governmental regulation of such organizations.”

Bellis v. United States, 417 U.S., at 90, 94 S.Ct., at 2184, 40 L.Ed.2d, at 685. Indeed, in one of the more

recent corporate records cases, Curcio v. United States, 354 U.S. 118, 125, 77 S.Ct. 1145, 1150, 1 L.Ed.2d
1225, 1231 (1957), the Court expressly recognized that “(t)he custodian's act of producing books or records
in response to a subpoena Duces tecum is itself a representation that the documents produced are those
demanded by the subpoena.” The Court in Curcio, however, apparently did not note any self-incrimination
problem because of the undertaking by the custodian with respect to the documents. (One charged with failure
to comply with an order to produce, however, may not thereafter be compelled to testify as to the existence
or his control of the documents. See Curcio v. United States, supra.) In the present cases, of course, the
taxpayers are not representatives of any artificial entity and have not undertaken any obligation with respect
to that entity or its documents. They have stipulated, however, that the documents involved here exist and
are those described in the subpoenas, thereby obviating any problem as to self-incrimination in these cases
resulting from the act of production itself.

1 The Court's theory would appear to apply to real evidence as well.
2 Similarly, the Court's theory affords protection to one who possesses documents that he cannot authenticate.

If authentication were the only relevant testimony inherent in the act of production, such a person would be
forced to relinquish his documents, for he provides no authentication testimony of relevance by producing

them in response to a subpoena. See United States v. Beattie, 522 F.2d 267 (CA2 1975) cert. pending,
Nos. 75-407, 75-700. Under the Court's theory, however, if the existence of these documents were in
question, the custodian would still be able to assert a claim of privilege against their production.

End of Document © 2020 Thomson Reuters. No claim to original U.S. Government Works.
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Footnotes

1 IP addresses identify computers on the Internet, enabling data transmitted from other computers to reach

them. National Cable & Telecomm. Ass'n v. Brand X Internet Services, 545 U.S. 967, 987 n.1, 125 S.Ct.
2688, 162 L.Ed.2d 820 (2005).

2 The Dell computer seized in this search is not the subject of the Commonwealth's motion to compel a
password at issue in this matter.

3 The Superior Court initially considered whether it had jurisdiction to entertain the trial court's interlocutory
order on appeal. In sum, the court determined that the order satisfied each of the requirements of the collateral
order doctrine as set forth in Pa.R.A.P. 313(b). The parties do not question this determination on appeal.
While the matter is jurisdictional in nature, and, thus, non-waivable and subject to sua sponte consideration

by this Court, Commonwealth v. Shearer, 584 Pa. 134, 882 A.2d 462, 465 n.4 (2005), we do not disagree
with the Superior Court's analysis.

4 Appellant also argues an independent basis for protection against disclosure of the password under Article
I, Section 9 of the Pennsylvania Constitution. Appellant engages in a detailed analysis, offering that the text
of the Pennsylvania charter as well as the history of the provision suggests broader protections thereunder.
The Commonwealth strongly asserts throughout its brief that Appellant has waived his state constitutional law
claim, and maintains that, in any event, such claim has no merit, stressing the numerous decisions in which
our Court has indicated the rights under the sister sections are coterminous. As we resolve this matter on
federal Constitutional grounds, we need not address the Commonwealth's waiver contention or Appellant's
underlying assertion of the recognition of greater rights under the Pennsylvania Constitution.

5 Amicus for Appellant, the Electronic Frontier Foundation, stresses that compulsion to disclose a computer
password subjects an individual to a “cruel trilemma” — to choose between providing the allegedly
incriminating information; lying about the purported inability to do so; or refusing to cooperate and be held in
contempt. According to Amicus, the privilege was designed to prevent this trilemma. In a joint amicus brief in
support of the Commonwealth, various states provide an interesting history of modern encryption, press the
troubling consequences of Appellant's position — including the altering of the balance of power, rendering law
enforcement incapable of accessing large amounts of relevant evidence — and warn that adopting Appellant's
position could result in less privacy, not more, in the form of draconian anti-privacy legislation.

6 In this regard, we reject the Commonwealth's seemingly newly-raised contention that there might be a slip
of paper containing the password which would be covered by the trial court's order, Commonwealth's Brief
at 1. There has been no suggestion in the proceedings in this matter that such a paper exists, and this case
has proceeded under the assumption of an oral or written compulsion of Appellant to provide the password.

7 Because we are dealing with a motion to require an individual to recall and disclose a memorized password
to a computer, in essence, revealing the contents of one's own mind, we need not address the related, but
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distinct, area involving biometric features like fingerprints, thumbprints, iris scanning, and facial recognition,
or whether the foregone conclusion rationale would be appropriate in these circumstances. The dissent,
however, makes much of the potential for inconsistent results in “future cases” involving these types of
biometric passwords. Dissenting Opinion at 556–57. Yet, not only are these communications not before our
Court, it is the United States Supreme Court that long ago has created the dichotomy between physical and

mental communication. See Holt, 218 U.S. at 252-53, 31 S.Ct. 2 (“the prohibition of compelling a man
in criminal court to be witness against himself is a prohibition of the use of physical or moral compulsion to

extort communications from him, not an exclusion of his body as evidence when it may be material.”); Doe
II, 487 U.S. at 210 n.9, 108 S.Ct. 2341. (finding the expression “more like ‘be[ing] forced to surrender a key
to a strong box containing incriminating documents’ than it is like be[ing] compelled to reveal the combination
to [petitioner's] wall safe.”).

8 After oral argument, we granted Appellant's Motion for Leave to File Post-Argument Submission and now
grant the Commonwealth's Motion for Leave to File Response to Post-Argument Submission with respect to
this issue. However, as we resolve this matter in favor of Appellant exclusively under the Fifth Amendment
to the United States Constitution, we need not address his additional contention that the Pennsylvania
Constitution provides greater protections than the federal charter.

9 Even if we were to find that the foregone conclusion exception could apply to the compulsion to reveal
a computer password, we nevertheless would conclude that the Commonwealth has not satisfied the
requirements of the exception in this matter. As noted above, for the compelled evidence to fall within
the exception, the Commonwealth must establish: (1) the existence of the evidence demanded; (2) the
possession or control of the evidence by the defendant; and (3) the authenticity of the evidence.
As the Superior Court recounted below, there is a high probability that child pornography exists on Appellant's
computer, as evidenced by: Appellant's IP address utilizing a peer-to-peer file sharing network to share videos
depicting child pornography; the fact that the sole computer seized had hardwire Internet; and the fact that

Appellant “implied as to the nefarious contents of the computer on numerous occasions.” Davis, 176 A.3d
at 876. However, for the exception to apply, the facts sought to be compelled must be already known to the
Commonwealth. It is not merely access to the computer that the Commonwealth seeks to obtain through
compelling Appellant to divulge his computer password, but all of the files on Appellant's computer. The
password is merely a means to get to the computer's contents. While it is conceivable, and indeed, likely,
that a single video containing child pornography (as previously viewed by the OAG agents) may be on the
computer, the compelled revelation of the password could lead to a trove of a presently unknown number of
files. Indeed, the record establishes that the entire hard drive of the computer was encrypted and “there was
no data that could be read without opening the TrueCrypt volume.” N.T. Hearing, 1/14/16, at 46. Agent Cook
could only confirm that there was “Windows on the computer and the TrueCrypt,” and he had no knowledge
of any specific files other than the operating system files. Id. at 50-51.
In sum, because the Commonwealth has failed to establish that its search is limited to the single previously
identified file, and has not asserted that it is a foregone conclusion as to the existence of additional files
that may be on the computer, which would be accessible to the Commonwealth upon Appellant's compelled
disclosure of the password, we find the Commonwealth has not satisfied the foregone conclusion exception.

10 The dissent agrees that the information the Commonwealth seeks to compel is testimonial in nature.
Dissenting Opinion at 553. The dissent, however, contends that, in these circumstances, governmentally
forced testimony involving a computer password falls within the foregone conclusion exception to the Fifth
Amendment privilege against self-incrimination. Respectfully, the dissent's position is unpersuasive.
Initially, the dissent broadly dilutes the historic and contextual underpinnings of the application of the foregone
conclusion exception, which, as noted above, constitutes an extremely narrow exception. Indeed, the high
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Court has found the exception to have been satisfied only one time in the over 40 years since it was created;
moreover, the exception's provenance is exclusively in cases involving subpoenaed paper documents —
never in the context of oral testimony. Thus, application of the foregone conclusion exception outside of this
narrow context is dubious at best. For that reason, we will not apply the foregone conclusion exclusion in the
absence express guidance from the high Court.
Furthermore, the dissent adopts a minority interpretation of that exception which focuses on the password
itself, rather than on the underlying files. Yet, even employing this password-centric approach, the
circumstances, sub judice, do not satisfy the foregone conclusion doctrine. As set forth above, and noted
by the dissent, to satisfy the foregone conclusion doctrine, the government must establish, inter alia,
the authenticity of the evidence, i.e., the password, with reasonable particularity. Of course, here, the
Commonwealth cannot establish with reasonable particularity the authenticity of the password. Rather,
authenticity may only be established after the information — the password — is turned over to the
Commonwealth. The dissent is turning the authenticity requirement on its head, allowing the Commonwealth
to satisfy its burden by, in essence, saying, “Turn over the facts we want, and we will tell you if it is authentic or
not.” Of course, this is not how the exception works. Rather, the burden is on the Commonwealth to establish
its independent knowledge of, inter alia, the authenticity of the documents or evidence sought, before that
information is properly compelled over a defendant's Fifth Amendment assertion of his or her right against

self-incrimination. Fisher. Indeed, the dissent's password-centric logic was recently rejected by the Third

District Court of Appeal of Florida in Pollard v. State, ––– So.3d ––––, 2019 WL 2528776 (Fla. Dist. Ct.
App. June 20, 2019), where the court forcefully explained the logical shortcomings of this approach:

[The foregone conclusion exception's] three-part test is tautological when applied to passwords because

all password-protected cellphones have an “authentic” password, making the [ State v. Stahl, 206 So.3d

124 (Fla. Dist. Ct. App. 2016)] test somewhat circular. In this regard, the court in Stahl said that ‘[i]f
the phone or computer is accessible once the passcode or key has been entered, the passcode or key is

authentic. 206 So.3d at 136, which begs the question of whether sufficient evidence established that the
passcode is authentic before it had been compelled and used successfully. The state must have sufficient
proof of authenticity before it can compel the password's production; simply because a compelled password
unlocks a cellphone after the fact doesn't make it authentic ex ante. To do otherwise is “like telling an
inquisitor the combination to a wall safe, not like being forced to surrender the key to a strongbox.” [citing

Hubbell].

Pollard, ––– So.3d at ––––, 2019 WL 2528776 at *4.
Related thereto, and as noted above, the United States Supreme Court has limited the application of this
narrow exception to Fifth Amendment protections to contexts where the facts sought “add[ ] little or nothing

to the sum total of the Government's information.” Fisher, 425 U.S. at 411, 96 S.Ct. 1569. Nothing could
be farther from the case here, as the password which the Commonwealth seeks to compel could disclose a
vast swath of files of which the Commonwealth, it appears, currently has no knowledge.
Finally, and directly related thereto, the dissent gives scant attention or significance to the Supreme Court's
consistent approach that revealing the contents of one's mind is protected by the Fifth Amendment. This
unmistakable overarching jurisprudential theme has been consistently applied in all of the high Court's

decisions in this area. Doe II; Hubbell; Muniz. Indeed, the dissent speaks volumes by reducing
to a footnote, without analysis, its mention of the United States Supreme Court's distinction between the
production of documents and the forced compulsion of mental processes such as the combination to a safe,

which, in the high Court's view, plainly violates the Fifth Amendment. Doe II; Hubbell. Simply stated,
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there is no meaningful distinction between the government compelling a suspect to provide the combination
to access a safe, and the government forcing one to disclose a password to access a computer. Here, it
is unquestionably necessary for Appellant to make use of “the contents of his own mind” in providing the
password. In essence, the dissent's approach is effectively the same as compelling Appellant to affirm that,
“I know the password, this is my computer, I have knowledge of the existence and location of incriminating
files, and I have the capability to decrypt the files.” To accept the dissent's position is to embrace a stance
contrary to the foundational privilege against the probing of an individual's mind to compel communication
that is incriminating.

1 In Hubbell, the Supreme Court held that the act of producing thousands of subpoenaed documents had
testimonial aspects in that the act of production communicated information about the documents' existence,

custody, and authenticity. The High Court concluded that, unlike in Fisher, the government had shown
no prior knowledge of either the existence or whereabouts of the documents, thus, the foregone conclusion
exception to the Fifth Amendment privilege against self-incrimination did not apply.

2 The summonses in Fisher directed the defendants' attorneys to produce documents relating to the
defendants' tax returns in connection with an investigation into possible civil or criminal liability under federal
income tax laws.

3 I recognize that the majority's conclusion in this regard finds support in commentary found in federal cases,
suggesting a constitutional distinction between the compelled surrender of a key and the compelled disclosure
of a combination to a wall safe. For the reasons set forth herein, however, I do not find any such distinction
dispositive in a case involving current day technology relating to the compelled disclosure of a password to
encrypted digital information, where the Commonwealth has a warrant to search the digital container. Only
the High Court can make the final determination in this regard for purposes of the Fifth Amendment, and the
present case offers an attractive vehicle by which the Court could do so.

4 I would hold that the authenticity prong of the foregone conclusion exception requires the government to
establish that the compelled information is what it purports to be, i.e., a password that will decrypt the
computer files on Appellant's hard drive. The Commonwealth may prove the authenticity of the password by
Appellant's own voluntary statements. See Pa.R.E. 901(b) (providing that the requirement of authenticating
an item of evidence may be satisfied by testimony of a witness with knowledge that an item is what it is
claimed to be). Here, Appellant's voluntary statements establish that the password would decrypt the files on
his hard drive; thus, I would conclude that the authenticity requirement has been satisfied.

End of Document © 2020 Thomson Reuters. No claim to original U.S. Government Works.
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Footnotes

1 Our dissenting colleagues are incorrect in finding this case moot, as there has not yet been “a settlement of all

differences between the parties,” Gompers v. Buck's Stove & Range Co., 221 U.S. 418, 451, 31 S.Ct. 492,
55 L.Ed. 797 (1911). Justice Massa asks, “What could the State now gain from Seo unlocking her device?”
Post, at 964. But the State has already answered that question—to complete its investigation of Seo and
potentially file additional charges. After pleading guilty, Seo filed a motion requesting that law enforcement
return her iPhone—which has remained in police custody since it was seized—because she had “no pending
criminal cases.” The State objected, and during a hearing on the motion, the State clarified that its interest in
accessing Seo's iPhone is “not limited” to just the charges covered by the plea agreement. The prosecutor
explained that the State could not “do a full investigation” or “be in a position to either not bring or choose to
bring new cases” until it had evidence from the device. Then at oral argument, the State not only reiterated its
continued interest in searching Seo's iPhone but also argued that the case was not moot because the “threat
of a sanction still hangs over [Seo's] head.” So, contrary to the dissenting view, the State has not settled all

claims with Seo; and the stayed contempt order has not automatically terminated. See Pac. Bell Tel. Co.
v. Linkline Commc'ns, Inc., 555 U.S. 438, 446–47, 129 S.Ct. 1109, 172 L.Ed.2d 836 (2009) (recognizing that

a case is not moot when there “remains a live dispute”); United States v. Harris, 582 F.3d 512, 516 (3d Cir.
2009) (finding that the termination of underlying criminal proceedings did not render a coercive civil contempt
order moot when the purpose and intent of the order “remain alive and well”). In short, this case presents a
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live dispute and thus our decision renders effective relief. But irrespective of mootness, this case presents a
novel, important issue of great public importance that will surely recur.

2 Fisher recognized that compelling the attorneys to hand over the documents did not “implicate whatever
Fifth Amendment privilege the taxpayer might have enjoyed from being compelled to produce them himself.”

425 U.S. at 402, 96 S.Ct. 1569. But because the taxpayers had transferred the documents for legal advice

protected by the attorney–client privilege, id. at 403–04, 96 S.Ct. 1569, the Court addressed whether the

Government could have compelled the taxpayers themselves to produce the documents, id. at 405, 96
S.Ct. 1569.

3 The majority of courts to address the scope of testimony implicated when a suspect is compelled to produce
an unlocked smartphone have reached a similar conclusion. See State v. Trant, No. 15-2389, 2015 WL

7575496, at *2–3 (D. Me. Oct. 27, 2015); Sec. & Exch. Comm'n v. Huang, No. 15-269, 2015 WL 5611644,

at *2–4 (E.D. Penn. Sept. 23, 2015); Pollard v. State, 287 So. 3d 649, 656–57 (Fla. Dist. Ct. App. 2019),

reh'g denied; G.A.Q.L. v. State, 257 So. 3d 1058, 1061–65 (Fla. Dist. Ct. App. 2018); People v. Spicer, 430
Ill.Dec. 268, 125 N.E.3d 1286, 1290–92 (Ill. App. Ct. 2019); In re Grand Jury Investigation, 92 Mass.App.Ct.
531, 88 N.E.3d 1178, 1180–82 (2017); cf. United States v. Wright, 431 F. Supp. 3d 1175, 1186–88 (D. Nev.

2020); In re Search Warrant Application for Cellular Tel. v. Barrera, 415 F. Supp. 3d 832, 838 n.2 (N.D. Ill.

2019); In re Residence in Oakland, Cal., 354 F. Supp. 3d 1010, 1016 (N.D. Cal. 2019); In re Application

for a Search Warrant, 236 F. Supp. 3d 1066, 1073 (N.D. Ill. 2017); State v. Diamond, 905 N.W.2d 870,
875 (Minn. 2018).

4 Pew Research Ctr., Mobile Fact Sheet (June 12, 2019), https://www.pewresearch.org/internet/fact-sheet/
mobile/ [https://perma.cc/8ZUY-EJDG].

5 See Steve McCaskill, iPhone XR Was Best-Selling Smartphone of 2019, TechRadar
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1 See also State ex rel. Corn v. Russo, 90 Ohio St.3d 551, 740 N.E.2d 265, 269 (2001) (“It is well established
that where the parties settle the underlying case that gave rise to the civil contempt sanction, the contempt

proceeding is moot, since the case has come to an end.”); Christensen v. Sullivan, 320 Wis.2d 76, 768
N.W.2d 798, 815 (2009) (“[T]he most obvious case of a contempt of court that has been terminated and is no
longer continuing occurs when the underlying dispute between the parties has been settled.”); 17 Am. Jur.
2d Contempt § 147 (“When the parties settle the underlying case that gave rise to a civil contempt sanction,
the contempt proceeding is moot since the case has come to an end.”).

2 To be sure, the trial court granted, nearly simultaneously, two “search warrants” involving Seo's cases, and
this filing only “returned” the first. But in the request for the second, the State acknowledged that the trial court
had already “issued a search warrant (cause number 29D01-1708-MC-5624)” for Seo's phone and merely
additionally requested “that the court compel Katelin Eunjoo Seo to unlock the cell phone at issue,” and that
Seo “be subject to the contempt powers of the Court” if she failed to comply. Affidavit for Probable Cause, In
Re: Search Warrant, No. 29D01-1708-MC-5640 (Hamilton Sup. Ct.).

3 If state courts find in favor of, but not against, asserted federal rights for non-Article III litigants, opposing
parties may seek Supreme Court review because they, in some way, “are faced with ‘actual or threatened

injury’ that is sufficiently ‘distinct and palpable’ to support” justiciability. ASARCO Inc. v. Kadish, 490 U.S.

605, 618, 109 S.Ct. 2037, 104 L.Ed.2d 696 (1989) (quoting Warth v. Seldin, 422 U.S. 490, 500, 95 S.Ct.
2197, 45 L.Ed.2d 343 (1975). But this asymmetrical grant of appeal crumbles under scrutiny. Suppose this

Court held, correctly in my view, that Seo's Fifth Amendment rights were not violated. Under ASARCO,
that holding—declining to clairvoyantly extend a criminal defendant's federal rights—evades U.S. Supreme
Court review. That peculiarity alone should counsel this Court against deciding federal questions “in the

rarified atmosphere of a debating society,” id. at 636, 109 S.Ct. 2037 (Rehnquist, C.J., concurring in part
and dissenting in part), especially considering the Judiciary Act of 1789 authorized Supreme Court review of
state court decisions only when the state court decided a federal question adversely to the claimed federal
right, Judiciary Act of 1789, ch. 20, § 25, 1 Stat. 73, 85–87 (1789).

4 Indeed, “Indiana has its own system of legal, including constitutional, protections” subject to our ultimate

review. State v. Timbs, 84 N.E.3d 1179, 1184 (Ind. 2017), vacated and remanded. Although Seo
mentioned Article 1, Section 14 in her briefing at the Court of Appeals (she filed nothing with this Court),
she made no separate self-incrimination argument under the Indiana Constitution. See Ind. Const. art. 1, §
14 (“No person, in any criminal prosecution, shall be compelled to testify against himself.”). Because she
failed to offer a “separate analysis based on the state constitution,” this “state constitutional claim is waived.”

Dye v. State, 717 N.E.2d 5, 11 n.2 (Ind. 1999). If she had separately and independently analyzed Article 1,
Section 14, we could have considered Seo's case under our Indiana Constitution without needing to grapple
with these heady Article III justiciability concerns.

5 A few months before our nation's bicentennial anniversary, the Supreme Court all but rang the death knell of
longstanding precedent that barred the government from forcing a defendant “to give evidence that tends to

criminate him,” Boyd v. United States, 116 U.S. 616, 638, 6 S.Ct. 524, 29 L.Ed. 746 (1886), holding that
the Fifth Amendment is not violated merely because the State compels a defendant to turn over incriminating

evidence, Fisher v. United States, 425 U.S. 391, 409, 96 S.Ct. 1569, 48 L.Ed.2d 39 (1976). But the
endurance of that view remains to be seen. Indeed, at least three sitting Justices of the U.S. Supreme

Court have questioned this understanding. See Carpenter v. United States, ––– U.S. ––––, 138 S. Ct.
2206, 2271, 201 L.Ed.2d 507 (2018) (Gorsuch, J., dissenting) (“[T]here is substantial evidence that the
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privilege against self-incrimination was also originally understood to protect a person from being forced to

turn over potentially incriminating evidence.”); United States v. Hubbell, 530 U.S. 27, 49, 120 S.Ct. 2037,
147 L.Ed.2d 24 (2000) (Thomas, J., concurring) (“A substantial body of evidence suggests that the Fifth
Amendment privilege protects against the compelled production not just of incriminating testimony, but of any
incriminating evidence.”); Samuel A. Alito, Jr., Documents and the Privilege Against Self-Incrimination, 48 U.
Pitt. L. Rev. 27, 78 (1986) (“The individuals who framed, adopted, and ratified the fifth amendment left no
clear evidence that they ever considered the application of the privilege to subpoenas for documents.”). Even
then-Justices Brennan and Stevens—no originalists!—agreed that the new framework unnecessarily and

detrimentally departed from Boyd. See Fisher, 425 U.S. at 414, 96 S.Ct. 1569 (Brennan, J., concurring
in the judgment) (Because it represented “a serious crippling of the protection secured by the privilege against

compelled production of one's private books and papers,” Fisher was “but another step in the denigration

of privacy principles settled nearly 100 years ago” in Boyd.); Doe v. United States, 487 U.S. 201,
221 n.2, 108 S.Ct. 2341, 101 L.Ed.2d 184 (1988) (Stevens, J., dissenting) (“The Fifth Amendment provides
that no person ‘shall be compelled in any criminal case to be a witness against himself.’ A witness is one
who ‘gives evidence in a cause.’ T. Cunningham, 2 New and Complete Law Dictionary (2d ed. 1771).”). A

return to Boyd would end the constitutional hair-splitting that results when applying old precedents to new

technology in this digital age. But this Court, especially in a moot case, should not prognosticate Boyd's

resurrection. Cf. Timbs, 84 N.E.3d at 1183 (choosing “to await guidance from the Supreme Court and
decline to find or assume incorporation until the Supreme Court decides the issue authoritatively”). The
Supreme Court must, at some point, decide how to apply its modern Fifth Amendment jurisprudence to the

compelled unlocking of a smartphone or, perhaps, return to Boyd. In the meantime, that uncertainty further
counsels that we dismiss this appeal as moot.

End of Document © 2020 Thomson Reuters. No claim to original U.S. Government Works.
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Footnotes

1 Lowery also informed the detectives that Andrews had self-identified as a member of the Grape Street Crips.
2 “Apple manufactures smartphones, named iPhones, which run an operating system named iOS. Numerical

names designate different versions of the operating system (e.g., iOS 8). Apple adopted full-disk encryption
by default in September 2014 with iOS 8.” Kristen M. Jacobsen, Note, Game of Phones, Data Isn't Coming:
Modern Mobile Operating System Encryption and its Chilling Effect on Law Enforcement, 85 Geo. Wash. L.
Rev. 566, 574 (2017) (footnotes omitted). “Full-disk encryption automatically converts everything on a hard
drive, including the operating system, into an unreadable form until the proper key (i.e., passcode) is entered.”
Id. at 573 (internal quotation marks omitted).

3 The panel noted that the parties had not raised the issue of the authenticity of the electronically stored
information. Id. at 30, 197 A.3d 200.

4 Encryption keys, like a PIN or passcode, are “essentially a string of numbers or characters” that are applied
“to the encrypted data using the algorithm of the given encryption program. By funneling the encrypted data

through the algorithm, the data is rendered ‘readable’ again.” Gelfgatt, 11 N.E.3d at 610 n.9.
5 We give deference to the trial court's factual findings and view them as binding upon appeal to the extent that

they are “supported by adequate, substantial and credible evidence.” Rova Farms Resort, Inc. v. Inv'rs
Ins. Co. of Am., 65 N.J. 474, 484, 323 A.2d 495 (1974).

6 In addition to providing four enumerated exceptions to the right to refuse disclosure, see N.J.S.A.
2A:84A-19(a) to (d); N.J.RE. 503(a) to (d), both the statute and the rule specify, through reference to “Rule
37” (renumbered in 1993 as N.J.R.E. 503), that the right may be waived.

7 Defendant does not claim that the amalgamations of numbers, letters, or symbols constituting his passcodes
have independent evidentiary significance. Such a claim would not, in any event, change the outcome here
in light of the limitations set forth in the trial court's disclosure order.

1 Hereinafter, we refer either to a passcode or personal identification number (PIN) as the means to unlock
and decrypt these smartphones’ security systems.

2 In a separate opinion, Justice Thomas questioned whether the act-of-production doctrine originating in

Fisher is itself consistent with the original meaning of the self-incrimination protection enshrined in the Fifth

Amendment. Hubbell, 530 U.S. at 49, 120 S.Ct. 2037 (Thomas, J., concurring). He expressed, joined by the
late Justice Scalia, a willingness to reconsider that decision's narrowing of the protection against compelled

evidence in light of the Fifth Amendment's historical meaning and scope. Ibid. However, because the
issue was not raised by the parties, the concurring Justices declined to address at that time whether the

Fifth Amendment has “a broader reach than Fisher holds,” although suggesting that it may. Id. at 56,
120 S.Ct. 2037.

3 Decisions splintering over the testimonial nature of the compelled disclosure of passcodes have fostered
further splits concerning compelled use of biometrics to decrypt devices, with courts’ views about the
testimonial nature of compelled disclosure of a passcode informing the analysis regarding biometrics.

Compare In re Search of a Residence in Oakland, Cal., 354 F. Supp. 3d 1010, 1015-16 (N.D. Cal.
2019) (finding that compelled production of biometric data was testimonial for Fifth Amendment purposes
in the context of a warrant application seeking permission to compel fingerprint or facial recognition device

unlocking), and In re Application for a Search Warrant, 236 F. Supp. 3d 1066, 1073-74 (N.D. Ill. 2017)

(same as to forced fingerprint device unlocking), with In re the Search of: A White Google Pixel 3 XL
Cellphone in a Black Incipio Case, 398 F. Supp. 3d 785, 793-94 (D. Idaho 2019) (finding that a forced163
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application of a fingerprint to unlock a device was not testimonial for Fifth Amendment purposes), and In
re Search of [Redacted] Washington, D.C., 317 F. Supp. 3d 523, 539 (D.D.C. 2018) (same).

4 The Indiana Supreme Court gave sound reasons for being wary about the exception's viability, let alone
expanding it.

The limited, and questionable, application of the foregone conclusion exception also cautions against

extending it further. Indeed, Fisher was decided over forty-four years ago, and it remains the lone U.S.
Supreme Court decision to find that the exception applied. In the intervening years, the Court has discussed
it twice and in only one context: in grand jury proceedings when a subpoena compelled the production
of business and financial records. During this same time period, legal scholars -- including three current

members of the Supreme Court -- have wondered whether Fisher interpreted the Fifth Amendment too

narrowly, calling into question the viability of the foregone conclusion exception itself. See Hubbell, 530

U.S. at 49-56, 120 S.Ct. 2037 (Thomas, J., concurring); Carpenter v. United States, 585 U.S. ––––,
138 S. Ct. 2206, 2271, 201 L.Ed.2d 507 (2018) (Gorsuch, J., dissenting); Samuel A. Alito, Jr., Documents
and the Privilege Against Self-Incrimination, 48 U. Pitt. L. Rev. 27, 45-51 (1986); see also, e.g., Bryan H.
Choi, The Privilege Against Cellphone Incrimination, 97 Tex. L. Rev. Online 73, 74 n.6 (2019); Richard A.
Nagareda, Compulsion “To Be a Witness” and the Resurrection of Boyd, 74 N.Y.U. L. Rev. 1575, 1606 &
nn.124-25 (1999); Robert Heidt, The Fifth Amendment Privilege and Documents -- Cutting Fisher's Tangled
Line, 49 Mo. L. Rev. 439, 443 (1984). Regardless of the foregone conclusion exception's viability, it seems

imprudent to extend it beyond its one-time application. Cf. Silverman v. United States, 365 U.S. 505,
510, 512, 81 S.Ct. 679, 5 L.Ed.2d 734 (1961) (deciding not to extend the rationale of a factually distinct
case “by even a fraction of an inch”).
[Seo, 148 N.E.3d at 961-62.]

5 See, e.g., United States v. Jimenez, 419 F. Supp. 3d 232, 233 (D. Mass. 2020) (denying the government's
motion to compel the defendant to disclose his smartphone passcode because it “would force defendant to

‘disclose the contents of his own mind’ ”); In re Search of a Residence in Oakland, Cal., 354 F. Supp. 3d

at 1016-18 (relying on the Supreme Court's proposition in Riley v. California, 573 U.S. 373, 393-97, 134
S.Ct. 2473, 189 L.Ed.2d 430 (2014), that phones are entitled to greater privacy protection in concluding that
the foregone conclusion doctrine should not be applied in the context of mobile phones).

6 In making an observation about the uncertainty of the Fifth Amendment's reach, our predecessor Court
observed:

It is not deemed necessary to consider whether this [Fifth Amendment] constitutional provision will operate
to prevent any state, if it is conceivable that any state should desire to do so, from enacting laws establishing
a practice in criminal cases such as is in vogue in countries not following the course of the common
law, or permitting an accused person to be subject to such compulsion as may be exerted by harassing
examination or other means, forcible or practically forcible, compelling him to testify against himself, or to
prevent the adoption by any state of a practice which might produce that effect.
Although we have not deemed it necessary to insert in our constitution this prohibitive provision, the
common law doctrine, unaltered by legislation or by lax practice, is by us deemed to have its full force. In
New Jersey, no person can be compelled to be a witness against himself.
[Zdanowicz, 69 N.J.L. at 622, 55 A. 743.]

7 Similarly, State law exceeds federal protections for privacy in Fourth Amendment searches and seizures as

well. See, e.g., State v. Earls, 214 N.J. 564, 584-89, 70 A.3d 630 (2013) (finding a reasonable expectation

of privacy in a person's cell phone location information prior to later federal court case development); State
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v. Reid, 194 N.J. 386, 396-99, 945 A.2d 26 (2008) (holding that, regardless of the federal government's failure
to find an expectation of privacy, under New Jersey's heightened protections there is a reasonable expectation

of privacy in Internet subscriber information, which can reveal intimate details about a person's life); State
v. McAllister, 184 N.J. 17, 26-33, 875 A.2d 866 (2005) (holding that, although the federal government does
not recognize an expectation of privacy in bank records, New Jersey recognizes that expectation because the

revealing information contained in a bank record “provides a virtual current biography” (quoting Burrows
v. Superior Court, 13 Cal.3d 238, 118 Cal.Rptr. 166, 529 P.2d 590, 596 (1974))).

End of Document © 2020 Thomson Reuters. No claim to original U.S. Government Works.
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Footnotes

1 Encryption technology allows a person to transform plain, understandable information into unreadable letters,
numbers, or symbols using a fixed formula or process. Only those who possess a corresponding “key” can
return the information into its original form, i.e. decrypt that information. Encrypted information remains on
the device in which it is stored, but exists only in its transformed, unintelligible format. Although encryption
may be used to hide illegal material, it also assists individuals and businesses in lawfully safeguarding the
privacy and security of information. Many new devices include encryption tools as standard features, and
many federal and state laws either require or encourage encryption to protect sensitive information.

2 According to the affidavit submitted in support of the federal Government’s search warrant application, “cp”
stands for “child pornography” and “pthc” stands for “pre-teen hard core.” (App. 39.)

3 A “hash” is “[a] mathematical algorithm that calculates a unique value for a given set of data, similar to a
digital fingerprint, representing the binary content of the data to assist in subsequently ensuring that data has
not been modified.” The Sedona Conference Glossary for E-Discovery and Digital Information Management
21 (Cheryl B. Harris, et al. eds., 4th ed. 2014). Hash values are commonly used in child pornography

investigations. See, e.g., United States v. Ross, 837 F.3d 85, 87 (1st Cir. 2016), United States v. Ackerman,
831 F.3d 1292, 1294 (10th Cir. 2016); United States v. Thomas, 788 F.3d 345, 348 n. 5 (2nd Cir. 2015);

United States v. Brown, 701 F.3d 120, 122 (4th Cir. 2012); United States v. Cunningham, 694 F.3d
372, 376 (3d Cir. 2012); United States v. Cartier, 543 F.3d 442, 444-45 (8th Cir. 2008).

4 Doe does not dispute the validity of the underlying search warrant issued by a Magistrate Judge under Fed.
R. Crim. P. 41.

5 There are, of course, instances when a contempt proceeding may be the only avenue for challenging the
underlying order to produce information. For example, judicial review of a grand jury subpoena may be
obtained only by refusal to comply with the subpoena, with the validity of the subpoena being litigated in the

ensuing contempt proceeding. See, e.g., United States v. Ryan, 402 U.S. 530, 532-33, 91 S.Ct. 1580, 29
L.Ed.2d 85 (1971) (“[W]e have consistently held that the necessity for expedition in the administration of the
criminal law justifies putting one who seeks to resist the production [to a grand jury] of desired information
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to a choice between compliance with a trial court’s order to produce prior to any review of that order, and
resistance to that order with the concomitant possibility of an adjudication of contempt if his claims are rejected
on appeal.”); In re Grand Jury Subpoena, 709 F.3d 1027, 1029 (10th Cir. 2013) (“A protesting [grand jury]
witness may seek appellate review only after he refuses to obey the subpoena and is held in contempt.”).

6 In its Order explaining the contempt ruling, the District Judge observed that Doe had failed to object to the
Magistrate Judge’s determination that Doe’s Fifth Amendment rights were not violated by the Decryption
Order despite being warned that such failure “may constitute a waiver of appellate rights.” (App. at 15) (citing

United States v. Polishan, 336 F.3d 234, 240 (3d Cir. 2003).) Thus, the District Court did not address the
Fifth Amendment issue.

7 It is important to note that we are not concluding that the Government’s knowledge of the content of the
devices is necessarily the correct focus of the “foregone conclusion” inquiry in the context of a compelled
decryption order. Instead, a very sound argument can be made that the foregone conclusion doctrine properly
focuses on whether the Government already knows the testimony that is implicit in the act of production.
In this case, the fact known to the government that is implicit in the act of providing the password for the
devices is “I, John Doe, know the password for these devices.” Based upon the testimony presented at the
contempt proceeding, that fact is a foregone conclusion. However, because our review is limited to plain
error, and no plain error was committed by the District Court in finding that the Government established that
the contents of the encrypted hard drives are known to it, we need not decide here that the inquiry can be
limited to the question of whether Doe’s knowledge of the password itself is sufficient to support application
of the foregone conclusion doctrine.

End of Document © 2020 Thomson Reuters. No claim to original U.S. Government Works.
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Before: Katzmann, Chief Circuit Judge, Jacobs, Cabranes, Pooler, Raggi, Wesley, Hall, Livingston, Lynch,
Chin, Lohier, Carney, and Droney, Circuit Judges.

Livingston and Lynch, JJ., filed the majority opinion in which Katzmann, C.J., Jacobs, Cabranes, Raggi,
Wesley, Hall, Carney, and Droney, JJ., joined in full, and Pooler and Lohier, JJ., joined in full as to Parts I and
III and in part as to Part II.

Lohier, J., filed a concurring opinion in which Pooler, J., joined.

Chin, J., filed a dissenting opinion.

Debra Ann Livingston and Gerard E. Lynch, Circuit Judges:

Defendant-Appellant Stavros Ganias appeals from a judgment of the United States District Court for the
District of Connecticut (Thompson, J. ) convicting him, after a jury trial, of two counts of tax evasion in
violation of 26 U.S.C. § 7201. He challenges his conviction on the ground that the Government violated his
Fourth Amendment rights when, after lawfully copying three of his hard drives for off-site review pursuant to a
2003 search warrant, it retained these full forensic copies (or “mirrors”), which included data both responsive
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and non-responsive to the 2003 warrant, while its investigation continued, and ultimately searched the non-
responsive data pursuant to a second warrant in 2006. Ganias contends that the Government had successfully
sorted the data on the mirrors responsive to the 2003 warrant from the non-responsive data by January 2005,
and that the retention of the mirrors thereafter (and, by extension, the 2006 search, which would not have been
possible but for that retention) violated the Fourth Amendment. He argues that evidence obtained in executing
the 2006 search warrant should therefore have been suppressed.

We conclude that the Government relied in good faith on the 2006 warrant, and that this reliance was
objectively reasonable. Accordingly, we need not decide whether retention of the forensic mirrors violated the
Fourth Amendment, and we AFFIRM the judgment of the district court.

I *201  A. Background 201 1

1 These facts are drawn from the district court decision denying Ganias's motion to suppress and from testimony at the

suppression hearing and at Ganias's jury trial. With few exceptions noted herein, the facts in this case are not in dispute. 

 

In August 2003, agents of the U.S. Army Criminal Investigation Division (“Army CID”) received an
anonymous tip that Industrial Property Management (“IPM”), a company providing security for and otherwise
maintaining a government-owned property in Stratford, Connecticut, pursuant to an Army contract, had
engaged in misconduct in connection with that work. In particular, the informant alleged that IPM, owned by
James McCarthy, had billed the Army for work that IPM employees had done for one of McCarthy's other
businesses, American Boiler, Inc. (“AB”), and for construction work performed for IPM's operations manager
at his home residence. The informant told the agents, including Special Agent Michael Conner, that IPM and
AB's financial books were maintained by Stavros Ganias, a former Internal Revenue Service (“IRS”) agent,
who conducted business as Taxes International. On the basis of the informant's information, as well as
extensive additional corroboration, Agent Conner prepared an affidavit seeking three warrants to search the
offices of IPM, AB, and Taxes International for evidence of criminal activity.  Nothing in the record suggests
that Ganias himself was suspected of any crimes at that time.

2

2 Specifically, Agent Conner sought evidence relating to violations of 18 U.S.C. § 287 (making false claims) and § 641

(stealing government property). 

 

In a warrant dated November 17, 2003, U.S. Magistrate Judge William I. Garfinkel authorized the search of
Taxes International. The warrant authorized agents to seize, inter alia , “[a]ll books, records, documents,
materials, computer hardware and software and computer associated data relating to the business, financial and
accounting operations of [IPM] and [AB].” J.A. 433. It further authorized seizure of “[a]ny of the items
described [in the warrant] ... which are stored in the form of magnetic or electronic coding on computer media
or on media capable of being read by a computer with the aid of computer-related equipment, including ... fixed
hard disks, or removable hard disk cartridges, software or memory in any form.” Id. The warrant also
specifically authorized a number of digital search protocols, though it did not state that only these protocols
were permitted.  The warrant authorized seizure of all hardware relevant to the alleged crimes.  *202  On
November 19, 2003, Army CID agents executed the search warrants. Because the warrants authorized the
seizure of computer hardware and software, in addition to paper documents, Agent Conner sought the help, in
executing the warrants, of agents from the Army CID's Computer Crimes Investigation Unit (“CCIU”), a unit
with specialized expertise in digital forensics and imaging. At Ganias's office, the CCIU agents—and in

3 4202

2
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J.A. 433-34. 

 

particular Special Agent David Shaver—located three computers. Rather than take the physical hard drives,
which would have significantly impaired Ganias's ability to conduct his business, Agent Shaver created mirror
images: exact copies of all of the data stored thereon, down to the bit.  Ganias was present at his office during
the creation of the mirrors, spoke with the agents, and was aware that mirrored copies of his three hard drives
had been created and taken off-site.  There is no dispute that the forensic mirrors taken from Ganias's office
contained all of the computerized data maintained by Ganias's business, including not only material related to
IPM or AB, but also Ganias's own personal *203  financial records, and the records of “many other” accounting
clients of Ganias: businesses of various sorts having no connection to the Government's criminal investigation.
J.A. 464, ¶ 14.

5

6

203
7

3 The warrant specified as follows:

The search procedure of the electronic data contained in computer operating software or memory devices may

include the following techniques: 

 

(a) surveying various file “directories” and the individual files they contain (analogous to looking at the

outside of a file cabinet for the markings it contains and opening a drawer believed to contain pertinent files); 

 

(b) “opening” or cursorily reading the first few “pages” of such files in order to determine their precise

contents; 

 

(c) “scanning” storage areas to discover and possibly recover recently deleted files; 

 

(d) “scanning” storage areas for deliberately hidden files; or 

 

(e) performing key word searches through all electronic storage areas to determine whether occurrences of

language contained in such storage areas exist that are intimately related to the subject matter of the

investigation.

4 In his attached affidavit, Agent Conner offered three reasons why it was necessary for the agents to take entire hard

drives off-site for subsequent search rather than search the hard drives on-site: First, he stated that computer searches

had to be conducted by computer forensics experts, who “us[ed] ... investigative techniques” to both “protect the

integrity of the evidence ... [and] detect hidden, disguised, erased, compressed, password protected, or encrypted files.”

J.A. 448-49. Because of “[t]he vast array” of software and hardware available, it would not always be possible “to

know before a search which expert is qualified to analyze the [particular] system and its data.” J.A. 450. Thus, the

appropriate experts could not be expected, in all cases, to accompany agents to the relevant site to be searched. Second,

Agent Conner affirmed that such searches often must occur in “a laboratory or other controlled environment” given the

sensitivity of the digital storage media. J.A. 449-50. And third, he stated that “[t]he search process can take weeks or

months, depending on the particulars of the hard drive to be searched.” J.A. 449. The district court found, in denying

Ganias's motion to suppress, that, as a result of technological limitations in 2003 and the complexities of searching

3
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digital data, “[a] full [on-site] search would have taken months to complete.” United States v. Ganias , No.

3:08CR00224, 2011 WL 2532396, at *2 D. Conn. June 24, 2011. 

 

5 Hard drives are storage media comprising numerous bits—units of data that may be expressed as ones or zeros.

Mirroring involves using a commercially available digital software (in the present case, though not always, EnCase) to

obtain a perfect, forensic replica of the sequence of ones and zeros written onto the original hard drive. During the

mirroring, EnCase acquires metadata about the mirroring process, writing an unalterable record of who creates the copy

and when the copy is created. It also assigns the mirror a “hash value”—a unique code that can be used to verify

whether, upon subsequent examination of the mirror at any later date, even a single one or zero has been altered from

the original reproduction. 

 

6 Testifying at the suppression hearing, Agent Conner explained that the decision to take mirrors, rather than the hard

drives themselves, reflected a desire to mitigate the burden on Ganias and his business. See J.A. 140-41. The district

court credited this testimony, concluding that the agents “used a means less intrusive to the individual whose

possessions were seized than other means they were authorized to use.” Ganias , 2011 WL 2532396, at *8. The district

court, further, explicitly found that the 2003 warrant authorized the Government to take these mirrors, id. at *10, a

position Ganias has not challenged on appeal, and that runs directly counter to the dissent's seeming suggestions that

the Government somehow acted improperly when it mirrored Ganias's hard drives or that this initial seizure went

beyond the scope of the 2003 warrant, see, e.g. , Dissent at 227 (noting that “although the Government had a warrant

for documents relating to only two of defendant-appellant Stavros Ganias's accounting clients, it seized all the data

from three of his computers”); id. at 227 (stating that “the Government ... entered Ganias's premises with a warrant to

seize certain papers and indiscriminately seized—and retained —all papers instead”). 

 

7 Ganias claimed before the district court that when he expressed some concern about the scope of the data being seized,

an agent assured him that the agents were only looking for files related to AB and IPM, and that irrelevant files “would

be purged once they completed their search” for such files. J.A. 428. The district court made no finding to this effect,

however. It is undisputed, moreover, that Ganias became aware in February 2006 that the Government retained the

mirrors and sought to search them in connection with Ganias's own tax reporting. At no time thereafter did Ganias seek

return of the mirrors pursuant to Federal Rule of Criminal Procedure 41(g) or otherwise contact a case agent to seek

their return or destruction. 

 

The next day, Agent Shaver consolidated the eleven mirrored hard drives from all three searches (including the
three from Ganias's office) onto a single external hard drive which he provided to Agent Conner. Agent Conner,
in turn, provided this hard drive to the evidence custodian of the Army CID, who stored it at Fort Devens,
Massachusetts. There the consolidated drive remained, unaltered and untouched, throughout the events relevant
to this case. Around the same time, Agent Shaver created two additional copies of the mirrored drives on two
sets of nineteen DVDs. After providing these DVD sets to Agent Conner, Agent Shaver then purged the
external hard drives onto which he had originally written the mirrors. At this point, a week after the search,
three complete copies of the mirrors of Ganias's hard drives existed: an untouched copy stowed away in an
evidence locker and two copies available for forensic analysis.8

8 These copies were identical digital replicas of Ganias's hard drives as mirrored on November 19, 2003. Notably, the

original hard drives in Ganias's computers had already been significantly altered since the Government mirrored them.

Ganias explains in his brief before this Court that “[t]wo days after the execution of the November 2003 warrant, [he]

4
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reviewed his personal QuickBooks file and.... corrected over 90 errors in earlier journal entries .” Appellant Br. at 15

n.7 (emphasis added). 

 

Though internal protocols required that specialized digital forensic analysts search the mirrored hard drives, the
paper files were not subject to such limitations. Thus, shortly after the November 19 seizure, the Army CID
agents began to analyze the non-digital files seized pursuant to the warrant. These files suggested that IPM had
made payments to a third company whose owner, according to the Connecticut Department of Labor, was a
full-time employee of an insurance company who received no wages from any source other than that insurance
company. This and other red flags spurred Agent Conner to contact the Criminal Investigation Division of the
IRS, which subsequently joined the investigation.

In early February 2004, as he and his fellow agents continued to follow leads from the paper files, Agent
Conner sent one of the two DVD sets containing the forensic mirrors to the Army Criminal Investigation
Laboratory (“ACIL”) in Forest Park, Georgia, accompanied by a copy of one of the three search warrants. In
early June, the ACIL assigned Gregory Norman, a digital evidence examiner, to perform a forensic analysis.
Around the same time, Special Agent Michelle Chowaniec, who replaced Agent Conner as the primary case
agent for the Army CID in late March, provided the second set of DVDs to the IRS agent assigned to the case,
Special Agent Paul Holowczyk. Agent Holowczyk in turn, passed it on, by way of intermediaries, to Special
Agent Vita Paukstelis, a computer investigative specialist. *204  By the end of June 2004, computer experts for
the Army CID and the IRS—Norman and Agent Paukstelis, respectively—had received copies of the digital
evidence (which, as the district court found, were “encoded so that only agents with forensic software not
directly available to the case agents could view [them],” Ganias , 2011 WL 2532396, at *7 ), and forensic
examination began.

204

Norman commenced his analysis in late June by loading the eleven mirrored drives into EnCase—the same
software with which Agent Shaver initially created the mirrors—so that he could search the data thereon. After
looking at the search warrants, he created a number of keywords, with which he searched for potentially
relevant data. Initially, the search returned far too many results for practicable review (more than 17,000 hits);
thus, Norman requested new keywords from Agent Chowaniec. On the basis of these new keywords, he was
able to narrow his search and ultimately identify several files he thought might be of interest to the
investigation, all of which he put on a single CD.  Some of these files he was able personally to examine, to
determine whether they were responsive to the warrant; a few (including the QuickBooks file labeled
“Steve_ga.qbw,” which was ultimately searched pursuant to the 2006 warrant, J.A. 467) Norman could not
open without a specific software edition of QuickBooks to which he did not have immediate access. However,
as these files (like the others) contained keywords that were taken from the narrower list and generated on the
basis of the warrant, Norman included the QuickBooks files in the CD he ultimately sent to Agent Chowaniec
along with a report.  On July 23, 2004, Chowaniec received this CD. Norman, in turn, returned the nineteen
DVDs to Army CID's evidence custodian in Boston for safekeeping.

9

10

9 The rest of the data remained on the DVDs, where agents would not be able to access it without specific forensic

software. See Ganias , 2011 WL 2532396, at *7. 

 

10 Norman describes the storage device he sent to Chowaniec as a “DVD,” J.A. 218; the district court described it as a

“CD,” Ganias , 2011 WL 2532396, at *4. The distinction is immaterial. 

 

5
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Norman's counterpart in the IRS, Agent Paukstelis—who, in addition to receiving the search warrant with her
set of DVDs, also received a list of companies, addresses, and key individuals relating to the investigation,
along with “a handwritten notation next to the name ‘Taxes International’ that stated ‘(return preparer) do not
search,’ ” Ganias , 2011 WL 2532396, at *3 —conducted her analysis over a period of about four months.
Because she worked for the IRS, she limited her search to the three mirrored drives from Taxes International.
Though Agent Paukstelis used ILook, a different software program, to review the mirrored hard drives, she too
could not open QuickBooks files without the relevant proprietary software. Still, though she could not open
these files, she believed, based on the information to which she had access, that they were within the scope of
the warrant; thus, in October 2004, she copied this data, in concert with other responsive data, onto a CD, three
copies of which she sent to Agent Holowczyk and Special Agent Amy Hosney, also with the IRS. In light of
the note she had received with her DVD set as well as the list of relevant entities, Agent Paukstelis avoided, to
the degree she could, searching any files of Taxes International that did not appear to be directly relevant to that
list. On November 30, 2004, Paukstelis also provided a “restoration” of the mirrors of the Taxes International
hard drives to Special Agent *205  George Francischelli, an IRS computer specialist assigned to the case.205 11

11 A “restoration” is a software interface that enables a user (potentially a jury) to view data on a mirror as such data

would have appeared to a person accessing the data on the original storage device at the time the mirror was created.

Ganias , 2011 WL 2532396, at *4. 

 

Agents Chowaniec and Conner, after receiving Norman's CD and report in late July, conducted initial reviews
of the data. Like Norman and Agent Paukstelis, however, they could not open the QuickBooks files. At the
same time, the agents were busy, in the words of Agent Chowaniec, “tracking down other leads [,] ... [issuing]
grand jury subpoenas, ... doing interviews of subcontractors and identifying subcontractors from the papers that
[the agents had] received from the search warrants.” J.A. 294-95. In October, Agents Hosney and Chowaniec
attempted, together, to review the QuickBooks files, but again lacked the relevant software to do so. Finally, in
November 2004, Agent Chowaniec, having acquired the appropriate software, opened two IPM QuickBooks
files on her office computer, and then in December, Agents Hosney and Chowaniec, using the restoration
provided by Agent Paukstelis, looked at additional IPM QuickBooks files. Though they had the entirety of the
mirrored data before them (the only time throughout the investigation that the case agents had direct access to a
software interface permitting them to view essentially all of the data stored on the mirrors), they carefully
limited their search: Agent Hosney testified that they “only looked at the QuickBooks files for Industrial
Property Management and American Boiler ... [b]ecause those were the only two companies named in the
search warrant attachment.” J.A. 340. They did, however, observe that other files existed—both on the CD
Norman had provided and on the restoration—in particular, the files Agent Hosney ultimately searched in
2006.

Ganias contends that there is no dispute that by this point, the agents had finished “identifying and segregating
the files within the November 2003 warrant's scope.” Appellant Reply Br. at 5. In actuality, the record is
unclear as to whether the forensic examination of the mirrored computers pursuant to the initial search warrant
had indeed concluded as a forward-looking matter, rather than from the perspective of hindsight.  The district
court did not find any facts decisive to this question. It is, further, undisputed that the investigation into
McCarthy, IPM, and AB was ongoing at this time, and that this investigation would culminate in an indictment
of McCarthy in 2008 secured in large part *206  through reliance on evidence responsive to the 2003 warrant
and located on the mirrored copies of Ganias's hard drives. See Indictment, United States v. McCarthy , No.
3:08cr224 (EBB) (D. Conn. Oct. 31, 2008), ECF No. 1. When asked why, at this time or any time later, Agent

12

206

6
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Conner did not return or destroy the data stored on the mirrors that did not appear directly to relate to the
crimes alleged in the warrant, Agent Conner explained that “[the] investigation was still ... open” and that,
generally, items would be “released back to the owner” once an investigation was closed. J.A. 123. He further
noted that the Army CID “would not routinely go into DVDs to delete data, as we're altering the original data
that was seized.” J.A. 122.13

12 At the suppression hearing, Agent Chowaniec testified, in response to the question whether “as of mid-December, [her]

forensic analysis was completed”: “That's correct, of the computers.” J.A. 322. But when asked later, “[D]id you know

[in December 2004] you wouldn't need to look at any information that had been provided by Greg Norman on that CD

anymore in the course of this investigation,” Agent Chowaniec responded, “No,” and when further asked, “Did you

know you wouldn't require further analysis by Greg Norman or any other examiner at the Army lab in Georgia after

December of 2004,” Agent Chowaniec again responded, “No.” J.A. 324. Agent Conner similarly answered with

uncertainty when asked a related question. See J.A. 145 (“I didn't know the entire universe of information that was

contained within the DVDs that were sent to [Norman] for analysis. I knew only what he sent back to me saying this is

what I found off your keyword search.”). The dissent disputes our conclusion that the record was unclear on this point,

arguing, through citation to Agent Chowaniec's testimony, that “the record ... shows otherwise.” Dissent at 233. The

district court found no facts on this issue, and the record, as demonstrated above, is indeed unclear. 

 

13 Agent Conner's explanation for why the Government did not, as a matter of policy in this or other cases, delete

mirrored drives or otherwise require segregation or deletion of non-responsive data, is not a model of clarity: in

addition to citing concerns of evidentiary integrity and suggesting a policy of non-deletion or return prior to the end of

an investigation, he noted that “you never know what data you may need in the future,” J.A. 122, and at one point

referred to the DVDs as “the government's property, not Mr. Ganias'[s] property,” J.A. 146. The dissent seizes on this

single sentence during Agent Conner's cross-examination as the smoking gun of the Government's bad faith, citing it on

no fewer than four occasions. See Dissent at 227, 229, 238, 240. The district court, however, did not find facts

explicating Agent Conner's testimony or placing it within the context of the explanations that he and other agents

offered for retention of the mirrors. The court did note in its legal analysis that “[a] copy of the evidence was preserved

in the form in which it was taken.” Ganias , 2011 WL 2532396, at *8. Further, the Government on appeal provides

numerous rationales—many echoing those articulated by Agent Conner throughout his testimony—for why retention of

a forensic mirror may be necessary during the pendency of an investigation, none of which amounts to the argument

that the mirror is simply “government [ ] property.” 

 

Over the next year, the agents continued to investigate IPM and AB. Analysis of the paper files taken pursuant
to the November 2003 search warrant revealed potential errors in AB's tax returns that seemed to omit income
reflected in checks deposited into IPM's account. Aware that Ganias had prepared these tax returns and
deposited the majority of these checks, Agent Hosney came to suspect that Ganias was engaged in tax-related
crimes.  She did not, however, return to the restoration or otherwise open any of Ganias's digital financial
documents or files associated with *207  Taxes International.  Instead, Agent Hosney subpoenaed Ganias's bank
records from 1999 to 2003 and accessed his income tax returns for the same period. On July 28, 2005, the IRS
—believing Ganias to be involved both personally and as an accomplice or co-conspirator in tax evasion—
officially expanded the investigation to include him.

14

207 15

14 The dissent suggests that “[w]hat began nearly thirteen years ago as an investigation by the Army into two of Ganias's

business clients somehow evolved into an unrelated investigation by the IRS into Ganias's personal affairs, largely

because” the Government retained the mirrored copies of Ganias's hard drives. Dissent at 241 (emphasis added). In

fact, Agent Hosney's affidavit in support of the 2006 warrant explains that the Government suspected Ganias of

7
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underreporting his income because of evidence that Ganias had assisted McCarthy in underreporting income from

McCarthy's companies—evidence which led to an indictment of both McCarthy and Ganias for conspiracy to commit

tax fraud. Further, when Agent Hosney developed this suspicion—which was hardly “unrelated” to the initial

investigation—she did not turn to the mirrors, but instead engaged in old-fashioned investigatory work, “examin[ing

Ganias's tax returns] more closely to determine if his own income was underreported.” J.A. 465, ¶ 18. She then

reviewed deposits in his bank account, cross-referenced bank records and tax returns, and finally presented this

evidence in a proffer session to Ganias—all without once looking at any non-responsive information on the mirrors.

Only after she had acquired independent probable cause—and only after extensive evidence suggested Ganias may

have committed a crime—did Agent Hosney seek a second warrant to search the mirrors. It is, in short, no mystery how

the investigation of McCarthy, IPM, and AB came to include Ganias, and, further, an inaccurate statement of the record

to suggest that this “evolution” had anything to do with the retention of the mirrors. 

 

15 Agent Hosney explained in her testimony: “[W]e couldn't look at that file because it wasn't—Steve Ganias and Taxes

International were not listed on the original Attachment B, items to be seized.” J.A. 348. 

 

On February 14, 2006, Ganias, accompanied by his lawyer, met in a proffer session with Agent Hosney and
others involved in the investigation.  That day or shortly thereafter, Agent Hosney asked Ganias for consent to
access his personal QuickBooks files and those of his business, Taxes International—data Agent Hosney knew
to be present on the forensic mirrors but which she had not accessed. When, by April 24, 2006 (two and a half
months later), Ganias had failed to respond (either by consenting, objecting, or filing a motion under Federal
Rule of Criminal Procedure 41(g) for return of seized property), Agent Hosney sought a search warrant to
search the mirrored drives again.  In her search warrant affidavit, Agent Hosney pointed to bank records,
income tax forms, and additional evidence to demonstrate that she had probable cause to believe that Ganias
had violated 26 U.S.C. § 7201 (by committing tax evasion) and § 7206(1) (by making false declarations).  She
further noted that the items to be searched were “mirror images of computers seized on November 19, 2003
from the offices of Taxes International,” J.A. 461, ¶ 7; that information material to the initial investigation had
been located on these mirrors and that, “[d]uring th[at] investigation,” such information had been “analyzed in
detail,” J.A. 464, ¶ 15; that Ganias was not, at the time of the initial seizure, under investigation, J.A. 461, ¶ 3
(“On July 28, 2005, the Government's investigation was expanded to include an examination of whether
Ganias, McCarthy's accountant and former IRS Revenue Agent, violated the federal tax laws.”); and thus that,
though Agent Hosney believed that the second mirrored drive, called TaxInt_2, was “the primary computer for
Taxes International,” J.A. 463, ¶ 13, she could not search Ganias's personal or business files as “[p]ursuant to
the 2003 search warrant, only files for [AB] and IPM could be viewed,” J.A. 464, ¶ 14. The magistrate judge
issued the warrant, Agent Hosney searched the referenced data, and ultimately the Government indicted Ganias
for tax evasion.

16

17

18

16 According to Agent Hosney, in that proffer session Ganias claimed “that he failed to record income from his own

business [to his QuickBook files] as a result of a computer flaw in the QuickBooks software ... [but that,] ... although he

attempted to duplicate the software error, he was unable to do so.” J.A. 467, ¶ 28. Agent Hosney contacted Intuit, Inc.,

which released QuickBooks, to determine whether such an error might have affected, generally, the pertinent version of

the software, and was told that the company was aware of no such “widespread malfunction.” J.A. 469, ¶ 35. 
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17 U.S. Magistrate Judge William I. Garfinkel, who had authorized the 2003 warrant, authorized this 2006 warrant as well.

J.A. 430, 454. 

 

18 Ganias did not contest before the district court, and does not contest on appeal, that this evidence—none of which was

acquired through search of non-responsive data on the mirrors—created sufficient probable cause for the 2006 warrant. 

 

B. Procedural History
In February 2010, Ganias moved to suppress the evidence Agent Hosney acquired pursuant to the 2006
warrant. After a two- *208  day hearing, the district court denied the motion on April 14, 2010, and issued a
written decision on June 24, 2011. In that decision, the district court found, inter alia , that the forensic
examination of the mirrored drives “was conducted within the limitations imposed by the [2003] warrant” and
that “[a] copy of the evidence was preserved in the form in which it was taken.” Ganias , 2011 WL 2532396, at
*8. Judge Thompson observed that Ganias “never moved for destruction or return of the data, which could have
led to the seized pertinent data being preserved by other means.” Id. The district court concluded that the
Government's retention of the mirrored drives—and thus its subsequent search of those drives pursuant to a
warrant—did not violate the Fourth Amendment. Having found no Fourth Amendment violation, the district
court did not reach the question of good faith. Id. at *9.

208

At trial, the Government introduced information in Ganias's QuickBooks files as evidence against him, in
particular highlighting the fact that payments made to him by clients such as IPM were characterized as
“owner's contributions,” which prevented QuickBooks from recognizing them as income.  On the basis of this
and other evidence, the jury convicted Ganias of two counts of tax evasion, and the district court sentenced him
to two terms of 24 months' incarceration, to be served concurrently.

19

19 Many of these entries existed only on the QuickBooks files that the Government had accessed on the mirrors, as a result

of Ganias's amendments to the entries on his hard drives days after the execution of the 2003 warrant. At trial, Ganias

testified that his characterization of the payments as “owner's contributions” was simply a good faith mistake, and not

evidence of intent to commit tax evasion, a claim that the Government labeled implausible in light of Ganias's

extensive experience as an IRS agent and accountant. 

 

Ganias appealed. On review of his conviction, a panel of this Court concluded, unanimously, that the
Government had violated the Fourth Amendment; in a divided decision, the panel then ordered suppression of
the evidence obtained in executing the 2006 warrant and vacated the jury verdict. We subsequently ordered this
rehearing en banc in regards to, first, the existence of a Fourth Amendment violation and, second, the
appropriateness of suppression.20

20 Specifically, we asked the parties to brief the following two issues:

(1) Whether the Fourth Amendment was violated when, pursuant to a warrant, the government seized and

cloned three computer hard drives containing both responsive and non-responsive files, retained the cloned

hard drives for some two-and-a-half years, and then searched the nonresponsive files pursuant to a

subsequently issued warrant; and 

 

(2) Considering all relevant factors, whether the government agents in this case acted reasonably and in good

faith such that the files obtained from the cloned hard drives should not be suppressed.
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United States v. Ganias , 791 F.3d 290 (2d Cir. 2015) (mem.). 

 

II
“On appeal from a district court's ruling on a motion to suppress evidence, ‘we review legal conclusions de
novo and findings of fact for clear error.’ ” United States v. Bershchansky , 788 F.3d 102, 108 (2d Cir. 2015)
(quoting United States v. Freeman , 735 F.3d 92, 95 (2d Cir. 2013) ). We may uphold the validity of a judgment
“on any ground that finds support in the record.” Headley v. Tilghman , 53 F.3d 472, 476 (2d Cir. 1995).

The district court concluded that the conduct of the agents in this case comported fully with the Fourth
Amendment, and *209  thus did not reach the question whether they also acted in good faith. Because we
conclude that the agents acted in good faith, we need not decide whether a Fourth Amendment violation
occurred. We thus affirm the district court on an alternate ground. Nevertheless, though we offer no opinion on
the existence of a Fourth Amendment violation in this case, we make some observations bearing on the
reasonableness of the agents' actions, both to illustrate the complexity of the questions in this significant Fourth
Amendment context and to highlight the importance of careful consideration of the technological contours of
digital search and seizure for future cases.

209

“The touchstone of the Fourth Amendment is reasonableness....” United States v. Miller , 430 F.3d 93, 97 (2d
Cir. 2005) (alteration omitted) (quoting United States v. Knights , 534 U.S. 112, 118, 122 S.Ct. 587, 151
L.Ed.2d 497 (2001) ). As relevant here, “searches pursuant to a warrant will rarely require any deep inquiry
into reasonableness.” United States v. Leon , 468 U.S. 897, 922, 104 S.Ct. 3405, 82 L.Ed.2d 677 (1984)
(alteration omitted) (quoting Illinois v. Gates , 462 U.S. 213, 267, 103 S.Ct. 2317, 76 L.Ed.2d 527 (1983)
(White, J., concurring in judgment)). Nevertheless, both the scope of a seizure permitted by a warrant,  and the
reasonableness of government conduct in executing a valid warrant,  can present Fourth *210  Amendment
issues. Ganias thus argues that the Government violated the Fourth Amendment in this case, notwithstanding
the two warrants that issued, by retaining complete forensic copies of his three hard drives during the pendency
of its investigation.

21

22210

21 Specifically, courts have long recognized that a prohibition on “general warrants”—warrants completely lacking in

particularity—was a central impetus for the ratification of the Fourth Amendment. See, e.g. , Riley v. California , –––

U.S. ––––, 134 S.Ct. 2473, 2494, 189 L.Ed.2d 430 (2014) (noting, in the context of evaluating the reasonableness of a

warrantless search of a cell phone, that “[o]ur cases have recognized that the Fourth Amendment was the founding

generation's response to the reviled ‘general warrants' and ‘writs of assistance’ of the colonial era, which allowed

British officers to rummage through homes in an unrestrained search for evidence of criminal activity” and that

“opposition to such searches was in fact one of the driving forces behind the Revolution itself”); Marshall v. Barlow's,
Inc ., 436 U.S. 307, 311, 98 S.Ct. 1816, 56 L.Ed.2d 305 (1978) (noting, in the context of evaluating the reasonableness

of warrantless inspections of business premises, that “[t]he particular offensiveness” of general warrants “was acutely

felt by the merchants and businessmen whose premises and products were inspected” under them); Stanford v. Texas ,

379 U.S. 476, 486, 85 S.Ct. 506, 13 L.Ed.2d 431 (1965) (“[T]he Fourth ... Amendment[ ] guarantee[s] ... that no

official ... shall ransack [a person's] home and seize his books and papers under the unbridled authority of a general

warrant....”); United States v. Galpin , 720 F.3d 436, 445 (2d Cir. 2013) (“The chief evil that prompted the framing and

adoption of the Fourth Amendment was the ‘indiscriminate searches and seizures' conducted by the British ‘under the

authority of “general warrants.” ’ ” (quoting Payton v. New York , 445 U.S. 573, 583, 100 S.Ct. 1371, 63 L.Ed.2d 639

(1980) )). 

We agree with the dissent that “the precedents are absolutely clear that general warrants are unconstitutional.” Dissent
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at 237. To the degree that the dissent would go further, however, and find it “absolutely clear” to a reasonable

government agent in 2005 that the retention of a lawfully acquired mirror during the pendency of an investigation and

the subsequent search of data on that mirror pursuant to a second warrant would implicate the ban on general warrants,

we respectfully disagree. 

 

22 See, e.g. , L.A. Cty. v. Rettele , 550 U.S. 609, 614–16, 127 S.Ct. 1989, 167 L.Ed.2d 974 (2007) (applying the

reasonableness standard to evaluate whether police officers' manner of executing a valid warrant violated the Fourth

Amendment); Wilson v. Layne , 526 U.S. 603, 611, 119 S.Ct. 1692, 143 L.Ed.2d 818 (1999) (“[T]he Fourth

Amendment does require that police actions in execution of a warrant be related to the objectives of the authorized

intrusion....”); Dalia v. United States , 441 U.S. 238, 258, 99 S.Ct. 1682, 60 L.Ed.2d 177 (1979) (“[T]he manner in

which a warrant is executed is subject to later judicial review as to its reasonableness.”); Terebesi v. Torreso , 764 F.3d

217, 235 (2d Cir. 2014) (“[T]he method used to execute a search warrant ... [is] as a matter of clearly established

constitutional law, subject to Fourth Amendment protections....”), cert. denied sub nom. Torresso v. Terebesi , –––U.S.

––––, 135 S.Ct. 1842, 191 L.Ed.2d 723 (2015) (mem.); Lauro v. Charles , 219 F.3d 202, 209 (2d Cir. 2000) (“[T]he

Fourth Amendment's proscription of unreasonable searches and seizures ‘not only ... prevent[s] searches and seizures

that would be unreasonable if conducted at all, but also ... ensure[s] reasonableness in the manner and scope of searches

and seizures that are carried out.’ ” (all but first alteration in original) (quoting Ayeni v. Mottola , 35 F.3d 680, 684 (2d

Cir. 1994) )). 

 

According to Ganias, when law enforcement officers execute a warrant for a hard drive or forensic mirror that
contains data that, as here, cannot feasibly be sorted into responsive and non-responsive categories on-site, “the
Fourth Amendment demands, at the very least, that the officers expeditiously complete their off-site search and
then promptly return (or destroy) files outside the warrant's scope.”  Appellant Br. at 18. Arguing that a culling
process took place here and that it had concluded by, at the latest, January 2005, Ganias faults the Government
for retaining the mirrored drives—including storing one forensic copy in an evidence locker for safekeeping.
It was this retention, he argues, that constituted the Fourth Amendment violation—a violation that, in turn,
made the 2006 search of the data itself unconstitutional as, but for this retention, the search could never have
occurred.

23

24

23 On appeal, Ganias does not question the scope or validity of the 2003 warrant. The district court found that the 2003

warrant authorized the Government to mirror Ganias's hard drives for off-site review, Ganias , 2011 WL 2532396, at

*10 ; that the warrant, though authorizing such seizure, was sufficiently particularized and not a “general warrant,” id. ;
that, absent mirroring for off-site review, on-site review would have taken months, id. at *2 ; and that mirroring thus

minimized any intrusion on Ganias's business, id. at *8 ; cf. Fed. R. Crim. P. 41(e)(2)(B) (which, as amended in 2009,

permits a warrant to “authorize the seizure of electronic storage media or the seizure or copying of electronically stored

information,” and notes that “[u]nless otherwise specified, the warrant authorizes a later review of the media or

information consistent with the warrant”); Fed. R. Crim. P. 41(e)(2)(B) advisory committee's note to 2009 amendments

(explaining that, because “[c]omputers and other electronic storage media commonly contain such large amounts of

information that it is often impractical for law enforcement to review all of the information during execution of the

warrant at the search location[, t]his rule acknowledges the need for a two-step process: officers may seize or copy the

entire storage medium and review it later to determine what electronically stored information falls within the scope of

the warrant”). Ganias does not contest these conclusions on appeal but contends, instead, that considerations underlying
the prohibition on general warrants may require that, if the government lawfully mirrors an entire hard drive containing

non-responsive as well as responsive information for off-site review, it may not then retain the mirror throughout the

pendency of its investigation. 
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24 As already noted, the district court made no finding as to when or whether forensic examination of the mirrors pursuant

to the 2003 warrant was completed. 

 

To support this argument, Ganias relies principally on United States v. Tamura , 694 F.2d 591 (9th Cir. 1982), a
Ninth Circuit case involving the search and seizure of physical records. In Tamura (unlike the present case, in
which a warrant specifically authorized the agents to seize hard drives and to search them off-site) officers
armed only with a warrant authorizing them to seize specific “records” instead seized numerous boxes of
printouts, file *211  drawers, and cancelled checks for off-site search and sorting. Id. at 594–95. After the
officers had clearly sorted the responsive paper documents from the non-responsive ones, they refused—
despite request—to return the non-responsive paper files. Id. at 596–97. The Ninth Circuit concluded that both
the unauthorized seizure of voluminous material not specified in the warrant and the retention of the seized
documents violated the Fourth Amendment.  Id. at 595, 597 ; see also Andresen v. Maryland , 427 U.S. 463,
482 n. 11, 96 S.Ct. 2737, 49 L.Ed.2d 627 (1976) (“[W]e observe that to the extent [seized] papers were not
within the scope of the warrants or were otherwise improperly seized, the State was correct in returning them
voluntarily and the trial judge was correct in suppressing others.... In searches for papers, it is certain that some
innocuous documents will be examined, at least cursorily, in order to determine whether they are, in fact,
among those papers authorized to be seized.... [R]esponsible officials [conducting such searches], including
judicial officials, must take care to assure that they are conducted in a manner that minimizes unwarranted
intrusions upon privacy.”); cf. United States v. Matias , 836 F.2d 744, 747 (2d Cir. 1988) (“[W]hen items
outside the scope of a valid warrant are seized, the normal remedy is suppression and return of those items....”).

211

25

25 The Ninth Circuit declined to reverse the defendant's conviction, as no improperly seized document was admitted at

trial, and as blanket suppression was not warranted. See Tamura , 694 F.2d at 597. 

 

Because we resolve this case on good faith grounds, we need not decide the relevance, if any, of Tamura (or,
more broadly, the validity of Ganias's Fourth Amendment claim). We note, however, that there are reasons to
doubt whether Tamura (to the extent we would indeed follow it) answers the questions before us. First, on its
facts, Tamura is distinguishable from this case, insofar as the officers there seized for off-site review records
that the warrant did not authorize them to seize,  and retained those records even after their return was
requested. Here, in contrast, the warrant authorized the seizure of the hard drives, not merely particular records,
and Ganias did not request return or destruction of the mirrors (even after he was indisputably alerted to the
Government's continued retention of them) by, for instance, filing a motion for such return pursuant to Federal
Rule of Criminal Procedure 41(g). Second, and more broadly, even if the facts of Tamura were otherwise on
point, Ganias's invocation of Tamura 's reasoning rests on an analogy between paper files intermingled in a file
cabinet and digital data on a hard drive. Though we do not take any position on the ultimate disposition of the
constitutional questions herein, we nevertheless pause to address the appropriateness of this analogy, which is
often invoked (including by the dissent) and bears examination.

26

26 The fact that the officers in Tamura lacked a warrant for the initial seizure was not incidental to the decision: the

Tamura court explicitly found that it was the lack of a warrant that made the initial seizure—even if otherwise

understandable in light of the voluminous material to be reviewed—a violation of the Fourth Amendment. See 694 F.2d

at 596. 
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The central premise of Ganias's reliance on Tamura is that the search of a digital storage medium is analogous
to the search of a file cabinet. The analogy has some force, particularly as seen from the perspective of the
affected computer user. Computer users—or at least, average users (in contrast to, say, digital forensics experts)
—typically experience computers as filing cabinets, as that is precisely how *212  user interfaces are designed to
be perceived by such users.  Given that the file cabinet analogy (at least largely) thus captures an average
person's subjective experience with a computer interface, the analogy may shed light on a user's subjective
expectations of privacy regarding data maintained on a digital storage device. Because we experience digital
files as discrete items, and because we navigate through a computer as through a virtual storage space, we may
expect the law similarly to treat data on a storage device as comprised of distinct, severable files, even if, in
fact, “[s]torage media do not naturally divide into parts.” Josh Goldfoot, The Physical Computer and the
Fourth Amendment , 16 Berkeley J. Crim. L. 112, 131 (2011). In this case, for example, a person in Ganias's
situation could well understand the “files” on his hard drives containing information relating to IPM and AB as
separate from the “files” containing his personal financial information and that of other clients. Indeed, the very
fact that the Government sought additional search authorization via the 2006 warrant when it established
probable cause to search Ganias's personal files indicates that the Government too understood—and credited—
this distinction.

212
27

27 See Daniel B. Garrie & Francis M. Allegra, Fed. Judicial Ctr., Understanding Software, the Internet, Mobile
Computing, and the Cloud: A Guide for Judges 8-14 (2015) (contrasting “operating systems ... [which] hide the

hardware resources behind abstractions to provide an environment that is more user-friendly,” id. at 13, with machine

language, assembly language, high-level languages, data structures, and algorithms); Josh Goldfoot, The Physical
Computer and the Fourth Amendment , 16 Berkeley J. Crim. L. 112, 117 (2011) (contrasting two perspectives on digital

storage media—the “internal perspective,” or how “the user experiences [such media,] as parcels of information,

grouped into files, or even into smaller units such as spreadsheet rows” and the “external perspective,” or how the

actual computer functions, in which “files are not ... ‘things' at all,” but “groupings of data ... inseparably tied to the

storage medium,” created by the computer by manipulating “chunks of physical matter [such as regions on a hard

drive] whose state is altered to record information”). 

 

That said, though it may have some relevance to our inquiry, the file cabinet analogy is only that—an analogy,
and an imperfect one. Cf. James Boyle, The Public Domain 107 (2008) (“Analogies are only bad when they
ignore the key difference between the two things being analyzed.”). Though to a user a hard drive may seem
like a file cabinet, a digital forensics expert reasonably perceives the hard drive simply as a coherent physical
storage medium for digital data—data that is interspersed throughout the medium, which itself must be
maintained and accessed with care, lest this data be altered or destroyed.  See *213  Goldfoot, supra , at 114
(arguing digital storage media are physical objects like “drugs, blood, or clothing”); Wayne Jekot, Computer
Forensics, Search Strategies, and the Particularity Requirement , 7 U. Pitt. J. Tech. L. & Pol'y, art. 5, at 1, 30
(2007) (“[A] computer does not simply hold data, it is composed of data.”). Even the most conventional
“files”—word documents and spreadsheets such as those the Government searched in this case—are not
maintained, like files in a file cabinet, in discrete physical locations separate and distinct from other files. They
are in fact “fragmented” on a storage device, potentially across physical locations. Jekot, supra , at 13.
“Because of the manner in which data is written to the hard drive, rarely will one file be stored intact in one
place on a hard drive,” id .; so-called “files” are stored in multiple locations and in multiple forms, see
Goldfoot, supra , at 127-28.  And as a corollary to this fragmentation, the computer stores unseen information
about any given “file”—not only metadata about when the file was created or who created it, see Michael W.
Graves, Digital Archaeology: The Art and Science of Digital Forensics 94-95 (2014), but also prior versions or

28213

29

13

United States v. Ganias     824 F.3d 199 (2d Cir. 2016)

188

https://casetext.com/_print/doc/united-states-v-ganias-4?_printIncludeHighlights=false&_printIncludeKeyPassages=false&_printIsTwoColumn=undefined%23N196992
https://casetext.com/_print/doc/united-states-v-ganias-4?_printIncludeHighlights=false&_printIncludeKeyPassages=false&_printIsTwoColumn=undefined%23N197011
https://casetext.com/_print/doc/united-states-v-ganias-4?_printIncludeHighlights=false&_printIncludeKeyPassages=false&_printIsTwoColumn=undefined%23N197046
https://casetext.com/case/united-states-v-ganias-4


edits that may still exist “in the document or associated temporary files on [the] disk”—further interspersing the
data corresponding to that “file” across the physical storage medium, Eoghan Casey, Digital Evidence and
Computer Crime 507 (3d ed. 2011).

28 See Eoghan Casey, Digital Evidence and Computer Crime 472, 474-96 (3d ed. 2011) (highlighting the fact that forensic

examination of storage media can create tiny alterations, which necessitates care on the part of examiners in acquiring,

searching, and preserving that data); id. at 477-78 (describing the importance of protecting digital storage media from

“dirt, fluids, humidity, impact, excessive heat and cold, strong magnetic fields, and static electricity”); Michael W.

Graves, Digital Archaeology: The Art and Science of Digital Forensics 95 (2014) (“Computer data is extremely volatile

and easily deleted, and can be destroyed, either intentionally or accidentally, with a few mouse clicks.”); Bill Nelson et

al., Guide to Computer Forensics and Investigations 160 (5th ed. 2015) (emphasizing the importance of “maintain[ing]

the integrity of digital evidence in the lab” by creating a read-only copy prior to analysis); Jonathan L. Moore, Time for
an Upgrade: Amending the Federal Rules of Evidence to Address the Challenges of Electronically Stored Information
in Civil Litigation , 50 Jurimetrics J. 147, 153 (2010) (“[All electronically stored information is] prone to

manipulation[;] ... [such] alteration can occur intentionally or inadvertently.”); Int'l Org. for Standardization & Int'l

Electrotechnical Comm'n, Guidelines for Identification, Collection, Acquisition, and Preservation of Digital Evidence
17 (2012) [hereinafter ISO/IEC, Guidelines ] (emphasizing the importance of careful storage and transport techniques

and noting that “[s]poliation can result from magnetic degradation, electrical degradation, heat, high or low humidity

exposure, as well as shock and vibration”). 

 

29 See Goldfoot, supra (“Storage media do not naturally divide into parts,” id. at 131; “it is difficult to agree ... on where

the subcontainers begin and end,” id. at 113.); Orin S. Kerr, Searches and Seizures in a Digital World , 119 Harv. L.

Rev. 531, 557 (2005) ( “[V]irtual files are not robust concepts. Files are contingent creations assembled by operating

systems and software.”); see also Orin S. Kerr, Executing Warrants for Digital Evidence: The Case for Use Restrictions
on Nonresponsive Data , 48 Tex. Tech L. Rev. 1, 32 (2015) (“What does it mean to ‘delete’ data?”). 

 

“Files,” in short, are not as discrete as they may appear to a user. Their interspersion throughout a digital
storage medium, moreover, may affect the degree to which it is feasible, in a case involving search pursuant to
a warrant, to fully extract and segregate responsive data from non-responsive data. To be clear, we do not
suggest that it is impossible to do so in any particular or in every case; we emphasize only that in assessing the
reasonableness, for Fourth Amendment purposes, of the search and seizure of digital evidence, we must be
attuned to the technological features unique to digital media as a whole and to those relevant in a particular
case—features that simply do not exist in the context of paper files.

These features include an additional complication affecting the validity of the file cabinet analogy: namely, that
a good deal of the information that a forensic examiner may seek on a digital storage device (again, because it
is a coherent and complex forensic object and not a file cabinet) does not even remotely fit into the typical
user's conception of a “file.” See Daniel B. Garrie & Francis M. Allegra, Fed. Judicial Ctr., Understanding
Software, the Internet, Mobile Computing, and the Cloud: A Guide for Judges 39 (2015) (“Forensic software
gives a forensic examiner access to electronically stored information (ESI) that is otherwise unavailable to a
typical computer user.”). Forensic investigators may, inter alia , search for and discover evidence that a file was
*214  deleted as well as evidence sufficient to reconstruct a deleted file—evidence that can exist in so-called
“unallocated” space on a hard drive. See Casey, supra , at 496; Orin S. Kerr, Searches and Seizures in a Digital
World , 119 Harv. L. Rev. 531, 542, 545 (2005) ; Fed. Judicial Ctr., supra , at 40 (“A host of information can lie
in the interstices between the allocated spaces.”). They may seek responsive metadata about a user's activities,
or the manner in which information has been stored, to show such things as knowledge or intent, or to create

214
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timelines as to when information was created or accessed.  Forensic examiners will sometimes seek evidence
on a storage medium that something did not happen : “If a defendant claims he is innocent because a computer
virus committed the crime, the absence of a virus on his hard drive is ‘dog that did not bark’ negative evidence
that disproves his story.... To prove something is not on a hard drive, it is necessary to look at every place on
the drive where it might be found and confirm it is not there.”  Goldfoot, supra , at 141; see also United States
v. O'Keefe , 461 F.3d 1338, 1341 (11th Cir. 2006) (“[The government's expert] testified that the two viruses he
found on [the defendant's] computer were not capable of ‘downloading and uploading child pornography and
sending out advertisements.’ ”).  *215  Finally, because of the complexity of the data thereon and the manner in
which it is stored, the nature of digital storage presents potential challenges to parties seeking to preserve
digital evidence, authenticate it at trial, and establish its integrity for a fact-finder—challenges that materially
differ from those in the paper file context. First, the extraction of specific data files to some other medium can
alter, omit, or even destroy portions of the information contained in the original storage medium. Preservation
of the original medium or a complete mirror may therefore be necessary in order to safeguard the integrity of
evidence that has been lawfully obtained or to authenticate it at trial. Graves, supra , at 95-96 (“[The
investigator] must be able to prove that the information presented came from where he or she claims and was
not altered in any way during examination, and that there was no opportunity for it to have been replaced or
altered in the interim.”); see also Casey, supra , at 480 (“Even after copying data from a computer or piece of
storage media, digital investigators generally retain the original evidential item in a secure location for future
reference.”).  The preservation of data, moreover, is not simply a concern for law enforcement. Retention of
the original storage medium or its mirror may also be necessary to afford criminal defendants access to that
medium or its forensic copy so that, relying on forensic experts of their own, they may challenge the
authenticity or reliability of evidence allegedly retrieved. See, e.g. , United States v. Kimoto , 588 F.3d 464, 480
(7th Cir. 2009) (quoting the defendant's motion as stating: “Upon beginning their work, [digital analysis
experts] advised [the defendant's] Counsel that the discovery provided to the defense did not appear to be a
complete forensic copy, and that such was necessary to verify the data as accurate and unaltered.”).
Defendants may also require access to a forensic copy to conduct an independent analysis of precisely what the
government's forensic expert did—potentially altering evidence in a manner material to the case—or to locate
exculpatory evidence that the government missed.  *216  Notwithstanding any other distinctions between this
case and Tamura, then, the Government plausibly argues that, because digital storage media constitute coherent
forensic objects with contours more complex than—and materially distinct from—file cabinets containing
interspersed paper documents, a digital storage medium or its forensic copy may need to be retained, during the
course of an investigation and prosecution, to permit the accurate extraction of the primary evidentiary material
sought pursuant to the warrant; to secure metadata and other probative evidence stored in the interstices of the
storage medium; and to preserve, authenticate, and effectively present at trial the evidence thus lawfully
obtained. To be clear, we do not decide the ultimate merit of this argument as applied to the circumstances of
this case.  Nor do we gainsay the *217  privacy concerns implicated when the government retains a hard drive
or forensic mirror containing personal information irrelevant to the ongoing investigation, even if such
information is never viewed. We discuss the aptness and limitations of Ganias's analogy and the Government's
response simply to highlight the complexity of the relevant questions for future cases and to underscore the
importance, in answering such questions, of engaging with the technological specifics.

30

31

32215

33

34

35216

36217

37

30 See Fharmacy Records v. Nassar , 379 Fed.Appx. 522, 525 (6th Cir. 2010) (describing testimony of a digital forensics

expert in a copyright case that the number and physical location of a file on an Apple Macintosh—which saves files

sequentially on its storage medium—demonstrated that the file had been back-dated). 
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31 Indeed, in this very case, as already noted, see supra note 16, Ganias at one point claimed that a “software error” or

“computer flaw” prevented him from recording certain income in his QuickBooks files. J.A. 467, ¶ 28. Data confirming

the existence, or non-existence, of an error affecting the particular installation of a program on a given digital storage

device could be, in a hypothetical case, relevant to the probity of information otherwise located thereupon. 

 

32 We note that some of these inferences may be limited to—or at least of more relevance to—traditional magnetic disk

drives, which have long been the primary digital storage technology. “Generally when data is deleted from a

[traditional hard disk drive], the data is retained until new data is written onto the same location. If no new data is

written over the deleted data, then the forensic investigator can recover the deleted data, albeit in fragments.” Alastair

Nisbet et al., A Forensic Analysis and Comparison of Solid State Drive Data Retention with TRIM Enabled File
Systems , Proceedings of the 11th Australian Digital Forensics Conference 103 (2013). In contrast, the technology used

in solid state drives “requires a cell to be completely erased or zeroed-out before a further write can be committed,” id.
at 104, and in part because such erasure can be time consuming, solid state drives incorporate protocols which “zero-

delete data locations ... as a matter of course,” thereby “reduc[ing] the data that can be retrieved from the drive by [a]

forensic investigator,” id. at 103. See also Graeme B. Bell & Richard Boddington, Solid State Drives: The Beginning of
the End for Current Practice in Digital Forensic Recovery? , 5 J. Digital Forensics, Sec. & L., no. 3, 2010, at 1, 12

(stating that, in connection with such storage devices, “evidence indicating ‘no data’ does not authoritatively prove that

data did not exist at the time of capture”). That is not to say that studies indicate that deleted information is never
recoverable from any model of solid state drive. See, e.g. , Christopher King & Timothy Vidas, Empirical Analysis of
Solid State Disk Data Retention When Used with Contemporary Operating Systems , 8 Digital Investigation 111, 113

(2011) (citing a study suggesting that data deleted from a particular solid state drive was recoverable in certain

contexts); Gabriele Bonetti et al., A Comprehensive Black–Box Methodology for Testing the Forensic Characteristics of
Solid-State Drives , Proceedings of the 29th Annual Computer Security Applications Conference 277 (2013) (observing

that, though several tested solid state drives contained no recoverable deleted data, one model contained “high[ly]

recoverab[le]” quantities of such data). The point is simply that there may be material differences among different

varieties of storage media that, in turn, make certain factors cited herein more or less relevant to a given inquiry. 

 

33 We do not suggest that authentication of evidence from computerized records is impossible absent retention of an entire

hard drive or mirror. Authentication is governed by Federal Rule of Evidence 901, which requires only that “the

proponent must produce evidence sufficient to support a finding that the item is what the proponent claims it is.” Fed.

R. Evid. 901(a). As we have stated, “[t]his requirement is satisfied ‘if sufficient proof has been introduced so that a

reasonable juror could find in favor of authenticity or identification.’ ” United States v. Pluta , 176 F.3d 43, 49 (2d Cir.

1999) (citation omitted) (quoting United States v. Ruggiero , 928 F.2d 1289, 1303 (2d Cir. 1991) ). “[T]he burden of

authentication does not require the proponent of the evidence to rule out all possibilities inconsistent with authenticity,

or to prove beyond any doubt that the evidence is what it purports to be. Rather, the standard for authentication, and

hence for admissibility, is one of reasonable likelihood.” Id. (alteration omitted) (quoting United States. v. Holmquist ,
36 F.3d 154, 168 (1st Cir. 1994) ). The weight of digital evidence admitted at trial, however, may be undermined by

challenges to its integrity—challenges which proper preservation might have otherwise avoided. 

 

34 Where, as in this case, a mirror containing responsive data has been lawfully seized from a third-party custodian, this

concern cannot be avoided simply by returning the original medium to the party from whom it was seized. A third-

party custodian may need to utilize a hard drive in ways that will alter the data, and will likely have no incentive to

retain a mirrored copy of drives as they once existed but that are of no further use to the custodian. 
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35 See Kimoto , 588 F.3d at 480–81 (“[The defendant] argued that the failure to provide him with a complete forensic copy

of all digital files impaired his ability to prepare a defense.... [The defendant] submitted that he should not be punished

‘because the Government failed to properly preserve or maintain a digital forensic copy of the data.’ ”); Casey, supra ,

at 510-11 (discussing a case study in which, due to forensic investigators' own mistakes, discovery of digital evidence

confirming a murder suspect's alibi was greatly delayed); see also id. at 508-510 (detailing the importance of experts

reporting their processes); Fed. Judicial Ctr., supra , at 41 (“The forensic examiner ... generate[s] reports, detailing the

protocols and processes that he or she followed.... The forensic reports must provide enough data to allow an

independent third-party examiner to recreate the exact environment that yielded the report's findings and

observations.”); Darren R. Hayes, A Practical Guide to Computer Forensics Investigations 116 (2015) (“[B]ecause

forensics is a science, the process by which the evidence was acquired must be repeatable, with the same results.”);

ISO/IEC, Guidelines , supra , at 7 (emphasizing the importance of repeatability and reproducibility). 

 

36 That said, it is important to correct a misunderstanding in the dissent's analysis, as it pertains to these factors and their

application here. The dissent suggests that the Government can have had no interest in retention, as “[t]he agents could

not have been keeping non-responsive files [in order to authenticate and defend the probity of responsive files] for the

purpose of proceeding against Ganias, as [in December 2004] they did not yet suspect [him] of criminal wrongdoing.”

Dissent at 234. This argument misunderstands the Government's position: the Government was not retaining the

mirrors in late 2004 and 2005 in the hopes of proceeding against Ganias; it was retaining the mirrors as part of its

ongoing investigation of James McCarthy and his two companies, AB and IPM—an investigation that would culminate

in an indictment of McCarthy in 2008 secured through extensive reliance on responsive data recovered from the

mirrored copies of Ganias's hard drives. The dissent's focus on Ganias, the owner of the hard drives the Government

mirrored, and not McCarthy, a third-party defendant, thus permits the dissent to dismiss out-of-hand Government

interests that, properly viewed, are significant—whether or not ultimately dispositive. See Dissent at 235 (“As a

practical matter, a claim of data tampering would easily fall flat where, as here, the owner kept his original computer

and the Government gave him a copy of the mirror image.”); id. at 235–36 (dismissing the Government's Brady
concern by noting that “[t]he Government is essentially arguing that it must hold on to the materials so that it can give

them back to the defendant,” a concern that the dissent argues “can be obviated simply by returning the non-responsive

files to the defendant in the first place”). Perhaps in some situations, in which the owner of computerized data seized

pursuant to a search warrant is the expected defendant in a criminal proceeding, problems of authentication or probity

could be handled by stipulations, and Brady issues might be mooted by the return of the data to the defendant—though

we express no view on those questions. As this case illustrates, however, when the owner of hard drives mirrored by the

government is a third party who is not the expected target of the investigation, the government's interests in retention

take on an additional layer of complexity. A stipulation with Ganias about the authenticity or probity of data extracted

from his computers would not have affected the ability of the original targets of the investigation to raise challenges to

authenticity or probity. Nor would returning the mirrors to Ganias—who at that point, absent a stipulation to the

contrary, could presumably have destroyed or altered them, intentionally or accidentally—have protected the interests

of those anticipated defendants in conducting their own forensic examination of the data in search of exculpatory

evidence or to replicate and criticize the Government's inspection procedures. 

 

37 Of course, engaging with the specifics requires acknowledging and emphasizing that technologies rapidly evolve, and

that the specifics change. See John Sammons, The Basics of Digital Forensics 170 (2012) (commenting that digital

forensics faces the “blinding speed of technology [and] new game-changing technologies such as cloud computing and

solid state hard drives ... just to name a few”). In discussing the technological specifics of computer hard drives, we

have primarily addressed a particular form of electronic storage that has become conventional. See supra note 32.

Newer forms of emerging storage technology, or future developments, may work differently and thus present different

challenges. See, e.g. , Bell & Boddington, supra , at 3, 6, 14 (observing that “the peculiarity of ‘deleted, but not

17

United States v. Ganias     824 F.3d 199 (2d Cir. 2016)

192

https://casetext.com/case/us-v-kimoto-7%23p480
https://casetext.com/case/united-states-v-ganias-4


forgotten’ data which so often comes back to haunt defendants in court is in many ways a bizarre artefact of hard drive

technology” and that increasingly popular solid state drives can “modify themselves very substantially without

receiving instructions to do so from a computer,” and thus predicting that “recovery of deleted files and old metadata

will become extremely difficult, if not impossible” as solid state storage devices utilizing a particular deletion protocol

called “TRIM” become more prevalent); King & Vidas, supra , at 111 (“We show that on a TRIM-enabled [solid state

drive], using an Operating System (OS) that supports TRIM, ... in most cases no data can be recovered.”); id. at 113

(“[M]ost [solid state drive] manufacturers have a TRIM-enabled drive model currently on the market.”). But see
Bonetti et al., supra , at 270-71, 278 (making clear that solid state drives, which differ considerably among models and

vendors, may yield differing levels of deleted-file recoverability, depending upon their utilization of TRIM and other

deletion protocols, erasing patterns, compression, and wear leveling protocols). Solid state drives, of course, are just

one example. Cf. Bell & Boddington, supra , at 3 (“It is ... in the nature of computing that we perceive regular

paradigm shifts in the ways that we store and process information.”). The important point is that considerations

discussed in this opinion may well become obsolete at some future point, the challenges facing forensic examiners and

affected parties may change, and courts dealing with these problems will need to become conversant with the particular

forms of technology involved in a given case and the evidentiary challenges presented by those forms. 

 

In emphasizing such specifics, we reiterate that we do not mean to thereby minimize or ignore the privacy
concerns implicated when a hard drive or forensic mirror is retained, even pursuant to a warrant. The seizure of
a computer hard drive, and its subsequent retention by the government, can give the government possession of
a vast trove of personal information about the person to whom the drive belongs, much of which may be
entirely irrelevant to the criminal investigation that led to the seizure. Indeed, another weakness of the file
cabinet analogy is that no file cabinet has the capacity to contain as much information as the typical computer
hard drive. In 2005, Professor Orin Kerr noted that the typical personal computer hard drive had a storage
capacity of about eighty gigabytes, which he estimated could hold text files equivalent to the “information
contained in the books on one floor of a typical academic library.” Kerr, *218  Searches and Seizures in a Digital
World , supra , at 542. By 2011, computers were being sold with one terabyte of capacity—about twelve times
the size of Professor Kerr's library floor. Paul Ohm, Response, Massive Hard Drives, General Warrants, and
the Power of Magistrate Judges , 97 Va. L. Rev. In Brief 1, 6 (2011). The New York Times recently reported
that commercially available storage devices can hold “16 petabytes of data, roughly equal to 16 billion thick
books.” Quentin Hardy, As a Data Deluge Grows, Companies Rethink Storage , N.Y. Times, Mar. 15, 2016, at
B3.

218

Moreover, quantitative measures fail to capture the significance of the data kept by many individuals on their
computers. Tax records, diaries, personal photographs, electronic books, electronic media, medical data,
records of internet searches, banking and shopping information—all may be kept in the same device,
interspersed among the evidentiary material that justifies the seizure or search. Cf. Riley v. California , ––– U.S.
––––, 134 S.Ct. 2473, 2489–90, 189 L.Ed.2d 430 (2014) (explaining that even microcomputers, such as
cellphones, have “immense storage capacity” that may contain “every piece of mail [people] have received for
the past several months, every picture they have taken, or every book or article they have read,” which can
allow the “sum of an individual's private life [to] be reconstructed”); United States v. Galpin , 720 F.3d 436,
446 (2d Cir. 2013) (“[A]dvances in technology and the centrality of computers in the lives of average people
have rendered the computer hard drive akin to a residence in terms of the scope and quantity of private
information it may contain.”). While physical searches for paper records or other evidence may require agents
to rummage at least cursorily through much private material, the reasonableness of seizure and subsequent
retention by the government of such vast quantities of irrelevant private material was rarely if ever presented in

18

United States v. Ganias     824 F.3d 199 (2d Cir. 2016)

193

https://casetext.com/case/riley-v-cal-united-states-1%23p2489
https://casetext.com/case/riley-v-cal-united-states-1
https://casetext.com/case/united-states-v-galpin%23p446
https://casetext.com/case/united-states-v-ganias-4


cases prior to the age of digital storage, and has never before been considered justified, or even practicable, in
such cases. Even as we recognize that search and seizure of digital media is, in some ways, distinct from what
has come before, we must remain mindful of the privacy interests that necessarily inform our analysis.38

38 The dissent extensively addresses these privacy interests. As this opinion makes clear, we do not disagree with the

proposition that the seizure and retention of computer hard drives or mirrored copies of those drives implicate such

concerns and raise significant Fourth Amendment questions. We do not agree, however, for reasons we have also

discussed at length, with the dissent's dismissal of the countervailing government concerns. However these issues are

ultimately resolved, we believe that the Government's arguments are, at a minimum, sufficiently forceful that it is

unwise to try to reach definitive conclusions about the constitutional issues in a case that can be decided on other

grounds. 

 

We note, however, that parties with an interest in retained storage media are not without recourse. As noted
above, Ganias never sought the return of any seized material, either by negotiating with the Government or by
motion to the court. Though negotiated stipulations regarding the admissibility or integrity of evidence may not
always suffice to satisfy reasonable interests of the government in retention during the pendency of an
investigation,  such *219  stipulations may make return feasible in a proper case, and can be explored.39219

39 For instance, as we have previously noted, where, as here, the owner of the records is not (at least at the time of the

seizure) the target of the investigation, a stipulation from that party may not serve the government's need to establish

the authenticity or integrity of evidence it may seek to use, and access to the records by that party will not necessarily

satisfy the need of potential future defendants to test the processes used by the government to extract or accurately

characterize data culled from a hard drive. In some cases, however, negotiated solutions may be practicable. 

 

A person from whom property is seized by law enforcement may move for its return under Federal Rule of
Criminal Procedure 41(g).  Rule 41(g) permits a defendant or any “person aggrieved” by either an unlawful or
lawful deprivation of property, see United States v. Comprehensive Drug Testing, Inc. , 621 F.3d 1162, 1173
(9th Cir. 2010) (en banc) (per curiam), to move for its return, Fed. R. Crim. P. 41(g). Evaluating such a motion,
a district court “must receive evidence on any factual issue necessary to decide the motion,” and, in the event
that the motion is granted, may “impose reasonable conditions to protect access to the property and its use in
later proceedings.” Id. Since we resolve this case on other grounds, we need not address whether Ganias's
failure to make such a motion forfeited any Fourth Amendment objection he might otherwise have had to the
Government's retention of the mirrors. But we agree with the district court that, as a pragmatic matter, such a
motion “would have given a court the opportunity to consider ‘whether the government's interest could be
served by an alternative to retaining the property,’ and perhaps to order the [mirrors] returned to Ganias, all
while enabling the court to ‘impose reasonable conditions to protect access to the property and its use in later
proceedings.’ ” Ganias , 2011 WL 2532396, at *8 (citation omitted) (first quoting In re Smith , 888 F.2d 167,
168 (D.C. Cir. 1989) (per curiam); then quoting Fed. R. Crim. P. 41(g) ).

40

40 Rule 41(g) provides as follows:

Motion to Return Property. A person aggrieved by an unlawful search and seizure of property or by the

deprivation of property may move for the property's return. The motion must be filed in the district where the

property was seized. The court must receive evidence on any factual issue necessary to decide the motion. If it

grants the motion, the court must return the property to the movant, but may impose reasonable conditions to

protect access to the property and its use in later proceedings.
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Rule 41(g) thus provides a potential mechanism, in at least some contexts, for dealing with the question of
retention at a time when the government may be expected to have greater information about the data it seeks
and the best process through which to search and present that data in court. It is worth observing, then, that
Rule 41(g) constitutes a statutory solution (as opposed to a purely judicially constructed one) to at least one
facet of the retention problem.  Statutory approaches, of course, do not relieve courts from their obligation to
interpret the Constitution; nevertheless, such approaches have, historically, provided one mechanism for
safeguarding privacy interests while, at the same time, addressing the needs of law enforcement in the face of
technological change. Indeed, when Congress addressed wiretapping in the Omnibus Crime Control *220  and
Safe Streets Act of 1968, the Senate Judiciary Committee issued a report reflecting precisely this ambition—to
provide a framework through which law enforcement might comport with the demands of the Constitution and
meet important law enforcement interests. See S. Rep. No. 90-1097, at 66-76 (1968) (describing the
construction of the then-Omnibus Crime Control and Safe Streets of Act of 1967, which laid out
comprehensive rules for when and how law enforcement could intercept wire and oral communications through
electronic surveillance, as a Congressional attempt to respond to and synthesize, first, technological change, id.
at 67, second, ineffective or unclear state statutory regimes, id. at 69, third, evolving Supreme Court precedent,
id. at 74-75, and fourth, law enforcement concerns, id. at 70); see also id. at 66 (“Title III has as its dual
purpose (1) protecting the privacy of wire and oral communications, and (2) delineating on a uniform basis the
circumstances and conditions under which the interception of wire and oral communications may be
authorized.”). The Act did not seek to supplant the role of the courts, nor could it have done so, but it did
demonstrate the intuitive proposition that Congress can and should be a partner in the process of fleshing out
the contours of law-enforcement policy in a shifting technological landscape. In acknowledging the role of
Rule 41(g), then, we seek also to suggest that search and seizure of electronic media may, no less than
wiretapping, merit not only judicial review but also legislative analysis; courts need not act alone.

41

220

41 The advisory committee notes to the 2009 amendments to Federal Rule of Criminal Procedure 41(e)(2)(B) contemplate

that Rule 41(g) may indeed constitute such a solution. Regarding specifically the seizure of electronic storage media or

the search of electronically stored information, the advisory committee notes observe that though the rule does not

create

a presumptive national or uniform time period within which ... off-site copying or review of ... electronically

stored information would take place, ... [i]t was not the intent of the amendment to leave the property owner

without ... a remedy[:] ... Rule 41(g) ... provides a process for the “person aggrieved” to seek an order from

the court for a return of the property, including storage media or electronically stored information, under

reasonable circumstances.

As we have said, we need not resolve the ultimate question whether the Government's retention of forensic
copies of Ganias's hard drives during the pendency of its investigation violated the Fourth Amendment. We
conclude, moreover, that we should not decide this question on the present record, which does not permit a full
assessment of the complex and rapidly evolving technological issues, and the significant privacy concerns,
relevant to its consideration.  Having noted Ganias's argument, *221  we do not decide its merits. We instead
turn to the question of good faith.

42221
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42 The dissent faults us for our caution in this regard, suggesting that “the prevailing scholarly consensus has been that the

[original Ganias ] panel largely got it right.” Dissent at 228 n. 5. With respect, the dissent mischaracterizes the

scholarly response. As an initial matter, the dissent cites Professor Kerr as having concluded that the panel “largely got

it right.” Id. In fact, Kerr's analysis of the original panel opinion is generally critical, not complimentary. See Kerr,

Executing Warrants for Digital Evidence , supra , at 32 (critiquing the panel for going too far and thus offering a

“particularly strong version” of Kerr's approach). Assessing the original panel's analysis, Kerr first concludes that,

given the technological contours of electronic media, an affirmative obligation to delete could be “difficult to

implement,” just as it could be difficult to ascertain at what point in the process such a “duty [would be] triggered.” Id.
Second, Kerr concludes that—to the degree that restrictions should be placed upon what the government may do with

non-responsive data that must, for pragmatic reasons, be retained—a restriction preventing the government from

viewing data pursuant to a search warrant acquired with independent probable cause is unnecessary “to restore the

basic limits of search warrants in a world of digital evidence.” Id. at 33. 

Apart from this citation to Kerr and to two student notes (which reach differing conclusions about the merits of the

panel opinion), the articles the dissent cites (as is evident from the carefully worded parentheticals the dissent itself

provides) are not evaluations of the original panel opinion, but instead provide largely descriptive accounts of the

opinion and its relation to other case law in the context of making other points. The signed article that comes the closest

to providing a normative critique of the panel's opinion concludes that “perhaps the panel's answer is broadly the right

answer,” but rejects the panel's—and the dissent's—reasoning. Stephen E. Henderson, Fourth Amendment Time
Machines (and What They Might Say About Police Body Cameras) , 18 U. Pa. J. Const. L. 933, 948 (2016) (emphasis

added); see id. at 947 (concluding that, because “in 2003 and in 2006 the government obtained a warrant demonstrating

particularized suspicion towards Ganias's data, and in each instance agents thereafter only looked for the responsive

data,” it was inapt for the original panel to conclude that the Government's position would transform a warrant for

electronic data into a “general warrant”). We do not opine on these issues here, but we see no scholarly consensus on

the complicated questions implicated in this case that would suggest caution is ill-advised in a matter where these

questions need not be answered to reach a resolution. Caution, although not always satisfying, is sometimes the most

appropriate approach. 

 

III
The Government argues that, because it acted in good faith throughout the pendency of this case, any potential
violation of the Fourth Amendment does not justify the extraordinary remedy of suppression. See Davis v.
United States , 564 U.S. 229, 237, 131 S.Ct. 2419, 180 L.Ed.2d 285 (2011) (noting the “heavy toll” exacted by
suppression, which “requires courts to ignore reliable, trustworthy evidence,” and characterizing suppression as
a “bitter pill,” to be taken “only as a ‘last resort’ ” (quoting Hudson v. Michigan , 547 U.S. 586, 591, 126 S.Ct.
2159, 165 L.Ed.2d 56 (2006) )); accord United States v. Clark , 638 F.3d 89, 99 (2d Cir. 2011). In particular, the
Government urges that its “reliance on the 2006 warrant,” which it obtained after disclosing to the magistrate
judge all relevant facts regarding its retention of the mirrored files, “fits squarely within the traditional Leon
exception for conduct taken in reliance on a search warrant issued by a neutral and detached magistrate
judge.”  Government Br. at 59; see Leon , 468 U.S. at 922, 104 S.Ct. 3405. For the following reasons, we
agree.

43

43 The Government also contends: (1) that it relied in good faith on the 2003 warrant in retaining the mirrors; and (2) that

its behavior was in no way culpable, rendering exclusion inappropriate, see Government Br. at 51; see also Herring v.
United States , 555 U.S. 135, 144, 129 S.Ct. 695, 172 L.Ed.2d 496 (2009) (“[T]he exclusionary rule serves to deter

deliberate, reckless, or grossly negligent conduct, or in some circumstances recurring or systemic negligence.”); accord
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Davis , 564 U.S. at 237, 131 S.Ct. 2419. Given our conclusion that the Government relied in good faith on the 2006

warrant, we need not address these additional arguments. 

 

In Leon, the Supreme Court determined that the exclusion of evidence is inappropriate when the government
acts “in objectively reasonable reliance” on a search warrant, even when the warrant is subsequently
invalidated. 468 U.S. at 922, 104 S.Ct. 3405 ; see also Clark , 638 F.3d at 100 (“[I]n Leon, the Supreme Court
strongly signaled that most searches conducted pursuant to a warrant would likely fall within its protection.”).
Such reliance, however, must be objectively reasonable . See Leon , 468 U.S. at 922–23, 104 S.Ct. 3405 (“[I]t
is clear that in some circumstances the officer will have no reasonable grounds for believing that the warrant
was properly issued.” (footnote omitted)). Thus, to assert good faith reliance successfully, officers must, inter
alia , disclose all potentially adverse information to the issuing judge. See United States v. Reilly , 76 F.3d
1271, 1280 (2d Cir.) (“The good faith exception to the exclusionary rule does not protect searches by officers
who fail to provide all potentially adverse information to the issuing judge....”), aff'd and amended , 91 F.3d
331 (2d Cir. 1996) (per curiam); see also United States v. Thomas , 757 F.2d 1359, 1368 (2d Cir. 1985) (finding
good faith reliance on a warrant, under Leon, where officers, first, committed a constitutional violation they did
not *222  reasonably know, at the time, was unconstitutional—a warrantless canine sniff—and second, in relying
on evidence from this sniff in a warrant application, fully revealed the fact of the canine sniff to a magistrate
judge), cert. denied by Fisher v. United States , 474 U.S. 819, 106 S.Ct. 66, 88 L.Ed.2d 54 (1985) and Rice v.
United States , 479 U.S. 818, 107 S.Ct. 78, 93 L.Ed.2d 34 (1986).

222

Ganias argues that reliance on the 2006 warrant is misplaced for two reasons. First, he urges that the alleged
constitutional violation here (unlawful retention of the mirrored drives) had “long since” ripened into a
violation by April 2006, when the second warrant was obtained, Appellant Br. at 55-56, and attests that
“[n]othing [in Leon ] suggests that the police, after they engage in misconduct, can then ‘launder their prior
unconstitutional behavior by presenting the fruits of it to a magistrate,’ ” id. at 56 (quoting State v. Hicks , 146
Ariz. 533, 707 P.2d 331, 333 (Ariz. Ct. App. 1985) ). Second, Ganias argues that, even if “a subsequent warrant
can ever appropriately purge the taint of an earlier violation, the agent must, at the very least, ‘provide all
potentially adverse information’ regarding the earlier illegality ‘to the issuing [magistrate] judge,’ ” a
requirement that he argues was not satisfied here. Id. at 58 (quoting Reilly , 76 F.3d at 1280 ). Ganias's
arguments are unavailing.

First, Ganias relies on this Court's decision in Reilly to argue categorically that agents who have engaged in a
predicate Fourth Amendment violation may not rely on a subsequently issued warrant to establish good faith.
Reilly, however, stands for no such thing. In Reilly, officers unlawfully intruded on the defendant's curtilage,
discovering about twenty marijuana plants, before they departed and obtained a search warrant based on a
“bare-bones” description of their intrusion and resulting observations which this Court found “almost
calculated to mislead.” Reilly , 76 F.3d at 1280 ; see also id. (“[The affidavit] simply ... stated that [the officers]
walked along Reilly's property until they found an area where marijuana plants were grown. It did not describe
this area to the Judge[,] ... [and it] gave no description of the cottage, pond, gazebo, or other characteristics of
the area.... [The omitted information] was crucial. Without it, the issuing judge could not possibly make a valid
assessment of the legality of the warrant that he was asked to issue.”). We rejected the government's argument
that the officers were entitled to rely on the warrant, noting that the officers had “undert[aken] a search that
caused them to invade what they could not fail to have known was potentially ... curtilage,” and that they
thereafter “failed to provide [the magistrate issuing the warrant] with an account of what they did,” so that the
magistrate was unable to ascertain whether the evidence on which the officers relied in seeking the warrant was
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“itself obtained illegally and in bad faith.” Id. at 1281. In such circumstances, Leon did not—and does not—
permit good faith reliance on a warrant. See Leon , 468 U.S. at 923, 104 S.Ct. 3405 (observing that an officer's
reliance on a warrant is not objectively reasonable if he “misled [the magistrate with] information in an
affidavit that [he] knew was false or would have known was false except for his reckless disregard of the
truth”).

The present case, however, is akin not to Reilly, but to this Court's decision in Thomas, which the Reilly panel
carefully distinguished, while reaffirming. See Reilly , 76 F.3d at 1281–82. In Thomas, an agent, acting without
a warrant, used a dog trained to detect narcotics to conduct a “canine sniff” at a dwelling. 757 F.2d at 1367. The
agent presented evidence acquired as a result of the sniff to a “neutral *223  and detached magistrate” who, on
the basis of this and other evidence, determined that the officer had probable cause to conduct a subsequent
search of the dwelling in question. Id. at 1368. The defendant moved to suppress the evidence found in
executing the search warrant, arguing that the antecedent canine sniff constituted a warrantless, unconstitutional
search and that the evidence acquired from that sniff was dispositive to the magistrate judge's finding of
probable cause. See id. at 1366. This Court agreed on both counts: first deciding, as a matter of first impression
in our Circuit, that the canine sniff at issue constituted a search, id. at 1367, and second determining that, absent
the evidence acquired from this search, the warrant was not supported by probable cause, id. at 1368. The
Thomas panel nevertheless concluded that suppression was inappropriate because the agent's reliance on the
warrant was objectively reasonable: “The ... agent brought his evidence, including [a factual description of the
canine sniff], to a neutral and detached magistrate. That magistrate determined that probable cause to search
existed, and issued a search warrant. There is nothing more the officer could have or should have done under
these circumstances to be sure his search would be legal.” Id.

223

Reilly carefully distinguished Thomas, and in a manner that makes apparent that it is Thomas that is dispositive
here. First, the Reilly panel noted that Thomas was unlike Reilly, in that the agent in Thomas disclosed all
crucial facts for the legal determination in question to the magistrate judge. Reilly , 76 F.3d at 1281. Then, the
Reilly panel articulated another difference: while in Reilly, “the officers undertook a search that caused them to
invade what they could not fail to have known was potentially Reilly's curtilage,” in Thomas, the agent “did not
have any significant reason to believe that what he had done [conducting the canine sniff] was
unconstitutional.” Id . ; see also id. (“[U]ntil Thomas was decided, no court in this Circuit had held that canine
sniffs violated the Fourth Amendment.”). Thus, the predicate act in Reilly tainted the subsequent search
warrant, whereas the predicate act in Thomas did not. The distinction did not turn on whether the violation
found was predicate , or prior to, the subsequent search warrant on which the officers eventually relied, but on
whether the officers' reliance on the warrant was reasonable.

Contrary to Ganias's argument, then, it is not the case that good faith reliance on a warrant is never possible in
circumstances in which a predicate constitutional violation has occurred. The agents in Thomas committed such
a violation, but they had no “significant reason to believe” that their predicate act was indeed unconstitutional,
Reilly , 76 F.3d at 1281, and the issuing magistrate was apprised of the relevant conduct, so that the magistrate
was able to determine whether any predicate illegality precluded issuance of the warrant. In such
circumstances, invoking the good faith doctrine does not “launder [the agents'] prior unconstitutional behavior
by presenting the fruits of it to a magistrate,” as Ganias suggests. Appellant Br. at 56 (quoting Hicks , 707 P.2d
at 333 ). In such cases, the good faith doctrine simply reaffirms Leon 's basic lesson: that suppression is
inappropriate where reliance on a warrant was “objectively reasonable.” Leon , 468 U.S. at 922, 104 S.Ct.
3405.  *224  Such is the case here. First, Agent Hosney provided sufficient information in her affidavit to
apprise the magistrate judge of the pertinent facts regarding the retention of the mirrored copies of Ganias's

44224
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hard drives—the alleged constitutional violation on which he relies. Agent Hosney explained that the mirror
images in question had been “seized on November 19, 2003 from the offices of Taxes International,” J.A. 461,
¶ 7; that information material to the initial investigation of a third party had been located on the mirrors and
“analyzed in detail,” J.A. 464, ¶ 15; that Ganias was not, at the time of the original seizure, under investigation,
J.A. 461, ¶ 3; that, “[p]ursuant to [that initial warrant],” Agent Hosney could not search Ganias's personal or
business files as the warrant authorized search only of “files for [AB] and IPM,” J.A. 464, ¶ 14; and that
Ganias's personal data—which Agent Hosney was not authorized to search—was on those mirrored drives ,
J.A. 467, ¶ 27, and thus, a fortiori , had been there for the past two and a half years. The magistrate judge was
thus informed of the fact that mirrors containing data non-responsive to the 2003 warrant had been retained for
several years past the initial execution of that warrant and, to the degree it was necessary, that data responsive
to the 2003 warrant had been analyzed in detail. The magistrate therefore had sufficient information on which
to determine whether such retention precluded issuance of the 2006 warrant. Cf. Thomas , 757 F.2d at 1368
(“The magistrate, whose duty it is to interpret the law, determined that the canine sniff could form the basis for
probable cause....”).

44 Insofar as Ganias argues that Thomas 's and Reilly 's holdings are limited to when the alleged predicate violation is a

search that taints the warrant, but do not extend to circumstances in which the alleged predicate violation is a seizure or

unlawful retention, we discern no justification for this distinction. But for the canine search in Thomas —the predicate

violation—there would have been no subsequent warrant pursuant to which the government searched the dwelling and

on whose legality it relied in conducting that search. But for the retention in this case—the alleged predicate violation

—there could have been no subsequent search warrant pursuant to which the Government searched the relevant

evidence and on whose legality the Government relied in conducting that search. To credit Ganias's distinction would

be to replace the underlying directive that reliance on a warrant be “objectively reasonable,” Leon , 468 U.S. at 922,

104 S.Ct. 3405, with an arbitrary formalism. 

 

Ganias disagrees, arguing, in particular, that, though Agent Hosney alerted the magistrate that the mirrors had
been retained for several years; that data responsive to the original warrant had been both located and
extensively analyzed; and that those of Ganias's QuickBooks files that Agent Hosney wanted to search were
non-responsive to the original warrant, the Hosney affidavit did not go far enough in that it failed to disclose
that the agents “had been retaining the non-responsive records for a full 16 months after the files within the
November 2003 warrant's scope had been identified.” Appellant Br. at 60. As an initial matter, the Government
did alert the magistrate that it had located responsive data on the mirrors and conducted extensive analysis of
that responsive material, and it is not clear what else the Government should have said: the district court did not
determine—nor does the record show—that by January 2005, as Ganias contends, the Government had
determined, as a forward-looking matter, that it had performed all forensic searches of data responsive to the
2003 warrant that might prove necessary over the course of its investigation. Compare J.A. 322 (Q: “So it's fair
to say that as of mid-December [2004], your forensic analysis was completed at that time?” Agent Chowaniec:
“That's correct, of the computers.”), with J.A. 324 (Q: “Did you know you wouldn't require further analysis by
Greg Norman or any other examiner at the Army lab in Georgia after December of 2004?” Agent *225

Chowaniec: “No.”); see supra note 12. Nor would it be reasonable to expect additional detail in the affidavit on
this point, even assuming Ganias's contention to be correct that the Government had both finished its
segregation and provided insufficient facts to alert the magistrate judge to that reality, given the dearth of
precedent suggesting its relevance. Cf. Clark , 638 F.3d at 105 (“[W]here the need for specificity in a warrant or
warrant affidavit on a particular point was not yet settled or was otherwise ambiguous, we have declined to find
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that a well-trained officer could not reasonably rely on a warrant issued in the absence of such specificity.”); cf.
Reilly , 76 F.3d at 1280 (noting that the affidavit in that case, in clear contrast to the affidavit in this one, was
“almost calculated to mislead”).

Second, here, as in Thomas, it is also clear that the agents, as the panel put it in Reilly, “did not have any
significant reason to believe that what [they] had done was unconstitutional,” Reilly , 76 F.3d at 1281 —that
their retention of the mirrored hard drives, while the investigation was ongoing, was anything but routine. At
the time of the retention, no court in this Circuit had held that retention of a mirrored hard drive during the
pendency of an investigation could violate the Fourth Amendment, much less that such retention would do so
in the circumstances presented here. See id. (noting that suppression was inappropriate in Thomas in part
because no relevant precedent established that canine sniffs of a dwelling “violated the Fourth Amendment”).
Moreover, as noted above, the 2003 warrant authorized the lawful seizure not merely of particular records or
data, but of the hard drives themselves, or in the alternative the creation of mirror images of the drives to be
removed from the premises for later forensic evaluation, and set no greater limit on the Government's retention
of those materials than on any other evidence whose seizure it authorized.

45

45 The closest decision Ganias can locate is United States v. Tamura , 694 F.2d at 594–95, an out-of-circuit case that

concerned intermingled paper files, the removal of which was unauthorized and the return of which had been

vigorously sought by the affected parties. Whatever relevance that case may have by analogy, it is not sufficient to alert

a reasonable agent to the existence of a serious Fourth Amendment problem: for to suggest that a holding applicable to

retaining intermingled paper files specifically demanded to be returned clearly resolves a question about retention of a

physical digital storage medium (the return of which had been neither suggested nor requested) would be “like saying a

ride on horseback is materially indistinguishable from a flight to the moon.” Riley , 134 S.Ct. at 2488. 

 

Finally, the record here is clear that the agents acted reasonably throughout the investigation. They sought
authorization in 2003 to seize the hard drives and search them off-site; they minimized the disruption to
Ganias's business by taking full forensic mirrors; they searched the mirrors only to the extent authorized by,
first, the 2003 warrant, and then the warrant issued in 2006; they were never alerted that Ganias sought the
return of the mirrors; and they alerted the magistrate judge to these pertinent facts in applying for the second
warrant. In short, the agents acted reasonably in relying on the 2006 warrant to search for evidence of Ganias's
tax evasion. This case fits squarely within Leon so that, assuming, arguendo , that a Fourth Amendment
violation occurred, suppression was not warranted.

* * *

We conclude that the Government relied in good faith on the 2006 search warrant and thus AFFIRM the
judgment of the *226  district court. Given this determination, we do not reach the specific Fourth Amendment
question posed to us today.

226

LOHIER, Circuit Judge, joined by POOLER, Circuit Judge, concurring:

I concur fully in Part I of the majority opinion, which accurately recites the facts, and Part III, which affirms
based on the narrow ground that the Government relied in good faith on the 2006 search warrant obtained in
this case. It bears emphasizing that Part III contains the only holding in the majority opinion. I also concur
insofar as the majority opinion clarifies that under appropriate circumstances it may be helpful for litigants to
use the mechanism provided by Rule 41(g) of the Federal Rules of Criminal Procedure when faced with the
Government's retention of electronic data.
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Chin, Circuit Judge, dissenting:

I respectfully dissent.

Over two hundred fifty years ago, agents of the King of England, with warrant in hand, entered the home of
John Entick. They rummaged through boxes and trunks, cabinets and bureaus. They were looking for evidence
of known instances of seditious libel, but they took “all the papers and books without exception.” Entick v.
Carrington , 19 How. St. Tr. 1029, 1064 (C.P. 1765). In holding that Entick's rights were violated, the court
explained:

Papers are the owner's goods and chattels: they are his dearest property; and are so far from enduring a
seizure, that they will hardly bear an inspection; and though the eye cannot by the laws of England be
guilty of a trespass, yet where private papers are removed and carried away, the secret nature of those
goods will be an aggravation of the trespass, and demand more considerable damages in that respect.
Where is the written law that gives any magistrate such a power? I can safely answer, there is none; and
therefore it is too much for us without such authority to pronounce a practice legal, which would be
subversive of all the comforts of society.

Id. at 1066.

Entick was not lost on the Framers. As the Supreme Court has noted, “its propositions were in the minds of
those who framed the fourth amendment to the constitution, and were considered as sufficiently explanatory of
what was meant by unreasonable searches and seizures.” Boyd v. United States , 116 U.S. 616, 626–27, 6 S.Ct.
524, 29 L.Ed. 746 (1886). And enshrined in the Fourth Amendment is the foundational principle that the
Government cannot come into one's home looking for some papers and, without suspicion of broader criminal
wrongdoing, indiscriminately take all papers instead.

In this case, the Government argues that when those papers are inside a computer, the result is different. It
argues that when computers are involved, it is free to overseize files for its convenience, including files outside
the scope of a warrant, and retain them until it has found a reason for their use. In essence, the Government
contends that it is entitled to greater latitude in the computer age. I disagree. If anything, the protections of the
Fourth Amendment are even more important in the context of modern technology, for the Government has a far
greater ability to intrude into a person's private affairs.  *227  Here, although the Government had a warrant for
documents relating to only two of defendant-appellant Stavros Ganias's accounting clients, it seized all the data
from three of his computers, including wholly unrelated personal files and files of other clients. The
Government did so solely as a matter of convenience, and not because it suspected Ganias or any of his other
clients of wrongdoing. The Government was able to extract the responsive files some thirteen months later. But
instead of returning the non-responsive files, the investigators retained them, because, as one agent testified,
they “viewed the data as the government's property, not Mr. Ganias's property.” J. App. 146.  Some sixteen
months later, almost two-and-a-half years after the files were first seized, the Government found an unrelated
reason to prosecute Ganias—his personal tax evasion—and it sought judicial authorization to reexamine the
data that was still in its possession. The Government contends that this conduct did not violate the Fourth
Amendment, and that, even if it did, suppression was not warranted because its agents acted in good faith.

1227

2

1 See, e.g. , United States v. Galpin , 720 F.3d 436, 446 (2d Cir. 2013) (“[A]dvances in technology and the centrality of

computers in the lives of average people have rendered the computer hard drive akin to a residence in terms of the

scope and quantity of private information it may contain.”); United States v. Otero , 563 F.3d 1127, 1132 (10th Cir.

2009) (“The modern development of the personal computer and its ability to store and intermingle a huge array of one's
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personal papers in a single place increases law enforcement's ability to conduct a wide-ranging search into a person's

private affairs....”); Orin S. Kerr, Searches and Seizures in a Digital World , 119 Harv. L. Rev. 531, 569 (2005)

(explaining that computers have become the equivalent of “postal services, playgrounds, jukeboxes, dating services,

movie theaters, daily planners, shopping malls, personal secretaries, virtual diaries, and more”). 

 

2 Throughout this dissent I refer as a matter of convenience to data on Ganias's hard drive as “files” or “documents.” Of

course, computers contain a variety of types of data, including data that we do not utilize as discrete “files” or

“documents” (e.g. , metadata, the operating system, the BIOS). 

 

I disagree. I would hold, as the panel held unanimously, that the Government violated Ganias's Fourth
Amendment rights when it retained Ganias's non-responsive files for nearly two-and-a-half years and then
reexamined the files for evidence of additional crimes. United States v. Ganias , 755 F.3d 125, 133–40 (2d Cir.
2014). I would also hold, as two members of the panel did, that the Government's actions are not excused by
the good faith exception. Id. at 140–41. But see id. at 141 (Hall, J. , dissenting in part).  Accordingly, I dissent.3

3 The third member of the panel was the Honorable Jane A. Restani of the United States Court of International Trade,

who sat by designation. Judge Restani was not eligible to participate in the en banc proceedings. See 28 U.S.C. § 46(c). 

 

I.
I consider first whether Ganias's Fourth Amendment rights were violated. The majority addresses the question
at length, with some twenty-five pages of scholarly discussion about the Fourth Amendment in the digital age,
but it reaches no conclusion. E.g. , Maj. Op. at 200, 208, 211, 216, 219, 220–21. Although we reheard the case
en banc (at our own request and not at the request of any party), and despite the benefit of additional briefing
and oral argument from the parties as well as eight amicus briefs,  the Court declines to rule *228  on the
question, “offer[ing] no opinion on the existence of a Fourth Amendment violation in this case.” Id. at 209. I
would reach the question, and I would hold, as did the panel, that the Fourth Amendment was indeed violated.

4228

5

4 All eight amici urged that we find a Fourth Amendment violation. Brief for Amicus Curiae Center for Constitutional

Rights as Amicus Curiae in Support of Appellant, Ganias , No. 12-240-cr (July 29, 2015), 2015 WL 4597942 ; Brief

for Amici Curiae Center for Democracy & Technology, ACLU, et al. in Support of Defendant–Appellant, Ganias , No.

12-240-cr (July 29, 2015), 2015 WL 4597943 ; Brief of Amici Curiae Electronic Privacy Information Center in Support

of Appellant and Urging Affirmance, Ganias , No. 12-240-cr (July 29, 2015), 2015 WL 4610149 ; Brief on Rehearing

En Banc for Amici Curiae Federal Public Defenders Within the Second Circuit in Support of Appellant Stavros M.

Ganias, No. 12-240-cr (July 29, 2015), 2015 WL 4597956 ; Brief of Google Inc. as Amicus Curiae Supporting

Defendant–Appellant, Ganias , No. 12-240-cr (July 29, 2015), 2015 WL 4597960 ; Amicus Curiae Brief of the

National Ass'n of Criminal Defense Lawyers in Support of Defendant–Appellant and Urging Reversal, Ganias , No.

12-240-cr (July 29, 2015), 2015 WL 4597959 ; Brief for Amicus Curiae New York Council of Defense Lawyers in

Support of Appellant, Ganias , No. 12-240-cr (July 29, 2015), 2015 WL 4597958 ; Brief of Amicus Curiae Restore the

Fourth, Inc. in Support of Defendant–Appellant Stavros M. Ganias, Ganias , No. 12-240-cr (July 29, 2015), 2015 WL

4597961. 

 

5 I note also that the prevailing scholarly consensus has been that the panel largely got it right with its Fourth

Amendment approach. E.g. , Stephen E. Henderson, Fourth Amendment Time Machines (and What They May Say
About Police Body Cameras) , 18 U. Pa. J. Const. L. 933, 947 (2016) (“I agree, though I differ from the panel's
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reasoning.”); Orin S. Kerr, Executing Warrants for Digital Evidence: The Case for Use Restrictions on Nonresponsive
Data , 48 Tex. Tech L. Rev. 1, 30-33 (2015) (concluding that “[t]he basic approach mirrors the ongoing seizure

approach recommended in this Article” and that “Ganias properly focuses on the reasonableness of the ongoing seizure

of the nonresponsive files,” while labeling the panel opinion as “a particularly strong version” that “courts could

adopt”); see also Recent Case, Second Circuit Creates A Potential “Right to Deletion” of Imaged Hard Drives. —
United States v. Ganias, 755 F.3d 125 (2d Cir. 2014) , 128 Harv. L. Rev. 743, 747-50 (2014) (concluding that “[t]he

Ganias court's opinion properly held that Ganias's Fourth Amendment rights were violated, and it rightly recognized

the importance of the particularity requirement in the context of electronic evidence,” but arguing that the panel could

have “issued a narrower opinion”). But see Note, Digital Duplications and the Fourth Amendment , 129 Harv. L. Rev.

1046, 1059-64 (2016) (arguing the retention at issue should have been considered as a “search” and not a “seizure”).

Others have likewise commented that the panel opinion fits with current Supreme Court jurisprudence, including, in

particular, Riley v. California , 134 S.Ct. 2473. E.g. , Alan Butler, Get a Warrant: The Supreme Court's New Course for
Digital Privacy Rights After Riley v. California, 10 Duke J. Const. L. & Pub. Pol'y 83, 112-13 (2014) (“The rule

adopted in Ganias is consistent with the scope of privacy interests in digital data outlined in Riley, and other courts will

be more likely to adopt the rule in light of the Supreme Court's decision.”); Laura K. Donohue, Section 702 and the
Collection of International Telephone and Internet Content , 38 Harv. J.L. & Pub. Pol'y 117, 238-41 (2015)

(commenting that, like the panel opinion, Riley “similarly supports a Fourth Amendment use restriction on lawfully

obtained information” and concluding that “[e]ven though the government might have legally obtained the information

at the front end, it could not search the information for evidence of criminal activity absent a warrant, supported by

probable cause”); Paul Ohm, The Life of Riley ( v. California) , 48 Tex. Tech L. Rev. 133, 138-39 (2015) (anticipating

that future courts could find Ganias supportable under Riley ). 

 

A.
The facts are largely undisputed. Ganias was providing tax and accounting services to individuals and small
businesses, including Industrial Property Management, Inc. (“IPM”) and American Boiler. In November 2003,
the Army, as part of an investigation of those two entities, subpoenaed from Ganias:

All books, records, documents, materials, computer hardware and software and computer associated
data relating to the business, financial and accounting operations of [IPM] and American Boiler....

J. App. 433. Two Army computer specialists and another Army investigator came to Ganias's office, and they
saw three computers. They made identical copies of the hard drives of those computers to take *229  with them
—that is, they cloned the hard drives by making exact replicas (“mirror images”) on blank hard drives. In the
course of doing so, they took data and files not “relating to the business, financial and accounting operations of
[IPM] and American Boiler.” Id. In fact, they took from those hard drives all of Ganias's data, including files
relating to his personal affairs.

229

Back in their offices, the Army investigators copied the data taken from Ganias's computers onto “two sets of
19 DVDs,” one of which was “maintained as evidence” while the other was kept as a “working copy.” Special
App. 11. It took the Army Criminal Investigation Division some seven months to begin reviewing the files, but
before it began doing so, it invited the Internal Revenue Service (the “IRS”) to join the investigation. The Army
and the IRS thereafter proceeded separately, reviewing the mirror images for files responsive to the warrant.

By December 2004, approximately thirteen months after the seizure, some four months of which was spent
locating a copy of the off-the-shelf consumer software known as QuickBooks, Army and IRS investigators
were able to isolate and extract the files covered by the warrant, that is, the files relating to IPM and American
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Boiler. The investigators were aware that, because of the constraints of the warrant, they were not permitted to
review any other computer records. Indeed, the investigators were careful, at least until later, to review only
data covered by the November 2003 warrant.

The investigators did not, however, purge or delete or return the non-responsive files. To the contrary, they
retained the files because they “viewed the data as the government's property, not Mr. Ganias's property.” J.
App. 146.  Their view was that while items seized from an owner will be returned after an investigation closes,
all of the electronic data here was evidence that was to be protected and preserved. As one agent testified,
“[W]e would not routinely go into DVDs to delete data, as we're altering the original data that was seized. And
you never know what data you may need in the future.... I don't normally go into electronic data and start
deleting evidence off of DVDs stored in my evidence room.” Id. at 122.

6

6 The majority suggests that I “seize[ ] on this single sentence ... as the smoking gun of the Government's bad faith.”

Maj. Op. at 206 n. 13. The testimony is what it is: a statement under oath by a law enforcement officer explaining the

Government's actions. Moreover, as discussed below, there is more than just this single sentence to show the lack of

good faith. See infra Part II.B. 

 

In late 2004, IRS investigators discovered accounting irregularities regarding transactions between IPM and
American Boiler in the documents taken from Ganias's office. After subpoenaing and reviewing the relevant
bank records in 2005, they began to suspect that Ganias was not properly reporting American Boiler's income.
Accordingly, on July 28, 2005, some twenty months after the seizure of his computer files, the Government
officially expanded its investigation to include possible tax violations by Ganias. Further investigation in 2005
and early 2006 indicated that Ganias had been improperly reporting income for both his clients, leading the
Government to suspect that he also might have been underreporting his own income.

At that point, the IRS case agent wanted to review Ganias's personal financial records, and she knew, from her
review of the seized computer records, that they were among the files in the DVD copies of Ganias's hard
drives. The case agent was aware, however, that Ganias's personal financial *230  records were beyond the
scope of the November 2003 warrant, and consequently she did not believe that she could review the non-
responsive files, even though they were already in the Government's possession.

230

In February 2006, the Government asked Ganias and his counsel for permission to access certain of his
personal files that were contained in the materials seized in November 2003. Ganias did not respond, and thus,
on April 24, 2006, the Government obtained another warrant to search the preserved mirror images of Ganias's
personal financial records taken in 2003. At that point, the mirror images had been in the Government's
possession for almost two-and-a-half years.

B.
“[T]he ultimate touchstone of the Fourth Amendment is ‘reasonableness.’ ” Brigham City v. Stuart , 547 U.S.
398, 403, 126 S.Ct. 1943, 164 L.Ed.2d 650 (2006). In adopting the Fourth Amendment, the Framers were
principally concerned about “indiscriminate searches and seizures” conducted “under the authority of ‘general
warrants.’ ” United States v. Galpin , 720 F.3d 436, 445 (2d Cir. 2013) (quoting Payton v. New York , 445 U.S.
573, 583, 100 S.Ct. 1371, 63 L.Ed.2d 639 (1980) ). General warrants were ones “not grounded upon a sworn
oath of a specific infraction by a particular individual, and thus not limited in scope and application.” Maryland
v. King , ––– U.S. ––––, 133 S.Ct. 1958, 1980, 186 L.Ed.2d 1 (2013). The Fourth Amendment guards against
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this practice by providing that a warrant will issue only if: (1) the Government establishes probable cause to
believe the search will uncover evidence of a specific crime; and (2) the warrant states with particularity the
areas to be searched and the items to be seized. Galpin , 720 F.3d at 445–46.

The latter requirement, in particular, “makes general searches ... impossible” because it “prevents the seizure of
one thing under a warrant describing another.” Id. at 446 (quoting Marron v. United States , 275 U.S. 192, 196,
48 S.Ct. 74, 72 L.Ed. 231 (1927) ). This restricts the Government's ability to remove all of an individual's
papers for later examination because it is generally unconstitutional to seize any item not described in the
warrant. See Horton v. California , 496 U.S. 128, 140, 110 S.Ct. 2301, 110 L.Ed.2d 112 (1990) ; United States
v. Tamura , 694 F.2d 591, 595 (9th Cir. 1982). Certain exceptions have been made in those “comparatively rare
instances where documents [we]re so intermingled that they [could not] feasibly be sorted on site.” Tamura ,
694 F.2d at 595–96. These circumstances might occur, for example, where potentially relevant documents are
interspersed through a large number of boxes or file cabinets. See id. at 595. But in those cases, the off-site
review had to be monitored by a neutral magistrate and non-responsive documents were to be returned after the
relevant items were identified. Id. at 596–97.

In the computer age, off-site review has become much more common. The ability of computers to store
massive volumes of information presents logistical problems in the execution of search warrants, and files on a
computer hard drive are often “so intermingled that they cannot feasibly be sorted on site.” Id. at 595. Forensic
analysis of electronic data may take weeks or months to complete, and it would be impractical for agents to
occupy an individual's home or office, or retain an individual's computer, for such extended periods of time. It
is now also unnecessary. Today, advancements in technology enable the Government to create a mirror image
of an individual's hard drive, which can be searched as if it were the actual hard drive *231  but without
otherwise interfering with the individual's use of his home, office, computer, or files. Indeed, the Federal Rules
of Criminal Procedure now provide that a warrant for computer data presumptively “authorizes a later review
of the media or information consistent with the warrant.” Fed. R. Crim. P. 41(e)(2)(B).

231

But these practical necessities must still be balanced against our possessory and privacy interests, which have
become more susceptible to deprivation in the computer age. A computer does not consist simply of “papers,”
but now contains the quantity of information found in a person's residence or greater. See Riley v. California ,
––– U.S. ––––, 134 S.Ct. 2473, 2489, 189 L.Ed.2d 430 (2014) ; Galpin , 720 F.3d at 446. Virtually the entirety
of a person's life may be captured as data: family photographs, correspondence, medical history, intimate
details about how a person spends each passing moment of each day. GPS-enabled devices reveal our
whereabouts. A person's internet search history may disclose her mental deliberations, whether or not those
thoughts were favored by the Government, the public at large, or even that person's own family. Smartphones
“could just as easily be called cameras, video players, rolodexes, calendars, tape recorders, libraries, diaries,
albums, televisions, maps, or newspapers.” Riley , 134 S.Ct. at 2489 ; see also Michael D. Shear, David E.
Sanger & Katie Benner, In the Apple Case, a Debate Over Data Hits Home , N.Y. Times (Mar. 13, 2016) (“It is
a minicomputer stuffed with every detail of a person's life: photos of children, credit card purchases, texts with
spouses (and nonspouses), and records of physical movements.”). From a mere data storage device, a forensic
analyst could reconstruct a “considerable chunk of a person's life.” Kerr, supra note 1, at 569. All of this
information is captured when the Government, in executing a search warrant, makes a mirror image of a hard
drive.

We know only general descriptions of what was in Ganias's three hard drives—“personal and financial
information,” including information on other tax and accounting clients (e.g. , social security numbers) that was
private to them—but the Fourth Amendment requires us to consider broadly the ramifications of computer

30

United States v. Ganias     824 F.3d 199 (2d Cir. 2016)

205

https://casetext.com/case/united-states-v-galpin%23p445
https://casetext.com/case/marron-v-united-states-3%23p196
https://casetext.com/case/marron-v-united-states-3
https://casetext.com/case/marron-v-united-states-3
https://casetext.com/case/horton-v-california%23p140
https://casetext.com/case/horton-v-california
https://casetext.com/case/horton-v-california
https://casetext.com/case/united-states-v-tamura%23p595
https://casetext.com/case/united-states-v-tamura%23p595
https://casetext.com/statute/united-states-code/title-18-appendix/federal-rules-of-criminal-procedure/title-viii-supplementary-and-special-proceedings/section-41-search-and-seizure
https://casetext.com/case/riley-v-cal-united-states-1%23p2489
https://casetext.com/case/riley-v-cal-united-states-1
https://casetext.com/case/united-states-v-galpin%23p446
https://casetext.com/case/riley-v-cal-united-states-1%23p2489
https://casetext.com/case/united-states-v-ganias-4


seizures. J. App. 428. If Ganias were a doctor, his computer might have contained the entire medical history of
hundreds of individuals. If Ganias were a teacher, his computer could have contained educational information
on dozens of students and communications with their families. If Ganias were not an individual but a
corporation like Apple, Dropbox, Google, or Microsoft that stores individuals' information in the “cloud,” the
Government would have captured an untold vastness of information on millions of individuals. See Jim
Kerstetter, Microsoft Goes on Offensive Against Justice Department , N.Y. Times (Apr. 15, 2016) (“When
customer information is stored in a giant data center run by companies like Google, Apple and Microsoft,
investigators can go straight to the information they need, even getting a judge to order the company to keep
quiet about it.”); see also Andrew Keane Woods, Against Data Exceptionalism , 68 Stan. L. Rev. 729, 743
(2016) (“Twenty years ago, a kidnapper might have confessed to a crime by writing in his diary.... Today the
same admission is just as likely to be stored online....”).

To safeguard individuals' possessory and privacy interests, when the Government seeks to review mirror
images off-site, we are careful to subject the Government's conduct to the rule of reasonableness. See, e.g. ,
United States v. Ramirez , 523 U.S. 65, 71, 118 S.Ct. 992, 140 L.Ed.2d 191 (1998) (“The general touchstone of
reasonableness *232  which governs Fourth Amendment analysis governs the method of execution of the
warrant.” (citation omitted)). The advisory committee's notes to the 2009 amendment of the Federal Rules of
Criminal Procedure shed some light on what is “reasonable” in this context. Specifically, the committee
rejected “a presumptive national or uniform time period within which any subsequent off-site copying or
review of the media or electronically stored information would take place.” Fed. R. Crim. P. 41(e)(2)(B)
advisory committee's notes to 2009 amendments. The committee noted that several variables—storage capacity
of media, difficulties created by encryption or electronic booby traps, and computer-lab workload—influence
the duration of a forensic analysis and counsel against a “one size fits all” time period. Id. In combination, these
factors might justify an off-site review lasting for a significant period of time. They do not, however, provide
an “independent basis” for retaining any electronic data “other than [those] specified in the warrant.” United
States v. Comprehensive Drug Testing, Inc. (CDT ), 621 F.3d 1162, 1171 (9th Cir. 2010) (en banc ) (per curiam
).

232

Hence, for these practical considerations, the Government may, consistent with the Fourth Amendment,
overseize electronically stored data when executing a warrant. But overseizure is exactly what it sounds like. It
is a seizure that exceeds or goes beyond what is otherwise authorized by the Fourth Amendment. It is an
overseizure of evidence that may be reasonable, in light of the practical considerations.

But once the Government is able to extract the responsive documents, its right to the overseizure of evidence
comes to an end. This obvious principle has long been adhered to in the context of physical documents, such as
when the Government seizes entire file cabinets for off-site review. See Tamura , 694 F.2d at 596–97 (“We
likewise doubt whether the Government's refusal to return the seized documents not described in the warrant
was proper.”); see also Andresen v. Maryland , 427 U.S. 463, 482 n. 11, 96 S.Ct. 2737, 49 L.Ed.2d 627 (1976)
(“[T]o the extent such papers were not within the scope of the warrants or were otherwise improperly seized,
the State was correct in returning them voluntarily....”). By logical extension, at least in a situation where
responsive computer files can be extracted without harming other government interests, this principle would
apply with equal force. See CDT , 621 F.3d at 1175–76 (using “file cabinets” as a starting analogy for analyzing
digital privacy issues). Once responsive files are segregated or extracted, the retention of non-responsive
documents is no longer reasonable, and the Government is obliged, in my view, to return or dispose of the non-
responsive files within a reasonable period of time. See CDT , 621 F.3d at 1179 (Kozinski, J. , concurring)
(“Once the data has been segregated ... any remaining copies should be destroyed or ... returned....”). At that
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point, the Government's overseizure of files and continued retention of non-responsive documents becomes the
equivalent of an unlawful general warrant. See CDT , 621 F.3d at 1176 (majority opinion) (noting “serious risk
that every warrant for electronic information will become, in effect, a general warrant, rendering the Fourth
Amendment irrelevant”); cf. United States v. Jones , –––U.S. ––––, 132 S.Ct. 945, 955–56, 181 L.Ed.2d 911
(2012) (Sotomayor, J. , concurring) (warning that “Government can store ... records and efficiently mine them
for information years into the future”).

In the circumstances here, the Government violated Ganias's right against unreasonable searches and seizures.
The Government overseized Ganias's data in *233  November 2003, taking both responsive and non-responsive
documents. By December 2004, the responsive documents had been segregated and extracted. Yet, instead of
returning or deleting the non-responsive files, the Government retained them for another year and a half, until it
finally developed a justification to search them again for unrelated reasons. Without some independent basis for
retaining the non-responsive documents in the interim, however, in my view the Government clearly violated
Ganias's rights under the Fourth Amendment.

233

The majority comments that it is “unclear” whether the Government had segregated the files relating to IPM
and American Boiler from non-responsive files by December 2004. Maj. Op. at 205–06 & n. 12. But the record
shows that by October 2004, the Government had placed files thought to be responsive onto a CD. Referring to
this event at rehearing en banc , the Government stated:

There does come a point where we often identify a subset of documents that are responsive, and you
could even call it segregating . In this case, they put them onto a separate disc as working copies and
sent [them] to the case agents.

Oral Arg. 32:12-43 (emphasis added). And as an agent then testified, “as of mid-December, [the] forensic
analysis was completed.” J. App. 322. In other words, the responsive files were segregated.

The majority posits that perhaps the agents did not consider the forensic analysis as to IPM and American
Boiler completed “as a forward-looking matter” as of December 2004. Maj. Op. at 205, 224. The record,
however, shows otherwise, and, at a minimum, it is clear that the segregation of the files was essentially
complete at that point. Moreover, this factual distinction is both speculative and irrelevant. The Fourth
Amendment should not be held in abeyance on the off-chance that later developments might cause agents to
want to reexamine documents preliminarily determined to be non-responsive. Indeed, the Fourth Amendment
recognizes that some degree of perfection must be sacrificed to safeguard liberties. By barring the Government
from simply taking everything through the use of a general warrant, the Fourth Amendment contemplates that
investigators may miss something . With computers, another search term can always be concocted and data can
always be further crunched. But the fact that another iota of evidence might be uncovered at some point down
the road does not defeat the rights protected by the Fourth Amendment. Cf. Riley , 134 S.Ct. at 2491 (“[T]he
Founders did not fight a revolution to gain the right to government agency protocols.”).

C.
I next turn to the Government's arguments as to why the Fourth Amendment was not violated. The Government
offers several “legitimate governmental interests” that it contends permit it to hold onto data long after it has
been seized, sorted, and segregated, even though the data includes irrelevant, personal information. See Gov't
Br. 29. During the en banc process, the Government suggested that these interests permit it to retain data for the
duration of the prosecution. See id. at 17, 29; Oral Arg. 27:38-57.  *234  At the outset, in evaluating the
legitimacy of these reasons in relation to this case, I note what is not implicated here. This is not a case where
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the defendant's non-responsive files had independent evidentiary value—for instance, in a prosecution where
the charge was that evidence had been destroyed, e.g. , 18 U.S.C. § 1519, it would be relevant that certain
documents were not on the hard drive.  This is also not a case where the manner in which a responsive file was
stored could be used to prove knowledge or intent, as might be the situation in a child pornography prosecution.
And this is not a case where the physical hard drive itself is of evidentiary value—the fact that Ganias's files
were actually found inside a computer did not make his guilt more or less probable. Finally, this is not a case
where the Government seized Ganias's hard drive to proceed against him. Instead, the Government retained
Ganias's hard drive for some two-and-a-half years without suspecting him of criminal wrongdoing, and the
agency that ultimately suspected him of illicit tax activity (the IRS) was not even involved at the outset.

8

7 In contrast, before the original panel, the Government argued: “Where the warrant does not specify a time period in

which the review must be conducted—like the November 2003 warrant—this Court has allowed the government to

retain computer material indefinitely and ‘without temporal limitation.’ ” First Gov't Br. 30 (quoting United States v.
Anson , 304 Fed.Appx. 1, 3 (2d Cir. 2008) ). 

 

8 The majority twice relatedly suggests that the entire mirror image might be relevant here because Ganias made allusion

to a “computer flaw” or “software error” in QuickBooks that did not allow him to properly split deposited checks. See
Maj. Op. at 207 n. 16, 214 n. 31. The issue surely could be resolved by retaining only the responsive files and a copy of

the pertinent version of QuickBooks. Moreover, even assuming there is some speculative value to retaining entire

mirror images to prove the non-existence of a glitch, it would hardly be reasonable to rule that these practical

frustrations of everyday technology provide the Government license to keep everything. 

 

The Government argues that it has the right to retain non-responsive files so that, at trial, responsive files will
be more easily authenticated or of greater evidentiary weight. Once again, the Government's argument obscures
the issues in this case. The agents could not have been keeping non-responsive files for the purpose of
proceeding against Ganias, as they did not yet suspect Ganias of criminal wrongdoing.

Further, even if the authentication concern is genuine, “[t]he bar for authentication of evidence is not
particularly high.” United States v. Gagliardi , 506 F.3d 140, 151 (2d Cir. 2007). Indeed, as long as a
reasonable juror could find that evidence was authentic we permit that evidence to be introduced. Id. ; see Fed.
R. Evid. 901(a). Meeting this minimal burden is not difficult—all the Government need do is to introduce as a
trial witness one of its agents who handled the data. See Tamura , 694 F.2d at 597.

The Government presses the point by arguing that by keeping the hard drives, it could more easily preserve the
chain of custody and authenticate by “calculat[ing] ... a ‘hash value’ for the original and th[e] [mirror] image.”
Gov't Br. 30. A “hash value” is an alphanumeric marker (e.g. , “ABC123”) for data that stays the same if and
only if the data is not altered. Thus, if a hard drive and its mirror image have the same hash value, the files in
the mirror image are exact replicas; whereas if the Government purges data from the mirror image, then hash
values would not match. Hash values thus make authentication easy. See Fed. R. Evid. 901(b)(4).

The hashing argument, however, is not persuasive. First, the Government would have to call an expert just to
explain to a jury what a hash value was, as it did here. See Fed. R. Evid. 702(a) ; Trial Tr. 128-30. This is no
less burdensome than simply having an agent testify as to the chain of custody. Second, as the Government
acknowledged at rehearing en banc , it can hash individual files that it has segregated. See Oral Arg. 31:08-30.
This practice is not a hypothetical possibility: the Government *235  has done so before, see, e.g. , United States
v. Hock Chee Koo , 770 F.Supp.2d 1115, 1123 (D. Or. 2011), and the Government did so in this very case for
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Ganias's QuickBooks files, see Trial Tr. 147-54. See generally Richard P. Salgado, Fourth Amendment Search
and the Power of the Hash , 119 Harv. L. Rev. F. 38, 40-41 (2005) (“Many digital analysis tools can be
configured to calculate separate hash values of each individual file....”). The Government's ability to
authenticate individual files by hashing them undercuts its assertion that it must retain non-responsive files to
authenticate responsive ones. Hashing appears to make it easier for the Government to comply with the Fourth
Amendment, not harder.

Next, the Government contends that it has an interest in retaining computer evidence in its “original form” to
preserve “the integrity and usefulness of computer evidence during a criminal prosecution.” Gov't Br. 32. This
contention is unpersuasive. The Government can always preserve a copy of the responsive files to protect
against degradation—indeed, the Government points to no reason why a hard drive with all of Ganias's files
would be less prone to degradation than a hard drive with some of his files. Moreover, even assuming there is
some slight prosecutorial advantage gained by being able to show juries what a computer interface looked like
in its “original form,” this benefit surely does not justify a violation of basic Fourth Amendment rights.

In a similar vein, the Government argues that retention of mirror images “preserves the evidentiary value of
computer evidence itself” and might “refute claims ... of data tampering.” Gov't Br. 31-34. As a practical
matter, a claim of data tampering would easily fall flat where, as here, the owner kept his original computer and
the Government gave him a copy of the mirror image.  More generally, the Government can argue in every
case that overseized evidence will have some bearing on the “evidentiary value” of other, properly seized
evidence at trial. When the Government makes authorized seizures of folders of financial information from a
file cabinet, it could argue that it is entitled to seize the entire cabinet to demonstrate to a jury that folders were
preserved in their original form. Or the Government might like to seize nearby, carefully organized folders of
medical information to rebut a claim of incompleteness by showing how meticulous the defendant was. Or the
Government might seek to seize a folder of children's report cards to show that the defendant normally kept
information from a certain time period. Permitting the Government to keep non-responsive files merely to
strengthen the evidentiary value of responsive files would eviscerate the Fourth Amendment.

9

9 Though the record is silent as to this point, the Government told the Court at rehearing en banc that it gave Ganias a

copy of the forensic mirror image so that he could conduct his own analysis. See Oral Arg. 30:28-31:05. 

 

Remarkably, the Government also argues that it should be allowed to hold on to overseized data for the
defendant's benefit—so that it can comply with its discovery obligations and duty to disclose exculpatory
materials under Brady. See generally Brady v. Maryland , 373 U.S. 83, 83 S.Ct. 1194, 10 L.Ed.2d 215 (1963).
The Government is essentially arguing that it must hold on to the materials so that it can give them back to the
defendant. Of course, this is not a genuine concern—the problem can be obviated simply by returning the non-
responsive files to the defendant in the first place.

The Government further argues that it should be permitted to retain forensic mirror *236  images so that it may
search the images for material responsive to a warrant “as the case evolves.” Gov't Br. 35. At base, this is a
blanket assertion that the Government can seize first and investigate later. See CDT , 579 F.3d at 998
(criticizing approach as: “Let's take everything back to the lab, have a good look around and see what we might
stumble upon.”). This is the equivalent of a general warrant, and the Fourth Amendment simply does not permit
it.
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Finally, the Government suggests that the availability of Federal Rule of Criminal Procedure 41(g) weighs in
favor of the reasonableness of its actions. Rule 41(g) provides that a person aggrieved by an unlawful seizure
“may move for the property's return.” This rule, however, cannot shift the Government's burden under the
Fourth Amendment onto the defendant. Pointing fingers at Ganias does not help the Government meet its own
obligation to be reasonable.

The Government's arguments thus fail. In my view, Ganias's Fourth Amendment rights were violated when the
Government unreasonably continued to hold on to his non-responsive files long after the responsive files had
been extracted to reexamine when it subsequently saw need to do so.

II.
Instead of ruling on the question of whether the Government's actions violated the Fourth Amendment, the
majority relies on the good faith exception to the exclusionary rule, and concludes that suppression was not
warranted because the Government relied in good faith on the 2006 warrant and that this reliance was
objectively reasonable. See Maj. Op. at 200.

A.
Even where a search or seizure violates the Fourth Amendment, the Government is not automatically precluded
from using the unlawfully obtained evidence in a criminal prosecution. United States v. Julius , 610 F.3d 60, 66
(2d Cir. 2010). “To trigger the exclusionary rule, police conduct must be sufficiently deliberate that exclusion
can meaningfully deter it, and sufficiently culpable that such deterrence is worth the price paid by the justice
system.” Herring v. United States , 555 U.S. 135, 144, 129 S.Ct. 695, 172 L.Ed.2d 496 (2009).

To balance these interests, we have adopted the “good faith” exception, in certain circumstances, as a carve-out
to the exclusionary rule. See Davis v. United States , 564 U.S. 229, 237–39, 131 S.Ct. 2419, 180 L.Ed.2d 285
(2011). When a warrant is present, an agent's objectively reasonable good faith reliance on and abidance by the
warrant generally makes exclusion an inappropriate remedy. See United States v. Leon , 468 U.S. 897, 922, 104
S.Ct. 3405, 82 L.Ed.2d 677 (1984). Likewise, government agents act in good faith when they perform
“searches conducted in objectively reasonable reliance on binding appellate precedent.” Davis , 564 U.S. at
232, 131 S.Ct. 2419. When agents act in good faith, the exclusionary rule will usually not apply. See United
States v. Aguiar , 737 F.3d 251, 259 (2d Cir. 2013). “The burden is on the government to demonstrate the
objective reasonableness of the officers' good faith reliance.” United States v. Voustianiouk , 685 F.3d 206, 215
(2d Cir. 2012) (quoting United States v. George , 975 F.2d 72, 77 (2d Cir. 1992) ).

Furthermore, evidence will be suppressed only where the benefits of deterring the Government's unlawful
actions appreciably outweigh the costs of suppressing the evidence—“a high obstacle *237  for those urging ...
application” of the rule. Herring , 555 U.S. at 141, 129 S.Ct. 695 (quoting Pa. Bd. of Prob. & Parole v. Scott ,
524 U.S. 357, 364–65, 118 S.Ct. 2014, 141 L.Ed.2d 344 (1998) ); see Davis , 564 U.S. at 232, 131 S.Ct. 2419.
“When the police exhibit ‘deliberate,’ ‘reckless,’ or ‘grossly negligent’ disregard for Fourth Amendment rights,
the deterrent value of exclusion is strong and tends to outweigh the resulting costs.” Davis , 564 U.S. at 238,
131 S.Ct. 2419 (quoting Herring , 555 U.S. at 144, 129 S.Ct. 695 ). “The principal cost of applying the
[exclusionary] rule is, of course, letting guilty and possibly dangerous defendants go free—something that
‘offends basic concepts of the criminal justice system.’ ” Herring , 555 U.S. at 141, 129 S.Ct. 695 (quoting
Leon , 468 U.S. at 908, 104 S.Ct. 3405 ).
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The Government contends that it relied in good faith both on the 2003 warrant and the 2006 warrant. The
majority, without supporting its holding with the 2003 warrant, concludes that the agents acted reasonably in
relying on the 2006 warrant to search for evidence of Ganias's tax evasion, and that suppression therefore was
not warranted. See Majority Op. at 219–23. I disagree, and would hold that neither warrant provided a good
faith basis for retaining the non-responsive files long after the responsive files had been extracted.

(1)
I first turn to the 2003 warrant. The Government's retention of Ganias's non-responsive files pursuant to the
2003 warrant was hardly lawful or in good faith. The Government, in keeping the entirety of the mirror images,
kept substantial amounts of “computer associated data” that did not “relat[e] to the business, financial and
accounting operations of [IPM] and American Boiler.” J. App. 433. This sort of retention following a
“widespread seizure” was not explicitly authorized by the 2003 warrant, United States v. Shi Yan Liu , 239 F.3d
138, 140 (2d Cir. 2000) (quoting United States v. Matias , 836 F.2d 744, 748 (2d Cir. 1988) ), and, as discussed,
amounted to a general search. Likewise, the Government points to no binding appellate precedent that allows it
to retain files outside the scope of a warrant when the responsive files can be feasibly extracted. Instead the
Fourth Amendment baseline is that the Government may not take and then keep papers without a warrant
“particularly describing ... the persons or things to be seized.” U.S. Const. amend. IV.

The Government argues nonetheless that the agents had an objectively reasonable good faith belief that their
post-warrant conduct was lawful, because no precedent held that they could not do what they did. The
argument fails, in my view, for the precedents are absolutely clear that general warrants are unconstitutional
and that government agents authorized to come into one's home to seize papers for a limited purpose may not
indiscriminately seize and retain all papers instead. Any agent who professes to have the ability to do so merely
because computers are involved is not acting in good faith.

Moreover, the Government's formulation of “the ‘good faith’ exception w[ould] swallow the exclusionary
rule.” Davis , 564 U.S. at 258, 131 S.Ct. 2419 (Breyer, J. , dissenting). The Government is essentially arguing
that the absence of binding appellate precedent addressing the overseizure and retention of computer files
excuses the agents' actions. But it has always been the case that agents must rely on something for their reliance
to be objective. That is, officers must “learn ‘what is required of *238  them’ ... and ... conform their conduct to
these rules.” Davis , 564 U.S. at 241, 131 S.Ct. 2419 (majority opinion) (quoting Hudson v. Michigan , 547
U.S. 586, 599, 126 S.Ct. 2159, 165 L.Ed.2d 56 (2006) ); see also id. at 250, 131 S.Ct. 2419 (Sotomayor, J. ,
concurring) (“[W]hen police decide to conduct a search or seizure in the absence of case law (or other
authority) specifically sanctioning such action, exclusion of the evidence obtained may deter Fourth
Amendment violations....”). Here, the basic principles were well settled and provided ample guidance. And
even if the warrant and our precedent were unclear as to what was allowed, the answer was not for agents to
venture alone into uncharted constitutional territory. See United States v. Johnson , 457 U.S. 537, 561, 102
S.Ct. 2579, 73 L.Ed.2d 202 (1982) (“[I]n close cases, law enforcement officials would have little incentive to
err on the side of constitutional behavior.”). Rather, the answer was for the agents to seek out a magistrate to
authorize the continued retention of Ganias's non-responsive files. See CDT , 621 F.3d at 1179 (Kozinski, J. ,
concurring). Once the responsive files were extracted, the Government could have asked to keep non-
responsive files for use during a prosecution or for the purpose of trial and allowed a magistrate to balance the
Government's need against Ganias's Fourth Amendment interests. See Leon , 468 U.S. at 916, 104 S.Ct. 3405
(noting we would not “punish the errors of judges and magistrates”). The Government did not do that, but
instead retained the non-responsive files for another year and a half before seeking judicial guidance.
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More troublingly, the agents here knew what they were supposed to do—their actions were “deliberate.” Davis
, 564 U.S. at 238, 131 S.Ct. 2419 (quoting Herring , 555 U.S. at 144, 129 S.Ct. 695 ). The agents knew they
were supposed to return or delete overseized data. When asked whether he was “to return those items or
destroy those items that don't pertain to your lawful authority to seize those particular items” after a
“reasonable period” of off-site review, the testifying agent answered, “Yes, sir.” J. App. 145-46; see also id. at
428 (Ganias corroborating that the agent “assured me that those materials and files not authorized under the
warrant and not belonging to American Boiler and IPM would be purged once they completed their search”).
Instead of following this protocol, that agent testified that the investigators “viewed the data as the
government's property, not Mr. Ganias' property.” Id. at 146; see also id. at 122 (“And you never know what
data you may need in the future.”). In other words, the agents “knew that limits of the warrant w[ere] not
be[ing] honored.” United States v. Foster , 100 F.3d 846, 852 (10th Cir. 1996). This knowledge of the need to
return or delete non-responsive files compels a conclusion that the agents did not rely in good faith on the 2003
warrant or any appellate precedent (binding or non-binding) and that the deterrence value of suppression here is
substantial.

(2)
I next turn to the 2006 warrant. On April 24, 2006, the Government sought a warrant—seeking to search
“Images of three (3) hard drives seized on November 19, 2003 from the offices of Steve M. Ganias”—to
investigate him personally. J. App. 455. A magistrate judge issued the warrant, and the Government searched
the mirror images.

For the purpose of deterring Fourth Amendment violations, the relevant inquiry is whether the agents acted in
good faith when they committed the violation. See Leon , 468 U.S. at 916, 104 S.Ct. 3405 (“[T]he exclusionary
rule is designed to *239  deter police misconduct....”). The agents here could not have relied in good faith on the
2006 warrant because it was issued almost two-and-a-half years after the files were first overseized, and some
sixteen months after the responsive files had been extracted. That is, the agents did not rely on the 2006 warrant
to retain non-responsive files because that warrant came into being only after the Fourth Amendment violation
occurred. An agent can only rely on something that exists “at the time of the search.” Aguiar , 737 F.3d at 259 ;
see Davis , 131 S.Ct. at 2418 (asking if search was in “objectively reasonable reliance on binding judicial
precedent” as of “the time of the search”).

239

In other words, the later 2006 warrant could not cure the prior illegal retention of Ganias's data when agents did
not rely on it to retain that data. A warrant is not a Band-Aid that the Government may seek when it realizes its
Fourth Amendment violation has been discovered. See Wayne R. LaFave, Search and Seizure: A Treatise on
the Fourth Amendment § 1.3(f) (5th ed. 2015) (“When the magistrate issued the warrant, he did not endorse
past activity; he only authorized future activity.”). As we have previously held, “Good faith is not a magic lamp
for police officers to rub whenever they find themselves in trouble.” United States v. Reilly , 76 F.3d 1271, 1280
(2d Cir. 1996).

The Government and the majority rely on a line of cases that includes United States v. Reilly , 76 F.3d 1271,
and its predecessor, United States v. Thomas , 757 F.2d 1359 (2d Cir. 1985). In Reilly, we affirmed the Thomas
principle that illegally obtained evidence need not be excluded where the agents later obtained a warrant by
providing a magistrate “the details of their dubious pre-warrant conduct” and where “ ‘there was nothing more
the officer could have or should have done under the[ ] circumstances to be sure his search would be legal.’ ”
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Reilly , 76 F.3d at 1282 (alterations omitted) (quoting Thomas , 757 F.2d at 1368 ). We required, however, that
the officer “did not have any significant reason to believe that what he had done was unconstitutional.” Id. at
1281.10

10 As an initial observation, the Thomas principle is not free from doubt. Reilly acknowledged that Thomas is difficult to

square with the holdings of many of our sister circuits without attempting to reconcile conflicting case law. See id. at

1282 (“Other courts have criticized Thomas....”); e.g. , United States v. McGough , 412 F.3d 1232, 1240 (11th Cir.

2005) ; United States v. O'Neal , 17 F.3d 239, 243 (8th Cir. 1994) ; United States v. Scales , 903 F.2d 765, 768 (10th Cir.

1990) ; United States v. Vasey , 834 F.2d 782, 789 (9th Cir. 1987). Indeed, the language that exclusion may be avoided

when the Government “did not have any significant reason to believe that what [it] had done was unconstitutional,”

Reilly , 76 F.3d at 1282, may one day prove to be too lax. 

 

--------

In this case, the agents did not present to the magistrate judge all of “the details of their dubious pre-warrant
conduct.” Id. at 1282. Though the majority points out that the agents disclosed to the magistrate judge in 2006
that the mirror images were seized in November 2003, that Ganias was not then under investigation, and that
the mirror images included files outside the scope of the original warrant, this information was not sufficient on
its own to permit the magistrate judge to evaluate whether the relevant constitutional violation occurred. See
Maj. Op. at 224. The agents did not disclose that they had segregated responsive files from non-responsive files
and extracted the responsive files and that for some time they did not have other, anticipated uses for the non-
responsive files. Without this information relating to whether the Government still had a legitimate use for the
mirror image during the retention, it simply would not have been *240  feasible for a magistrate judge to
consider the legitimacy of the continued retention of the mirror image. See United States v. Vasey , 834 F.2d
782, 789 (9th Cir. 1987) (“Typically, warrant applications are requested and authorized under severe time
constraints.”).

240

Likewise, unlike in Thomas, there was more that the Government could have done prior to 2006 to ensure that
its conduct was legal. See Thomas , 757 F.2d at 1368. As noted above, it could have gone to a magistrate judge
much earlier for permission to retain the non-responsive computer files.

Finally, the Government did have significant reason to believe that its conduct was unconstitutional. As noted,
an agent testified that he knew he was supposed to “return those items or destroy those items that d[idn't]
pertain to [his] lawful authority to seize those particular items.” J. App. 145-46. And any reasonable law
enforcement agent would have understood that it was unreasonable to “view[ ] [private property] as the
government's property” or to treat the 2003 warrant as a general warrant. Id. at 146. Furthermore, the language
of the 2003 warrant clearly set parameters for what was lawful: only data “relating to” IPM and American
Boiler could be kept. Id. at 433.

At bottom, in holding that the Government acted with objectively reasonable reliance on the 2006 warrant, the
majority condones creative uses of government power to interfere with individuals' possessory interests and to
invade their privacy. Without specifically opining on whether the Government can retain overseized, non-
responsive files, the majority has crafted a formula for the Government to do just that. The Government only
needs to: obtain a warrant to seize computer data, overseize by claiming files are intermingled (they always will
be), keep overseized data until the however distant future, and then (when probable cause one day develops)
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ask for another warrant to search what it has kept. The rule that we have fashioned does nothing to deter the
Government from continually retaining papers that are, though initially properly seized, not responsive to or
particularly described in a warrant. Instead of deterring future violations, we have effectively endorsed them.

The Government bears the burden of proving “the objective reasonableness of the officers' good faith reliance.”
Voustianiouk , 685 F.3d at 215 (quoting George , 975 F.2d at 77 ). It has not met that burden here. To the
contrary, the agents exhibited a deliberate or reckless or grossly negligent disregard for Ganias's rights, see
Davis , 564 U.S. at 238, 131 S.Ct. 2419, and, in my view, the benefits of deterring the Government's unlawful
actions here appreciably outweigh the costs of suppression, see Herring , 555 U.S. at 141, 129 S.Ct. 695 ; see
also Davis , 564 U.S. at 232, 131 S.Ct. 2419 ; Pa. Bd. of Prob. & Parole , 524 U.S. at 364–65, 118 S.Ct. 2014.

III.
In the discussion of lofty constitutional principles, we sometimes forget the impact that our rulings and
proceedings may have on individuals and their families. Here, there has been a cloud hanging over Ganias's
head for nearly thirteen years, impacting every aspect of his life and the lives of those around him. The cloud is
still there now.

The wheels of justice have spun ever so slowly in this case. The Government seized Ganias's files in November
2003, nearly thirteen years ago. He was indicted, in 2008, some eight years ago. He waited two-and-a-half
years for a trial, and after he was found guilty, he waited roughly *241  another ten months to be sentenced. He
appealed his conviction, but it took another year for his appeal to be heard, and then another year for the appeal
to be decided.

241

The panel issued its decision on June 17, 2014. The panel held that the Government violated Ganias's Fourth
Amendment rights and rejected its reliance on the good faith exception. On August 15, 2014, the Government
filed a petition for rehearing, seeking panel rehearing only, not rehearing en banc , and seeking rehearing only
with respect to the good faith exception. In other words, the Government did not seek rehearing on whether the
Fourth Amendment was violated, and it did not seek rehearing en banc on either issue.

Yet, on June 29, 2015, more than a year after the panel decision, more than a year after Ganias thought he had
won a substantial victory, this Court, on its own initiative, elected to rehear the case en banc —with respect to
both issues. The Court did so ostensibly to provide guidance in a novel and difficult area of law. But, after a
year-long en banc process, no guidance has come forth. The Court took on an issue at Ganias's expense and
then quickly retreated, relying instead on an issue that was not worthy of en banc review.

Ganias's non-responsive files are in the Government's custody still. What began nearly thirteen years ago as an
investigation by the Army into two of Ganias's business clients somehow evolved into an unrelated
investigation by the IRS into Ganias's personal affairs, largely because the Government did precisely what the
Fourth Amendment forbids: it entered Ganias's premises with a warrant to seize certain papers and
indiscriminately seized—and retained —all papers instead.

I respectfully dissent.

Appendix A
Amici Curiae
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Footnotes

1 References to the Government throughout this Opinion and Order refer to the United States Attorney's Office
for the Southern District of New York.

2 Sadr notes that the affidavits in support of the June 2014 and October 2015 warrants contain “largely the
same recycled allegations from the April 2014 warrant affidavit.” Dkt. No. 96 at 4. Accordingly, the Court
focuses on the April 2014 affidavit here.

3 Notably, the Government does not argue that the Court should consider the warrant affidavits in its
particularity analysis, and the Court does not do so.

4 Sadr also argues in his supplemental briefing that the executing agents' identification of allegedly irrelevant
documents as responsive “confirms” the warrants' lack of particularity. See Dkt. No. 156 at 12–14. However,
for reasons the Court explains below, to the extent there are any particularity problems with the warrants,
they pertain only to their lack of temporal limitations. That some number of the fewer than 3,000 documents
the Government ultimately seized from the over one million documents it reviewed may be irrelevant does
not affect the Court's conclusion with respect to the validity of the warrants. Nonetheless, this argument is
relevant to whether the execution of the warrants conformed with the Fourth Amendment, and thus the Court
addresses it in more detail below.

5 Moreover, the warrants in the two cases he cites that do involve electronic information were ultimately found to
be lacking particularity because they failed to identify any specific suspected crimes and are thus inapposite.

See United States v. Rosa, 626 F.3d 56, 58 (2d Cir. 2010); Wey, 256 F. Supp. 3d at 384.
6 The category numbers the Court references correspond to those used by the Government in its December

9, 2019 letter. See generally Dkt. No. 168.
7 Contrary to Sadr's contentions, there is no basis for blanket suppression of any documents seized prior to the

conclusion of the responsiveness review. The 2,100 pages identified above were properly seized during the
course of a reasonable responsiveness review, and blanket seizure is not justified in this case. Indeed, “the
drastic remedy of the suppression of all evidence seized is not justified unless those executing the warrant

acted ‘in flagrant disregard’ of the warrant's terms.” Matias, 836 F.2d at 747. As discussed above, there
is scant evidence that the D.A. “effect[ed] a widespread seizure of items that were not within the scope of
the warrant” and no evidence that it “d[id] not act in good faith.” Pinto-Thomaz, 352 F. Supp. 3d at 309
(emphasis added) (quoting Shi Yan Liu, 239 F.3d at 140). The record is thus devoid of any suggestion that
this is one of “the most extraordinary of cases” in which the “extreme remedy of blanket suppression should ...
be imposed.” Id.
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UNITED STATES OF AMERICA, Appellee, — v. — 
ROSS WILLIAM ULBRICHT, a/k/a DREAD PIRATE 
ROBERTS, a/k/a SILK ROAD, a/k/a SEALED 
DEFENDANT 1, a/k/a DPR, Defendant-Appellant.

Subsequent History: US Supreme Court certiorari 
denied by Ulbricht v. United States, 2018 U.S. LEXIS 
4043 (U.S., June 28, 2018)

Prior History: Ross William Ulbricht appeals from a 
judgment of conviction and sentence to life 
imprisonment entered in the United States District Court 
for the Southern District of New York (Katherine B. 
Forrest, J.), for drug trafficking and other crimes 
associated with his creation and operation of an online 
marketplace known as Silk Road. He argues that (1) the 
district court erred in denying his motion to suppress 
evidence obtained in violation of the Fourth 
Amendment [**1] ; (2) the district court committed 
several errors that deprived him of his right to a fair trial, 
and incorrectly denied his motion for a new trial; and (3) 
his life sentence is both procedurally and substantively 
unreasonable. For the reasons set forth below, the 
judgment of the district court is AFFIRMED in all 
respects.

United States v. Ulbricht, 2014 U.S. Dist. LEXIS 145553 
(S.D.N.Y., Oct. 10, 2014)

Core Terms

district court, sentence, site, laptop, chat, marks, 

quotation, drugs, disclosure, Pirate, corruption, murders, 
users, communications, cross-examination, searched, 
orders, records, trap, Internet, connected, username, 
electronic, contends, warrants, life sentence, vendor, 
particularized, investigations, reasons

Case Summary

Overview

HOLDINGS: [1]-The issuance of the pen/trap orders 
under 18 U.S.C.S. § 3122(a)(1) that the government 
used to monitor IP address traffic to and from 
defendant's home router did not violate the Fourth 
Amendment because defendant had no reasonable 
expectation of privacy in the IP address routing 
information that the orders allowed the government to 
collect; [2]-The warrants authorizing the government to 
search defendant's laptop as well as his electronic 
media accounts did not violate the Fourth Amendment's 
particularity requirement because the warrants listed the 
charged crimes, described the places to be searched, 
and designated the information to be seized in 
connection with the specified offenses; [3]-Defendant 
had not shown that the district court abused its 
discretion in maintaining secrecy of grand jury 
investigation.

Outcome
Judgment affirmed.
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LexisNexis® Headnotes

Criminal Law & Procedure > ... > Standards of 
Review > De Novo Review > Conclusions of Law

Criminal Law & Procedure > ... > Standards of 
Review > Clearly Erroneous Review > Findings of 
Fact

Criminal Law & Procedure > ... > Standards of 
Review > Clearly Erroneous Review > Motions to 
Suppress

Criminal Law & Procedure > ... > Standards of 
Review > De Novo Review > Motions to Suppress

HN1[ ]  De Novo Review, Conclusions of Law

On appeal from a denial of a suppression motion, the 
appellate court reviews a district court's findings of fact 
for clear error, and its resolution of questions of law and 
mixed questions of law and fact de novo.

Criminal Law & Procedure > Search & 
Seizure > Eavesdropping, Electronic Surveillance & 
Wiretapping > Pen Registers & Trap & Trace 
Devices

HN2[ ]  Eavesdropping, Electronic Surveillance & 
Wiretapping, Pen Registers & Trap & Trace Devices

The Pen/Trap Act provides that a government attorney 
may make an application for an order authorizing or 
approving the installation and use of a pen register or a 
trap and trace device to a court of competent 
jurisdiction. 18 U.S.C.S. § 3122(a)(1). A pen register is 
defined as a device or process which records or 
decodes dialing, routing, addressing, or signaling 
information transmitted by an instrument or facility from 
which a wire or electronic communication is transmitted, 
and shall not include the contents of any 
communication. § 3127(3). A trap and trace device 
means a device or process which captures the incoming 
electronic or other impulses which identify the 
originating number or other dialing, routing, addressing, 
and signaling information reasonably likely to identify 
the source of a wire or electronic communication. § 

3127(4). Like pen registers, trap and trace devices may 
not capture the contents of any communication. Id. The 
statute does not require a search warrant for the use of 
a pen register or trap and trace device, nor does it 
demand the kind of showing required to obtain such a 
warrant. Rather, the statute requires only that the 
application contain a certification that the information 
likely to be obtained is relevant to an ongoing criminal 
investigation. § 3122(b)(2).

Constitutional Law > ... > Fundamental 
Rights > Search & Seizure > Scope of Protection

HN3[ ]  Search & Seizure, Scope of Protection

The Fourth Amendment to the United States 
Constitution provides that: The right of the people to be 
secure in their persons, houses, papers, and effects, 
against unreasonable searches and seizures, shall not 
be violated, and no warrants shall issue, but upon 
probable cause, supported by oath or affirmation, and 
particularly describing the place to be searched, and the 
persons or things to be seized. The cornerstone of the 
modern law of searches is the principle that, to mount a 
successful Fourth Amendment challenge, a defendant 
must demonstrate that he personally has an expectation 
of privacy in the place searched. Thus, a Fourth 
Amendment search' does not occur unless the search 
invades an object or area in which one has a subjective 
expectation of privacy that society is prepared to accept 
as objectively reasonable.

Criminal Law & Procedure > Search & 
Seizure > Expectation of Privacy

Criminal Law & Procedure > Search & 
Seizure > Eavesdropping, Electronic Surveillance & 
Wiretapping > Pen Registers & Trap & Trace 
Devices

HN4[ ]  Search & Seizure, Expectation of Privacy

A person has no legitimate expectation of privacy in 
information he voluntarily turns over to third parties, 
including phone numbers dialed in making a telephone 
call and captured by a pen register. This is so because 
phone users typically know that they must convey 
numerical information to the phone company; that the 
phone company has facilities for recording this 
information; and that the phone company does in fact 
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record this information for a variety of legitimate 
business purposes. Similarly, e-mail and Internet users 
rely on third-party equipment in order to engage in 
communication. Internet users thus should know that 
this information is provided to and used by Internet 
service providers for the specific purpose of directing 
the routing of information. Moreover, IP addresses are 
not merely passively conveyed through third party 
equipment, but rather are voluntarily turned over in 
order to direct the third party's servers.

Governments > Courts > Judicial Precedent

HN5[ ]  Courts, Judicial Precedent

Appellate courts remain bound by a rule until and unless 
it is overruled by the United States Supreme Court.

Criminal Law & Procedure > Search & 
Seizure > Expectation of Privacy

Criminal Law & Procedure > Search & 
Seizure > Eavesdropping, Electronic Surveillance & 
Wiretapping > Pen Registers & Trap & Trace 
Devices

HN6[ ]  Search & Seizure, Expectation of Privacy

Collecting IP address information devoid of content is 
constitutionally indistinguishable from the use of a pen 
register.

Criminal Law & Procedure > Search & 
Seizure > Expectation of Privacy

HN7[ ]  Search & Seizure, Expectation of Privacy

A defendant cannot claim a reasonable expectation of 
privacy in the government's acquisition of his subscriber 
information, including his IP address and name, 
because it had been revealed to a third party.

Criminal Law & Procedure > Search & 
Seizure > Expectation of Privacy

HN8[ ]  Search & Seizure, Expectation of Privacy

There is no expectation of privacy in subscriber 
information provided to an internet provider, such as an 
IP address.

Criminal Law & Procedure > Search & 
Seizure > Expectation of Privacy

HN9[ ]  Search & Seizure, Expectation of Privacy

Computer users do not have a legitimate expectation of 
privacy in their bulletin board subscriber information 
because they have conveyed it to another person.

Constitutional Law > ... > Fundamental 
Rights > Search & Seizure > Scope of Protection

Criminal Law & Procedure > Search & 
Seizure > Expectation of Privacy

HN10[ ]  Search & Seizure, Scope of Protection

Third-party information relating to the sending and 
routing of electronic communications does not receive 
Fourth Amendment protection.

Constitutional Law > ... > Fundamental 
Rights > Search & Seizure > Scope of Protection

Criminal Law & Procedure > Search & 
Seizure > Expectation of Privacy

HN11[ ]  Search & Seizure, Scope of Protection

Courts have not extended Fourth Amendment 
protections to the internet analogue to envelope 
markings, namely the metadata used to route internet 
communications, like IP addresses.

Constitutional Law > ... > Fundamental 
Rights > Search & Seizure > Warrants

Criminal Law & Procedure > Search & 
Seizure > Search Warrants > Particularity 
Requirement

Criminal Law & Procedure > Search & 
Seizure > Search Warrants > Probable Cause
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HN12[ ]  Search & Seizure, Warrants

The Fourth Amendment explicitly commands that 
warrants must be based on probable cause and must 
particularly describe the place to be searched, and the 
persons or things to be seized. U.S. Const. amend. IV. It 
is familiar history that indiscriminate searches and 
seizures conducted under the authority of general 
warrants' were the immediate evils that motivated the 
framing and adoption of the Fourth Amendment. Those 
general warrants specified only an offense, leaving to 
the discretion of the executing officials the decision as to 
which persons should be arrested and which places 
should be searched. The principal defect in such a 
warrant was that it permitted a general, exploratory 
rummaging in a person's belongings, a problem that the 
Fourth Amendment attempted to resolve by requiring 
the warrant to set out with particularity the scope of the 
authorized search.

Constitutional Law > ... > Fundamental 
Rights > Search & Seizure > Warrants

Criminal Law & Procedure > Search & 
Seizure > Search Warrants > Particularity 
Requirement

HN13[ ]  Search & Seizure, Warrants

In addition to preventing general searches, the 
particularity requirement serves two other purposes not 
relevant to this appeal: preventing the seizure of objects 
upon the mistaken assumption that they fall within the 
magistrate's authorization, and preventing the issuance 
of warrants without a substantial factual basis.

Constitutional Law > ... > Fundamental 
Rights > Search & Seizure > Warrants

Criminal Law & Procedure > Search & 
Seizure > Search Warrants > Particularity 
Requirement

HN14[ ]  Search & Seizure, Warrants

To be sufficiently particular under the Fourth 
Amendment, a warrant must satisfy three requirements. 
First, a warrant must identify the specific offense for 
which the police have established probable cause. 
Second, a warrant must describe the place to be 

searched. Finally, the warrant must specify the items to 
be seized by their relation to designated crimes.

Constitutional Law > ... > Fundamental 
Rights > Search & Seizure > Warrants

Criminal Law & Procedure > Search & 
Seizure > Search Warrants > Particularity 
Requirement

HN15[ ]  Search & Seizure, Warrants

Where the property to be searched is a computer hard 
drive, the particularity requirement assumes even 
greater importance. A general search of electronic data 
is an especially potent threat to privacy because hard 
drives and e-mail accounts may be akin to a residence 
in terms of the scope and quantity of private information 
they may contain. The seizure of a computer hard drive, 
and its subsequent retention by the government, can 
therefore give the government possession of a vast 
trove of personal information about the person to whom 
the drive belongs, much of which may be entirely 
irrelevant to the criminal investigation that led to the 
seizure. Such sensitive records might include tax 
records, diaries, personal photographs, electronic 
books, electronic media, medical data, records of 
internet searches, and banking and shopping 
information. Because of the nature of digital storage, it is 
not always feasible to extract and segregate responsive 
data from non-responsive data, creating a serious risk 
that every warrant for electronic information will 
become, in effect, a general warrant, Thus, warrants 
that fail to link the evidence sought to the criminal 
activity supported by probable cause do not satisfy the 
particularity requirement because they lack meaningful 
parameters on an otherwise limitless search of a 
defendant's electronic media.

Constitutional Law > ... > Fundamental 
Rights > Search & Seizure > Warrants

Criminal Law & Procedure > Search & 
Seizure > Search Warrants > Particularity 
Requirement

HN16[ ]  Search & Seizure, Warrants

The Fourth Amendment does not require a perfect 
description of the data to be searched and seized, 
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however. Search warrants covering digital data may 
contain some ambiguity so long as law enforcement 
agents have done the best that could reasonably be 
expected under the circumstances, have acquired all 
the descriptive facts which a reasonable investigation 
could be expected to cover, and have insured that all 
those facts were included in the warrant.

Constitutional Law > ... > Fundamental 
Rights > Search & Seizure > Warrants

Criminal Law & Procedure > Search & 
Seizure > Search Warrants > Particularity 
Requirement

HN17[ ]  Search & Seizure, Warrants

A search warrant does not necessarily lack particularity 
simply because it is broad. Since a search of a 
computer is akin to a search of a residence, searches of 
computers may sometimes need to be as broad as 
searches of residences pursuant to warrants. Similarly, 
traditional searches for paper records, like searches for 
electronic records, have always entailed the exposure of 
records that are not the objects of the search to at least 
superficial examination in order to identify and seize 
those records that are. And in many cases, the volume 
of records properly subject to seizure because of their 
evidentiary value may be vast. None of these 
consequences necessarily turns a search warrant into a 
prohibited general warrant.

Constitutional Law > ... > Fundamental 
Rights > Search & Seizure > Warrants

Criminal Law & Procedure > Search & 
Seizure > Search Warrants > Particularity 
Requirement

HN18[ ]  Search & Seizure, Warrants

Breadth and particularity are related but distinct 
concepts. A warrant may be broad, in that it authorizes 
the government to search an identified location or object 
for a wide range of potentially relevant material, without 
violating the particularity requirement. For example, a 
warrant may allow the government to search a 
suspected drug dealer's entire home where there is 
probable cause to believe that evidence relevant to that 
activity may be found anywhere in the residence. 

Similarly, when the criminal activity pervades an entire 
business, seizure of all records of the business is 
appropriate, and broad language used in warrants will 
not offend the particularity requirements.

Constitutional Law > ... > Fundamental 
Rights > Search & Seizure > Warrants

Criminal Law & Procedure > Search & 
Seizure > Search Warrants > Particularity 
Requirement

HN19[ ]  Search & Seizure, Warrants

An invasion of a criminal defendant's privacy is 
inevitable in almost any warranted search because in 
searches for papers, it is certain that some innocuous 
documents will be examined, at least cursorily, in order 
to determine whether they are, in fact, among those 
papers authorized to be seized. The Fourth Amendment 
limits such unwarranted intrusions upon privacy, by 
requiring a warrant to describe its scope with 
particularity.

Constitutional Law > ... > Fundamental 
Rights > Search & Seizure > Exclusionary Rule

Criminal Law & Procedure > ... > Exclusionary 
Rule > Exceptions to Exclusionary 
Rule > Reasonable Reliance Upon Warrant

HN20[ ]  Search & Seizure, Exclusionary Rule

The exclusion of evidence is inappropriate when the 
government acts in objectively reasonable reliance on a 
search warrant, even when the warrant is subsequently 
invalidated.

Criminal Law & 
Procedure > ... > Secrecy > Disclosure > Judicial 
Proceedings

HN21[ ]  Disclosure, Judicial Proceedings

Grand jury proceedings are secret and a government 
attorney must not disclose a matter occurring before the 
grand jury, Fed. R. Crim. P. 6(e)(2)(B)(vi), without a 
court order, Rule 6(e)(3)(E), subject to limited 
exceptions.
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Criminal Law & Procedure > Commencement of 
Criminal Proceedings > Grand Juries > Secrecy

HN22[ ]  Grand Juries, Secrecy

The proper functioning of the grand jury system 
depends upon the secrecy of grand jury proceedings. 
There are five rationales for such secrecy: (1) to prevent 
the escape of those whose indictment may be 
contemplated; (2) to insure the utmost freedom to the 
grand jury in its deliberations, and to prevent persons 
subject to indictment or their friends from importuning 
the grand jurors; (3) to prevent subornation of perjury or 
tampering with the witnesses who may testify before the 
grand jury and later appear at the trial of those indicted 
by it; (4) to encourage free and untrammeled 
disclosures by persons who have information with 
respect to the commission of crimes; (5) to protect the 
innocent accused who is exonerated from disclosure of 
the fact that he has been under investigation, and from 
the expense of standing trial where there was no 
probability of guilt.

Criminal Law & 
Procedure > ... > Secrecy > Disclosure > Judicial 
Proceedings

HN23[ ]  Disclosure, Judicial Proceedings

Fed. R. Crim. P. 6(e)(6) implements this policy of 
secrecy by requiring that all records, orders, and 
subpoenas relating to grand jury proceedings must be 
sealed.

Criminal Law & 
Procedure > ... > Secrecy > Disclosure > Judicial 
Discretion

Criminal Law & 
Procedure > ... > Disclosure > Standards > Particula
rized Need Standard

HN24[ ]  Disclosure, Judicial Discretion

Information falling within Fed. R. Crim. P. 6(e)'s 
protections is entitled to a presumption of secrecy and 
closure. To rebut the presumption of secrecy, the party 
seeking disclosure must show a particularized need that 

outweighs the need for secrecy. To prove a 
particularized need, parties seeking disclosure must 
show that the material they seek is needed to avoid a 
possible injustice in another judicial proceeding, that the 
need for disclosure is greater than the need for 
continued secrecy, and that their request is structured to 
cover only material so needed. A district court's decision 
as to whether the burden of showing a particularized 
interest has been met will be overturned only if the court 
has abused its discretion.

Criminal Law & Procedure > Preliminary 
Proceedings > Discovery & Inspection > Discovery 
by Defendant

HN25[ ]  Discovery & Inspection, Discovery by 
Defendant

Fed. R. Crim. P. 16(a)(1)(E) requires the government to 
disclose information within its control if the information is 
material to preparing the defense or will be a part of the 
government's case-in-chief. Evidence is material if it 
could be used to counter the government's case or to 
bolster a defense. An appellate court, in assessing the 
materiality of withheld information, considers not only 
the logical relationship between the information and the 
issues in the case, but also the importance of the 
information in light of the evidence as a whole. To justify 
a new trial, there must be some indication that the 
pretrial disclosure of the disputed evidence would have 
enabled the defendant significantly to alter the quantum 
of proof in his favor.

Criminal Law & 
Procedure > ... > Witnesses > Subpoenas > Discov
ery

Criminal Law & 
Procedure > ... > Witnesses > Subpoenas > Scope

HN26[ ]  Subpoenas, Discovery

Fed. R. Crim. P. 17(c) allows parties to subpoena 
documents and objects to be introduced at criminal 
trials. A subpoena must meet three criteria: (1) 
relevancy; (2) admissibility; and (3) specificity. The party 
requesting the subpoena must also show that the 
information sought is not otherwise procurable 
reasonably in advance of trial by exercise of due 
diligence, that the party cannot properly prepare for trial 
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without such production, and that the application is 
made in good faith and is not intended as a general 
fishing expedition.

Criminal Law & Procedure > ... > Standards of 
Review > Abuse of Discretion > Discovery

HN27[ ]  Abuse of Discretion, Discovery

The appellate court reviews the district court's discovery 
rulings for abuse of discretion.

Criminal Law & Procedure > Trials > Continuances

HN28[ ]  Trials, Continuances

A district court has a great deal of latitude in scheduling 
trials. Thus, trial courts enjoy very broad discretion in 
granting or denying trial continuances. A decision to 
grant or deny a request for an adjournment is reviewed 
for abuse of discretion, and courts will find no such 
abuse unless the denial was an arbitrary action that 
substantially impaired the defense. Thus, the party 
seeking a continuance has the burden of showing both 
arbitrariness and prejudice in order to obtain reversal 
based on a denial of an adjournment.

Evidence > ... > Statements as 
Evidence > Hearsay > Rule Components

HN29[ ]  Hearsay, Rule Components

Hearsay is not admissible unless an exception applies. 
Fed. R. Evid. 802. The Federal Rules of Evidence 
define hearsay as a declarant's out-of-court statement 
offered in evidence to prove the truth of the matter 
asserted in the statement. If the significance of an 
offered statement lies solely in the fact that it was made, 
no issue is raised as to the truth of anything asserted, 
and the statement is not hearsay.

Criminal Law & Procedure > ... > Standards of 
Review > Abuse of Discretion > Evidence

HN30[ ]  Abuse of Discretion, Evidence

The trial court's ultimate decisions as to the admission 

or exclusion of evidence are reviewed for abuse of 
discretion.

Criminal Law & Procedure > Postconviction 
Proceedings > Motions for New Trial

Criminal Law & Procedure > ... > Standards of 
Review > Abuse of Discretion > New Trial

HN31[ ]  Postconviction Proceedings, Motions for 
New Trial

Fed. R. Crim. P. 33(a) provides that, on the defendant's 
motion, the court may vacate any judgment and grant a 
new trial if the interest of justice so requires. District 
courts have been advised to exercise Rule 33 authority 
sparingly and in the most extraordinary circumstances. 
Where a defendant's Brady claim was raised in a motion 
for a new trial pursuant to Rule 33, the appellate court 
reviews the denial of the motion for abuse of discretion. 
In the context of denying a Rule 33 motion, a district 
court abuses the discretion accorded to it when (1) its 
decision rests on an error of law or a clearly erroneous 
factual finding, or (2) its decision, though not necessarily 
the product of a legal error or a clearly erroneous factual 
finding, cannot be located within the range of 
permissible decisions.

Criminal Law & Procedure > ... > Discovery & 
Inspection > Brady Materials > Brady Claims

HN32[ ]  Brady Materials, Brady Claims

There are three components of a Brady violation: (1) 
The evidence at issue must be favorable to the 
accused, either because it is exculpatory or because it 
is impeaching; (2) that evidence must have been 
suppressed by the government, either willfully or 
inadvertently; and (3) prejudice must have ensued. 
Information is exculpatory if it relates to the defendant's 
guilt or innocence. In order to show that he has been 
prejudiced, a defendant must demonstrate a reasonable 
probability that, had the evidence been disclosed, the 
result of the proceeding would have been different, such 
that the failure to disclose undermines confidence in the 
verdict. Thus, the prosecution must disclose exculpatory 
and impeachment information no later than the point at 
which a reasonable probability will exist that the 
outcome would have been different if an earlier 
disclosure had been made. In general, a prudent 
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prosecutor will err on the side of transparency, resolving 
doubtful questions in favor of disclosure.

Criminal Law & Procedure > ... > Duty of 
Disclosure > Witness Lists > Defense Witnesses

HN33[ ]  Witness Lists, Defense Witnesses

In general, the defendant must, at the government's 
request, give to the government a written summary of 
any expert testimony that a defendant intends to use. 
This summary must describe the witness's opinions, the 
bases and reasons for those opinions, and the witness's 
qualifications. Fed. R. Crim. P. 16(b)(1)(C). The purpose 
of the expert disclosure requirement is to minimize 
surprise that often results from unexpected expert 
testimony, reduce the need for continuances, and to 
provide the opponent with a fair opportunity to test the 
merit of the expert's testimony through focused cross-
examination. Fed. R. Crim. P. 16, advisory committee's 
note. Indeed, with increased use of both scientific and 
nonscientific expert testimony, one of counsel's most 
basic discovery needs is to learn that an expert is 
expected to testify.

Criminal Law & Procedure > ... > Duty of 
Disclosure > Witness Lists > Appellate Review & 
Judicial Discretion

Criminal Law & Procedure > ... > Standards of 
Review > Abuse of Discretion > Discovery

HN34[ ]  Witness Lists, Appellate Review & Judicial 
Discretion

If a party fails to comply with Fed. R. Crim. P. 16, the 
district court has broad discretion in fashioning a 
remedy, which may include granting a continuance or 
ordering the exclusion of evidence. Rule 16(d)(2)(A)-(D) 
provides that a district court may order any other 
remedy that is just under the circumstances. The 
appellate court thus reviews the district court's choice of 
remedy for abuse of discretion. In considering whether 
the district court abused its discretion, the appellate 
court looks to the reasons why disclosure was not 
made, the extent of the prejudice, if any, to the opposing 
party, the feasibility of rectifying that prejudice by a 
continuance, and any other relevant circumstances.

Evidence > Admissibility > Expert 
Witnesses > Daubert Standard

HN35[ ]  Expert Witnesses, Daubert Standard

Daubert requires the district court to make a preliminary 
assessment of whether the reasoning or methodology 
underlying the expert testimony is scientifically valid and 
can be applied to the facts in issue.

Evidence > Admissibility > Expert 
Witnesses > Daubert Standard

HN36[ ]  Expert Witnesses, Daubert Standard

A Daubert reliability assessment requires a district court 
to consider the extent to which the expert's theory has 
been subjected to peer review and publication, whether 
the technique is subject to standards controlling the 
technique's operation, the known or potential rate of 
error, and the degree of acceptance within the relevant 
scientific community. That inquiry is a flexible one, 
however, and Daubert is not a definitive checklist or test 
for the reliability of expert testimony. Thus, whether 
Daubert's specific factors are, or are not, reasonable 
measures of reliability in a particular case is a matter 
that the law grants the trial judge broad latitude to 
determine.

Criminal Law & Procedure > ... > Discovery & 
Inspection > Brady Materials > Duty of Disclosure

HN37[ ]  Brady Materials, Duty of Disclosure

Careful consideration of a range of possible sanctions 
short of preclusion is especially important in the atypical 
case where a criminal defendant, rather than the 
government, is precluded from putting on his case 
because of a Fed. R. Crim. P. 16 violation. Limiting the 
defense's presentation of his case implicates the 
fundamental right of an accused to present witnesses in 
his own defense. However, the defendant must still 
comply with established rules of procedure and 
evidence designed to assure both fairness and reliability 
in the ascertainment of guilt and innocence.

Criminal Law & Procedure > ... > Standards of 
Review > Abuse of Discretion > Evidence
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HN38[ ]  Abuse of Discretion, Evidence

The appellate court reviews a trial court's decision to 
limit the scope of cross-examination for abuse of 
discretion.

Constitutional Law > ... > Fundamental 
Rights > Criminal Process > Right to Confrontation

Evidence > ... > Examination > Cross-
Examinations > Scope

Criminal Law & Procedure > Trials > Defendant's 
Rights > Right to Confrontation

HN39[ ]  Criminal Process, Right to Confrontation

A district court is accorded broad discretion in 
controlling the scope and extent of cross-examination. 
Fed. R. Evid. 611(a). Thus, a district court may impose 
reasonable limits on cross-examination to protect 
against, e.g., harassment, prejudice, confusion, and 
waste. In general, however, a district court should afford 
wide latitude to a defendant in a criminal case to cross-
examine government witnesses. That is so because the 
Confrontation Clause gives a defendant the right not 
only to cross-examination, but to effective cross-
examination. It does not follow, of course, that the 
Confrontation Clause prevents a trial judge from 
imposing any limits on defense counsel's cross-
examination of government witnesses.

Criminal Law & 
Procedure > Trials > Witnesses > Presentation

Criminal Law & Procedure > Defenses > Right to 
Present

HN40[ ]  Witnesses, Presentation

In order to elicit testimony implicating an alternative 
perpetrator, a defendant must show that his proffered 
evidence on the alleged alternative perpetrator is 
sufficient, on its own or in combination with other 
evidence in the record, to show a nexus between the 
crime charged and the asserted alternative perpetrator. 
Thus, to avoid a grave risk of jury confusion, a 
defendant must offer more than unsupported 
speculation that another person may have done the 
crime. An agent's state of mind as the investigation 

progressed is ordinarily of little or no relevance to the 
question of the defendant's guilt.

Evidence > ... > Procedural Matters > Objections & 
Offers of Proof > Objections

Evidence > ... > Procedural Matters > Objections & 
Offers of Proof > Timeliness

HN41[ ]  Objections & Offers of Proof, Objections

An objection should be made after the question has 
been asked but before an answer has been given. That 
rule is not inflexible, however, and courts do not 
necessarily find an objection affirmatively waived 
because it might have been interposed a few questions 
earlier.

Evidence > ... > Examination > Cross-
Examinations > Scope

HN42[ ]  Examination, Cross-Examinations

Once any direct examination is concluded, cross-
examination within the scope of the direct follows.

Evidence > ... > Statements as 
Evidence > Hearsay > Hearsay Within Hearsay

HN43[ ]  Hearsay, Hearsay Within Hearsay

When confronted with hearsay within hearsay, or double 
hearsay, courts must determine that each part of the 
combined statement is independently admissible.

Criminal Law & Procedure > ... > Standards of 
Review > Abuse of Discretion > Evidence

HN44[ ]  Abuse of Discretion, Evidence

A district court's ultimate decisions as to the admission 
or exclusion of evidence are reviewed for abuse of 
discretion, and will not be disturbed unless they are 
manifestly erroneous.

Evidence > ... > Hearsay > Exceptions > Statements 
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Against Interest

HN45[ ]  Exceptions, Statements Against Interest

To invoke the Fed. R. Evid. 804(b)(3) exception for a 
statement against interest, the proponent of the 
statement must show (1) that the declarant is 
unavailable as a witness, (2) that the statement is 
sufficiently reliable to warrant an inference that a 
reasonable man in the declarant's position would not 
have made the statement unless he believed it to be 
true, and (3) that corroborating circumstances clearly 
indicate the trustworthiness of the statement. The 
exception applies only if the district court determines 
that a reasonable person in the declarant's shoes would 
perceive the statement as detrimental to his or her own 
penal interest. The key to this inquiry is whether the 
statement is sufficiently self-inculpatory, which the 
district court must evaluate on a case-by-case basis.

Constitutional Law > ... > Fundamental 
Rights > Procedural Due Process > Self-
Incrimination Privilege

HN46[ ]  Procedural Due Process, Self-
Incrimination Privilege

In the Fifth Amendment context, there can be a 
legitimate fear of adverse consequences from further 
testimony where a sentence has not yet been imposed.

Evidence > ... > Hearsay > Exceptions > Residual 
Exception

HN47[ ]  Exceptions, Residual Exception

Fed. R. Evid. 807 provides for a limited, residual 
exception to the rule against hearsay where no other 
exception applies. A hearsay statement may be 
admissible under Rule 807 if: (i) it is particularly 
trustworthy; (ii) it bears on a material fact; (iii) it is the 
most probative evidence addressing that fact; (iv) its 
admission is consistent with the rules of evidence and 
advances the interests of justice; and (v) its proffer 
follows adequate notice to the adverse party. The 
residual hearsay exception will be used very rarely, and 
only in exceptional circumstances.

Criminal Law & 

Procedure > ... > Appeals > Standards of 
Review > Abuse of Discretion

Criminal Law & 
Procedure > Sentencing > Appeals > Proportionality 
& Reasonableness Review

HN48[ ]  Standards of Review, Abuse of Discretion

A district court has broad latitude to impose either a 
United States Sentencing Guidelines sentence or a non-
Guidelines sentence. Accordingly, the role of the court 
of appeals is limited to examining a sentence for 
reasonableness, which is akin to review under an 
abuse-of-discretion' standard. This standard applies 
both to the substantive reasonableness of the sentence 
itself and to the procedures employed in arriving at the 
sentence.

Criminal Law & 
Procedure > Sentencing > Imposition of 
Sentence > Factors

Criminal Law & 
Procedure > Sentencing > Appeals > Proportionality 
& Reasonableness Review

Criminal Law & Procedure > Sentencing > Ranges

Criminal Law & 
Procedure > Sentencing > Sentencing Guidelines

HN49[ ]  Imposition of Sentence, Factors

A sentence is procedurally unreasonable if the district 
court fails to calculate (or improperly calculates) the 
Sentencing Guidelines range, treats the Sentencing 
Guidelines as mandatory, fails to consider the 18 
U.S.C.S. § 3553(a) factors, selects a sentence based on 
clearly erroneous facts, or fails adequately to explain the 
chosen sentence. To hold that a factual finding is clearly 
erroneous, the court must be left with the definite and 
firm conviction that a mistake has been committed. 
Where there are two permissible views of the evidence, 
the factfinder's choice between them cannot be clearly 
erroneous. In general, a sentencing court has discretion 
to consider a wide range of information in arriving at an 
appropriate sentence. The district court's factual findings 
at sentencing need be supported only by a 
preponderance of the evidence. Where the appellate 
court identifies procedural error in a sentence, but the 
record indicates clearly that the district court would have 
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imposed the same sentence in any event, the error may 
be deemed harmless, avoiding the need to vacate the 
sentence and to remand the case for resentencing.

Civil Procedure > Appeals > Amicus Curiae

HN50[ ]  Appeals, Amicus Curiae

The court is not required to address arguments raised 
only by an amicus.

Constitutional Law > ... > Fundamental 
Rights > Criminal Process > Right to Jury Trial

Criminal Law & 
Procedure > Sentencing > Imposition of 
Sentence > Factors

HN51[ ]  Criminal Process, Right to Jury Trial

A district court may consider as part of its sentencing 
determination uncharged conduct proven by a 
preponderance of the evidence as long as that conduct 
does not increase either the statutory minimum or 
maximum available punishment. Broad sentencing 
discretion, informed by judicial factfinding, does not 
violate the Sixth Amendment.

Criminal Law & 
Procedure > ... > Appeals > Standards of 
Review > Abuse of Discretion

HN52[ ]  Standards of Review, Abuse of Discretion

The appellate court will set aside a district court's 
substantive sentencing determination only in 
exceptional cases where the trial court's decision cannot 
be located within the range of permissible decisions. 
The appellate court's review is deferential, and it does 
not consider what weight it would have given a 
particular factor. Rather, the appellate court considers 
whether the factor, as explained by the district court, 
can bear the weight assigned it under the totality of the 
circumstances in the case. The appellate court's role in 
patrolling the boundaries of reasonableness is modest. 
Accordingly, the appellate court will set aside only those 
outlier sentences that reflect actual abuse of a district 
court's considerable sentencing discretion.

Criminal Law & 
Procedure > Sentencing > Imposition of 
Sentence > Factors

Criminal Law & 
Procedure > Sentencing > Appeals > Proportionality 
& Reasonableness Review

Criminal Law & 
Procedure > Sentencing > Sentencing Guidelines

HN53[ ]  Imposition of Sentence, Factors

That the sentence imposed accorded with the United 
States Sentencing Guidelines recommendation does not 
automatically render it reasonable. The Guidelines are, 
however, themselves a factor that Congress has 
directed district courts to consider. 18 U.S.C.S. § 
3553(a)(4)(A). Moreover, as the considered judgment of 
the United States Sentencing Commission, they bear on 
the other factors that Congress has required courts to 
evaluate, including the need to reflect the seriousness of 
the offense, § 3553(a)(2)(A), to provide adequate 
deterrence, § 3553(a)(2)(B), and, because they are 
considered by all judges throughout the federal system, 
the need to avoid unwarranted sentence disparities 
among defendants with similar records who have been 
found guilty of similar conduct, § 3553(a)(6).

Criminal Law & 
Procedure > Sentencing > Imposition of 
Sentence > Factors

HN54[ ]  Imposition of Sentence, Factors

The ability of a sentence to afford adequate deterrence 
to criminal conduct is a factor that district courts are 
required by Congress to consider in arriving at the 
appropriate sentence. 18 U.S.C.S. § 3553(a)(2)(B)

Counsel: JOSHUA L. DRATEL, Joshua L. Dratel, P.C., 
New York, NY, for defendant-appellant Ross William 
Ulbricht.

EUN YOUNG CHOI, Assistant United States Attorney 
(Michael D. Neff, Timothy T. Howard, Adam S. Hickey, 
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Opinion by: GERARD E. LYNCH

Opinion

 [*82]  GERARD E. LYNCH, Circuit Judge:

Defendant Ross William Ulbricht appeals from a 
judgment of conviction and sentence to life 
imprisonment entered in the United States District Court 
for the Southern District of New York (Katherine B. 
Forrest, J.). A jury convicted Ulbricht of drug trafficking 
and other crimes associated with his creation and 
operation of Silk Road, an online marketplace whose 
users primarily purchased and sold illegal goods and 
services. He challenges several aspects of his 
conviction and sentence, arguing that (1) the district 
court erred in denying his motion to suppress evidence 
assertedly obtained in violation of the Fourth 
Amendment; (2) the district court committed numerous 
errors that deprived him of his right to a fair trial, and 
incorrectly denied his motion for a new trial; and (3) his 
life sentence is both procedurally [**3]  and 
substantively unreasonable. Because we identify no 
reversible error, we AFFIRM Ulbricht's conviction and 
sentence in all respects.

BACKGROUND

In February 2015, a jury convicted Ross William Ulbricht 
on seven counts arising from his creation and operation 
of Silk Road under the username Dread Pirate Roberts 
("DPR").1 Silk Road was a massive, anonymous 
criminal marketplace that operated using the Tor 
Network, which renders Internet traffic through the Tor 
browser extremely difficult to trace.2 Silk Road users 
principally bought and sold drugs, false identification 
documents, and computer hacking software. 
Transactions on Silk Road exclusively used Bitcoins, an 
 [*83]  anonymous but traceable digital currency.3 The 
site also contained a private message system, which 
allowed users to send messages to each other (similar 
to communicating via email), a public forum to discuss 
topics related to Silk Road, and a "wiki," which is like an 
encyclopedia that users could access to receive advice 

1 The seven crimes of conviction were: (1) distribution and 
aiding and abetting distribution of narcotics, 21 U.S.C. § 812, § 
841(a)(1), § 841(b)(1)(A) and 18 U.S.C. § 2; (2) using the 
Internet to distribute narcotics, 21 U.S.C. § 812, § 841(h) and 
§ 841(b)(1)(A); (3) conspiracy to distribute narcotics, 21 U.S.C. 
§ 846; (4) engaging in a continuing criminal enterprise, 21 
U.S.C. § 848(a); (5) conspiring to obtain unauthorized access 
to a computer for purposes of commercial advantage and 
private financial gain and in furtherance of other criminal and 
tortious acts, 18 U.S.C. § 1030(a)(2) and § 1030(b); (6) 
conspiring to traffic in fraudulent identification documents, 18 
U.S.C. § 1028(f); and (7) conspiring to launder money, 18 
U.S.C. § 1956(h).
2 Tor is short for the "The Onion Router." The Tor Network is 
"a special network on the Internet designed to make it 
practically impossible to physically locate the computers 
hosting or accessing websites on the network." App'x 53. The 
Tor Network can be accessed via the Tor browser using 
software that anyone may obtain for free on the Internet.
3 Bitcoins allow vendors and customers to maintain their 
anonymity in the same way that cash does, by transferring 
Bitcoins between anonymous Bitcoin accounts, which do not 
contain any identifying information about the user of each 
account. The currency is "traceable" in that the transaction 
history of each individual Bitcoin is logged in what is called the 
blockchain. The blockchain prevents a person from spending 
the same Bitcoin twice, allowing Bitcoin to operate similarly to 
a traditional form of currency. Bitcoin is also a completely 
decentralized currency, operating free of nation states or 
central banks; anyone who downloads the Bitcoin software 
becomes part of the Bitcoin network. The blockchain is stored 
on that network, and the blockchain automatically "self-
updates" when a Bitcoin transaction takes place. Tr. 160.
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about using the site. Silk Road customers and vendors 
could also access a support section of the website to 
seek help from the marketplace's administrators when 
an issue arose.

According to the government, between [**4]  2011 and 
2013, thousands of vendors used Silk Road to sell 
approximately $183 million worth of illegal drugs, as well 
as other goods and services. Ulbricht, acting as DPR, 
earned millions of dollars in profits from the 
commissions collected by Silk Road on purchases. In 
October 2013, the government arrested Ulbricht, seized 
the Silk Road servers, and shut down the site.

I. Silk Road Investigation

After Ulbricht created Silk Road in 2011, the site 
attracted the interest of at least two separate divisions of 
the Department of Justice:4 the United States Attorney's 
Offices for the District of Maryland and for the Southern 
District of New York. Throughout the investigations, law 
enforcement agents knew that the person using Dread 
Pirate Roberts as his or her Silk Road username had 
created and managed the site, but they did not know 
DPR's actual identity. In 2012 and 2013, agents from 
both offices investigated several individuals who the 
government suspected were operating Silk Road as 
DPR. Those individuals included Ulbricht, Anand 
Athavale, and Mark Karpeles. Ultimately, the New York 
office identified Ulbricht as DPR, but the Maryland office 
had investigated and later abandoned the theory [**5]  
that either Athavale or Karpeles might have been Dread 
Pirate Roberts.

Two aspects of the pre-arrest investigation into Ulbricht 
are particularly relevant to this appeal: (1) the pen/trap 
orders that the government obtained to monitor Internet 
Protocol ("IP") address traffic to and from various 
devices associated with Ulbricht; and (2) the corrupt 
behavior of two Baltimore agents who worked on the 
Silk Road investigation.

A. The Pen/Trap Orders

In September 2013, after Ulbricht became a primary 
suspect in the DPR investigation, the government 
obtained five "pen/trap" orders. See 18 U.S.C. §§ 3121-

4 The government first learned of Silk Road and began 
investigating it in 2011 after international packages containing 
drugs were intercepted at Chicago's O'Hare airport.

27 ("Pen/Trap Act"). The orders authorized law 
enforcement agents to collect IP address data for 
Internet traffic to and from Ulbricht's home wireless 
router and other devices that regularly connected to 
Ulbricht's home router. According to the government's 
applications for the pen register and trap and trace 
device, "[e]very device on the Internet is identified by a 
 [*84]  unique number" called an IP address. S.A. 73.5 
"This number is used to route information between 
devices, for example, between two computers." Id. at 
73-74. In other words, an "IP address is analogous to a 
telephone number" because "it indicates the online 
identity of [**6]  the communicating device without 
revealing the communication's content." Id. at 74. 
Ulbricht does not dispute that description of how IP 
addresses function.

The pen/trap orders thus did not permit the government 
to access the content of Ulbricht's communications, nor 
did the government "seek to obtain[] the contents of any 
communications." Id. at 75. According to Ulbricht, the 
government's use of his home Internet routing data 
violated the Fourth Amendment because it helped the 
government match Ulbricht's online activity with DPR's 
use of Silk Road. Ulbricht argues that he has a 
constitutional privacy interest in IP address traffic to and 
from his home and that the government obtained the 
pen/trap orders without a warrant, which would have 
required probable cause.

B. Corrupt Agents Force and Bridges

One of the many other tactics that the government used 
to expose DPR's identity was to find low-level Silk Road 
administrators who helped DPR maintain the site, obtain 
their cooperation, take over their Silk Road usernames, 
and chat with DPR under those identities. The true 
owners of the administrator accounts would assist in the 
investigation by helping the government chat with DPR 
and access various aspects of the site. [**7]  
Government agents would also create their own new 
usernames and pose as drug dealers or buyers to 
purchase or sell narcotics and occasionally contact DPR 
directly. One of the government's principal trial 
witnesses, Special Agent Jared Der-Yeghiayan, used 
the former technique to chat with DPR under the name 
Cirrus. Cirrus had been a member of the Silk Road 
support staff before the government took over his 

5 S.A. refers to the joint sealed appendix in this case. Portions 
of the sealed appendix quoted in this opinion are to that extent 
unsealed.
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account, and Der-Yeghiayan frequently used Silk 
Road's messaging system to communicate with DPR 
and other administrators as Cirrus. Cirrus also gave the 
government access to the staff chat, a separate 
program allowing DPR to communicate only with his 
employees.

Two undercover agents involved in the Silk Road 
investigation are of particular import to this appeal: 
Secret Service Special Agent Shaun Bridges and Drug 
Enforcement Administration ("DEA") Special Agent Carl 
Force, both of whom were assigned to the Baltimore 
investigation. Both Force and Bridges used their 
undercover access to exploit the site for their own 
benefit in various ways, and they eventually pleaded 
guilty to criminal charges in connection with their work 
on the Silk Road investigation.6

For example, Force and Bridges [**8]  took over an 
administrator account belonging to Curtis Green, who 
worked for Silk Road under the name Flush. According 
to the criminal complaint against Force and Bridges, in 
January 2013, Bridges used the Flush username to 
change other users' passwords, empty their Bitcoin 
wallets,7  [*85]  and keep $350,000 in Bitcoins in 
offshore bank accounts, all while attempting to hide his 
activity through a series of transactions.8 Specifically, 
the complaint against Force and Bridges alleges that 
Bridges "act[ed] as an administrator to reset pins and 
passwords on various Silk Road vendors' accounts," 

6 Both Force and Bridges pleaded guilty to money laundering 
and obstruction of justice; Force also pleaded guilty to 
extortion. Force was sentenced to 78 months in prison, and 
Bridges received a 71-month sentence.

7 According to the criminal complaint against Ulbricht, a Bitcoin 
wallet is a storage method for Bitcoins. The wallet is 
associated with a Bitcoin address, which is "analogous to the 
account number for a bank account, while the 'wallet' is 
analogous to a bank safe where the money in the account is 
physically stored." App'x 59. Users can transact in Bitcoin by 
transferring Bitcoins from one "Bitcoin address to the Bitcoin 
address of another user, over the Internet." Id. Ulbricht does 
not dispute that definition.
8 As described below, the government disclosed shortly before 
trial that Force was under investigation for Silk Road 
corruption, but said nothing about Bridges. Specifically, the 
pretrial disclosure noted that Force was under investigation for 
using the Flush account to steal $350,000, but the criminal 
complaint against the agents alleges that Bridges committed 
that particular theft. According to the government, both Force 
and Bridges had access to the Flush account, which might 
explain their initial suspicion that Force stole the funds.

then exchanged the Bitcoins for U.S. dollars using the 
Mt. Gox exchanger.9 Supp. App'x 180. Shortly after he 
committed the January 2013 thefts, Bridges asked 
Force to chat with DPR as Nob, Force's authorized 
undercover username, to get advice about how to 
liquidate Bitcoins. He also sought Force's help in 
convincing Curtis Green (formerly Flush) to help him 
transfer Bitcoins to other accounts, and he ultimately 
tried to blame Green for the theft.

With the government's approval, Force also posed as a 
drug dealer and communicated with DPR as Nob. As 
part of his official undercover work as Nob, Force 
agreed to sell [**9]  fraudulent identification documents 
to DPR for $40,000 in Bitcoins. According to the criminal 
complaint against the agents, Force kept the Bitcoins 
received by his Nob account in connection with that 
transaction for his personal use. On another occasion, 
again as part of his authorized undercover work, Force 
advised DPR that he had access to information about 
Silk Road from an invented corrupt government 
employee. DPR paid Force $50,000 in Bitcoins for 
purported inside law enforcement information; Force 
allegedly purloined that payment as well. Moreover, 
outside his authorized undercover work, Force operated 
another account under the name French Maid, through 
which he again offered to sell DPR information about 
the government's Silk Road investigation. Acting as 
French Maid, Force received about $100,000 in Bitcoins 
that he kept for his personal use.

Force created yet another unauthorized Silk Road 
account, under the name DeathFromAbove, which was 
unknown to law enforcement until the defense identified 
it during trial. Force used the DeathFromAbove account 
to try to extort money from DPR. For example, in one 
such chat that took place on April 16, 2013, 
DeathFromAbove told DPR that he [**10]  knew that 
DPR's true identity was Anand Athavale. 
DeathFromAbove demanded a payment of $250,000 in 
exchange for which DeathFromAbove would remain 
silent about DPR's identity.10 There is no evidence that 
DPR made the requested payment to DeathFromAbove; 

9 Mt. Gox was a prominent Bitcoin exchanger owned by Mark 
Karpeles.
10 DeathFromAbove also referred to the $250,000 payment he 
demanded as "punitive damages." App'x 875. In the 
government's view, the "punitive damages" remark referenced 
the murder of a Silk Road administrator that Ulbricht ordered 
and paid for (but that was never carried out). That and other 
killings that DPR commissioned will be described in more 
detail below.
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indeed, DPR shrugged off the  [*86]  attempted 
blackmail as "bogus." App'x 710.

As will be explained in more detail below, the district 
court prevented Ulbricht from introducing evidence at 
trial related to Force's corruption because doing so 
would have exposed the ongoing grand jury 
investigation into Force's conduct. The district court also 
denied Ulbricht discovery related to the investigation 
and excluded certain hearsay statements that arguably 
revealed Force's corruption. Ulbricht contends on 
appeal that the district court's various rulings concerning 
evidence related to Force deprived him of a fair trial. 
Additionally, Ulbricht did not learn of Bridges's corrupt 
conduct until after trial when the criminal complaint 
against both agents was unsealed. Thus, in his motion 
for a new trial, he argued that the belated disclosure 
violated his due process rights under Brady v. Maryland, 
373 U.S. 83, 83 S. Ct. 1194, 10 L. Ed. 2d 215 (1963). 
Ulbricht contends on appeal that the district court 
incorrectly denied that motion. [**11] 

II. Ulbricht's Arrest

Ulbricht was arrested in a San Francisco public library 
on October 1, 2013, after the government had amassed 
significant evidence identifying him as Dread Pirate 
Roberts. The arrest was successfully orchestrated to 
catch Ulbricht in the act of administering Silk Road as 
DPR. Federal agents observed Ulbricht enter the public 
library, and a few minutes later Dread Pirate Roberts 
came online in the Silk Road staff chat. Der-Yeghiayan, 
under the undercover administrator username Cirrus, 
initiated a chat with DPR, asking him to go to a specific 
place on the Silk Road site to address some flagged 
messages from users. Der-Yeghiayan reasoned that 
this would "force [Ulbricht] to log in under . . . his Dread 
Pirate Roberts account" in the Silk Road marketplace, 
as well as in the staff chat software. Tr. 331-32.

Once Der-Yeghiayan knew that DPR had logged onto 
the flagged message page in the marketplace, he 
signaled another agent to effect the arrest. Ulbricht was 
arrested, and incident to that arrest agents seized his 
laptop. The same chat that Der-Yeghiayan had initiated 
with Dread Pirate Roberts a few minutes earlier was 
open on Ulbricht's screen. Ulbricht also visited 
the [**12]  flagged post in the marketplace that Der-
Yeghiayan (as Cirrus) had asked DPR to look at during 
their chat. While he was chatting with Cirrus, moreover, 
Ulbricht had accessed Silk Road by using the 
"Mastermind" page. That page was available only to 

Dread Pirate Roberts.

A great deal of the evidence against Ulbricht came from 
the government's search of his laptop and his home 
after the arrest. On the day of Ulbricht's arrest, the 
government obtained a warrant to seize Ulbricht's laptop 
and search it for a wide variety of information related to 
Silk Road and information that would identify Ulbricht as 
Dread Pirate Roberts. Ulbricht moved to suppress the 
large quantity of evidence obtained from his laptop, 
challenging the constitutionality of that search warrant. 
Ulbricht argues on appeal that the district court erred in 
denying his motion to suppress. More details concerning 
the search warrant will be described in context below.

III. The Trial

Ulbricht's trial lasted approximately three weeks, from 
January 13 through February 4, 2015. Judge Forrest 
handled the complex and contentious trial with 
commendable patience and skill. Although Ulbricht does 
not challenge the sufficiency of the evidence [**13]  to 
support the jury's verdict on any of the counts of 
conviction, we  [*87]  summarize the evidence 
presented at trial as context for the issues raised on 
appeal.

A. The Government's Case

The government presented overwhelming evidence that 
Ulbricht created Silk Road in 2011 and continued to 
operate the site throughout its lifetime by maintaining its 
computer infrastructure, interacting with vendors, 
crafting policies for site users, deciding what products 
would be available for sale on the site, and managing a 
small staff of administrators and software engineers. 
Defense counsel conceded in his opening statement 
that Ulbricht did in fact create Silk Road.

According to Ulbricht's own words in a 2009 email, 
Ulbricht originally conceived of Silk Road as "an online 
storefront that couldn't be traced back to [him] . . . where 
[his] customers could buy [his] products" and pay for 
them "anonymously and securely." Tr. 991. From 2009 
through 2011, Ulbricht worked to get the site up and 
running, relying on computer programming assistance 
from others, including his friend Richard Bates. 
According to one of the journal entries discovered on his 
laptop, in 2010 Ulbricht began to grow hallucinogenic 
mushrooms [**14]  to sell on the site "for cheap to get 
people interested." Tr. 899. As the site began to garner 
significant interest in 2011, Ulbricht wrote in his journal 
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that he was "creating a year of prosperity and power 
beyond what I have ever experienced before. Silk Road 
is going to become a phenomenon and at least one 
person will tell me about it, unknowing that I was its 
creator." Tr. 899-900.

1. Evidence Linking Ulbricht to Dread Pirate Roberts

Around January 2012, the Silk Road user who 
represented himself as the lead administrator of the site 
adopted the username Dread Pirate Roberts.11 The 
name alludes to the pseudonym of a pirate in the 
popular novel and film The Princess Bride that is 
periodically passed on from one individual to another.12 
In order to assure users that posts purporting to be 
authored by DPR were indeed his own, DPR 
authenticated his posts using an electronic signature 
known as a PGP key.13 Silk Road users had access to 
a public PGP key, and DPR had a private PGP key that 
he alone could use to sign his Silk Road posts. When 
DPR signed a post using his private key, Silk Road 
users could run the code in the public key, and if the 
post was signed with the correct private key the [**15]  
user would receive a message that the authentication 
was successful. The government recovered DPR's 
private PGP key on Ulbricht's laptop. Importantly, the 
public PGP key did not change during the site's life 
span, meaning that DPR used the same private key to 
sign his posts throughout the time that he administered 
Silk Road.

Additional evidence supported the conclusion that 
Ulbricht was Dread Pirate Roberts. For example, the 
instructions that DPR provided to Cirrus (the account 
that Der-Yeghiayan later used for undercover work) for 
how to access the staff chat and contact DPR directly 
were found in a file on Ulbricht's laptop. The government 
also discovered the following evidence, covering the 
entire period during  [*88]  which DPR managed the Silk 
Road site, on Ulbricht's computer: thousands of pages 
of chat logs with Silk Road employees; detailed journal 
entries describing Ulbricht's ownership of the site; a list 
that tracked Ulbricht's tasks and ideas related to Silk 

11 The timing of this change corresponds to a January 15, 
2012 Tor chat between a user named "vj" and Ulbricht, in 
which vj advised Ulbricht to change his username from Admin 
to Dread Pirate Roberts.

12 See William Goldman, The Princess Bride: S. Morgenstern's 
Classic Tale of True Love and High Adventure (1973); The 
Princess Bride (20th Century Fox 1987).
13 PGP stands for "Pretty Good Privacy."

Road; a copy of Silk Road's database; and 
spreadsheets cataloguing both the servers that hosted 
Silk Road and expenses and [**16]  profits associated 
with the site. The government seized approximately $18 
million worth of Bitcoins from the wallet on Ulbricht's 
laptop and analyzed their transaction history (through 
blockchain records) to determine that about 89% of the 
Bitcoins on Ulbricht's computer came from Silk Road 
servers located in Iceland.

A search of Ulbricht's home yielded additional evidence 
linking him with the site. That evidence included two 
USB hard drives with versions of documents related to 
Silk Road that were also stored on Ulbricht's laptop. 
There were also handwritten notes crumpled in 
Ulbricht's bedroom trash can about ideas for improving 
Silk Road's vendor rating system—an initiative that 
Dread Pirate Roberts had just revealed through a post 
in a discussion forum on the site.

The government also introduced other circumstantial 
evidence connecting Ulbricht to DPR's activity on Silk 
Road, such as evidence matching Ulbricht's actual 
travel history with DPR's online discussion of his travel 
plans. As one concrete example, the government 
discovered a Tor Chat log14 on Ulbricht's laptop 
memorializing DPR's chat with a user named H7. On 
October 30, 2011, DPR told H7 that he would be 
traveling soon. [**17]  On Ulbricht's Gmail account, 
which uses an email address that incorporates his full 
name, the government discovered a travel itinerary from 
CheapAir that indicated that Ulbricht would be traveling 
on November 15, 2011.

The government introduced several additional examples 
of DPR discussing travel plans that matched up with 
travel disclosed in Ulbricht's email and social media 
activity. At one point, for example, Ulbricht uploaded 
photos to his Facebook account in an album entitled 
"Thailand, February 2012." DPR discussed going to 
Thailand in a Tor chat on January 27, 2012, indicating 
that he was in "Thailand now," attracted by the "allure of 
a warm beach." Tr. 1300. He also mentioned in a 
January 26 chat with a user named "vj," which stood for 
Variety Jones, that he was in Thailand to experience the 
"beaches and jungles." Id. at 1298. One of the photos in 
the Thailand Facebook album depicted Ulbricht "in front 
of what appears to be jungles and beaches," both of 
which were referenced in DPR's chats from late 
January. Id. at 1301.

14 Tor Chat is a program that allows "communication between 
people on the Tor network." Tr. 889.
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2. Murders Commissioned by Dread Pirate Roberts

The government also presented evidence that DPR 
commissioned the murders of five people to protect Silk 
Road's anonymity, although there [**18]  is no evidence 
that any of the murders actually occurred.15 In  [*89]  
March 2013, a Silk Road vendor whose username was 
FriendlyChemist threatened to release "thousands of 
usernames, ordr [sic] amounts, [and] addresses" of Silk 
Road customers and vendors if DPR did not ensure that 
FriendlyChemist received money from another person, 
Lucydrop. Tr. 1806. Releasing the information would 
have destroyed the affected users' anonymity, 
undermining the security of the site. In a later chat with 
another person, RealLucyDrop, DPR wrote that it would 
be "terrible" if the personal information were to be 
released, and thus he needed FriendlyChemist's "real 
world identity so I can threaten him with violence if he 
were to release any names." Id. at 1811.

The episode escalated from there. DPR connected with 
Redandwhite, who was FriendlyChemist's supplier, and 
wrote that "FriendlyChemist is a liability and I wouldn't 
mind if he was executed." Id. at 1822. After negotiating 
the logistical details of the murder, Ulbricht agreed to 
pay Redandwhite $150,000 in Bitcoins to kill 
FriendlyChemist. DPR paid Redandwhite, who later 
confirmed that he had received the payment and carried 
out the murder, and sent what appeared [**19]  to be a 
photo of the dead victim to DPR. DPR replied that he 
had "received the picture and deleted it," and thanked 
Redandwhite for his "swift action." Id. at 1892. Around 
the same time, Ulbricht recorded in a file on his laptop 
that he "[g]ot word that the blackmailer was executed." 

15 Ulbricht was not charged in this case with crimes based on 
ordering these killings, although evidence relating to the 
murders was introduced at trial as actions taken in furtherance 
of the charged conspiracies and criminal enterprise. The 
killings were referenced again in connection with Ulbricht's 
sentencing. He faces open attempted murder-for-hire charges 
in the District of Maryland, however. United States v. Ulbricht, 
No. 13-0222-CCB (D. Md.). That indictment charges Ulbricht 
with the attempted murder of Curtis Green (Flush). According 
to the criminal complaint against the corrupt officers, after 
Bridges, using Flush's account, stole $350,000 in Bitcoin in 
January 2013, DPR recruited Nob (Force) to kill Flush as 
punishment for the theft. DPR paid Nob $80,000 to carry out 
the murder, which Force faked to make Ulbricht believe that 
the task was complete. Presumably because the government 
removed from its trial evidence anything that the corrupted 
agent Force may have touched, it did not present evidence of 
the Flush murder-for-hire agreement, nor did it rely on that 
murder at sentencing.

Id. at 1887. The government was not able to develop 
any evidence linking these conversations to an actual 
murder. A reasonable jury could easily conclude, 
however, that the evidence demonstrated that Ulbricht 
ordered and paid for the killing, and that he believed that 
it had occurred.

Later, DPR ordered four other murders through 
Redandwhite. Dread Pirate Roberts identified another 
Silk Road user, Tony76, who knew FriendlyChemist and 
might compromise the site's anonymity. After some 
negotiations, DPR agreed to pay Redandwhite 
$500,000 in Bitcoins to kill Tony76 and three of his 
associates. DPR then sent the payment to 
Redandwhite. On April 6, 2013, Ulbricht wrote in a file 
on his laptop that he "[g]ave angels go ahead to find 
tony76." Tr. 1900. Two days later, Ulbricht recorded that 
he "[s]ent payment to angels for hit on tony76 and his 
three associates." Id. One of the government's expert 
witnesses was able to link the payments for all 
five [**20]  murders to Bitcoin wallets located on 
Ulbricht's laptop. Again, while the evidence 
demonstrates that Ulbricht ordered and paid substantial 
sums for the murders, there is no evidence that the 
killings actually took place; the government theorized 
that Redandwhite had tricked Ulbricht into thinking that 
he actually committed the murders, but that in fact he 
had not.

B. The Defense Case

As noted above, Ulbricht conceded at trial that he had 
created Silk Road, and he was caught red-handed 
operating the site at the end of the investigation. His 
principal defense strategy at trial—more of an effort at 
mitigation than outright denial of his guilt of the 
conspiracy and other charges in the indictment—was to 
admit his role at the beginning and end of the site's 
operation, but to contend that he sold Silk Road to 
someone else in 2011 and  [*90]  abandoned his role as 
its administrator, only to be lured back by the successor 
DPR near the end of its operation to take the blame for 
operating the site. The defense attempted on several 
occasions to implicate as alternative suspects Karpeles 
and Athavale, both of whom the government had 
investigated for a possible connection to Silk Road but 
later abandoned [**21]  as candidates for DPR's real-
world identity. As part of his alternative-perpetrator 
defense, Ulbricht theorized that the person or persons 
who operated as the true Dread Pirate Roberts during 
the purported interim period planted incriminating 
evidence on his laptop in order to frame him. For the 
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most part, the defense advanced this theory through 
cross-examination of government witnesses. Ulbricht 
did not testify at trial.

One point in the testimony of Richard Bates exemplifies 
the defense's approach and the government's response. 
Bates, Ulbricht's friend who assisted with computer 
programming issues when Ulbricht launched Silk Road, 
testified for the government. According to Bates, 
Ulbricht told him in November 2011 that he had sold Silk 
Road to someone else, a claim that Bates believed at 
the time to be true. Moreover, in a February 2013 
Google chat between Bates and Ulbricht, Ulbricht wrote 
that he was "[g]lad" that Silk Road was "not [his] 
problem anymore." Tr. 1140-41.16 Bates understood 
that to mean that Ulbricht no longer worked on the site.

To mitigate any damage from Bates's testimony, the 
government introduced a December 9, 2011 Tor chat 
between Ulbricht and vj. In that chat, vj asked [**22]  
Ulbricht whether anyone else knew about his 
involvement in Silk Road. Ulbricht responded: 
"[U]nfortunately yes. There are two, but they think I sold 
the site and got out and they are quite convinced of it." 
Tr. 1191. He further wrote that those two people thought 
he sold the site "about a month ago," id., which roughly 
corresponds to the November 2011 conversation 
between Bates and Ulbricht. Significantly, it was shortly 
after this conversation that vj suggested that Ulbricht 
change his online identity to DPR. In view of the fictional 
character it referenced, the government contended that 
the online moniker DPR was deliberately adopted to 
support the cover story that the lead administrator of 
Silk Road changed over time.

Thus, although the government elicited testimony that 
Ulbricht told Bates that he sold the site in 2011, it also 
presented evidence that Ulbricht had lied to Bates about 
that sale and continued to operate the site in secret.

1. Cross-Examination of Government Witnesses

Ulbricht's defense depended heavily on cross-
examination of government witnesses, much of which 
was designed to support the argument that either 
Karpeles or Athavale was the real DPR, or that multiple 
people operated [**23]  as Dread Pirate Roberts during 
Silk Road's life span. The district court limited his cross-

16 There are two versions of the trial transcript for January 22, 
2015 on the district court docket. The page citations here refer 
to the version of the transcript marked "corrected," which is 
listed on the district court docket as Document No. 208 (14-cr-
68).

examination in two ways that Ulbricht challenges on 
appeal. First, the district court prevented Ulbricht from 
exploring several specific topics with Der-Yeghiayan, 
the government's first witness, through whom it 
introduced much of its evidence. Those topics included, 
inter alia, Der-Yeghiayan's prior suspicions that 
Karpeles was DPR. Second, the district court limited 
Ulbricht's ability to cross examine FBI computer scientist 
Thomas Kiernan, who testified  [*91]  about evidence 
that he discovered on Ulbricht's laptop, concerning 
several specific technical issues related to software on 
Ulbricht's computer. More details about those attempted 
cross-examinations will be discussed in context below.

2. Hearsay Statements

Ulbricht also attempted to introduce two hearsay 
statements in his defense, both of which the district 
court excluded as inadmissible. Those hearsay 
statements comprise: (1) chats between DPR and 
DeathFromAbove (Force) concerning Force's attempt to 
extort money from DPR in exchange for information 
about the government's investigation of Silk Road; and 
(2) the government's letter describing a [**24]  
statement by Andrew Jones, a site administrator, 
concerning one particular conversation that he had with 
DPR. The contents of those hearsay statements and 
other relevant facts will be discussed in more detail 
below.

3. Defense Expert Witnesses

Long after the trial began on January 13, 2015, and 
shortly before the government rested on February 2 and 
the defense rested on February 3, Ulbricht disclosed to 
the government his intent to call two expert witnesses: 
Dr. Steven Bellovin and Andreas Antonopoulos.17 The 
Antonopoulos disclosure indicated that he would testify 
on several subjects relevant to Silk Road, including "the 
origins of Bitcoin," "the various purposes and uses of 
Bitcoin," "the mechanics of Bitcoin transactions," "the 
value of Bitcoin over time since its inception," and "the 
concepts of Bitcoin speculating and Bitcoin mining," 
among other things. App'x 349. The Bellovin disclosure 
followed a similar pattern, indicating that he would testify 
about "[g]eneral principles of internet security and 
vulnerabilities," the "import of some lines of PHP code 
provided to defense counsel in discovery," and 
"[g]eneral principles of public-key cryptography," among 
other topics. Id. at 360. Neither disclosure 
summarized [**25]  the opinions that the experts would 

17 Ulbricht noticed his intent to call Antonopoulos on January 
26 and Bellovin on January 30, 2015.
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offer on those subjects, nor did either identify the bases 
for the experts' opinions.

On January 29 and 31, the government moved to 
preclude the testimony of both proffered experts. The 
government argued that the expert notices were 
untimely and did not contain the information required by 
Rule 16 of the Federal Rules of Criminal Procedure, 
including a summary of the opinions that the experts 
would offer on the stand.18 On February 1—three days 
before the end of the trial—the district court granted the 
government's motions and precluded both experts from 
testifying, concluding that the defendant's notices were 
late and that the disclosures were substantively 
inadequate under Rule 16. Ulbricht claims that the 
district court erred in precluding his experts from 
testifying.

In sum, the defense case was limited to cross-
examining government witnesses, briefly calling four 
character witnesses, having a defense investigator 
authenticate a task list on Ulbricht's computer, and 
reading a few of DPR's posts into the record. Ulbricht 
contends, however, that his defense was hamstrung by 
the rulings described above.

C. The Verdict and Post-Trial Motion

After deliberating for about three and a half hours, the 
jury returned [**26]  a guilty verdict  [*92]  on all seven 
counts in the Indictment. As described in more detail 
below, Ulbricht then moved for a new trial under Rule 
33, Fed. R. Crim. P. The district court denied the 
motion, and Ulbricht argues here that it erred in doing 
so.

IV. Sentencing

The United States Probation Office prepared the Pre-
Sentence Investigation Report ("PSR") in March 2015. It 
described the offense conduct in detail and discussed 
the five murders that Ulbricht allegedly hired 
Redandwhite to commit.19 Over Ulbricht's objection, the 

18 The government also argued generally that some of the 
topics identified in the disclosures were not relevant to 
Ulbricht's case or did not require expert testimony.

19 The PSR did not refer to the additional murder of "Flush" 
that DPR allegedly paid Force, under his undercover identity 
Nob, to commit. See supra note 15.

PSR also discussed six drug-related deaths that the 
government contended, and the district court found, 
were connected with Silk Road. Circumstantial evidence 
linked each of those fatalities with varying degrees of 
certainty to the decedent's purchase of drugs on Silk 
Road. For example, one user died from an overdose of 
heroin combined with other drugs. The deceased 
individual was found with a needle and a bag of heroin, 
as well as a torn-open delivery package. Open on his 
computer was a Silk Road chat in which a vendor 
described the package of heroin that was due to arrive 
that day, including a tracking number that matched the 
opened package.

Two other individuals whose deaths the PSR [**27]  
described were Silk Road customers who purchased 
drugs on the site shortly before their deaths. A fourth 
person died after ingesting a synthetic drug originally 
purchased on Silk Road that he obtained through an 
intermediary dealer, and a fifth died after leaping from a 
balcony while high on a psychedelic drug that he bought 
from the site. A sixth person died of pneumonia after 
placing over thirty orders for heroin and other drugs on 
Silk Road; the autopsy report theorized that his drug use 
may have "blunted the deceased's perception of the 
severity of his illness," thus contributing to his premature 
death. PSR ¶ 83. In arguing that the district court should 
consider the six deaths, the government explained that 
they "illustrate the obvious: that drugs can cause serious 
harm, including death." App'x 902.

In the first of several sentencing submissions, Ulbricht 
urged the district court not to consider the six drug-
related deaths and to strike them from the PSR. In 
support of that argument, Ulbricht claimed that Silk 
Road had harm-reducing effects, meaning that it made 
drug use less dangerous. Specifically, Ulbricht 
employed Dr. Fernando Caudevilla (username Doctor 
X), a physician who [**28]  provided drug-use advice to 
the site's customers. Caudevilla spent up to two or three 
hours a day on Silk Road discussion fora and sent over 
450 messages providing guidance about illegal drug 
dosage and administration, as well as information about 
the harms associated with certain drugs. Caudevilla also 
provided weekly reports to DPR concerning the advice 
he gave to the site's users. Ulbricht further claimed that 
Silk Road allowed for better drug quality control 
because vendors were subject to a rating system,20 
buyers were able to choose from among many different 

20 As the government pointed out in its sentencing submission, 
fake vendor reviews were commonplace, and vendors 
sometimes coerced customers into giving them perfect ratings.
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sellers, and the site's anonymity encouraged free 
dialogue about drug use that helped mitigate the stigma 
accompanying drug addiction.21 According  [*93]  to 
Caudevilla, when the site received negative feedback 
about the quality of the drugs sold by a vendor, that 
vendor was removed from the site. Finally, Ulbricht 
claimed that the site reduced violence associated with 
the drug trade by providing a safe, computer-based 
method of purchasing drugs.

Ulbricht also submitted an expert report from Dr. Mark 
Taff, which provided an alternative reason for excluding 
the six deaths from the PSR. In his report, Dr. Taff 
explained that, based on the [**29]  information 
available, it was impossible to know with medical 
certainty that Silk Road drugs caused the six deaths 
described in the PSR. There were "gaping holes" in the 
investigations into each death, and some were missing 
autopsy reports, toxicology reports, and death 
certificates. App'x 911. Moreover, Dr. Taff claimed that it 
was impossible to know the cause of each death 
because several of the deceased had ingested multiple 
drugs prior to their deaths. Ulbricht argued that, absent 
a clear causal link between the deaths and the offense 
conduct, the deaths were not relevant to his sentencing 
at all.

The defense later submitted another sentencing 
memorandum, which included 97 letters from friends 
and family describing Ulbricht's good character as well 
as academic articles about the myriad problems 
associated with unduly severe sentences for drug 
crimes. He also urged the district court not to consider 
the five murders commissioned by DPR, in part because 
he claimed only to have fantasized about the murders, 
implying that he did not expect them to be carried out. In 
its sentencing submission, the government requested 
that the district court impose a sentence substantially 
above the [**30]  twenty-year mandatory minimum.

Ulbricht's sentencing hearing took place on May 29, 

21 Ulbricht referenced a study by Tim Bingham, who 
researched Silk Road users between September 2012 and 
August 2013. Bingham interviewed Silk Road customers and 
concluded that the site operated as a "novel technological 
drug subculture, potentially minimiz[ing] drug-related stigma by 
reinforcing a[] sense of community." App'x 905. Thus, 
Bingham concluded, and Ulbricht argued, that Silk Road 
encouraged more "responsible forms of recreational drug 
use." Id. at 906.

2015.22 The district court concluded that Ulbricht's 
offense level was 43—the highest possible offense level 
under the Sentencing Guidelines—and that his criminal 
history category was I.23 The high offense level largely 
resulted from the massive quantity of drugs trafficked 
using Silk Road, as well as several enhancements, 
including one for directing the use of violence, U.S.S.G. 
§ 2D1.1(b)(2).24 Ulbricht does not dispute that 
calculation. Due to the high offense level, the Guidelines 
advisory sentence "range" was life in prison, and the 
U.S. Probation Office recommended that sentence.

At the sentencing hearing, the district court resolved 
several disputed issues of fact. For example, because 
Ulbricht contested  [*94]  his responsibility for the five 
commissioned murders for hire, the district court found 
by a preponderance of the evidence that Ulbricht did in 
fact commission the murders, believing that they would 
be carried out. The district court characterized the 
evidence of the murders for hire, which included 
Ulbricht's journal, chats with other Silk Road users, and 
the evidence showing that Ulbricht actually paid a total 
of $650,000 [**31]  in Bitcoins for the killings, as "ample 
and unambiguous." App'x 1465.

The court then turned to the six drug-related deaths 
described in the PSR. Over Ulbricht's objection, the 
district court found that the deaths were "related conduct 
relevant to his sentencing" because the "question as to 
whether this information is properly included in the PSR 
is whether the Court finds, by a preponderance of the 
evidence[,] that the deaths, in some way, related to Silk 
Road." Id. at 1472. It went on to explain that "the 
relevant offense committed is the unlawful distribution of 
drugs and the running of a criminal drug enterprise, . . . 
[and] based on the evidence before the Court, the sale 
of the drugs through Silk Road caused harm to the 

22 At sentencing, the district court vacated Ulbricht's 
convictions on Counts One and Three because they were 
lesser included offenses of Counts Two and Four respectively. 
Ulbricht was therefore sentenced on Counts Two, Four, Five, 
Six, and Seven. The district court based its Guidelines 
calculation only on those counts.
23 The calculated offense level was actually 50, which is higher 
than the maximum offense level of 43 on the Guidelines 
sentencing table. The Guidelines provide that "[a]n offense 
level of more than 43 is to be treated as an offense level of 
43." U.S.S.G. ch. 5 pt. A, cmt. n.2.
24 Because of the grouping rules, U.S.S.G. ch. 3 pt. D, the 
lower offense levels of the computer hacking and fraudulent 
identification charges did not contribute to Ulbricht's offense 
level.
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decedents." Id. at 1473. The district court described the 
facts associated with five of the deaths and specifically 
found that each was connected to Silk Road, rejecting 
the defendant's argument that but-for causation was 
required in order for the court to consider the deaths as 
relevant to the offense conduct.25 Parents of two of the 
decedents also made statements at the proceeding, 
describing the emotional impact that the losses had on 
them and their families.

In the course of explaining [**32]  its reasons for 
choosing Ulbricht's sentence, the district court 
discussed the facts of Ulbricht's offense, his apparent 
character, and the purposes of criminal punishment. 
The court described Doctor X as "enabling," App'x 1530, 
rather than reducing the harms associated with drug 
use, emphasized the social costs attendant to 
expanding the scope of the drug market, discussed the 
five murders for hire, and stated that the sentence 
imposed on Ulbricht could have a powerful general 
deterrent effect because the case had attracted an 
unusually large amount of publicity. The court then 
sentenced Ulbricht principally to life imprisonment.

This appeal followed.

DISCUSSION

On appeal, Ulbricht raises a number of claims of error. 
For purposes of organizational clarity, we group them 
into three categories, and present them in the order in 
which the issues arose in the district court. Accordingly, 
we discuss first Ulbricht's claims that much of the 
evidence against him should have been suppressed 
because it was obtained in violation of his Fourth 
Amendment rights; second, his arguments that the 
district court's evidentiary errors denied him a fair trial; 
and third, his objections to his sentence.

I. Fourth Amendment Issues

Ulbricht [**33]  claims that the district court erred in 
denying his motion to suppress evidence obtained in 
violation of the Fourth Amendment. HN1[ ] On appeal 

25 The district court did not specifically address one of the six 
deaths. That decedent was a frequent Silk Road customer 
who was found dead in his home with a used syringe and 
other drug paraphernalia. The record does not indicate why 
the district court did not discuss that case, and neither party 
makes any argument based on that omission.

from a denial of a suppression motion, "we review a 
district court's findings of fact for clear error, and its 
resolution of questions of law  [*95]  and mixed 
questions of law and fact de novo." United States v. 
Bohannon, 824 F.3d 242, 247-48 (2d Cir. 2016). 
Ulbricht raises two principal arguments. First, he 
contends that the pen/trap orders that the government 
used to monitor IP address traffic to and from his home 
router violated the Fourth Amendment because the 
government obtained the orders without a warrant. 
Second, he claims that the warrants authorizing the 
government to search his laptop as well as his Google 
and Facebook accounts violated the Fourth 
Amendment's particularity requirement. We reject those 
contentions and affirm the denial of Ulbricht's motion to 
suppress.

A. Pen/Trap Orders

Pursuant to orders issued by United States magistrate 
judges in the Southern District of New York, the 
government used five pen registers and trap and trace 
devices to monitor IP addresses associated with 
Internet traffic to and from Ulbricht's wireless home 
router and devices that regularly connected to that 
router. The government obtained the orders pursuant to 
HN2[ ] the Pen/Trap [**34]  Act, which provides that a 
government attorney "may make [an] application for an 
order . . . authorizing or approving the installation and 
use of a pen register or a trap and trace device . . . to a 
court of competent jurisdiction." 18 U.S.C. § 3122(a)(1). 
A "pen register" is defined as a "device or process which 
records or decodes dialing, routing, addressing, or 
signaling information transmitted by an instrument or 
facility from which a wire or electronic communication is 
transmitted," and "shall not include the contents of any 
communication." Id. § 3127(3). A "trap and trace" device 
means "a device or process which captures the 
incoming electronic or other impulses which identify the 
originating number or other dialing, routing, addressing, 
and signaling information reasonably likely to identify 
the source of a wire or electronic communication." Id. § 
3127(4). Like pen registers, trap and trace devices may 
not capture the "contents of any communication." Id. 
The statute does not require a search warrant for the 
use of a pen register or trap and trace device, nor does 
it demand the kind of showing required to obtain such a 
warrant. Rather, the statute requires only that the 
application contain a "certification . . . that [**35]  the 
information likely to be obtained is relevant to an 
ongoing criminal investigation." Id. § 3122(b)(2).
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The orders in this case authorized the government to 
"use a pen register and trap and trace device to identify 
the source and destination [IP] addresses, along with 
the dates, times, durations, ports of transmission, and 
any Transmission Control Protocol ('TCP') connection 
data,26 associated with any electronic communications 
sent to or from" various devices, including Ulbricht's 
home wireless router and his laptop.27 S.A. 93. In each 
order, the government  [*96]  specified that it did not 
seek to obtain the contents of any communications. 
Instead, it sought authorization to collect only "dialing, 
routing, addressing, and signaling information" that was 
akin to data captured by "traditional telephonic pen 
registers and trap and trace devices." Id. at 130. Ulbricht 
claims that the pen/trap orders violated the Fourth 
Amendment because he had a reasonable expectation 
of privacy in the IP address routing information that the 
orders allowed the government to collect.28

HN3[ ] The Fourth Amendment to the United States 
Constitution provides that: "The right of the people to be 

26 Data are transmitted on the Internet via discrete packets, 
rather than in a continuous stream. TCP is a "communications 
protocol used to process such data packets associated with 
popular Internet applications," such as browser and e-mail 
applications. S.A. 97. Like IP address data, the TCP data that 
the orders permitted the government to acquire do not include 
the contents of communications, and Ulbricht has not 
expressed any independent concern over the government's 
collection of TCP connection data.
27 Some of the pen/trap orders phrased the scope of the order 
slightly differently. For example, one order authorized installing 
"a trap and trace device to identify the source [IP] address of 
any Internet communications directed to, and a pen register to 
determine the destination IP addresses of any Internet 
communications originating from," the relevant devices. S.A. 
67. In other words, not every order sought TCP connection 
data as well as IP address information. Neither party has 
suggested that the differences among the pen/trap orders are 
material to any issue presented by this appeal.

28 In the district court, Ulbricht made the same arguments 
concerning his Fourth Amendment privacy interest in the 
information captured by the pen registers and trap and trace 
devices. The district court ruled generally that the "type of 
information sought [in the orders] was entirely appropriate for 
that type of order." App'x 208. The court declined to address 
Ulbricht's "novel Fourth Amendment arguments" regarding the 
pen/trap devices because he had "not established the 
requisite privacy interest . . . to" demonstrate his standing to 
challenge the orders. Id. The government has agreed that 
Ulbricht has standing to pursue his Fourth Amendment 
arguments on appeal.

secure in their persons, houses, papers, and effects, 
against unreasonable searches and seizures, shall not 
be violated, [**36]  and no Warrants shall issue, but 
upon probable cause, supported by Oath or affirmation, 
and particularly describing the place to be searched, 
and the persons or things to be seized." The 
"cornerstone of the modern law of searches is the 
principle that, to mount a successful Fourth Amendment 
challenge, a defendant must demonstrate that he 
personally has an expectation of privacy in the place 
searched." United States v. Haqq, 278 F.3d 44, 47 (2d 
Cir. 2002) (internal quotation marks omitted). Thus, a 
"Fourth Amendment 'search[]' . . . does not occur unless 
the search invades an object or area [in which] one has 
a subjective expectation of privacy that society is 
prepared to accept as objectively reasonable." United 
States v. Hayes, 551 F.3d 138, 143 (2d Cir. 2008).

The Supreme Court has long held that HN4[ ] a 
"person has no legitimate expectation of privacy in 
information he voluntarily turns over to third parties," 
including phone numbers dialed in making a telephone 
call and captured by a pen register. Smith v. Maryland, 
442 U.S. 735, 743-44, 99 S. Ct. 2577, 61 L. Ed. 2d 220 
(1979). This is so because phone users "typically know 
that they must convey numerical information to the 
phone company; that the phone company has facilities 
for recording this information; and that the phone 
company does in fact record this information for a 
variety of legitimate business purposes." Id. at 743. 
Similarly, "e-mail and Internet [**37]  users . . . rely on 
third-party equipment in order to engage in 
communication." United States v. Forrester, 512 F.3d 
500, 510 (9th Cir. 2008). Internet users thus "should 
know that this information is provided to and used by 
Internet service providers for the specific purpose of 
directing the routing of information." Id. Moreover, "IP 
addresses are not merely passively conveyed through 
third party equipment, but rather are voluntarily turned 
over in order to direct the third party's servers." United 
States v. Christie, 624 F.3d 558, 574 (3d Cir. 2010) 
(internal quotation marks omitted).

Ulbricht notes that questions have been raised about 
whether some aspects of modern technology, which 
entrust great quantities of significant personal 
information to  [*97]  third party vendors, arguably 
making extensive government surveillance possible, call 
for a re-evaluation of the third-party disclosure doctrine 
established by Smith. See, e.g., United States v. Jones, 
565 U.S. 400, 417-18, 132 S. Ct. 945, 181 L. Ed. 2d 911 
(2012) (Sotomayor, J., concurring); American Civil 
Liberties Union v. Clapper, 785 F.3d 787, 824 (2d Cir. 
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2015). HN5[ ] We remain bound, however, by that rule 
until and unless it is overruled by the Supreme Court. 
See United States v. Gomez, 580 F.3d 94, 104 (2d Cir. 
2009); see also United States v. Wheelock, 772 F.3d 
825, 829 (8th Cir. 2014).

Moreover, whatever novel or more intrusive surveillance 
techniques might present future questions concerning 
the appropriate scope of the third-party disclosure 
doctrine, the orders in this case do not present such 
issues. The recording of IP [**38]  address information 
and similar routing data, which reveal the existence of 
connections between communications devices without 
disclosing the content of the communications, are 
precisely analogous to the capture of telephone 
numbers at issue in Smith. That is why the orders here 
fit comfortably within the language of a statute drafted 
with the earlier technology in mind. The substitution of 
electronic methods of communication for telephone calls 
does not alone create a reasonable expectation of 
privacy in the identities of devices with whom one 
communicates. Nor does it raise novel issues distinct 
from those long since resolved in the context of 
telephone communication, with which society has lived 
for the nearly forty years since Smith was decided. Like 
telephone companies, Internet service providers require 
that identifying information be disclosed in order to 
make communication among electronic devices 
possible. In light of the Smith rule, no reasonable person 
could maintain a privacy interest in that sort of 
information.

We therefore join the other circuits that have considered 
this narrow question and hold that HN6[ ] collecting IP 
address information devoid of content is 
"constitutionally [**39]  indistinguishable from the use of 
a pen register." Forrester, 512 F.3d at 510; see, e.g., 
Wheelock, 772 F.3d at 828 (holding that HN7[ ] the 
defendant "cannot claim a reasonable expectation of 
privacy in [the] government's acquisition of his 
subscriber information, including his IP address and 
name," because it had been "revealed to a third party" 
(internal quotation marks omitted)); Christie, 624 F.3d at 
573 (holding that HN8[ ] there is no expectation of 
privacy in "subscriber information provided to an internet 
provider," such as an IP address (internal quotation 
marks omitted)); see also Guest v. Leis, 255 F.3d 325, 
336 (6th Cir. 2001) (holding that HN9[ ] "computer 
users do not have a legitimate expectation of privacy in 
their [bulletin board] subscriber information because 
they have conveyed it to another person"); United 
States v. Graham, 824 F.3d 421, 432 (4th Cir. 2016) (en 
banc) (noting that HN10[ ] "third-party information 

relating to the sending and routing of electronic 
communications does not receive Fourth Amendment 
protection"); United States v. Carpenter, 819 F.3d 880, 
887 (6th Cir. 2016) (HN11[ ] "[C]ourts have not (yet, at 
least) extended [Fourth Amendment] protections to the 
internet analogue to envelope markings, namely the 
metadata used to route internet communications, like . . 
. IP addresses."). Where, as here, the government did 
not access the contents of any of Ulbricht's 
communications, it did not need to obtain a warrant to 
collect IP address routing information in which [**40]  
Ulbricht did not have a legitimate privacy interest. We 
therefore reject Ulbricht's contention that the issuance of 
such orders  [*98]  violated his Fourth Amendment 
rights.29

Ulbricht's additional arguments are not persuasive. 
Ulbricht contends generally that pen/trap orders may 
monitor a communication's content by tracking 
metadata, but he does not identify what metadata the 
government might have collected or explain how the 
pen/trap orders in this case gave the government 
information concerning the content of his 
communications. He also claims that the orders violated 
the Fourth Amendment by impermissibly monitoring 
activity within his home, relying on Kyllo v. United 
States, 533 U.S. 27, 121 S. Ct. 2038, 150 L. Ed. 2d 94 
(2001). In Kyllo, the Court held that using thermal-
imaging technology from outside the home to discern 
whether a person was growing marijuana in the home 
might reveal innocent, non-criminal information in which 
a resident has a privacy interest. Id. at 38. Ulbricht 
contends that monitoring IP address traffic through his 

29 The issue presented in this case is narrowly confined to 
orders that are limited to the capture of IP addresses, TCP 
connection data, and similar routing information. Our holding 
therefore does not address other, more invasive surveillance 
techniques that capture more information (such as content), 
which may require a warrant issued on probable cause or an 
order pursuant to Title III of the Omnibus Crime Control and 
Safe Streets Act of 1968, codified as amended at 18 U.S.C. §§ 
2510-22. See generally In the Matter of a Warrant for All 
Content & Other Info. Associated with the Email Account 
xxxxxxx@gmail.com Maintained at Premises Controlled by 
Google, Inc., 33 F. Supp. 3d 386, 393-96 (S.D.N.Y. 2014), as 
amended (Aug. 7, 2014) (describing the available caselaw 
concerning search warrants of email accounts). Similarly, to 
the extent that some of the out-of-circuit cases cited in the text 
also address the Fourth Amendment status of other types of 
evidence, such as historical cell-site location information, we 
express no views on such issues, which are not presented in 
this case.
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router is similar to the thermal-imaging technology 
because it might reveal when and how Ulbricht used his 
computer when he was at home. The same can [**41]  
be said, however, of an ordinary telephone pen register, 
which can reveal if, when, and how a person uses his or 
her home phone to make calls. See Smith, 442 U.S. at 
743. IP address traffic similarly reveals whether an 
Internet subscriber (or, more precisely, a person who 
uses the subscriber's Internet connection) is home and 
using the Internet. Nothing in Kyllo suggests that 
government monitoring of data disclosed to an outside 
telephone or Internet provider for ordinary business 
purposes becomes constitutionally suspect when 
investigators use that information to draw inferences 
about whether someone is making telephone calls or 
accessing websites from inside his or her home. We 
therefore see no constitutional difference between 
monitoring home phone dialing information and IP 
address routing data. Thus, we conclude that the pen 
register and trap and trace orders did not violate the 
Fourth Amendment.30

 [*99]  B. Search Warrants

Ulbricht also contends that the warrants authorizing the 
search and seizure of his laptop as well as his 
Facebook and Google accounts violated the Fourth 
Amendment's particularity requirement. HN12[ ] The 
Fourth Amendment explicitly commands that warrants 
must be based on probable cause and must "particularly 
describ[e] the place to be searched, and the 
persons [**42]  or things to be seized." U.S. Const. 

30 Ulbricht's alternative argument, that the pen/trap orders 
violated the Pen/Trap Act and the Stored Communications Act 
("SCA") because they sought prospective data, is without 
merit. Ulbricht claims that the orders were obtained both 
through the Pen/Trap Act, 18 U.S.C. §§ 3121-27, and the 
SCA, 18 U.S.C. § 2703(d). To the contrary, each pen/trap 
order (and the underlying requests for such orders) relied 
exclusively on the Pen/Trap Act, not the SCA. The fact that 
one of the government's goals was to monitor IP address 
traffic to match Ulbricht's Internet activity with DPR's does not 
undermine the validity of the orders. The orders themselves 
did not allow the government to track the location of the router 
and other equipment to which the trap and trace device was 
attached. Thus, they were not "geo-locating" devices, as 
Ulbricht suggests, any more than subpoenas for hotel 
registers, parking tickets, and credit card receipts, or any other 
methods by which the government obtains information that 
can be used to identify a suspect's location at particular points 
in time.

amend. IV. "It is familiar history that indiscriminate 
searches and seizures conducted under the authority of 
'general warrants' were the immediate evils that 
motivated the framing and adoption of the Fourth 
Amendment." Payton v. New York, 445 U.S. 573, 583, 
100 S. Ct. 1371, 63 L. Ed. 2d 639 (1980). Those general 
warrants "specified only an offense," leaving "to the 
discretion of the executing officials the decision as to 
which persons should be arrested and which places 
should be searched." Steagald v. United States, 451 
U.S. 204, 220, 101 S. Ct. 1642, 68 L. Ed. 2d 38 (1981). 
The principal defect in such a warrant was that it 
permitted a "general, exploratory rummaging in a 
person's belongings," Andresen v. Maryland, 427 U.S. 
463, 480, 96 S. Ct. 2737, 49 L. Ed. 2d 627 (1976) 
(internal quotation marks omitted), a problem that the 
Fourth Amendment attempted to resolve by requiring 
the warrant to "set out with particularity" the "scope of 
the authorized search," Kentucky v. King, 563 U.S. 452, 
459, 131 S. Ct. 1849, 179 L. Ed. 2d 865 (2011).31

HN14[ ] To be sufficiently particular under the Fourth 
Amendment, a warrant must satisfy three requirements. 
First, "a warrant must identify the specific offense for 
which the police have established probable cause." 
United States v. Galpin, 720 F.3d 436, 445 (2d Cir. 
2013). Second, "a warrant must describe the place to be 
searched." Id. at 445-46. Finally, the "warrant must 
specify the items to be seized by their relation to 
designated crimes." Id. at 446 (internal quotation marks 
omitted).

HN15[ ] "Where, as here, the property to be searched 
is a computer hard drive, the particularity 
requirement [**43]  assumes even greater importance." 
Id. A general search of electronic data is an especially 
potent threat to privacy because hard drives and e-mail 
accounts may be "akin to a residence in terms of the 
scope and quantity of private information [they] may 
contain." Id. The "seizure of a computer hard drive, and 
its subsequent retention by the government, can 
[therefore] give the government possession of a vast 
trove of personal information about the person to whom 
the drive belongs, much of which may be entirely 

31 HN13[ ] In addition to preventing general searches, the 
particularity requirement serves two other purposes not 
relevant to this appeal: "preventing the seizure of objects upon 
the mistaken assumption that they fall within the magistrate's 
authorization, and preventing the issuance of warrants without 
a substantial factual basis." United States v. Young, 745 F.2d 
733, 759 (2d Cir. 1984).
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irrelevant to the criminal investigation that led to the 
seizure." United States v. Ganias, 824 F.3d 199, 217 
(2d Cir. 2016) (en banc). Such sensitive records might 
include "[t]ax records, diaries, personal photographs, 
electronic books, electronic media, medical data, 
records of internet searches, [and] banking and 
shopping information." Id. at 218. Because of the nature 
of digital storage, it is not always feasible to "extract and 
segregate responsive data from non-responsive data," 
id. at 213, creating a "serious risk that every warrant for 
electronic information will become, in effect, a general 
warrant," Galpin, 720 F.3d at 447 (internal quotation 
marks omitted). Thus, we have held that warrants that 
fail to "link [the evidence  [*100]  sought] to the criminal 
activity supported by probable [**44]  cause" do not 
satisfy the particularity requirement because they "lack[] 
meaningful parameters on an otherwise limitless 
search" of a defendant's electronic media. United States 
v. Rosa, 626 F.3d 56, 62 (2d Cir. 2010).

HN16[ ] The Fourth Amendment does not require a 
perfect description of the data to be searched and 
seized, however. Search warrants covering digital data 
may contain "some ambiguity . . . so long as law 
enforcement agents have done the best that could 
reasonably be expected under the circumstances, have 
acquired all the descriptive facts which a reasonable 
investigation could be expected to cover, and have 
insured that all those facts were included in the 
warrant." Galpin, 720 F.3d at 446 (internal quotation 
marks omitted).

Moreover, it is important to bear in mind that HN17[ ] a 
search warrant does not necessarily lack particularity 
simply because it is broad. Since a search of a 
computer is "akin to [a search of] a residence," id., 
searches of computers may sometimes need to be as 
broad as searches of residences pursuant to warrants. 
Similarly, traditional searches for paper records, like 
searches for electronic records, have always entailed 
the exposure of records that are not the objects of the 
search to at least superficial examination in order to 
identify and seize those [**45]  records that are. And in 
many cases, the volume of records properly subject to 
seizure because of their evidentiary value may be vast. 
None of these consequences necessarily turns a search 
warrant into a prohibited general warrant.

1. Laptop Search Warrant

The warrant authorizing the search and seizure of 
Ulbricht's laptop (the "Laptop Warrant") explicitly 
incorporated by reference an affidavit listing the crimes 
charged, which at the time included narcotics trafficking, 

computer hacking, money laundering, and murder-for-
hire offenses in violation of 21 U.S.C. § 846, 18 U.S.C. 
§§ 1030, 1956, and 1958. See 650 Fifth Ave. v. Alavi 
Found., 830 F.3d 66, 101 (2d Cir. 2016) (describing the 
requirements for a criminal search warrant's 
incorporation of an affidavit by reference).32 The 
affidavit also described the workings of Silk Road and 
the role of Dread Pirate Roberts in operating the site 
and included a wealth of information supporting a 
finding that there was probable cause to believe that 
Ulbricht and DPR were the same person. Based on that 
information, the Laptop Warrant alleged that Ulbricht 
"use[d] [the laptop] in connection with his operation of 
Silk Road," and that there was "probable cause to 
believe that evidence, fruits, and instrumentalities of the 
[charged offenses]" would be found on [**46]  the 
laptop. S.A. 246.33

Generally speaking, the Laptop Warrant divided the 
information to be searched for and seized into two 
categories. The first covered evidence concerning Silk 
Road that was located on the computer, including, inter 
alia, "data associated with the Silk Road website, such 
as web content, server code, or database records"; any 
evidence concerning servers or computer equipment 
connected with Silk Road; e-mails, private messages, 
and forum postings or "other communications 
concerning Silk Road in any way"; evidence concerning 
"funds used to facilitate or proceeds  [*101]  derived 
from Silk Road," including Bitcoin wallet files and 
transactions with Bitcoin exchangers, or "information 
concerning any financial accounts . . . where Silk Road 
funds may be stored"; and "any evidence concerning 
any illegal activity associated with Silk Road." Id. at 246-
48.

The second category of information in the Laptop 
Warrant included "evidence relevant to corroborating the 
identification of Ulbricht as the Silk Road user 'Dread 
Pirate Roberts.'" Id. at 248. In order to connect Ulbricht 
with DPR, the Laptop Warrant authorized agents to 
search for: "any communications or writings by Ulbricht, 
which may reflect linguistic [**47]  patterns or 
idiosyncra[s]ies associated with 'Dread Pirate Roberts,' 
or political/economic views associated with [DPR] . . ."; 

32 Because the warrant incorporated the affidavit by reference, 
we refer to the documents together as the Laptop Warrant for 
the sake of simplicity.
33 Ulbricht does not challenge the existence of probable cause 
to believe both that he committed these offenses and that the 
laptop would contain evidence of them.
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"any evidence concerning any computer equipment, 
software, or usernames used by Ulbricht, to allow 
comparison with" computer equipment used by DPR; 
"any evidence concerning Ulbricht's travel or patterns of 
movement, to allow comparison with patterns of online 
activity of [DPR]"; "any evidence concerning Ulbricht's 
technical expertise concerning Tor, Bitcoins," and other 
computer programming issues; any evidence 
concerning Ulbricht's attempts to "obtain fake 
identification documents," use aliases, or otherwise 
evade law enforcement; and "any other evidence 
implicating Ulbricht in the subject offenses." Id. at 248-
49 (footnote omitted).

After careful consideration of the warrant, the supporting 
affidavit, and Ulbricht's arguments, we conclude that the 
Laptop Warrant did not violate the Fourth Amendment's 
particularity requirement.34 We note, at the outset of our 
review, that the warrant plainly satisfies the basic 
elements of the particularity requirement as traditionally 
understood. By incorporating the affidavit by reference, 
the Laptop Warrant lists the charged crimes, describes 
the place to be searched, [**48]  and designates the 
information to be seized in connection with the specified 
offenses. Each category of information sought is 
relevant to Silk Road, DPR's operation thereof, or 
identifying Ulbricht as DPR. We do not understand 
Ulbricht's arguments to contest the Laptop Warrant's 
basic compliance with those requirements.35

Rather, Ulbricht's arguments turn on the special 
problems associated with searches of computers which, 
as we have acknowledged in prior cases, Galpin, 720 
F.3d at 447; Ganias, 824 F.3d at 217-18, can be 
particularly intrusive. These arguments merit careful 
attention. For example, Ulbricht questions the 
appropriateness of the protocols that the Laptop 

34 The district court ruled that Ulbricht did not have standing to 
raise his Fourth Amendment challenges because he did not 
establish that he had a personal expectation of privacy in the 
laptop or his Facebook and Google accounts. We express no 
view on that issue, since the district court also reached the 
merits of the motion to suppress and the government has 
agreed that Ulbricht has standing to challenge the warrants 
and accompanying searches.
35 It is worth noting that Ulbricht does not challenge the validity 
of the search warrant covering his home, although that warrant 
is quite similar to the Laptop Warrant and appears to be just 
as broad. Specifically, the home search warrant allows the 
government to search for and seize evidence concerning 
Ulbricht's travel or patterns of movement and any of his 
communications or writings.

Warrant instructed officers to use in executing the 
search. Those procedures included opening or "cursorily 
reading the first few" pages of files to "determine their 
precise contents," searching for deliberately hidden files, 
using "key word searches through all electronic storage 
areas," and reviewing  [*102]  file "directories" to 
determine what was relevant. S.A. 253. Ulbricht, 
supported by amicus the National Association of 
Criminal Defense Lawyers ("NACDL"), argues that the 
warrant was insufficiently particular because the 
government and the magistrate judge failed to 
specify [**49]  the search terms and protocols ex ante in 
the warrant.

We cannot agree. As illustrated by the facts of this very 
case, it will often be impossible to identify in advance 
the words or phrases that will separate relevant files or 
documents before the search takes place, because 
officers cannot readily anticipate how a suspect will 
store information related to the charged crimes. Files 
and documents can easily be given misleading or coded 
names, and words that might be expected to occur in 
pertinent documents can be encrypted; even very 
simple codes can defeat a pre-planned word search. 
For example, at least one of the folders on Ulbricht's 
computer had a name with the misspelling "aliaces." 
App'x 309. For a more challenging example, Ulbricht 
also kept records of certain Tor chats in a file on his 
laptop that was labeled "mbsobzvkhwx4hmjt." Id. at 
398.36

The agents reasonably anticipated that they would face 
such problems in this case. Operating Silk Road 
involved using sophisticated technology to mask its 
users' identities. Accordingly, although we acknowledge 
the NACDL's suggestions in its amicus submission for 
limiting the scope of such search terms, the absence of 
the proposed limitations [**50]  does not violate the 
particularity requirement on the facts of this case. We 
therefore conclude that, in preparing the Laptop 

36 We note that Ulbricht and amicus NACDL somewhat 
exaggerate the novelty of computer searches in this regard. A 
traditional physical search for paper "drug records" or "tax 
records" may entail a similar examination of all sorts of files 
and papers to determine whether such records are hidden in 
files with innocuous or misleading names or written in coded 
terms to mask their content. For obvious reasons, search 
warrants authorizing the seizure of such evidence have not 
traditionally specified that agents may look only at file folders 
labeled "drug records" or may seize only papers containing the 
word "cocaine"—the equivalent of the ex ante "search terms" 
demanded by Ulbricht.
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Warrant, "law enforcement agents [did] the best that 
could reasonably be expected under the circumstances, 
[had] acquired all the descriptive facts which a 
reasonable investigation could be expected to cover, 
and [had] insured that all those facts were included in 
the warrant." Galpin, 720 F.3d at 446 (internal quotation 
marks omitted).

The fundamental flaw in Ulbricht's (and the NACDL's) 
argument is that it confuses a warrant's breadth with a 
lack of particularity. As noted above, HN18[ ] breadth 
and particularity are related but distinct concepts. A 
warrant may be broad, in that it authorizes the 
government to search an identified location or object for 
a wide range of potentially relevant material, without 
violating the particularity requirement. For example, a 
warrant may allow the government to search a 
suspected drug dealer's entire home where there is 
probable cause to believe that evidence relevant to that 
activity may be found anywhere in the residence. 
Similarly, "[w]hen the criminal activity pervades [an] 
entire business, seizure of all records of the business is 
appropriate, and broad [**51]  language used in 
warrants will not offend the particularity requirements." 
U.S. Postal Serv. v. C.E.C. Servs., 869 F.2d 184, 187 
(2d Cir. 1989). Ulbricht used his laptop to commit the 
charged offenses by creating and continuing to operate 
Silk Road. Thus, a broad warrant allowing the 
government to search his laptop for potentially extensive 
evidence of those crimes does not offend the Fourth 
Amendment, as long as that  [*103]  warrant meets the 
three particularity criteria outlined above.

It is also true that allowing law enforcement to search 
his writings for linguistic similarities with DPR authorizes 
a broad search of written materials on Ulbricht's hard 
drive. That fact, however, does not mean that the 
warrants violated the Fourth Amendment. The Laptop 
Warrant clearly explained that the government planned 
to compare Ulbricht's writings to DPR's posts to confirm 
that they were the same person, by identifying both 
linguistic patterns and distinctive shared political or 
economic views. Ulbricht and the NACDL similarly claim 
that searching for all evidence of his travel patterns and 
movement violates the Fourth Amendment's particularity 
requirement. Again, the warrant explained that it sought 
information about Ulbricht's travel "to allow comparison 
with patterns of online activity of 'Dread Pirate 
Roberts' [**52]  and any information known about his 
location at particular times." S.A. 248. Thus, the Laptop 
Warrant connects the information sought to the crimes 
charged and, more specifically, its relevance to 

identifying Ulbricht as the perpetrator of those crimes.37

We remain sensitive to the difficulties associated with 
preserving a criminal defendant's privacy while 
searching through his electronic data and computer 
hard drives. In the course of searching for information 
related to Silk Road and DPR, the government may 
indeed have come across personal documents that 
were unrelated to Ulbricht's crimes. Such HN19[ ] an 
invasion of a criminal defendant's privacy is inevitable, 
however, in almost any warranted search because in 
"searches for papers, it is certain that some innocuous 
documents will be examined, at least cursorily, in order 
to determine whether they are, in fact, among those 
papers authorized to be seized." Ganias, 824 F.3d at 
211, quoting Andresen, 427 U.S. at 482 n.11. The 
Fourth Amendment limits such "unwarranted intrusions 
upon privacy," id. (internal quotation marks omitted), by 
requiring a warrant to describe its scope with 
particularity. The Laptop Warrant satisfied that 
requirement. Ulbricht has challenged only the facial 
validity of the Laptop Warrant [**53]  and not its 
execution. Because we have no reason to doubt that the 
officers faithfully executed the warrant, its execution did 
not result in an undue invasion of Ulbricht's privacy.

Finally, we note that the crimes charged in this case 
were somewhat unusual. This case does not involve a 
more typical situation in which officers searched for 
evidence of a physician's illegal distribution of pain 
medications, to use the NACDL's example, which may 
have electronically-stored data associated with the 
alleged crimes on a hard drive that largely contains non-

37 Evidence revealing a suspect's past movements is often 
highly relevant to a criminal investigation. Such evidence 
might be used to establish—or rule out—the suspect's 
presence at a crime scene or other pertinent location at a 
particular time. It may also disclose other, unrelated 
information about the suspect's non-criminal associations, 
interests, and behavior, and may be drawn from a wide variety 
of sources. Government efforts to develop such information, 
including by search warrants authorizing its seizure, are not 
inherently questionable under the Fourth Amendment. Using 
piecemeal or laborious investigative techniques, it might take 
law enforcement officers a great deal of time and effort to 
compile a comprehensive record of a suspect's travel or other 
movements. The fact that extensive travel records are stored 
on a digital device and may be accessed readily via a 
keystroke or quick search does not immunize those records 
from seizure. Indeed, the seizure of a paper journal or 
calendar in a conventional search will often allow officers to 
map out a defendant's travel history with similar ease.
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criminal information. Here the crimes under investigation 
were committed largely  [*104]  through computers that 
there was probable cause to believe included the laptop 
at issue, and the search warrant application gave ample 
basis for the issuing magistrate judge to conclude that 
evidence related to Silk Road and Ulbricht's use of the 
DPR username likely permeated Ulbricht's computer. 
Thus, given the nature of Ulbricht's crimes and their 
symbiotic connection to his digital devices, we decline to 
rethink the well-settled Fourth Amendment principles 
that the Laptop Warrant may implicate. A future case 
may require this Court to articulate special limitations on 
digital [**54]  searches to effectuate the Fourth 
Amendment's particularity or reasonableness 
requirements. Such a case is not before us.

2. The Google and Facebook Warrants

Ulbricht also challenges the warrants that allowed the 
government to search his Google and Facebook 
accounts, although he does not present any specific 
arguments related to those warrants. Both warrants, 
through affidavits incorporated by reference, set forth 
the basis for probable cause to search those accounts 
for evidence of Ulbricht's involvement in Silk Road. The 
warrants also authorized the government to search his 
Google and Facebook accounts for "evidence, fruits, 
and instrumentalities" of the specified offenses, 
including, inter alia: "any communications or writings by 
Ulbricht"; "any evidence concerning any computer 
equipment, software, or usernames used by Ulbricht"; 
"any evidence concerning Ulbricht's travel or patterns of 
movement"; and any "other evidence of the" crimes 
charged. S.A. 334-35, 393-94. The scope of the Google 
and Facebook warrants thus substantially paralleled that 
of the Laptop Warrant.

The Google and Facebook warrants were constitutional 
for the same reasons that the Laptop Warrant was valid. 
They satisfied all three [**55]  of the particularity 
requirements because they listed the subject offenses, 
described the things to be searched, and identified the 
information to be seized in relation to the charged 
crimes. Ulbricht does not advance any additional 
arguments specific to the Google and Facebook 
warrants, nor have we identified any independent 
reason to find them unconstitutionally lacking in 
specificity.

3. Conclusion

In sum, the issuance of the pen/trap orders and the 
three search warrants that Ulbricht challenges in this 

appeal did not violate the Fourth Amendment.38 Thus, 
we affirm the district court's denial of Ulbricht's 
suppression motion.

II. The District Court's Trial Rulings and Ulbricht's 
Rule 33 Motion

Ulbricht contends that he did not receive a fair trial for 
several reasons: (1) the district court's rulings 
surrounding corrupt agents Force and Bridges violated 
his due process rights; (2) the district court erroneously 
precluded two defense experts from testifying; (3) the 
district court abused its discretion when it curtailed 
Ulbricht's cross-examination of two government 
witnesses; and (4) the district court erred when it ruled 
that certain hearsay statements were inadmissible. He 
also contends that, even if each [**56]  individual error 
is harmless, the cumulative effect of those  [*105]  
errors prejudiced him to the extent that his trial was 
fundamentally unfair. We detect no error in the district 
court's rulings on any of those issues and therefore 
conclude that Ulbricht was not deprived of his right to a 
fair trial.

A. Corrupt Agents Force and Bridges

Ulbricht's principal fair trial argument is that the district 
court erred in numerous ways by preventing him from 
relying on information related to the corruption of two 
federal agents, Force and Bridges, involved in the 
investigation of the Silk Road site. Before trial, the 
district court (1) precluded Ulbricht from referring at trial 
to the secret grand jury proceeding against Force; (2) 
denied Ulbricht discovery related to the Force 
investigation; and (3) denied Ulbricht an adjournment of 
the trial until the Force investigation was complete. 
During trial, the district court excluded as hearsay 
certain chats that related to Force's illicit use of Silk 
Road. Finally, Ulbricht learned after trial that the 
government was investigating a second corrupt agent, 
Bridges. Ulbricht contends that the failure to disclose 

38 The government also contends that, even if the warrants 
were invalid, the good faith exception prevents the application 
of the exclusionary rule. In general, HN20[ ] the "exclusion of 
evidence is inappropriate when the government acts in 
objectively reasonable reliance on a search warrant, even 
when the warrant is subsequently invalidated." Ganias, 824 
F.3d at 221 (internal quotation marks omitted). Because we 
conclude that all three of the warrants were valid, we need not 
address the government's alternative argument.

858 F.3d 71, *103; 2017 U.S. App. LEXIS 9517, **53

290

https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:8T9R-T3H2-D6RV-H37G-00000-00&context=
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:8T9R-T3H2-D6RV-H37G-00000-00&context=
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:8T9R-T3H2-D6RV-H37G-00000-00&context=
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:8T9R-T3H2-D6RV-H37G-00000-00&context=
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:5GYC-2731-FG36-13X0-00000-00&context=
https://advance.lexis.com/api/document?collection=cases&id=urn:contentItem:5NNT-5XD1-F04K-J07V-00000-00&context=&link=clscc20
https://advance.lexis.com/api/document?collection=cases&id=urn:contentItem:5JW3-Y5G1-F04K-J0MC-00000-00&context=
https://advance.lexis.com/api/document?collection=cases&id=urn:contentItem:5JW3-Y5G1-F04K-J0MC-00000-00&context=


Page 29 of 50

Bridges's corruption until after the trial violated [**57]  
Brady v. Maryland, 373 U.S. 83, 83 S. Ct. 1194, 10 L. 
Ed. 2d 215 (1963), and that the district court 
erroneously denied his motion for a new trial on that 
ground.

Without question, the shocking personal corruption of 
these two government agents disgraced the agencies 
for which they worked and embarrassed the many 
honorable men and women working in those agencies 
to investigate serious criminal wrongdoing. Even more 
importantly, when law enforcement officers abuse their 
offices for personal gain, commit other criminal acts, 
violate the rights of citizens, or lie under oath, they 
undermine the public's vital trust in the integrity of law 
enforcement. They may also compromise the 
investigations and prosecutions on which they work.

At the same time, the venality of individual agents does 
not necessarily affect the reliability of the government's 
evidence in a particular case or become relevant to the 
adjudication of every case in which the agents 
participated. Courts are obligated to ensure that 
probative evidence is disclosed to the defense, carefully 
evaluated by the court for its materiality to the case, and 
submitted for the jury's consideration where admissible. 
But courts must also take care that wrongdoing by 
investigators that has no bearing on the [**58]  matter 
before the court not be used as a diversion from fairly 
assessing the prosecution's case. Like any other 
potential evidence, information about police corruption 
must be evaluated by reference to the ordinary rules of 
criminal procedure and evidence, a task to which we 
now turn.

1. Background: Pretrial Disclosure of the Force 
Investigation

The government disclosed its investigation into Force's 
corruption to the defense about six weeks before trial. 
Initially, on November 21, 2014, the government wrote a 
sealed ex parte letter to the district court seeking 
permission to disclose to the defense information about 
the Force grand jury investigation subject to a protective 
order.39 The district court granted the application. On 
December 1, the government provided a copy of the 

39 The government required such an order because HN21[ ] 
grand jury proceedings are secret and a government attorney 
"must not disclose a matter occurring before the grand jury," 
Rule 6(e)(2)(B)(vi), Fed. R. Crim. P., without a court order, 
Rule 6(e)(3)(E), subject to limited exceptions not relevant 
here.

November 21 letter, which otherwise remained sealed, 
to defense  [*106]  counsel. According to the letter, 
Force leaked information to DPR in exchange for 
payment and "corruptly obtain[ed] proceeds from the 
Silk Road website and convert[ed] them to his personal 
use."App'x 649. The government then undertook to 
purge its trial evidence of anything arguably traceable to 
Force.

Ulbricht moved to unseal the entire November 21 letter 
so that he could [**59]  rely on the information in the 
letter that related to Force's corruption at trial, arguing 
that the letter included Brady information and that he 
therefore had a particularized need to disclose the 
information that outweighed the presumption of grand 
jury secrecy. He also requested discovery and 
subpoenas under Rules 16 and 17, Fed. R. Crim. P., to 
learn more about the scope of Force's corruption. In the 
alternative, Ulbricht sought an adjournment of the trial 
until the Force investigation concluded and information 
about his corruption might become public through the 
filing of charges against him. On December 15, the 
district court held a sealed hearing on that issue and 
invited further written submissions, including a 
particularized list of Ulbricht's discovery requests. One 
week later, the district court issued a sealed and 
partially redacted opinion40 denying all of Ulbricht's 
requests. The court did indicate, however, that 
throughout the trial it would "entertain specific requests 
to use information from the November 21, 2014 Letter 
on cross-examination." App'x 700. Moreover, the court 
explained that it would "entertain a renewed application" 
for a "particularized disclosure" of facts relevant to 
Force's corruption [**60]  if the government's trial tactics 
or evidence "open[ed] the door" to such facts. Id.

2. Preclusion of Force Investigation Evidence: Rule 6(e)

On appeal, Ulbricht claims that the district court erred in 
denying his motion to unseal the November 21 letter 
because he demonstrated a particularized need that 
rebutted the presumption of secrecy that attaches to 
grand jury investigations. We disagree.

HN22[ ] "[T]he proper functioning of our grand jury 
system depends upon the secrecy of grand jury 

40 Portions of the district court opinion were redacted because 
they referenced the defendant's ex parte submissions 
explaining how he would use information related to the Force 
investigation at trial. This Court has reviewed an unredacted 
version of the district court opinion in connection with this 
appeal, but not the ex parte letters that the opinion references.
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proceedings." Douglas Oil Co. of California v. Petrol 
Stops Nw., 441 U.S. 211, 218, 99 S. Ct. 1667, 60 L. Ed. 
2d 156 (1979). We have described five rationales for 
such secrecy:

(1) To prevent the escape of those whose 
indictment may be contemplated; (2) to insure the 
utmost freedom to the grand jury in its 
deliberations, and to prevent persons subject to 
indictment or their friends from importuning the 
grand jurors; (3) to prevent subornation of perjury or 
tampering with the witnesses who may testify 
before the grand jury and later appear at the trial of 
those indicted by it; (4) to encourage free and 
untrammeled disclosures by persons who have 
information with respect to the commission of 
crimes; (5) to protect the innocent accused who is 
exonerated from disclosure of the fact that he has 
been under investigation, and [**61]  from the 
expense of standing trial where there was no 
probability of guilt.

In re Grand Jury Subpoena, 103 F.3d 234, 237 (2d Cir. 
1996). HN23[ ] Rule 6(e)(6) of the Federal Rules of 
Criminal Procedure implements this policy of secrecy by 
requiring  [*107]  that "all records, orders, and 
subpoenas relating to grand jury proceedings [must] be 
sealed." In re Grand Jury Subpoena, 103 F.3d at 237 
(emphasis in original).

HN24[ ] Information falling within Rule 6(e)'s 
protections is entitled to a "presumption of secrecy and 
closure." Id. at 239. To rebut the presumption of 
secrecy, the party "seeking disclosure [must] show a 
particularized need that outweighs the need for 
secrecy." Id. (internal quotation marks omitted). To 
prove a particularized need, parties seeking disclosure 
must show that the "material they seek is needed to 
avoid a possible injustice in another judicial proceeding, 
that the need for disclosure is greater than the need for 
continued secrecy, and that their request is structured to 
cover only material so needed." Id. (internal quotation 
marks omitted). "A district court's decision as to whether 
the burden of showing a particularized interest has been 
met will be overturned only if the court has abused its 
discretion." Id.

We cannot say that the district court abused its 
discretion when it denied Ulbricht's request to unseal the 
November 21 letter discussing the Force [**62]  grand 
jury investigation. It is undisputed that the letter 
contained information related to a grand jury proceeding 
that, if made public, would disclose matters occurring 

before the grand jury. Ulbricht did not demonstrate a 
particularized need for disclosure because he did not 
show that the need for disclosure was greater than the 
need for continued secrecy or that a possible injustice 
would result if the grand jury investigation was not 
disclosed. Specifically, the district court did not err in 
concluding that revealing the entire letter could have 
compromised the Force grand jury investigation in a 
number of ways. For example, potential co-conspirators 
might have learned of the investigation and attempted to 
intimidate witnesses or destroy evidence. The 
investigation was also likely to garner significant media 
attention, a fact that might influence witnesses or grand 
jurors. And, although Force knew of the investigation, 
revealing its existence to the public might have harmed 
him if the allegations had ultimately proved untrue. 
Finally, Ulbricht's request was not structured to cover 
only the information needed to avoid any possible 
injustice; instead, he sought to unseal the entire [**63]  
November 21 letter and did not propose a more 
narrowly tailored disclosure.

In redacted portions of its opinion, the district court also 
considered ex parte arguments concerning how the 
Force investigation might be relevant to Ulbricht's 
defense. In general terms, Ulbricht argued that the 
agents' corruption was critical to his defense because it 
would reveal the agents' ability to falsify evidence 
against him and demonstrate their motive to do so. 
According to the district court's characterization of his ex 
parte letters, Ulbricht speculated that Force may have 
used Curtis Green's (Flush) administrative capabilities to 
impersonate DPR; Force's corrupt conduct might have 
demonstrated technical vulnerabilities in the site that 
would render it susceptible to hacking; and learning that 
Force had good information about the Silk Road 
investigation might have caused the true DPR to recruit 
Ulbricht as his successor.41

41 As noted above, see note 5, we have carefully considered to 
what extent it is appropriate to refer to portions of the record 
that remain under seal. We have been especially careful in 
describing the portions of the district court's opinion that 
remain redacted and therefore are still not available to the 
government or to the public. We appreciate that charges 
against Ulbricht remain pending in Maryland and that the 
redacted information describes what would have been his trial 
strategy had he been able to reference Force's corruption. We 
have thus described the defense's redacted arguments at a 
fairly high level of generality. We are confident that any 
experienced prosecutor could anticipate those arguments, and 
that in any event the information is largely stated or implied in 
Ulbricht's own publicly filed briefs on appeal. Particularly given 
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 [*108]  The district court reasoned that much of the 
information that might have arguably supported any of 
those theories was made available to the defense in 
discovery. The only new information in the November 21 
letter concerned the investigation of Force's corruption; 
the fact of [**64]  that investigation and its scope does 
not bolster any of the defense theories that Ulbricht 
described before the district court or on appeal. That 
Force was personally corrupt and used his undercover 
identity to steal money from Silk Road and DPR does 
not suggest either a motive or an ability on his part to 
frame Ulbricht as DPR. Absent any explanation of how 
Force could have orchestrated a massive plant of 
incriminating information on Ulbricht's personal laptop, 
his larcenous behavior does not advance the claim that 
such a frame-up was possible beyond mere speculation. 
Thus, Ulbricht was equally capable of presenting his 
various defense theories to the jury with or without the 
November 21 letter.42

The government's commitment to eliminating all 
evidence that came from Force's work on the Silk Road 
investigation43 further undermines Ulbricht's claim that 
he needed the information to avoid a possible injustice. 
Had Force been called as a government witness, or had 
any of the government's evidence relied on his 
credibility, his character for truthfulness would have 
been at issue during the trial, and information that 
impeached his credibility would have become highly 
relevant. Ulbricht's [**65]  reliance on the general fact of 
cooperation among different government agencies and 
different U.S. Attorney's Offices does not undermine the 
government's explicit representations that none of the 

that our description relates to how the Force information might 
have been used at a trial that is now completed, and that we 
now hold that Ulbricht is not entitled to a new trial, we 
conclude that the public's need to understand and evaluate 
Ulbricht's arguments that he was unfairly prejudiced by the 
district court's rulings, as well as our reasons for rejecting 
those arguments, outweighs any minimal interest that Ulbricht 
might have in withholding his contentions from the 
government.
42 Even on appeal, moreover, after the disclosure of additional 
information in the prosecutions of Bridges and Force, Ulbricht 
does not provide any concrete explanation of how the 
techniques used by the corrupt agents to steal money from 
Silk Road could have been used, by them or by others, to 
plant the massive amounts of incriminating information found 
on Ulbricht's laptop and in his house.
43 For example, the government declined to present evidence 
of DPR's attempt to commission an additional murder because 
that conduct involved Force acting as Nob.

evidence presented at trial derived from Force, and 
nothing in the record suggests that those 
representations were false. Ulbricht had no need to rely 
on the grand jury investigation of Force to attack the 
credibility of the actual government witnesses or the 
integrity of its other evidence.

In sum, Ulbricht has not shown that the district court 
abused its discretion in maintaining the secrecy of the 
Force grand jury investigation. He did not demonstrate 
to the district court, and has not demonstrated on 
appeal, that keeping the November 21 letter under seal 
resulted in any injustice, or that his need for disclosing 
the investigation was greater than the need for 
continued secrecy.44

 [*109]  3. Denial of Discovery Related to Force

Ulbricht claims that the district court erred in denying 
him discovery, including requested subpoenas, related 
to the Force investigation. HN25[ ] Rule 16(a)(1)(E), 
Fed. R. Crim. P., requires the government to disclose 
information within its control if the information is 
"material to preparing the defense" or will be [**66]  a 
part of the government's case-in-chief. Evidence is 
material if it "could be used to counter the government's 
case or to bolster a defense." United States v. Stevens, 
985 F.2d 1175, 1180 (2d Cir. 1993). "An appellate court, 
in assessing the materiality of withheld information, 
considers not only the logical relationship between the 
information and the issues in the case, but also the 
importance of the information in light of the evidence as 
a whole." Id. To justify a new trial, there "must be some 
indication that the pretrial disclosure of the disputed 
evidence would have enabled the defendant 
significantly to alter the quantum of proof in his favor." 
Id. (internal quotation marks omitted).

HN26[ ] Rule 17(c), Fed. R. Crim. P., allows parties to 
subpoena documents and objects to be introduced at 
criminal trials. A subpoena must meet three criteria: "(1) 
relevancy; (2) admissibility; [and] (3) specificity." United 

44 Moreover, the district court specifically ruled that it would 
entertain Ulbricht's applications to rely on specific parts of the 
letter at trial if doing so would be necessary for effective cross-
examination. Thus, Ulbricht was given the opportunity to show 
particularized need in the context of specific trial evidence. 
Ulbricht has not identified any point in the trial where he 
attempted to show that Force's behavior had become relevant 
to challenging the credibility of particular aspects of the 
prosecution's case.
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States v. Nixon, 418 U.S. 683, 700, 94 S. Ct. 3090, 41 
L. Ed. 2d 1039 (1974). The party requesting the 
subpoena must also show that the information sought is 
"not otherwise procurable reasonably in advance of trial 
by exercise of due diligence," that "the party cannot 
properly prepare for trial without such production," and 
that "the application is made in good faith and is not 
intended as a general 'fishing expedition.'" Id. at 699-
700. HN27[ ] We review the district [**67]  court's 
discovery rulings for abuse of discretion. United States 
v. Rigas, 583 F.3d 108, 125 (2d Cir. 2009).

The district court did not abuse its discretion when it 
denied Ulbricht's discovery requests related to the Force 
investigation. Ulbricht submitted 28 individual discovery 
requests in connection with the Force disclosure. Those 
ranged from the reasonably specific, such as "records 
from any and all Bitcoin accounts" used by Force, to the 
very broad, such as "any spending, net worth, or other 
financial analysis conducted with respect to former SA 
Force," "any and all phone records relating to former SA 
Force," and "bank account records from any and all 
bank accounts maintained by former SA Force or his 
spouse." App'x 669-70. The district court concluded that 
those requests were too broad and unfocused, and that 
the information requested was not material in the Rule 
16 sense because the defense "has not articulated a 
coherent and particular reason why" the Force 
investigation could "counter the government's case or 
bolster a defense." Id. at 697. Next, the district court 
concluded that the Rule 17 subpoenas were part of the 
same overall fishing expedition and that the issuance of 
such subpoenas could compromise the Force grand jury 
investigation.

There was no [**68]  abuse of discretion in those 
rulings. Ulbricht has not shown that, had the 
government produced every piece of requested 
information, he would have been able to alter the 
quantum of proof in his favor at trial. That is so because 
there is no indication, beyond Ulbricht's speculation, that 
Force manufactured any of the  [*110]  evidence on 
which the government relied at trial, let alone the most 
damning evidence discovered on the hard drive on 
Ulbricht's laptop and at his apartment. Because Force 
did not testify at trial, information related to his 
corruption would not have been relevant to attack the 
credibility of any testimony he would have given. 
Moreover, Ulbricht has not identified any specific aspect 
of the trial evidence that he could have undermined 
using the requested information. Thus, even if the 
district court erred in not granting at least some of 
Ulbricht's discovery requests, any such error does not 

justify a new trial.

4. Ulbricht's Motion to Adjourn the Trial

Ulbricht contends that the district court erred in denying 
his request to adjourn the trial until the Force 
investigation was complete. HN28[ ] "[A] district court 
has a great deal of latitude in scheduling trials." United 
States v. Griffiths, 750 F.3d 237, 241 (2d Cir. 2014) 
(internal quotation [**69]  marks omitted). Thus, "trial 
courts enjoy very broad discretion in granting or denying 
trial continuances." United States v. Stringer, 730 F.3d 
120, 127 (2d Cir. 2013). A decision to grant or deny a 
request for an adjournment is reviewed for abuse of 
discretion, and we "will find no such abuse unless the 
denial was an arbitrary action that substantially impaired 
the defense." Id. (internal quotation marks omitted). 
Thus, the party seeking a continuance has the burden of 
showing "both arbitrariness and prejudice in order to 
obtain reversal" based on a denial of an adjournment. 
Id. at 128 (internal quotation marks omitted).

The district court did not abuse its discretion in denying 
Ulbricht's request for an adjournment of the trial. In a 
sealed portion of the proceedings on the first day of trial, 
the district court explained its reasons for denying the 
adjournment. The court ruled that because none of the 
evidence revealed by the government concerning 
Force's corruption was exculpatory, there was no 
reason to believe that delaying the trial would assist 
Ulbricht's defense. That analysis was not irrational or 
arbitrary. Moreover, as explained in more detail both 
above and below, Ulbricht has not shown how 
information related to Force's corruption was 
either [**70]  exculpatory or material to his defense. 
Thus, he has not shown that the district court's refusal to 
adjourn the trial was prejudicial, let alone substantially 
so.

5. Preclusion of the DeathFromAbove Chats

As already described, Force used DeathFromAbove as 
an unauthorized Silk Road username through which he 
attempted to extort money from DPR. The government 
only learned of Force's activity as DeathFromAbove 
during trial, when the defense attempted to introduce a 
redacted chat between DPR and DeathFromAbove. In 
the chat at issue, DeathFromAbove implied that he 
knew that DPR's real identity was Anand Athavale. 
DeathFromAbove then attempted to blackmail DPR by 
saying that, if DPR gave him $250,000, he would not 
"give you [sic] identity to law enforcement." App'x 712.

The government objected to admitting the chat on three 
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grounds: (1) it was hearsay; (2) its probative value was 
substantially outweighed by unfair prejudice under Rule 
403, Fed. R. Evid.; and (3) it was a "back-door attempt 
to re-inject" Force's corruption into the defense's trial 
evidence. App'x 707. The district court excluded the 
chat as hearsay. At trial, Ulbricht claimed that the chat 
was not being offered for its truth, but instead to show 
its [**71]  effect on DPR; that is, if DPR was actually 
Athavale, one would expect DPR to take certain steps to 
protect his identity. The district  [*111]  court disagreed 
and ruled that the DeathFromAbove chat was hearsay 
because it was offered for the truth of the matter 
asserted therein—that government agents at one time 
thought that Athavale was DPR—and it did not fall into 
any hearsay exceptions. In the alternative, the district 
court found that the Athavale-as-DPR theory lacked 
sufficient support, was speculative, and risked jury 
confusion.

In general, HN29[ ] hearsay is not admissible unless 
an exception applies. See Fed. R. Evid. 802. "The 
Federal Rules of Evidence define hearsay as a 
declarant's out-of-court statement offered in evidence to 
prove the truth of the matter asserted in the statement." 
United States v. Dupree, 706 F.3d 131, 136 (2d Cir. 
2013) (internal quotation marks and alterations omitted). 
If "the significance of an offered statement lies solely in 
the fact that it was made, no issue is raised as to the 
truth of anything asserted, and the statement is not 
hearsay." Id. (internal quotation marks omitted). HN30[

] "The trial court's ultimate decisions as to the 
admission or exclusion of evidence are reviewed for 
abuse of discretion." Davis v. Velez, 797 F.3d 192, 201 
(2d Cir. 2015).

The district court concluded that [**72]  the 
DeathFromAbove chat was hearsay because it was an 
out-of-court statement being offered for the truth of the 
matter asserted therein. That ruling was not an abuse of 
discretion. Contrary to Ulbricht's assertions on appeal, 
the district court did not rest its decision on the need for 
grand jury secrecy to protect the Force investigation. 
Instead, the decision was a straightforward application 
of the rule against hearsay.

Ulbricht does not provide any detailed arguments to the 
contrary that are specific to the DeathFromAbove chat; 
instead, he discusses the district court's preclusion of all 
of the evidence related to the Force investigation 
collectively. At trial, however, he claimed that the 
statement was offered only to demonstrate "the fact that 
it was communicated to DPR . . . in that this particular 
piece of evidence communicates to DPR the name and 

profile of the person [D]eath[F]rom[A]bove believes is 
DPR." Tr. 1866. Ulbricht claimed that the statement was 
"offered for the fact that DPR was getting information 
about people who were supposed to be DPR," and "one 
of these people is [Athavale]." Id. at 1867. Once the 
district court expressed skepticism about his argument, 
Ulbricht claimed that he sought to admit [**73]  the chat 
to demonstrate its effect on DPR: "if you're DPR and 
you get a name . . . this Anand Athavale and a profile 
and details . . . and you're put on notice that it's you, 
you're going to take steps." Id. at 1867-68. In other 
words, Ulbricht claimed that he did not offer it for the 
truth of the matter asserted in the chat: that agents in 
the Baltimore investigation, including Force, believed 
that Athavale was the real Dread Pirate Roberts, or that 
Athavale was in fact the real DPR.

Ulbricht's proposed non-hearsay use of the chat—to 
show its effect on DPR—is not sufficiently probative that 
the evidence's exclusion prejudiced him. The statement 
does not appear to have had an effect on DPR that 
would bolster Ulbricht's defense. DPR did not alter his 
behavior in response to the extortion attempt. Indeed, 
he referred to it as "bogus" in one of the journal entries 
discovered on Ulbricht's laptop. App'x 710. If Athavale 
had been the real Dread Pirate Roberts, he likely would 
have had a different reaction to the threatened exposure 
of his identity. DPR's reactions to other attempts to 
destroy the site's anonymity were dramatic, and 
included hiring people to kill the users who threatened to 
compromise [**74]  Silk Road. Therefore, even if 
Ulbricht did not  [*112]  offer the chat for its truth, any 
relevance of the arguably non-hearsay use of the 
statement was entirely too remote to outweigh the 
possible jury confusion that would result from the 
injection of Force into the trial or the likelihood that the 
jury would confuse the hearsay and non-hearsay 
significance of the evidence.

6. Ulbricht's Rule 33 Motion: Brady v. Maryland

Ulbricht moved for a new trial under Rule 33, Fed. R. 
Crim. P., raising several issues concerning the 
unfairness of the assertedly belated disclosures of the 
investigations into Force and Bridges.45 The only 
argument that he pursues in this appeal is that the 
belated disclosures violated his due process rights 

45 Ulbricht filed his Rule 33 motion on March 6, 2015. The 
criminal complaint against Force and Bridges was unsealed on 
March 30, which is the first time that Ulbricht learned that 
Bridges was corrupt and was involved in the case.
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under Brady because the information was both material 
and exculpatory.

HN31[ ] Rule 33(a) provides that, on "the defendant's 
motion, the court may vacate any judgment and grant a 
new trial if the interest of justice so requires." We have 
advised district courts to "exercise Rule 33 authority 
sparingly and in the most extraordinary circumstances." 
United States v. Coté, 544 F.3d 88, 101 (2d Cir. 2008) 
(internal quotation marks omitted). "Where a 
defendant's Brady claim was raised in a motion for a 
new trial pursuant to Rule 33[,] . . . we review the denial 
of the motion for abuse of discretion." [**75]  United 
States v. Douglas, 525 F.3d 225, 245 (2d Cir. 2008) 
(internal quotation marks omitted). In the context of 
denying a Rule 33 motion, a "district court abuses . . . 
the discretion accorded to it when (1) its decision rests 
on an error of law . . . or a clearly erroneous factual 
finding, or (2) its decision—though not necessarily the 
product of a legal error or a clearly erroneous factual 
finding—cannot be located within the range of 
permissible decisions." United States v. Forbes, 790 
F.3d 403, 406 (2d Cir. 2015) (internal quotation marks 
omitted).

HN32[ ] There are three components of a Brady 
violation: "(1) The evidence at issue must be favorable 
to the accused, either because it is exculpatory or 
because it is impeaching; (2) that evidence must have 
been suppressed by the [government], either willfully or 
inadvertently; and (3) prejudice must have ensued." 
United States v. Certified Envtl. Servs., Inc., 753 F.3d 
72, 91 (2d Cir. 2014) (internal quotation marks omitted). 
Information is exculpatory if it relates to the defendant's 
guilt or innocence. United States v. Avellino, 136 F.3d 
249, 255 (2d Cir. 1998). In order to show that he has 
been prejudiced, a defendant must demonstrate "a 
reasonable probability that, had the evidence been 
disclosed, the result of the proceeding would have been 
different, such that the failure to disclose undermines 
confidence in the verdict." Certified Envtl. Servs., Inc., 
753 F.3d at 91 (internal quotation marks and alterations 
omitted). Thus, the prosecution [**76]  "must disclose . . 
. exculpatory and impeachment information no later than 
the point at which a reasonable probability will exist that 
the outcome would have been different if an earlier 
disclosure had been made." Id. at 92 (internal quotation 
marks omitted). In general, a "prudent prosecutor will err 
on the side of transparency, resolving doubtful 
questions in favor of disclosure." Cone v. Bell, 556 U.S. 
449, 470 n.15, 129 S. Ct. 1769, 173 L. Ed. 2d 701 
(2009).

Although the agents' illegal behavior in connection with 
the Silk Road investigation is deeply troubling, the 
government's  [*113]  December 2014 disclosure of the 
Force investigation and the post-trial disclosure of 
Bridges's corruption did not violate Ulbricht's due 
process rights. Evidence concerning the agents' 
corruption is not Brady information because it is not 
exculpatory or impeaching of the government's trial 
evidence. For this reason, the government's failure to 
reveal the full extent of the investigations until after 
Ulbricht's trial did not prejudice him. As already 
explained, the fact that Force purloined Bitcoins from 
Silk Road and attempted to blackmail DPR does not 
relate to Ulbricht's guilt or innocence; the same logic 
applies to Bridges's similar behavior. The agents' 
corruption has nothing to do with [**77]  whether 
Ulbricht operated the site as Dread Pirate Roberts. 
Ulbricht has not raised any credible doubts about the 
reliability of the evidence that the government presented 
at trial, nor has he explained why the agents' illegal 
actions relate to his guilt at all. Indeed, the government 
removed from its exhibit list the items relevant to Force, 
including communications between Nob (his authorized 
undercover username) and DPR. Those 
communications included an instance in which DPR 
hired Nob to kill Curtis Green (Flush) as punishment for 
using his administrator status to steal Bitcoins from Silk 
Road users. Ulbricht does not identify any particular 
evidence introduced by the government at trial that is 
traceable to either Force or Bridges, or the admissibility 
of which depends on either agent's integrity.

Ulbricht's arguments to the contrary largely rest on 
speculation. First, Ulbricht contends that the Silk Road 
investigations occurring in Baltimore and New York 
were "[c]oordinated and [c]ombined," suggesting that 
Force's corruption may have somehow infected the 
evidence that the New York office used in its 
prosecution. Appellant Br. 40. Ulbricht explains that the 
offices communicated frequently and shared 
information [**78]  through emails and reports. 
Assuming that Ulbricht is correct, the fact that the Silk 
Road investigation took place in several offices, one of 
which employed two corrupt agents, does not alter our 
analysis. Ulbricht still has not shown how the agents' 
corrupt behavior is exculpatory as to him, even if Force 
and Bridges at times shared their work product with 
New York and that work product influenced the larger 
investigation. The relevant question, on which none of 
Ulbricht's arguments casts any light or raises any doubt, 
is whether any particular item of evidence was tainted in 
some way by the misconduct of Bridges or Force.
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Next, Ulbricht surmises that the agents may have 
fabricated evidence suggesting that Ulbricht was DPR. 
In so arguing, Ulbricht implies that Force and Bridges 
may have had sufficiently high-level administrator 
access to Silk Road to manipulate the "financial, 
transactional, and communications infrastructure of the 
Silk Road site." Reply Br. 14. Nothing in the 
government's disclosures, and nothing that Ulbricht 
identifies in the record or has produced from any 
independent source, suggests that either Bridges or 
Force had such capacity. Absent further detail or 
evidence [**79]  that Force and Bridges were able to 
infiltrate DPR's communications or transactions, 
Ulbricht's argument is simply too speculative to warrant 
a new trial. Ulbricht further claims that Bridges used 
sophisticated techniques to try to place blame on others 
for his corrupt conduct, reflecting a pattern of framing 
others for his own crimes. That fact alone does not 
suggest that Bridges fabricated any evidence against 
Ulbricht or attempted to frame him. That Bridges 
undertook to deflect blame for things he had done does 
not suggest any reason why Bridges would be 
motivated to frame Ulbricht for things that DPR had 
done. Nor does Ulbricht explain  [*114]  how Bridges's 
actions should undermine our confidence in any of the 
specific evidence on which the government relied at 
trial.46

Finally, Ulbricht submitted a supplemental appendix that 
included a newly-discovered, unredacted report from the 
Joint Automated Booking System ("JABS").47 In that 
report, under the heading "Arrested or Received 
Information," Force is listed as the officer on the case, 
and the Baltimore DEA is listed as the relevant agency. 
Ulbricht apparently means to suggest that this report 
shows that Force played a more pervasive role in [**80]  
the investigation than the government has 

46 In a footnote, Ulbricht claims that failing to disclose the full 
extent of the agents' corruption deprived him of an opportunity 
to "attack[] the investigation as shoddy." Kyles v. Whitley, 514 
U.S. 419, 442 n.13, 115 S. Ct. 1555, 131 L. Ed. 2d 490 (1995). 
Now that he has all of the relevant information, he still does 
not explain how he might have demonstrated deficiencies in 
the government's investigation of his or one of the other initial 
suspects' conduct that would undermine our confidence in the 
verdict.
47 As the government explains, and Ulbricht does not dispute, 
JABS is a database maintained by the United States Marshals 
Service that catalogues information regarding alleged 
offenders who have been arrested and booked by federal, 
state, or local law enforcement agencies.

acknowledged. In response, the government argues that 
Force was simply the most recent person to make 
changes to the JABS report by updating it to include 
information about Ulbricht's family members and the 
pending charges in Maryland. In any event, the JABS 
report bearing Force's name does not show how 
information related to Force's corruption exculpates 
Ulbricht. It merely confirms that Force was a participant 
in the Baltimore Silk Road investigation and that he 
continued to be involved in the case after Ulbricht was 
arrested. In the face of the entire record of the trial, in 
which the provenance of the government's evidence 
was exhaustively displayed without indication that Force 
was responsible for any of it, this single report has little 
or no probative value.

In sum, we conclude that the Force and Bridges 
complaint did not contain Brady information because the 
agents' corruption does not bear on Ulbricht's guilt or 
innocence. Thus, any delay in the government's 
disclosure of their corruption did not violate Ulbricht's 
due process rights.

B. Preclusion of Defense Experts

The district court precluded both of Ulbricht's proposed 
expert witnesses [**81]  from testifying because he did 
not timely or adequately disclose his intent to call them 
under Rule 16, Fed. R. Crim. P. HN33[ ] In general, 
the "defendant must, at the government's request, give 
to the government a written summary of any [expert] 
testimony that a defendant intends to use. . . . This 
summary must describe the witness's opinions, the 
bases and reasons for those opinions, and the witness's 
qualifications."48 Fed. R. Crim. P. 16(b)(1)(C). The 
purpose of the expert disclosure requirement is to 
"minimize surprise that often results from unexpected 
expert testimony, reduce the need for continuances, and 
to provide the opponent with a fair opportunity to test the 
merit of the expert's testimony through focused cross-
examination." Fed. R. Crim. P. 16, advisory committee's 
note to 1993 amendment. Indeed, "[w]ith increased use 
of both scientific and nonscientific expert testimony, one 
of counsel's most basic discovery needs is to learn that 
an expert is expected to testify." Id.

 [*115]  HN34[ ] If a party fails to comply with Rule 16, 
the district court has "broad discretion in fashioning a 

48 It is undisputed that the government requested such 
disclosure on December 29, 2014, two weeks before trial 
began.
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remedy," which may include granting a continuance or 
"ordering the exclusion of evidence." United States v. 
Lee, 834 F.3d 145, 158 (2d Cir. 2016) (internal 
quotation marks omitted); see Fed. R. Crim. P. 
16(d)(2)(A)-(D) (a district court may order "any other 
[remedy] that is just under [**82]  the circumstances"). 
We thus review the district court's choice of remedy for 
abuse of discretion. "In considering whether the district 
court abused its discretion, we look to the reasons why 
disclosure was not made, the extent of the prejudice, if 
any, to the opposing party, the feasibility of rectifying 
that prejudice by a continuance, and any other relevant 
circumstances." Lee, 834 F.3d at 159 (internal quotation 
marks omitted).

The district court did not abuse its discretion in 
precluding the defense from calling its proposed 
experts. Not only were the disclosures late, more 
importantly, they were plainly inadequate. Both 
disclosures merely listed general and in some cases 
extremely broad topics on which the experts might 
opine. For example, the disclosures indicated that the 
experts would testify on general topics, including: "the 
origins of Bitcoin," "the various purposes and uses of 
Bitcoin," "the mechanics of Bitcoin transactions," "the 
value of Bitcoin over time since its inception," "the 
concepts of Bitcoin speculating and Bitcoin mining," 
"[g]eneral principles of internet security and 
vulnerabilities," the "import of some lines of PHP code 
provided to defense counsel in discovery," and 
"[g]eneral principles of [**83]  public-key cryptography," 
among others. App'x 349, 360. They did not summarize 
the experts' opinions about those topics, let alone 
describe the bases for the experts' opinions.

Indeed, although the listed topics certainly pertained 
generally to Silk Road, the disclosures were so vague 
that it is difficult to discern whether the proffered expert 
testimony would have been at all relevant under Rules 
401 and 702(a), Fed. R. Evid.49 In his opposition to the 

49 In particular, Ulbricht's disclosures did not discuss, and he 
has not described on appeal, how one expert's proposed 
testimony on "[g]eneral principles of internet security and 
vulnerabilities" would have linked to the defense claim that the 
damning documentary evidence of Ulbricht's guilt found on his 
laptop was or could have been fabricated or planted. The jury 
was aware from other evidence, and indeed it is within 
ordinary lay experience, that various forms of hacking are 
possible. What was lacking, what the defense expert 
disclosures did not purport to address, and what Ulbricht still 
has not provided on appeal, is any explanation, let alone a 
credible explanation, of how the breadth and variety of 

government's motion to preclude Antonopoulos, Ulbricht 
described the expert's proposed testimony in more 
detail, but he still did not disclose the opinions that the 
expert intended to offer. For example, that supplemental 
disclosure indicated that an "[i]ndependent defense 
investigation has uncovered that" the government's 
claim that over 700,000 Bitcoins were transferred to 
Ulbricht's Bitcoin wallet "is implausible," and the expert 
would "dispute this finding." App'x 382. Although that is 
more specific, it is not a summary of Antonopoulos's 
opinion, nor does it identify the basis for that opinion. 
Thus, to this day Ulbricht has not described what 
opinions the experts would offer or explained the 
methods they used to arrive at any of those conclusions.

The district court also did [**84]  not abuse its discretion 
in finding that the government would be prejudiced by 
the belated and inadequate disclosures, in part because 
the government was due to rest the following day, 
providing it with no time  [*116]  to prepare to respond to 
the experts. Moreover, the district court considered 
intermediate sanctions short of preclusion but found 
them to be inadequate. In rejecting a continuance as a 
possible remedy, the district court emphasized the 
"known issues with a continuance," especially in a 
lengthy trial. Id. at 369. Two of the jurors had time 
constraints, and a continuance might have caused the 
court to lose one or both of those jurors, especially if the 
continuance was lengthy. If it were to grant a 
continuance, the court would also need to perform its 
function as a gatekeeper of expert testimony under 
HN35[ ] Daubert v. Merrell Dow Pharms., Inc., 509 
U.S. 579, 592-93, 113 S. Ct. 2786, 125 L. Ed. 2d 469 
(1993), which requires the district court to make a 
"preliminary assessment of whether the reasoning or 
methodology underlying the [expert] testimony is 
scientifically valid" and "can be applied to the facts in 
issue."50 The district court cannot perform that complex 

information, from the laptop and other sources, could have 
been planted.

50 We have explained that HN36[ ] a Daubert reliability 
assessment requires a district court to consider the "extent to 
which [the expert's theory] has been subjected to peer review 
and publication," whether the technique is "subject to 
standards controlling the technique's operation," the "known or 
potential rate of error," and the "degree of acceptance within 
the relevant scientific community." United States v. Romano, 
794 F.3d 317, 330 (2d Cir. 2015) (internal quotation marks 
omitted). That inquiry is a "flexible one," however, and Daubert 
is not a "definitive checklist or test" for the reliability of expert 
testimony. Id. (internal quotation marks omitted). Thus, 
"[w]hether Daubert's specific factors are, or are not, 
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evaluation of an expert's proposed methodology without 
a clear articulation of what the expert's opinions are and, 
even more importantly, [**85]  of the bases for those 
opinions. In light of the risk of losing jurors and the lack 
of a sufficiently compelling reason for the defense's 
clear violation of Rule 16, the district court was within its 
discretion when it determined that a continuance was 
not practical and that the appropriate remedy was to 
preclude the witnesses altogether.

Ulbricht's arguments to the contrary are not persuasive. 
First, Ulbricht argues that the two experts were 
necessary to rebut portions of the government's case 
that he was precluded from addressing during cross-
examination, as well as the testimony of Ilhwan Yum, a 
government witness who analyzed transactions 
associated with Bitcoin wallets found on Ulbricht's 
laptop. Ulbricht now contends that portions of Yum's 
testimony were incorrect, including his description of 
what a "hot" Bitcoin wallet is.51 Ulbricht does not, 
however, explain how Yum's testimony was incorrect, 
what contrary evidence his experts would have provided 
had they been allowed to testify, or how any purported 
correction of Yum's testimony would have affected the 
case against Ulbricht. Nor has he produced any 
summaries of his proposed expert testimony or 
described how [**86]  that testimony would have been 
material to Ulbricht's guilt or innocence. In other words, 
Ulbricht has not shown that precluding Bellovin and 
Antonopoulos from testifying prejudiced him. Ulbricht's 
alternative argument that the  [*117]  disclosures were 
in fact adequate is incorrect for the reasons already 
explained.

Ulbricht next argues that preclusion was an unduly 
harsh remedy under the circumstances. Along those 
lines, he claims that certain exhibits, such as the 
summary chart on which Yum relied, were not produced 
until mid-trial. Thus, according to Ulbricht, he could not 

reasonable measures of reliability in a particular case is a 
matter that the law grants the trial judge broad latitude to 
determine." Id. at 331 (internal quotation marks omitted).

51 "The terms hot wallet and cold wallet derive from the more 
general terms hot storage, meaning online storage, and cold 
storage, meaning offline storage. A hot wallet is a Bitcoin 
wallet for which the private keys are stored on a network-
connected machine (i.e.[,] in hot storage). By contrast, for a 
cold wallet the private keys are stored offline." Steven 
Goldfeder et al., Securing Bitcoin Wallets via a New 
DSA/ECDSA Threshold Signature Scheme, Princeton 
University 10, available at 
http://www.cs.princeton.edu/~stevenag/threshold_sigs.pdf .

have known about his need for expert witnesses to 
counter specific trial exhibits until it was already too late 
to comply with Rule 16. In his view, the district court 
should not have held him so strictly to Rule 16's 
requirements because he could not have known until 
Yum testified that he would need to call an expert.

While Ulbricht is correct that excluding his experts was a 
harsh sanction and was not to be imposed lightly, the 
district court considered the possibility of granting a 
continuance or a more limited sanction and found those 
remedies [**87]  to be inappropriate under the 
circumstances. Such HN37[ ] careful consideration of 
a range of possible sanctions short of preclusion is 
especially important in the atypical case where a 
criminal defendant, rather than the government, is 
precluded from putting on his case because of a Rule 
16 violation. Limiting the defense's presentation of his 
case implicates the fundamental right of "an accused to 
present witnesses in his own defense." Chambers v. 
Mississippi, 410 U.S. 284, 302, 93 S. Ct. 1038, 35 L. Ed. 
2d 297 (1973). However, the defendant must still 
"comply with established rules of procedure and 
evidence designed to assure both fairness and reliability 
in the ascertainment of guilt and innocence." Id. Here, 
Ulbricht did not comply with the procedural requirements 
associated with expert disclosures. The district court 
gave the issue due consideration and appropriately 
exercised its discretion in remedying the defense's Rule 
16 violation.

Finally, Ulbricht cannot credibly argue that Yum's 
testimony was the first notice he had about the possible 
need for an expert witness to testify as part of his 
affirmative case. The Silk Road prosecution was 
uniquely laden with issues related to technology, 
computer servers, forensics, cyber security, digital 
currency, and myriad other issues that [**88]  are 
indisputably "beyond the ken of the average juror." 
United States v. Mejia, 545 F.3d 179, 191 (2d Cir. 2008) 
(internal quotation marks omitted). Ulbricht surely knew 
from the outset that, in order to mount a meaningful 
attack on the government's voluminous and technically 
complex evidence, he would need to call his own expert. 
Indeed, in his opening statement, Ulbricht's counsel 
claimed that he would show that the Bitcoins in 
Ulbricht's wallet were from innocent transactions 
associated with Bitcoin speculation, rather than, as the 
government contended, related to Silk Road.52 

52 No evidence about the source of those Bitcoins was in fact 
presented by Ulbricht, and neither the expert disclosures 
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Ulbricht's opening statement also implied that 
BitTorrent's53 security deficiencies could have allowed 
the true DPR to plant incriminating evidence on his 
laptop. It is difficult to fathom how he planned to 
advance those theories without relying on expert 
testimony.

 [*118]  In short, Ulbricht argues that the district court's 
preclusion of his proffered expert witnesses denied him 
a fair opportunity to present his defense. But the same 
failings that render Ulbricht's expert disclosures 
inadequate under Rule 16 preclude us from finding the 
kind of prejudice he asserts. Ulbricht did not disclose to 
the district court, and has not presented [**89]  on 
appeal, any explanation of what the proposed experts 
would have said that would have supported a 
nonspeculative basis for doubting the probative value of 
evidence from a variety of electronic and other sources 
identifying Ulbricht as DPR throughout the life of Silk 
Road. Thus, we cannot conclude that he was prejudiced 
by the experts' exclusion.

C. Curtailing Cross-Examination

Ulbricht contends that the district court erred in limiting 
his ability to cross-examine two government witnesses: 
Der-Yeghiayan and Kiernan. HN38[ ] "We review a 
trial court's decision to limit the scope of cross-
examination for abuse of discretion." United States v. 
Cedeño, 644 F.3d 79, 81 (2d Cir. 2011). HN39[ ] "A 
district court is accorded broad discretion in controlling 
the scope and extent of cross-examination." United 
States v. James, 712 F.3d 79, 103 (2d Cir. 2013) 
(internal quotation marks omitted); see Fed. R. Evid. 
611(a). Thus, "a district court may impose reasonable 
limits on cross-examination to protect against, e.g., 
harassment, prejudice, confusion, and waste." James, 
712 F.3d at 103 (internal quotation marks omitted). In 
general, however, a "district court should afford wide 
latitude to a defendant in a criminal case to cross-
examine government witnesses." Id. (internal quotation 

presented to the district court nor Ulbricht's arguments on 
appeal suggest that either Bellovin or Antonopoulos would 
have provided an analysis or explanation of Ulbricht's Bitcoin 
transactions that would have revealed a non-Silk Road source 
for Ulbricht's Bitcoins.

53 BitTorrent is a peer-to-peer file sharing service that is used 
to transfer large files without disrupting Internet servers. It has 
both legitimate and illicit purposes. See Next Phase 
Distribution, Inc. v. John Does 1-27, 284 F.R.D. 165, 167 
(S.D.N.Y. 2012).

marks omitted). That is so because the Confrontation 
Clause gives "a defendant the right not only [**90]  to 
cross-examination, but to effective cross-examination." 
Id. "[I]t does not follow, of course, that the Confrontation 
Clause prevents a trial judge from imposing any limits" 
on defense counsel's cross-examination of government 
witnesses. Id. (emphasis in original).

1. Agent Der-Yeghiayan

Ulbricht argues that the district court erred when it 
struck portions of Der-Yeghiayan's testimony that 
referenced his prior belief that Karpeles might be Dread 
Pirate Roberts. Ulbricht also challenges the striking of a 
similar but analytically distinct piece of testimony: Der-
Yeghiayan's statement that Karpeles's attorney had 
offered information about Silk Road in exchange for 
Karpeles receiving immunity from prosecution. Ulbricht 
wanted the jury to infer that Karpeles had some criminal 
involvement in Silk Road that motivated him to pursue a 
cooperation agreement with the government.

Der-Yeghiayan answered the defendant's initial 
questions about those topics, and the government did 
not object to them until a later side bar. During the side 
bar, the district court expressed its initial view that the 
questions were proper, but requested written briefing on 
the subject. After reviewing the parties' submissions, the 
district [**91]  court agreed with the government that 
neither Der-Yeghiayan's prior opinions about whether 
Karpeles was DPR nor Karpeles's offer of information 
about Silk Road was relevant to Ulbricht's case. The 
court thus directed the government to identify portions of 
Der-Yeghiayan's testimony to strike. After the 
government identified the improper testimony, the 
district court gave a general limiting instruction to the 
jury:

You heard testimony while Mr. Der-Yeghiayan was 
on the stand regarding personal beliefs or 
suspicions he may have had about particular 
individuals at various points during his investigation. 
And I instruct you that what the agent suspected 
 [*119]  about others isn't evidence and should be 
disregarded. Now, consistent with all of the 
instructions I'm going to give you at the end of the 
case, there was other testimony that Mr. Der-
Yeghiayan provided which you may consider during 
your deliberations and give it the weight that you 
deem that it deserves. So it's the suspicions, all 
right?

Tr. 974. Ulbricht contends on appeal that the district 
court erred in striking the testimony.
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We disagree. The district court did not err in concluding 
that Der-Yeghiayan's prior beliefs about Karpeles 
as [**92]  a possible DPR suspect were not relevant to 
the charges against Ulbricht. HN40[ ] In order to elicit 
testimony implicating an alternative perpetrator, a 
defendant "must show that his proffered evidence on the 
alleged alternative perpetrator is sufficient, on its own or 
in combination with other evidence in the record, to 
show a nexus between the crime charged and the 
asserted alternative perpetrator." Wade v. Mantello, 333 
F.3d 51, 61-62 (2d Cir. 2003) (internal quotation marks 
omitted). Thus, to avoid a "grave risk of jury confusion," 
a defendant must offer more than "unsupported 
speculation that another person may have done the 
crime." Id. at 62 (internal quotation marks omitted). An 
"agent's state of mind as the investigation progressed is 
ordinarily of little or no relevance to the question of the 
defendant['s] guilt." United States v. Johnson, 529 F.3d 
493, 501 (2d Cir. 2008). Thus, striking Der-Yeghiayan's 
testimony and instructing the jury to disregard his earlier 
opinions about Karpeles's possible guilt was not error.54

Further, any arguable error that occurred was harmless. 
Defense counsel continued to cross-examine Der-
Yeghiayan and elicited admissible testimony about the 
earlier investigation into Karpeles; indeed, the district 
court took over cross-examination at several points to 
assist the defense [**93]  in asking proper questions. Cf. 
Cotto v. Herbert, 331 F.3d 217, 254 (2d Cir. 2003) (in 
considering whether a Confrontation Clause violation is 
harmless, we consider, inter alia, "the extent of cross-
examination otherwise permitted"). Moreover, Ulbricht 
discussed the investigation of Karpeles in his 
summation without objection. What was relevant at trial 
was any actual evidence pointing to Karpeles as the 
true Dread Pirate Roberts. The district court did not limit 
Ulbricht's cross-examination of Der-Yeghiayan as to his 
knowledge of such evidence. The district court directed 
the jury to disregard only testimony as to the agent's 

54 Ulbricht also contends on appeal that the government's 
objection to the testimony, which occurred at a later sidebar, 
was untimely. He cites no law in support of that argument. In 
general, HN41[ ] an "objection should be made after the 
question has been asked but before an answer has been 
given." Hutchinson v. Groskin, 927 F.2d 722, 725 (2d Cir. 
1991). That "rule is not inflexible," id., however, and we do not 
"necessarily find [a]n objection affirmatively waived because it 
might have been interposed a few questions earlier," United 
States v. Pujana-Mena, 949 F.2d 24, 33 (2d Cir. 1991). Thus, 
although a contemporaneous objection is preferable, the 
district court was within its discretion to sustain the later 
objection and strike the testimony.

"suspicions," Tr. 974, a subject of "little or no relevance 
to . . . the defendant['s] guilt," Johnson, 529 F.3d at 501.

We similarly reject Ulbricht's contention that striking Der-
Yeghiayan's testimony concerning Karpeles's offer to 
provide information about Silk Road in exchange for 
immunity was an abuse of discretion. Absent other 
evidence in the record regarding Karpeles, it was proper 
to exclude wholly speculative suggestions of an 
alternative perpetrator defense based on Karpeles's 
attorney's offer of information in exchange for his client's 
immunity.  [*120]  And even assuming, arguendo, that 
the district court erred in striking the testimony, any 
error [**94]  was harmless. To the extent this testimony 
was stricken from the trial record, that ruling occurred 
outside the presence of the jury. All the jury was told 
was to disregard testimony about "what the agent 
suspected about others," Tr. 974, a category that hardly 
would be understood by the jury to encompass 
testimony about the actions of Karpeles's attorney. As 
explained in detail above, moreover, the evidence 
identifying Ulbricht as Dread Pirate Roberts was 
overwhelming and largely unchallenged. That Karpeles 
may have had information about Silk Road does not 
imply that he was DPR, only that he had some 
knowledge of or involvement with the site. Particularly 
given that Karpeles likely had some knowledge about 
Silk Road simply because of his operation of Mt. Gox, a 
prominent Bitcoin exchanger, any marginal probative 
value in the fact that he claimed to have such 
knowledge, and offered to provide it to the government, 
could not have meaningfully affected the balance of 
evidence available to the jury regarding the identity of 
DPR.

2. Agent Kiernan

Defense counsel cross-examined Kiernan extensively, 
and Ulbricht contends on appeal that the district court 
erred in preventing him from exploring [**95]  certain 
topics during that cross-examination. Those excluded 
topics include: the meaning of various acronyms, the 
significance of a certain line of PHP code,55 whether the 
FBI allowed Kiernan to run BitTorrent on his work 
computer despite its lack of security, and whether the 
Linux kernel56 that Kiernan used on his work computer 
was the same as the one that Ulbricht installed on his 
laptop. Ulbricht explains that he was attempting to show 

55 PHP is a common computer programming language that is 
used primarily in website development.
56 A kernel is an operating system's core, and it "is an essential 
part of the Linux operating system." Tr. 1070.
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that Kiernan's conclusions about Ulbricht's laptop were 
inaccurate because they were based on unreliable 
information.

The district court sustained objections to those 
questions because, in its view, they were outside the 
scope of Kiernan's direct testimony. See Fed. R. Evid. 
611(b) ("Cross-examination should not go beyond the 
subject matter of the direct examination and matters 
affecting the witness's credibility."); Baker v. Goldman 
Sachs & Co., 669 F.3d 105, 110 (2d Cir. 2012) (HN42[

] "Once any direct examination is concluded, cross-
examination within the scope of the direct follows.").

On appeal, Ulbricht claims that, because Kiernan 
testified about the operation of Tor Chat and other 
forensic computer issues during his direct testimony, the 
precluded questions were within that testimony's scope 
and should have been allowed. Even assuming [**96]  
that Ulbricht is correct, any error is harmless. Ulbricht 
was permitted to question Kiernan about whether Linux 
was customizable, and Kiernan admitted during cross 
that he did not know whether he used the same version 
of Tor Chat that Ulbricht had installed on his laptop. 
Ulbricht's counsel also asked several questions about 
the security vulnerabilities of BitTorrent, conveying to 
the jury that using BitTorrent might have rendered 
Ulbricht's computer susceptible to hacking. Thus, 
Ulbricht was able to elicit testimony supporting his 
proposed inference that Kiernan's conclusions based on 
the Tor Chat evidence were flawed. Ulbricht does not 
explain how he was prejudiced  [*121]  when the district 
court prohibited him from asking Kiernan certain other 
questions. We therefore identify no reversible error in 
the district court's limitations on Kiernan's cross 
examination.

D. Andrew Jones Hearsay Statement

The district court excluded a statement allegedly made 
by Andrew Jones, who was a Silk Road administrator 
under the username Inigo. Jones cooperated with the 
government and was on the government's witness list 
until the middle of trial, when the government decided 
not to call him. Defense counsel [**97]  explored the 
possibility of calling Jones as a witness, but Jones's 
attorney advised Ulbricht that Jones would invoke the 
Fifth Amendment and refuse to testify if compelled to 
appear. In light of Jones's unavailability, Ulbricht sought 
to admit a December 29, 2014 letter from the 
government to defense counsel that described a 
statement that Jones made during one of his 

interviews.57 The relevant portion of the government's 
letter is as follows:

At some point in or about August or September 
2013, Jones tried to authenticate that the Silk Road 
user "Dread Pirate Roberts" whom he was talking to 
at the time . . . was the same person with whom he 
had been communicating in the past with this 
username. Previously, . . . Jones and "Dread Pirate 
Roberts" had agreed upon a "handshake" to use for 
authentication, in which Jones would provide a 
certain prompt and "Dread Pirate Roberts" would 
provide a certain response. When, during the 2013 
chat in question, Jones provided what he believed 
to be the designated prompt, "Dread Pirate 
Roberts" was unable to provide the response Jones 
thought they had agreed on. However, later in the 
chat, Jones asked "Dread Pirate Roberts" to 
validate himself by specifying the first [**98]  job 
that "Dread Pirate Roberts" assigned to him 
(running the "DPR Book Club"), which "Dread 
Pirate Roberts" was able to do.

App'x 398. Ulbricht argues that the Jones statement58 
supports his theory that more than one person acted as 
Dread Pirate Roberts, because at one point DPR could 
authenticate his identity to Jones, but at another time he 
could not.

When it became clear that Jones was unavailable to 
testify, Ulbricht asked the government to stipulate that 
the Jones statement could be read to the jury. The 
government initially agreed, but then changed its mind 
and opposed admitting the Jones statement. The 
defense acknowledged that the statement was hearsay, 
but claimed that it was admissible under two hearsay 
exceptions: under Rule 804(b)(3), Fed. R. Evid., as a 
statement against interest, and under Rule 807's 
residual exception. The district court ruled that the 
statement was inadmissible, specifically addressing only 
Rule 804(b)(3). On appeal, Ulbricht continues to argue 
that the statement was admissible under either 

57 The government did not concede that the statement was 
Brady information, but disclosed it "in an abundance of 
caution." App'x 398.
58 What Ulbricht sought to introduce was the government's 
letter paraphrasing a statement made by Jones during an 
interview, not a verbatim transcript of what Jones had said. 
We refer to it as the "Jones statement" for the sake of 
simplicity.
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exception. Neither of his theories is persuasive.59

 [*122]  HN44[ ] A district court's "ultimate decisions as 
to the admission or exclusion of evidence are reviewed 
for abuse of discretion, and will not be disturbed unless 
they are [**99]  manifestly erroneous." Davis, 797 F.3d 
at 201 (internal quotation marks and citations omitted). 
HN45[ ] To invoke the 804(b)(3) exception for a 
statement against interest, the proponent of the 
statement "must show (1) that the declarant is 
unavailable as a witness, (2) that the statement is 
sufficiently reliable to warrant an inference that a 
reasonable man in [the declarant's] position would not 
have made the statement unless he believed it to be 
true, and (3) that corroborating circumstances clearly 
indicate the trustworthiness of the statement." United 
States v. Wexler, 522 F.3d 194, 202 (2d Cir. 2008) 
(internal quotation marks omitted). The exception 
applies "only if the district court determines that a 
reasonable person in the declarant's shoes would 
perceive the statement as detrimental to his or her own 
penal interest." United States v. Saget, 377 F.3d 223, 
231 (2d Cir. 2004). The key to this inquiry is whether the 
statement is sufficiently "self-inculpatory," which the 
district court must evaluate on a "case-by-case basis." 
United States v. Williams, 506 F.3d 151, 155 (2d Cir. 
2007).

The district court did not err in concluding that the Jones 
statement did not fall within Rule 804(b)(3)'s hearsay 
exception. There is no dispute that Jones was 
unavailable to testify because he planned to invoke his 
Fifth Amendment privilege. The court ruled that the Rule 
804(b)(3) exception did not apply because Jones was 
under a cooperation [**100]  agreement at the time that 
he made the relevant statement to the government and 
the chat did not have any particular impact on Jones's 
penal interests. On appeal, Ulbricht claims that the 
extent of Jones's criminal liability was unknown when he 
made the statement because he could still be vulnerable 

59 We note that the Jones statement is double hearsay, in that 
the defense sought to admit the government's subsequent 
characterization of Jones's interview, and both the 
government's letter and Jones's statement to the agents were 
out of court statements offered for their truth. HN43[ ] When 
confronted with "hearsay within hearsay, or double hearsay," 
courts must determine that "each part of the combined 
statement[]" is independently admissible. United States v. 
Williams, 927 F.2d 95, 100 (2d Cir. 1991). Because we 
conclude that no hearsay exception applied to the Jones 
statement at all, we need not address the double hearsay 
issue.

to prosecution in other jurisdictions, and he had not yet 
been sentenced when he made the statement to the 
government. See Mitchell v. United States, 526 U.S. 
314, 326, 119 S. Ct. 1307, 143 L. Ed. 2d 424 (1999) 
(HN46[ ] in the Fifth Amendment context, there can be 
a "legitimate fear of adverse consequences from further 
testimony" where a sentence has not yet been 
imposed).

We are not persuaded that Jones's statement was 
against his penal interests. Given the cooperation 
agreement, the government's role at Jones's future 
sentencing, and the penalties for lying to the 
government, it is far from clear that it was against 
Jones's interest to disclose details of his criminal 
activities at the time the statement in question was 
made. Moreover, even to the extent that Jones's 
disclosures taken as a whole constituted inculpatory 
admissions, the particular statement in question had 
little adverse effect on Jones. Jones's inculpatory 
admissions to the government concern whether he 
committed crimes connected [**101]  to Silk Road. His 
description of his "handshake" with DPR presupposes 
that he had already discussed his own crimes with the 
government. Whether DPR did or did not recognize 
Jones's identifying prompt does not bear on Jones's 
guilt of any crime associated with the site, since he had 
already confirmed his role working for DPR. The details 
of this conversation with DPR thus do not inculpate 
Jones; instead, they either help or hurt Ulbricht. 
Accordingly, the district court did not abuse its discretion 
in holding that Rule 804(b)(3) does not apply.

 [*123]  HN47[ ] Rule 807 provides for a limited, 
residual exception to the rule against hearsay where no 
other exception applies. A hearsay statement may be 
admissible under Rule 807 if: "(i) it is particularly 
trustworthy; (ii) it bears on a material fact; (iii) it is the 
most probative evidence addressing that fact; (iv) its 
admission is consistent with the rules of evidence and 
advances the interests of justice; and (v) its proffer 
follows adequate notice to the adverse party." United 
States v. Morgan, 385 F.3d 196, 208 (2d Cir. 2004) 
(internal quotation marks omitted). The "residual 
hearsay exception[] will be used very rarely, and only in 
exceptional circumstances." Parsons v. Honeywell, Inc., 
929 F.2d 901, 907 (2d Cir. 1991) (internal quotation 
marks omitted).

The district court did not specifically [**102]  address 
Ulbricht's request to admit the statement under Rule 
807, but we conclude that the limited residual exception 
does not assist Ulbricht. We are loath to assume that a 
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statement made by a criminal in debriefings to the 
government pursuant to a cooperation agreement is 
categorically "particularly trustworthy," as Rule 807 
requires. But even if Jones's statement meets that 
criterion, and was offered "as evidence of a material 
fact," we cannot say that it is "more probative on the 
point for which it is offered than any other evidence that 
the proponent can obtain through reasonable efforts." 
Fed. R. Evid. 807(a)(2)-(3). Ulbricht has not attempted 
to explain how the Jones statement satisfies this 
requirement.

Finally, even if the district court erred in excluding the 
statement under either hearsay exception, any error 
was certainly harmless. The conversation between 
Jones and DPR in its totality was not actually helpful to 
Ulbricht. As explained, during the chat in question, DPR 
was at one point unable to provide the designated 
response, but later he identified himself to Jones's 
satisfaction. The statement thus contains the seeds of 
its own refutation. Since DPR's alleged failure to verify 
his identity and his subsequent [**103]  remedy of that 
failure occurred during the same online chat, the 
interaction provides little or no support for the defense 
theory that different individuals acted as DPR at 
different times.

E. Cumulative Error

Ulbricht argues that the cumulative effect of the district 
court's evidentiary rulings deprived him of a fair trial. 
See United States v. Al-Moayad, 545 F.3d 139, 178 (2d 
Cir. 2008). We have exhaustively reviewed his 
contentions of trial error and have concluded that none 
of those contentions has merit. The challenged trial 
rulings were well within the district court's discretion, 
and the various exclusions did not prevent the defense 
from offering evidence probative of innocence. At the 
trial in this case, the government presented 
overwhelming evidence that Ulbricht was indeed Dread 
Pirate Roberts. The evidence that the defense was 
precluded from offering to refute that proof was 
excluded because it was speculative, unreliable, offered 
in contravention of the Federal Rules of Evidence or of 
Criminal Procedure, or otherwise inadmissible. The few 
instances in which the district court's rulings may be 
questioned, where we noted the relevance of the 
harmless error rule, involved minor and marginal points. 
Accordingly, whether considered separately [**104]  or 
cumulatively, none of Ulbricht's evidentiary arguments 
lead us to doubt that he was found guilty after a fair trial.

III. Sentencing

HN48[ ] "[A] district court has broad latitude to impose 
either a Guidelines sentence or a non-Guidelines 
sentence." Rigas,  [*124]  583 F.3d at 114 (internal 
quotation marks omitted). "Accordingly, the role of the 
Court of Appeals is limited to examining a sentence for 
reasonableness, which is akin to review under an 
'abuse-of-discretion' standard." Id. "This standard 
applies both to the [substantive reasonableness of the] 
sentence itself and to the procedures employed in 
arriving at the sentence." Id. (internal quotation marks 
omitted). Ulbricht and amici60 challenge his life 
sentence as both procedurally and substantively 
unreasonable.

A. Procedural Reasonableness

HN49[ ] "A sentence is procedurally unreasonable if 
the district court fails to calculate (or improperly 
calculates) the Sentencing Guidelines range, treats the 
Sentencing Guidelines as mandatory, fails to consider 
the § 3553(a) factors, selects a sentence based on 
clearly erroneous facts, or fails adequately to explain the 
chosen sentence." United States v. Jesurum, 819 F.3d 
667, 670 (2d Cir. 2016) (internal quotation marks and 
emphasis omitted). To "hold that a factual finding is 
'clearly erroneous,' [**105]  we must be left with the 
definite and firm conviction that a mistake has been 
committed." United States v. DeSilva, 613 F.3d 352, 356 
(2d Cir. 2010). Where "there are two permissible views 
of the evidence, the factfinder's choice between them 
cannot be clearly erroneous." United States v. Norman, 
776 F.3d 67, 76 (2d Cir. 2015) (internal quotation marks 
omitted). In general, a "sentencing court has discretion 
to consider a wide range of information in arriving at an 
appropriate sentence." United States v. Prescott, 920 
F.2d 139, 143 (2d Cir. 1990). "The district court's factual 
findings at sentencing need be supported only by a 
preponderance of the evidence." Norman, 776 F.3d at 
76. "Where we identify procedural error in a sentence, 
but the record indicates clearly that the district court 
would have imposed the same sentence in any event, 
the error may be deemed harmless, avoiding the need 
to vacate the sentence and to remand the case for 

60 The amici who join Ulbricht's challenge to his life sentence 
include: the Drug Policy Alliance, Law Enforcement Against 
Prohibition, JustLeadershipUSA, and retired District Judge 
Nancy Gertner.
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resentencing." United States v. Jass, 569 F.3d 47, 68 
(2d Cir 2009) (internal quotation marks omitted); see 
also United States v. Cavera, 550 F.3d 180, 197 (2d Cir. 
2008) (en banc) (declining to reach claim that district 
court erred in relying on vague concern about gun 
violence because it was clear that the "district court 
would have imposed the same sentence had it relied 
solely on" the permissible concern about deterrence).

Ulbricht's only claim of procedural error is that it was 
improper for the district court to consider six drug-
related deaths [**106]  as relevant to his sentence 
because there was insufficient information connecting 
them with drugs purchased on Silk Road. In terms of our 
sentencing jurisprudence, Ulbricht claims that the district 
court relied on clearly erroneous facts in imposing 
sentence. We are not persuaded.

Ulbricht submitted an expert report in which Dr. Mark 
Taff wrote that the records associated with the six 
deaths were substantially incomplete. For example, 
many did not include full autopsies, rendering it difficult 
to discern the precise cause of death to a reasonable 
degree of medical certainty in five of the cases.61 
 [*125]  Equally importantly, Dr. Taff wrote that he could 
not conclusively connect the specific drugs that the 
decedents consumed with Silk Road, because it is 
impossible to "correlate the time of purchase/acquisition 
from an alleged Silk Road vendor" and the "time of 
usage of the alleged Silk road purchase" with the 
deaths.62 S.A. 446. We assume for purposes of this 
opinion that Dr. Taff's conclusions are sufficiently sound 
to raise a genuine question about whether the deaths 
described in the PSR were caused by drugs purchased 
on Silk Road. As explained above, however, Ulbricht 
was not being prosecuted [**107]  or punished for 

61 In the sixth case, Dr. Taff concluded that the cause of death 
was ingesting multiple drugs coupled with a pre-existing heart 
condition. The original forensic reports concerning that death 
did not factor in the presence of drugs other than synthetic 
marijuana (obtained via Silk Road) and did not include the 
heart condition as a contributing cause.

62 Sentencing amici make a similar argument, claiming that a 
complex array of causes are responsible for drug-related 
deaths, including societal failures. Assuming that is correct, 
the increased availability of drugs is certainly one of the 
causes of overdose and other drug-related accidental deaths. 
Thus, the district court did not err in concluding that Silk Road, 
which was by all accounts a market-expanding drug 
enterprise, contributed to the general social costs of drug 
trafficking. Those harms are numerous and include the risk of 
death.

homicide on a theory that he personally caused those 
deaths. Nor did the fact of the deaths increase his 
offense level under the Guidelines. The question before 
the district court was whether the sale of large quantities 
of drugs on Silk Road created a sufficient risk of death 
to permit the district court to take the deaths into 
account in assessing the seriousness of Ulbricht's 
crimes when it considered the factors listed in 18 U.S.C. 
§ 3553(a).

As with other facts relevant to sentencing, that question 
is for the district court to answer, based on the 
preponderance of the evidence. Norman, 776 F.3d at 
76. Contrary to Ulbricht's claims, the district court did not 
summarily reject Dr. Taff's conclusions. Rather, it 
addressed his report carefully and acknowledged the 
evidentiary challenges of connecting the deaths to Silk 
Road. The court concluded that Dr. Taff's proposed 
"reasonable degree of medical certainty" standard was 
simply too high an evidentiary standard for purposes of 
including the deaths in the PSR. The court reasoned 
that it was "not asking whether the but for cause of 
death is drugs purchased on Silk Road," but rather 
"whether there is a connection between the purchase of 
drugs on Silk Road [**108]  and [the] death" in the 
sense that the sale of those drugs created a risk of 
death. App'x 1476.

For those limited purposes and judged by that standard, 
the circumstantial evidence connecting the drug-related 
deaths to Silk Road was sufficient to consider them at 
Ulbricht's sentencing. To take the strongest example, 
one decedent was found in his apartment with a 
package torn open. His computer had the Silk Road site 
open, with chat messages from the vendor describing 
the heroin and prescription drug purchase as well as the 
package tracking information. The tracking number 
matched the information on the torn package in the 
apartment. A toxicology report determined that he died 
of an overdose of heroin combined with other 
prescription drugs. The facts connecting the other five 
deaths to Silk Road varied in strength. The available 
evidence was sufficient, however, to allow the district 
court find by a preponderance of the evidence that the 
deaths were connected to Silk Road; therefore, the 
court could consider the risk of death that the site 
created. Nothing in the sentencing transcript suggests 
that the court considered the information for any other 
purpose.

We are sensitive to the possibility [**109]  that the 
evidence of the six deaths was emotionally  [*126]  
inflammatory and risked implicitly escalating Ulbricht's 
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responsibility from facilitating the sale of drugs to 
causing the deaths of several drug users.63 But there is 
no indication that the deaths in question played such a 
role in the district court's sentencing determination. In 
urging the court to consider evidence of the deaths, the 
government explained that the deaths "illustrate the 
obvious: that drugs can cause serious harm, including 
death." App'x 902. See United States v. Pacheco, 489 
F.3d 40, 48 n.5 (1st Cir. 2007) (observing that a 
defendant who "engaged in the commercial trade of 
potent substances . . . must have known [that such 
trade] could have dire consequences").

Of course, to the extent that the harms of the drug trade 
were obvious, there was no need to introduce evidence 
of these particular incidents, let alone to hammer the 
point home with unavoidably emotional victim impact 
statements by parents of two of the decedents.64 No 
federal judge needs to be reminded of the tragic 
consequences of the traffic in dangerous substances on 
the lives of users and addicts, or of the risks of overdose 
and other ramifications of the most dangerous of illegal 
drugs. Those consequences are among [**110]  the 
reasons why illegal drugs are prohibited and constitute a 
principal justification advanced for the extremely lengthy 
sentences provided by federal statutes and sentencing 
guidelines for trafficking in illicit substances. Absent 
reason to believe that a drug dealer's methods were 
unusually reckless, in that they enhanced the risk of 
death from drugs he sold beyond those already inherent 
in the trade, we do not think that the fact that the ever-
present risk of tragedy came to fruition in a particular 
instance should enhance those sentences, or that the 
inability of the government to link a particular dealer's 
product to a specific death should mitigate them. The 
government's insistence on proceeding with this 
evidence generated an appellate issue that has taken 
on a disproportionate focus in relation to the reasons 
actually advanced by the district court in its lengthy and 
careful statement of the reasons for the sentence it 
imposed. App'x 1509-41.

We are not persuaded, however, that the introduction of 

63 Ulbricht does not argue that the evidence related to the 
accidental overdose deaths should have been excluded due to 
its emotional nature; his argument is based solely on the claim 
that the evidence was irrelevant because the deaths were not 
sufficiently linked to Silk Road.
64 Ulbricht does not challenge the propriety of those 
statements apart from his general argument that it was 
procedurally unreasonable to consider the six deaths as 
relevant to his sentence.

the evidence in this case was error, although it may 
have been incautious for the government to insist on 
presenting it to the district court. As already explained, it 
was certainly [**111]  appropriate for the district court to 
consider the risk of death from use of drugs in 
assessing the seriousness of the offense conduct, one 
of the factors that a judge must consider in imposing 
sentence. See 18 U.S.C. § 3553(a)(2)(A). That appears 
to be the only way the judge in this case used the 
evidence of the drug-related deaths. Emotionally 
wrenching as the statements of the decedents' parents 
were, we cannot and do not assume that federal judges 
are unable to put their sympathies for particular victims 
to one side and assess the evidence for its rational 
relationship to the sentencing decision. And here, the 
record makes clear that the district court did not use the 
evidence of the drug-related deaths to enhance 
Ulbricht's sentence, either as a formal matter under the 
Guidelines or otherwise. For all the extensive litigation 
of the  [*127]  propriety of including this information in 
the PSR, in imposing sentence the district court did not 
refer to the drug-related deaths as an aggravating 
factor. Indeed, the only mention of that evidence at all 
was a passing reference to "facts brought out in 
connection with [those] death[s]" that "provide evidence 
of first-time and expanded [drug] usage." App'x 1521-
22. This reference [**112]  occurred in the entirely 
appropriate context of a lengthy discussion of the 
general social harms of Ulbricht's massive drug-trading 
marketplace. Id. at 1522-28.

That discussion was particularly germane to this case 
for several reasons. First, Ulbricht claimed that Silk 
Road reduced the harms associated with the drug trade 
in several ways. For example, he argued that trafficking 
in drugs over the Internet reduced violence associated 
with hand-to-hand transactions and the societal stigma 
of drug use, and Silk Road's vendor rating system 
ensured that customers had access to better quality 
drugs and more information about the drugs that they 
were purchasing. Those arguments prompted the 
district court to reflect broadly on the costs of the drug 
trade and discuss Silk Road's participation in those 
harms. Reasonable people may and do disagree about 
the social utility of harsh sentences for the distribution of 
controlled substances, or even of criminal prohibition of 
their sale and use at all. It is very possible that, at some 
future point, we will come to regard these policies as 
tragic mistakes and adopt less punitive and more 
effective methods of reducing the incidence and costs of 
drug use.

At this point [**113]  in our history, however, the 
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democratically-elected representatives of the people 
have opted for a policy of prohibition, backed by severe 
punishment. That policy results in the routine 
incarceration of many traffickers for extended periods of 
time. This case involves a defendant who stood at one 
remove from the trade, who did not for the most part 
dirty his hands with the actual possession and sale of 
drugs and other contraband that his site offered. But he 
did take a cut of the proceeds, in exchange for making it 
easier for such drugs to be purchased and sold, in a 
way that may well have expanded the market by 
allowing more people access to drugs in greater 
quantities than might otherwise have been available to 
them. In the routine instances of sentencing drug 
sellers, the dangerous aspects of the trade are close to 
the surface and require little emphasis. In this case, a 
reminder of the consequences of facilitating such 
transactions was perhaps more necessary, particularly 
because Ulbricht claimed that his site actually made the 
drug trade safer, and he appeared to contest the 
legitimacy of the laws he violated.65

65 In a footnote in his reply brief, Ulbricht raises for the first 
time an additional argument: that the district court improperly 
gave him a life sentence because of the political and 
philosophical beliefs that led him to start Silk Road in the first 
instance. Ulbricht argues that reliance on political beliefs at 
sentencing is prohibited by the Guidelines, U.S.S.G. § 5H1.10, 
and the First Amendment. The district court reflected on 
Ulbricht's philosophy, however, only in the course of 
discussing his character and his reasons for committing the 
offense. See 18 U.S.C. § 3553(a)(1). That discussion was 
relevant to sentencing. Ulbricht, as the district court 
concluded, "viewed Silk Road both as above the law and the 
laws didn't apply." App'x 1515. He appeared to believe that his 
personal views about the propriety of the drug laws and the 
paramount role of individual liberty entitled him to violate 
democratically-enacted criminal prohibitions. For example, 
some of his Silk Road posts "discuss the laws as the 
oppressor" and proclaim that "each transaction is a victory 
over the oppressor." Id. at 1516. That Ulbricht believes that 
drug use should be legalized is not relevant to sentencing; that 
he believes he is entitled to break the laws that prohibit certain 
substances is relevant to his likelihood of recidivism, a 
mandated sentencing consideration. 18 U.S.C. § 
3553(a)(2)(C). The district court therefore did not sentence 
Ulbricht based on any prohibited characteristic, nor did the 
court place more weight on that factor than the facts 
warranted. Cf. United States v. Jenkins, 854 F.3d. 181, 2017 
WL 1371399 (2d Cir. 2017) (vacating a sentence as 
substantively unreasonable where the district court relied 
exclusively on the defendant's "disdain for the law" in 
"dramatically increasing" a defendant's sentence for child 
pornography offenses). Ulbricht's disrespect for the law was 

 [*128]  Finally, we need look no further than the district 
court's express [**114]  reasons for imposing sentence 
to conclude that drug-related deaths played little part in 
dictating the sentence imposed. As tragic as they are, 
and as foreseeable in light of the volume of dangerous 
drugs trafficked through Silk Road, those deaths were 
accidents. In light of the overwhelming evidence, 
discussed below, that Ulbricht was prepared, like other 
drug kingpins, to protect his profits by paying large sums 
of money to have individuals who threatened his 
enterprise murdered, it would be plainly wrong to 
conclude that he was sentenced for accidental deaths 
that the district court discussed only in passing in 
imposing sentence. Even were we to conclude that the 
evidence of the Silk Road-related deaths should not 
have been received, any error would be harmless, 
because the record is absolutely clear that the district 
court, after finding that Ulbricht commissioned five 
murders, would have imposed the same sentence if the 
evidence of the drug-related deaths had been excluded.

The sentencing amici advance one additional argument: 
that the district court's consideration of the drug-related 
deaths violated the Fifth and Sixth Amendments 
because the fact of those deaths was not charged in the 
Indictment [**115]  and proven to the jury. "While HN50[

] we are not required to address arguments raised 
only by an amicus," Am. Atheists, Inc. v. Port Auth. of 
N.Y. & New Jersey, 760 F.3d 227, 237 n.11 (2d Cir. 
2014), we do so here in an excess of caution. The 
argument is without merit under Apprendi v. New 
Jersey, 530 U.S. 466, 120 S. Ct. 2348, 147 L. Ed. 2d 
435 (2000), and its progeny.

HN51[ ] A district court may consider as part of its 
sentencing determination uncharged conduct proven by 
a preponderance of the evidence as long as that 
conduct does not increase either the statutory minimum 
or maximum available punishment. See United States v. 
Stevenson, 834 F.3d 80, 85 (2d Cir. 2016); United 
States v. Ryan, 806 F.3d 691, 693-94 (2d Cir. 2015). 
The Supreme Court has "long recognized that broad 
sentencing discretion, informed by judicial factfinding, 
does not violate the Sixth Amendment." Alleyne v. 
United States, 133 S. Ct. 2151, 2163, 186 L. Ed. 2d 314 
(2013). Here, the six drug-related deaths (and more 
importantly, Ulbricht's attempted murders for hire) were 
uncharged facts that did not increase either the statutory 
twenty-year minimum or the maximum life sentence 

simply one factor that the district court considered in imposing 
sentence, along with many others, and was not accorded 
undue weight in determining the sentence.
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applicable to the crimes of which he was found guilty, 
beyond a reasonable doubt, by the jury. Thus, the 
district court did not violate the Constitution when it 
found by a preponderance of the evidence that the six 
deaths were connected to Silk Road and that they were 
relevant to Ulbricht's sentence because they were part 
of the harm that the site caused.

In sum, we might not, in the prosecutors' shoes, have 
chosen to offer [**116]  this evidence at sentencing, or 
have admitted it as district judges. We conclude, 
however, (1) that the district court did not clearly err 
 [*129]  when it found by a preponderance of the 
evidence that the six deaths were connected to Silk 
Road; (2) that it did not abuse its discretion in 
determining that it was appropriate to consider those 
acts as bearing on the seriousness of the narcotics 
offenses of which Ulbricht was convicted, one of many 
factors the district court was required to consider in 
exercising its discretion under § 3553(a); and (3) that 
the evidence in question in fact played a minimal role, if 
any, in the actual sentencing, and that in light of the 
reasons given by the district court for its sentencing 
decision, we can be absolutely certain that the same 
sentence would have been imposed if the evidence had 
not been received. Ulbricht's sentence was therefore not 
procedurally unreasonable.

B. Substantive Unreasonableness

HN52[ ] "We will . . . set aside a district court's 
substantive [sentencing] determination only in 
exceptional cases where the trial court's decision cannot 
be located within the range of permissible decisions." 
Cavera, 550 F.3d at 189 (emphasis and internal 
quotation marks omitted). Our review is [**117]  
"deferential," and this Court does "not consider what 
weight we would ourselves have given a particular 
factor." Rigas, 583 F.3d at 122. "Rather, we consider 
whether the factor, as explained by the district court, 
can bear the weight assigned it under the totality of the 
circumstances in the case." Id. Our role in "patrolling the 
boundaries of reasonableness" is modest. United States 
v. Broxmeyer, 699 F.3d 265, 289 (2d Cir. 2012) 
(alterations and internal quotation marks omitted). 
Accordingly, we "will set aside only those outlier 
sentences that reflect actual abuse of a district court's 
considerable sentencing discretion." United States v. 
Messina, 806 F.3d 55, 66 (2d Cir. 2015).

In light of the deferential standard of review, we cannot 
say that Ulbricht's life sentence was substantively 

unreasonable. The district court identified numerous 
facts that made Ulbricht's case extraordinary, in its view 
rendering a life sentence "sufficient, but not greater than 
necessary, to comply with the purposes" of sentencing. 
18 U.S.C. § 3553(a). The court described the crime as a 
"planned, comprehensive, and deliberate scheme . . . 
which posed serious danger to public health and to our 
communities." App'x 1511-12. Silk Road was a 
"worldwide criminal drug enterprise with a massive 
geographic scope." Id. at 1512. The fact that Ulbricht 
operated the site from behind [**118]  a computer, 
rather than in person like a more prototypical drug 
kingpin, does not make his crime less serious or less 
dangerous. Moreover, Silk Road uniquely expanded the 
drug market by providing an easy avenue for people to 
become first-time drug users and dealers. Because 
drugs were shipped to customers in the mail, Silk Road 
brought "drugs to communities that previously may have 
had no access to such drugs . . . in such quantities." Id. 
at 1522.

The quantity and nature of the drugs sold on Silk Road 
are staggering. According to the PSR, from 2011 
through 2013, Silk Road customers transacted in 
approximately $183 million worth of illegal drugs. At the 
time the government shut down Silk Road on October 2, 
2013, there were approximately 13,802 listings for 
controlled substances on the website. Of those listings, 
there were 643 listings for cocaine-based products, 305 
for LSD products, and 261 for methamphetamine 
products. The drugs were sold mostly for individual, 
personal use, but some drugs such as heroin and 
cocaine were also available in "multi-kilogram 
quantities." PSR ¶ 26. The available drugs were not 
limited to heroin, narcotics, synthetic marijuana, and 
other dangerous but recreational [**119]  substances. 
For  [*130]  example, after being told that cyanide was 
"the most well known assassination suicide [sic] poison 
out there," Ulbricht allowed vendors to sell it on Silk 
Road despite its singular, deadly purpose. App'x 1519. 
As the district court noted, despite earlier protestations 
that Silk Road would not allow the sale of products that 
could be used to inflict deliberate harm on others, it took 
Ulbricht all of six minutes to decide "that it is okay to sell 
cyanide," id., in exchange for the customary cut of the 
proceeds.

The drug offenses alone—ignoring all other illicit 
materials sold on the site66—yielded a calculated 

66 As explained, Silk Road also trafficked in illegal goods such 
as counterfeit identification documents and computer hacking 
tools and services. When the government shut down Silk 
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offense level of 50. Of that calculation, only two levels 
are attributable to Ulbricht's "credible threats of directed 
violence" associated with the murders for hire. PSR ¶ 
94. Thus, even without considering that enhancement, 
the drug convictions yielded an offense level of 48, 
which is higher than the maximum offense level 
recognized by the Guidelines, for which a sentence of 
life imprisonment is recommended even for someone 
who, like Ulbricht, has no prior criminal convictions. 
Ulbricht does not challenge the accuracy of the 
Guidelines calculation or of the fact-findings [**120]  on 
which it is based.

HN53[ ] That the sentence imposed accorded with the 
Guidelines recommendation does not automatically 
render it reasonable. See United States v. Dorvee, 616 
F.3d 174, 182 (2d Cir. 2010). The Guidelines are, 
however, themselves a factor that Congress has 
directed district courts to consider. 18 U.S.C. § 
3553(a)(4)(A). Moreover, as the considered judgment of 
the United States Sentencing Commission, they bear on 
the other factors that Congress has required courts to 
evaluate, including the need to reflect the seriousness of 
the offense, id. § 3553(a)(2)(A), to provide adequate 
deterrence, id. § 3553(a)(2)(B), and, because they are 
considered by all judges throughout the federal system, 
the need to "avoid unwarranted sentence disparities 
among defendants with similar records who have been 
found guilty of similar conduct," id. § 3553(a)(6).

Accordingly, while a life sentence for selling drugs alone 
would give pause, we would be hard put to find such a 

Road, there were 156 listings for forged identity documents on 
the site. The specific computer hacking tools available 
included software for compromising usernames and 
passwords of electronic accounts, including email and 
Facebook; Remote Access Tools ("RATs") that allow hackers 
to obtain remote access to a victim's computer, including 
turning on and using the computer's webcam; keyloggers, 
which allow a user to monitor keystrokes inputted by a victim 
to discern their passwords and other sensitive information; and 
Distributed Denial of Service ("DDoS") tools, which allow 
hackers to disable websites by flooding networks with 
malicious Internet traffic. Silk Road also offered money 
laundering services through vendors who sold U.S. currency 
and anonymous debit cards. Because the adjusted offense 
levels for those groups of offenses were substantially lower 
than the offense level for the drug group, they did not 
contribute to Ulbricht's overall offense level. In assessing the 
substantive reasonableness of the sentence imposed, 
however, it is well to remember that the sentence 
encompassed Ulbricht's role not only in the distribution of 
controlled substances, but in a wide variety of other criminal 
offenses as well.

sentence beyond the bounds of reason for drug crimes 
of this magnitude.67 But the facts of  [*131]  this case 
involve much more than simply facilitating the sale of 
narcotics. The district court found by a preponderance 
of the evidence that Ulbricht commissioned at least five 
murders in the course of protecting Silk Road's 
anonymity, a finding that Ulbricht does [**121]  not 
challenge in this appeal.68 Ulbricht discussed those 
anticipated murders callously and casually in his journal 
and in his communications with the purported assassin 
Redandwhite. For example, in connection with the first 
hit, he wrote to Redandwhite that "FriendlyChemist is a 
liability and I wouldn't mind if he was executed." Tr. 
1822. In the course of negotiating the price for the 
killing, DPR claimed that "[n]ot long ago, I had a clean 
hit done for $80k," id. at 1883, but that he had "only ever 
commissioned the one other hit, so I'm still learning this 
market," id. at 1884. He then paid $150,000 in Bitcoins 
for the murder, and he received what purported to be 
photographic documentation if its completion. Ulbricht 
then wrote in his journal that he "[g]ot word that the 
blackmailer was executed," id. at 1887, before returning 
quickly to other tasks associated with running the site.

In negotiating the other four killings, Ulbricht initially 
resisted multiple murders. He instructed Redandwhite to 
"just hit Andrew [usernames Tony76 and 
nipplesuckcanuck] and leave it at that." Id. at 1897. 
Redandwhite said he could do it for "150 just like last 
time," but that he would not be able to recover any of 
DPR's money if he killed only [**122]  one person 
because he would have to commit the murder outside of 

67 Note that such a sentence is mandatory under federal law 
for selling just five kilograms of cocaine after two prior 
convictions for any felony narcotics offense, see 21 U.S.C. § 
841(b)(1)(A), and the Supreme Court has upheld against 
constitutional challenge a mandatory sentence of life 
imprisonment for selling 650 grams of cocaine, Harmelin v. 
Michigan, 501 U.S. 957, 111 S. Ct. 2680, 115 L. Ed. 2d 836 
(1991).
68 Ulbricht does not mention his orders for the commission of 
those murders until his reply brief. Even there, he does not 
argue that the district court erred in concluding that he 
deliberately commissioned those murders; rather, he claims 
instead only that the murders did not support a life sentence 
because they did not actually take place. But in evaluating 
Ulbricht's character and dangerousness, the most relevant 
points are that he wanted the murders to be committed, he 
paid for them, and he believed that they had been carried out. 
The fact that his hired assassin may have defrauded him does 
not reflect positively on Ulbricht's character. Commissioning 
the murders significantly justified the life sentence.
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the victim's home or office where he stored his funds. Id. 
If Ulbricht wanted him to recover money, the self-
professed assassin claimed, he would have to kill not 
only Tony76, but also his three associates. DPR 
responded that he would "defer to [Redandwhite's] 
better judgment and hope[d] [to] recover some assets" 
from the hit. Id. at 1899. He then sent $500,000 in 
Bitcoins, the agreed-upon price for four killings, to 
Redandwhite. As the district court stated in discussing 
Ulbricht's journal entries concerning these projected 
murders, his words are "the words of a man who is 
callous as to the consequences or the harm and 
suffering that [his actions] may cause others." App'x 
1521.

The record was more than sufficient to support the 
district court's reliance on those attempted murders in 
sentencing Ulbricht to life in prison. The attempted 
murders for hire separate this case from that of an 
ordinary drug dealer, regardless of the quantity of drugs 
involved in the offense, and lend further support to the 
district court's finding that Ulbricht's conduct and 
character were exceptionally destructive. That he was 
able to distance himself from the [**123]  actual violence 
he paid for by using a computer to order the killings is 
not mitigating. Indeed, the cruelty that he displayed in 
his casual and confident negotiations for the hits is 
unnerving. We thus cannot say that a life sentence was 
outside the "range of permissible decisions" under the 
circumstances. Cavera, 550 F.3d at 189.

 [*132]  Ulbricht's arguments on appeal have rhetorical 
power because of the sheer magnitude of his sentence, 
but they do not provide a legal basis for vacating that 
sentence as substantively unreasonable. He contends 
that the district court ignored the letters submitted on his 
behalf, thus failing to consider his positive contributions 
to his family and society as well as his potential 
productivity should he be released from prison. To the 
contrary, however, the district court "read each and 
every one of [the letters] with care," some "more than 
once." App'x 1534. Recognizing that the letters were 
"beautiful" and "profoundly moving," the district court 
observed that they reveal Ulbricht's human complexity. 
Id. at 1534-35. Nothing in the record supports the claim 
that the district court failed to recognize the importance 
of the letters, incorrectly discounted Ulbricht's more 
favorable characteristics, [**124]  or otherwise 
inappropriately dismissed their role in its sentencing 
determination.

Similarly, Ulbricht's argument that the district court 
ignored his contention that Silk Road reduced the 

harmful effects of drug crimes must be rejected. The 
district court thoroughly discussed Doctor X's role at Silk 
Road and Ulbricht's claims that the site reduced 
violence, overdoses, and other harms associated with 
drug trafficking, and concluded that they were 
unpersuasive. We see no error in its analysis, and 
Ulbricht's arguments concerning harm reduction do not 
render his sentence substantively unreasonable.

Ulbricht also claims that there is an unwarranted 
disparity between his sentence and the approximately 
17-month sentence that Peter Nash, a Silk Road 
administrator, received. Again, however, the district 
court considered the arguments concerning Nash's 
sentence and found them to be irrelevant to Ulbricht's 
crime because Nash was a low-level site administrator 
who pleaded guilty and cooperated with the 
government. Along those same lines, Ulbricht notes that 
Silk Road drug dealers received lower sentences than 
he did. For example, one such drug dealer received a 
ten-year sentence. The fact that [**125]  different people 
involved with the site received dramatically lower 
sentences does not mean that Ulbricht's own sentence 
was substantively unreasonable on the individual facts 
of his case.69 Ulbricht was the creator and head 
administrator of the site. That fact alone distinguishes 
his case from that of any individual seller or employee 
who used or worked for the site. Ulbricht profited from 
every sale on Silk Road, and he facilitated the acts of 
each drug dealer and drug organization that used it. 
Moreover, he attempted to commission at least five 
murders to protect his criminal enterprise. Those facts 
render his case distinguishable from those who 
committed other crimes using Silk Road or otherwise 
facilitated its operation.

Ulbricht next reiterates his argument that he was more 
like someone running a crack house than like a drug 
kingpin because he created the online platform that 
others used to sell drugs and was not himself a drug 
dealer.70 That argument also understates the vast 
extent of Silk Road's drug market, which had thousands 
of customers and trafficked in about $183  [*133]  

69 In his reply, Ulbricht references other instances in which 
people involved with Silk Road (and its apparent reincarnation, 
Silk Road 2.0) received significantly lower sentences. Ulbricht 
does not provide sufficient detail about those individuals' 
conduct, however, to permit meaningful comparisons with his 
case.
70 Ulbricht did sell drugs on Silk Road for at least some brief 
period of time, when he grew and sold hallucinogenic 
mushrooms to drum up interest in the site.
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million in illegal drugs. People may differ about whether 
"respectable" people who, acting as property 
owners, [**126]  money launderers, or other facilitators 
of crime for personal gain are less guilty than those who 
personally handle the narcotics. We cannot fault the 
district court for rejecting the argument that Ulbricht's 
contribution to the narcotics trade was inherently less 
culpable than that of the dealers who paid him to use 
Silk Road to complete their transactions.

Both the sentencing amici and Ulbricht further contend 
that the district court placed too much weight on the 
notion of general deterrence in meting out the life 
sentence. Specifically, Ulbricht fears that resorting to 
"general deterrence without any confining principles . . . 
guarantees that [the sentence] will create disparity." 
Appellant Br. 139. Amici also observe that academic 
studies counsel against placing too much emphasis on 
general deterrence in sentencing because severe 
criminal punishments do not actually decrease either 
supply or demand for illegal drugs. Further, according to 
amici, the threat of a long sentence does not deter 
criminal conduct more effectively than the threat of a 
shorter sentence. In his reply, Ulbricht identifies several 
lucrative dark markets that have emerged since Silk 
Road's demise in 2013. In [**127]  his view, the 
existence of multiple copycat Tor-based illegal 
marketplaces proves that general deterrence is illusory 
and that the district court placed too much weight on 
that factor.

Although those arguments have some support among 
scholars and researchers, HN54[ ] the ability of a 
sentence to "afford adequate deterrence to criminal 
conduct" is a factor that district courts are required by 
Congress to consider in arriving at the appropriate 
sentence. 18 U.S.C. § 3553(a)(2)(B); see United States 
v. Tran, 519 F.3d 98, 107 (2d Cir. 2008). Congress, 
moreover, has not concluded that the persistence of 
narcotics crimes is a reason to abandon the efforts to 
deter them by lengthy sentences. The district court 
observed that "general deterrence plays a particularly 
important role" in Ulbricht's case because Silk Road is 
"without serious precedent" and generated an unusually 
large amount of public interest. App'x 1532-33. The 
court thus carefully analyzed the role that general 
deterrence played in Ulbricht's individual case. At the 
same time, it is evident from the sentencing transcript 
that general deterrence was "just one element in the 
[district court's] analysis," id. at 1533, and the district 
court considered many other factors before sentencing 
Ulbricht to life in prison. Thus, the [**128]  factor of 
general deterrence, "as explained by the district court, 

can bear the weight assigned it under the totality of 
circumstances in this case." Rigas, 583 F.3d at 122.

Finally, Ulbricht and amici point out that life sentences 
are rare in the federal system, typically reserved for 
egregious violent crimes, thus rendering Ulbricht's 
sentence substantively unreasonable.71 Moreover, 
according to amici, life sentences are normally imposed 
in cases where that is the district judge's only 
sentencing option. Thus, they claim that Ulbricht's life 
sentence is substantively unreasonable in the context of 
the federal system, where life sentences are particularly 
rare for those with no criminal history  [*134]  who are 
convicted of drug crimes.72

We agree with Ulbricht that life sentences are 
extraordinary and infrequent, which is as it should be. 
But the rarity of life sentences does not mean that the 
imposition of such a sentence in this case is 
substantively unreasonable under our law. Each case 
must be considered on its own facts and in light of all of 
the circumstances of a particular offense as well as 
other relevant conduct, which, in this case, includes five 
attempted murders for hire. As we have [**129]  
described, the district court carefully considered 
Ulbricht's offense, his personal characteristics, and the 
context for his crimes, recognizing that only exceptional 
cases justify such a severe sentence. Although we 
might not have imposed the same sentence ourselves in 
the first instance, on the facts of this case a life 
sentence was "within the range of permissible 
decisions" that the district court could have reached. 
Rigas, 583 F.3d at 122.

71 Amici also claim that Ulbricht's life sentence violates the 
Eighth Amendment's ban on cruel and unusual punishment. 
That argument is plainly incorrect in light of binding Supreme 
Court precedent to the contrary. See Harmelin, 501 U.S. 957, 
111 S. Ct. 2680, 115 L. Ed. 2d 836.

72 In his reply, Ulbricht raises a distinct but related argument 
for the first time. He argues that "concurrences from Supreme 
Court opinions and dissents from denials of certiorari suggest[] 
that judicial factfinding violates a defendant's constitutional 
right to a jury trial where the factfinding renders reasonable an 
otherwise substantively unreasonable sentence." Reply Br. 60. 
For that proposition, he cites United States v. Hebert, 813 F.3d 
551, 563 (5th Cir. 2015), cert. denied, 137 S. Ct. 37, 196 L. 
Ed. 2d 26 (2016), Jones v. United States, 135 S. Ct. 8, 190 L. 
Ed. 2d 279 (2014) (Scalia, J., dissenting from denial of 
certiorari), and United States v. White, 551 F.3d 381, 386 (6th 
Cir. 2008) (Merritt, J., dissenting). His argument, however, has 
no support in existing law.

858 F.3d 71, *133; 2017 U.S. App. LEXIS 9517, **125
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We do not reach our conclusion lightly.73 A life sentence 
is the second most severe penalty that may be imposed 
in the federal criminal justice system. "The size of 
[Ulbricht's] sentence alone [therefore] counsels our 
careful, searching review of it." United States v. Brown, 
843 F.3d 74, 85 (2d Cir. 2016) (Sack., J., concurring). 
Courts have the power to condemn a young man to die 
in prison, and judges must exercise that power only in a 
small number of cases after the deepest thought and 
reflection. Of course, any "sentencing proceeding is a 
solemn occasion at which the judge has the weighty 
duty of determining the fate of another human being." 
United States v. Alcantara, 396 F.3d 189, 199 (2d Cir. 
2005). We must be especially sensitive to that duty 
where the most severe sentences are in question. The 
district court gave Ulbricht's sentence the thorough 
consideration that it required, [**130]  reviewing the 
voluminous sentencing submissions, analyzing the 
factors required by law, and carefully weighing Ulbricht's 
mitigating arguments. The extraordinarily detailed 
sentencing transcript shows that the district court 
appreciated its important responsibility in considering a 
sentence of such magnitude and carried out that 
responsibility with care and prudence. Under the law, 
we cannot say that its decision was substantively 
unreasonable.

 [*135]  CONCLUSION

For the foregoing reasons, we AFFIRM the judgment of 
the district court in all respects.

End of Document

73 The life sentence is particularly severe because, as in all 
federal cases, Ulbricht will never be eligible for parole. Unlike 
state sentences in jurisdictions permitting a sentence of, for 
example, "25 years to life," there is no automatic 
reconsideration of this sentence, or of whether an offender has 
reformed, after any lengthy period of incarceration. We note 
that, particularly in the case of a young offender, the prisoner 
will all but certainly change (for better or worse) after many 
years of incarceration. In a system without parole, however, a 
sentencing court is forced to exercise its best judgment to 
predict whether a sentence of life imprisonment or one of 25, 
30, or 50 years is required to serve the purposes of 
sentencing, without the option of deferring that judgment to a 
point at which the effects of incarceration, and the passage of 
time, will be more apparent.
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Footnotes

1 The Court notes that Nasdaq's decision was subsequently set aside on review by the Securities Exchange
Commission (“SEC”). See In re Application of CleanTech Innovations, Inc., Exchange Act Release No. 69968,
2013 WL 3477086 (Jul. 11, 2013).

2 Following the Hearing and at the Court's direction, the Government submitted for the Court's reference a
binder containing all documentary and electronic exhibits entered into evidence by the parties. The index to
that binder is being filed concurrently with this Opinion and Order as Court Exhibit 1.

3 In roughly the same timeframe and further reflecting the shifting focuses of the Government's investigation
and its evolving theories of its case, AUSA Massey became aware through conversations with FBI analysts
that some of the electronic data recovered during the Searches—including data that the Government had
already shared with the SEC to aid its parallel of investigation of Wey—included documents of “a purely
personal nature,” such as “spreadsheets reflecting family medical issues.” Def. Ex. 4 (May 3, 2013 e-mail
memorandum to file by Massey); Hearing Tr. 77:8–78:4. In a May 2013 memorandum to file, Massey
rationalized the seizure of such documents as “within the scope the warrant because Wey's tax returns are
relevant documents because we believe he committed tax fraud, and he claimed large medical deductions
most years.” Def. Ex. 4; Hearing Tr. 79:5–20. Once again, neither tax fraud nor any other scheme involving
medical deductions was presented to Magistrate Judge Dolinger or communicated to the Search teams as
a current subject of Government interest at the time of the Searches. See, e.g., Hearing Tr. 78:17–79:16,
80:7–14.

4 As a threshold matter, a defendant “seeking to suppress the fruits of a search by reason of a violation of
the Fourth Amendment” generally “must show that he had a ‘legitimate expectation of privacy’ in the place

searched.” United States v. Hamilton, 538 F.3d 162, 167 (2d Cir. 2008) (quoting Rakas v. Illinois,
439 U.S. 128, 143, 99 S.Ct. 421, 58 L.Ed.2d 387 (1978)). “Where the premises searched is a business,
defendants seeking suppression must establish both that they are associated with the business and that
they have a legitimate expectation of privacy in the part of the business that was searched.” United States

v. Kazarian, 10–cr–895, 2012 WL 1810214, *18 (S.D.N.Y. May 18, 2012) (citing O'Connor v. Ortega, 480
U.S. 709, 718, 107 S.Ct. 1492, 94 L.Ed.2d 714 (1987)). Here, the parties do not appear to dispute that Wey
has standing to challenge the Search of his residence or the Search of the offices of NYGG, a private firm
of which Wey was founder and chief executive officer.

5 As the Government correctly observes, the Second Circuit's Galpin decision, cited above, post-dates the
Searches at issue. See Government's Memorandum of Law in Opposition to Defendant Benjamin Wey's
Motions to Suppress Evidence, Prevent a Privilege Review, Dismiss the Indictment, Take His Co–Defendant's
Deposition Abroad, and Strike References to Aliases, Dkt. No. 53 (“Opp.”), at 30. The Court does not

view that fact as material to its analysis of the Warrants. It may be true that prior to Galpin, the Circuit
had not necessarily articulated one “settled formula for determining whether a warrant lacks particularity.”

Zemlyansky, 945 F.Supp.2d at 453. Still, the requirements outlined in Galpin are hardly novel, and
each had been clearly idenfitied on an individualized basis well prior to the advent of the comprehensive
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Galpin framework—and, more importantly, well prior to the Searches. Indeed, the Galpin Court itself cited
at least one earlier Circuit decision in support of each requirement it enumerated and in no way purported to

break any ground in marshalling that law. 720 F.3d at 445–446. Still further, well before Galpin, courts
in this District surveying the particularity case law consistently recognized at least two discrete “factors” that

“tend to define a warrant's insufficient particularity.” See, e.g., United States v. Vilar, 05–cr–621, 2007 WL
1075041, at *21–22 (S.D.N.Y. Apr. 4, 2007) (collecting cases). Those factors substantially track the two item-

related requirements explicitly set forth in Galpin: (i) the failure to “tell[ ] the searching officers for what
crime the search is being undertaken” and (ii) the inclusion of “general catch-all paragraph[s] or provision[s],

often ... authorizing the seizure of ‘any and all records’ of a particular type.” Vilar, 2007 WL 1075041,

at *21–22 (internal quotation marks and citations omitted) (collecting cases); see also Zemlyansky, 945

F.Supp.2d at 453–54 (same). Accordingly, the Court is satisfied that the intervention of the Galpin decision
is of no particular moment on this point one way or the other.

6 Nor, on a similar note, does the Warrants' single passing reference to seizing “property purchased with the
proceeds of fraud,” NYGG Warrant Ex. A. ¶ 10, substitute for the requisite identification of the crime under

investigation. See, e.g., United States v. Vilar, 2007 WL 1075041, at *22 (“oblique reference” in warrant
rider to “ ‘participants in fraud schemes’ ” could not cure warrant's failure to “indicate what specific acts of

wrongdoing are being investigated”); see also Galpin, 720 F.3d at 445 n.5 (because the “purpose” of the
requirement that the crime be identified is “to minimize the discretion of the executing officer, other Circuits
have held that even warrants that identify catchall statutory provisions, like the mail fraud or conspiracy
statutes, may fail to comply with this aspect of the particularization requirement”) (collecting cases).

7 Other courts in this Circuit have concluded that similarly expansive categories of documents rendered

warrants constitutionally deficient. See, e.g., United States v. Bianco, 998 F.2d 1112, 1115–1116 (2d Cir.
1993) (warrant for home authorizing seizure of “[n]otes, ledgers, envelopes, papers, and records containing
initials, names, addresses, dollar amounts, codes, figures, and the like” was insufficiently particularized

especially when such items were not “tied to particular crimes”), abrogated on other grounds by Groh,

540 U.S. at 557, 124 S.Ct. 1284; Buck, 813 F.2d at 591 (warrant consisting entirely of “general boilerplate
terms, without either explicit or implicit limitation on the scope of the search” was insufficiently particularized);

Zemlyansky, 945 F.Supp.2d at 457–59 (no particularity where warrant authorized seizure of, among other
things, “checks, cash, and other financial instruments,” “bank account information,” “calendars and patient

appointment records,” and “records related to patient care”); Hernandez, 2010 WL 26544, *10 (warrant
to search business offices likely lacked particularity because it “could have encompassed most all of the

business records on the premises”); Vilar, 2007 WL 1075041, at *22–23 (warrant provision authorizing
seizure of all “corporate records” concerning the occupant of the premises and its affiliates reflected “patent

lack of particularity,” notwithstanding inclusion of illustrative list of items); United States v. Hickey, 16
F.Supp.2d 223, 237–241 (E.D.N.Y. 1998) (warrant authorizing seizure of “all business records” of four
companies, “including but not limited to” approximately fifty individually listed generic items, was deficient);

United States v. Gigante, 979 F.Supp. 959, 966 (S.D.N.Y. 1997) (warrant provision permitting seizure of
“financial, banking, safe deposit, investment, asset, tax, bookkeeping, and accounting records,” along with
“underlying, supporting, and related documentation,” of “or referring or relating to” several named individuals
lacked particularity).
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8 USA Massy conceded at the Hearing that he had read portions of the Government's briefing on Wey's
suppression motion and was aware that it was pressing an argument based on the all-records exception.
Hearing Tr. 32:22–33:4.

9 “[W]hen multiple officers are involved in an illegal search, ‘it is necessary to consider the objective
reasonableness, not only of the officers who eventually executed a warrant, but also of the officers
who originally obtained it or who provided information material to the probable-cause determination.’ ”

Zemlyansky, 945 F.Supp.2d at 476 (internal brackets omitted) (quoting Leon, 468 U.S. at 923 n.24,
104 S.Ct. 3405).

10 Invoking this reasoning, Wey advances the threshold argument that the Warrants are so facially deficient
that the good faith exception is, essentially, unavailable to the Government. Supp. Br. at 3–5. Because, as
discussed further below, the Court concludes that the good faith exception has no application to this case
under even the arguably more generous interpretation of the doctrine signaled by more recent Supreme Court
and Second Circuit decisions, it need not, and does not, address that argument.

11 Zemlyansky, 945 F.Supp.2d at 468.
12 Because the Court reaches this conclusion with respect to the Warrants' lack of particularity, it does not

separately consider—to the extent that it would implicate an independent analysis—whether an objectively
reasonable officer could have relied on the Warrants notwithstanding their overbreadth.

13 All of this assumes that even a thorough and detailed briefing on the contemplated limits of the Magistrate
Judge's authorization could potentially bring the otherwise constitutionally infirm search within the good faith
exception—a proposition about which at least one court in this District has expressed considerable doubt. See

Zemlyansky, 945 F.Supp.2d at 473–74 (recognizing both that a “briefing session generates substantial
room for slippage between the magistrate's authorization and the searching officers' understanding of their

authority” and that the “historic notice function served by a lawful warrant,” as emphasized in Groh, would
“fall by the wayside if officers could claim good faith each time” they had simply “been briefed about the

affidavit” before the search); see also Vilar, 2007 WL 1075041, at *8, 22 n.13 (notwithstanding pre-search
briefing, there was “no certainty that all members of the search team were aware of the limits, if any, to be
read into the Warrant from the supporting documents”).

14 At the Hearing (which, of course, the Court explicitly convened to address the good faith question), Komar
changed his tune, testifying that he relied primarily on his “knowledge of the case” rather than on “search
materials”—an assertion the Court found less than persuasive. Hearing Tr. 153:13.

15 That is to say nothing of the more than 100,000 electronic documents ultimately seized by the Government,
examples of which—to the Court's understanding—have largely not been put before it.

End of Document © 2020 Thomson Reuters. No claim to original U.S. Government Works.
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Why Rely on the Fourth Amendment To Do the Work 
of the First? 
Alex Abdo  

abstract.  Modern surveillance threatens not only individual privacy but also the freedom 
to dissent. Yet for a variety of reasons, American courts almost always evaluate the lawfulness of 
government surveillance solely through the lens of the Fourth Amendment rather than the First 
Amendment. This Essay explains why we should not expect the Fourth Amendment to ade-
quately protect First Amendment interests, and it briefly sets out how the First Amendment 
might once again become a bulwark against overreaching government surveillance. 
 

Government surveillance implicates the freedom of speech as well as the 
right to privacy, and yet our courts usually evaluate the lawfulness of govern-
ment surveillance solely through the lens of the Fourth Amendment rather 
than the First. Is that approach defensible? 

This term in Carpenter v. United States, for example, the Supreme Court will 
consider whether the warrantless and long-term collection of an individual’s 
“cell site location information,” revealing the movements and locations of the 
user, violates the Fourth Amendment.1 But the case has clear implications for 
First Amendment freedoms, too—particularly the ability to express dissent. 
Dissent’s fragile lifecycle—from formulation to ferment—requires privacy and 
o"en confidential association to flourish. Warrantless location tracking threat-
ens these conditions, exposing to the government both the participants that in-
itiate and the private places that incubate dissent. And yet the legal fight in 

 

1. 819 F.3d 880 (6th Cir. 2016), cert. granted, 137 S. Ct. 2211 (mem.) (June 5, 2017) (No. 16-
402). 
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Carpenter and many other surveillance cases is taking place almost entirely on 
Fourth Amendment grounds. 

This trend is problematic because the Fourth Amendment is not up to the 
task of safeguarding dissent from the threat of new technology. As explored be-
low, the Fourth Amendment di,ers from the First substantially in both its cov-
erage and the strength of its protections. First, Fourth Amendment doctrine 
addresses invasions of privacy, not speech, and has been held to ignore a whole 
class of surveillance—the collection of third-party records—with significant 
implications for expression. Second, unlike the First Amendment, the Fourth 
Amendment is o"en blind to the cumulative e,ect of invasions of privacy that 
are small in isolation but substantial in combination. Third, and relatedly, the 
Fourth Amendment tends to focus narrowly on individual harms, not collective 
or societal ones. Fourth, even when it does apply, the Fourth Amendment 
o,ers much weaker protection than does the First, which requires a heightened 
government interest and means narrowly tailored to that interest. Finally, 
Fourth Amendment doctrine has been developed largely in the context of crim-
inal prosecutions, in which both the claimants and the relief available tend to 
generate judicial antipathy. 

In other words, we should not expect the Fourth Amendment to pull dou-
ble constitutional duty, and yet courts routinely act as though it can. The result 
is that First Amendment freedoms are o"en at the mercy of a Fourth Amend-
ment doctrine not designed to protect them. The time may have come to fully 
disentangle the two legal regimes to more fully recognize, as one court has said, 
that “the First Amendment requires a di,erent analysis, applying di,erent legal 
standards,” than the Fourth.2 

This Essay sketches out that argument. Part I describes the state of surveil-
lance in the United States and its e,ect on dissent. Part II argues that we 
should not expect the Fourth Amendment to protect dissent and other First 
Amendment freedoms against the threat of modern surveillance. And Part III 
briefly describes how a First Amendment surveillance doctrine might di,er 
from the current Fourth Amendment framework. 

 

2. Tabbaa v. Cherto,, 509 F.3d 89, 102 n.4 (2d Cir. 2007) (“[D]istinguishing between inci-
dental and substantial burdens under the First Amendment requires a di,erent analysis, ap-
plying di,erent legal standards, than distinguishing what is and is not routine in the Fourth 
Amendment border context.”). 
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i .  surveillance and dissent 

A. The State of Modern Surveillance 

Government surveillance has always threatened the freedom of speech and 
dissent. As the Supreme Court has said: “O-cial surveillance, whether its pur-
pose be criminal investigation or ongoing intelligence gathering, risks in-
fringement of constitutionally protected privacy of speech.”3 

This risk is compounded by modern surveillance capabilities, which have 
reached a tipping point. Their recent evolution has been not incremental, but 
abrupt. The crucial advance of modern surveillance has been the development 
of inexpensive automation. Where before the government had to rely on hu-
man agents or informants to spy, today it spies through a proliferating network 
of unsleeping sensors. And where before agents had to manually review what 
they collected, today they use computers to make sense of their harvest.4 The 
government’s appetite for digitally collected data has grown in conjunction 
with its capabilities for collection and analysis. And, when law enforcement 
agencies cannot sate that appetite directly, they feast, instead, on data accumu-
lated by private companies.5 

The result of these advances is that, for the first time in human history, the 
government can now engage in nearly pervasive surveillance of the public. We 
have seen a glimpse of that reality already, through Edward Snowden’s disclo-
sures to the press of the breathtaking scope of surveillance by the National Se-
curity Agency6 and recent reports on law enforcement’s expanding use of new 
and invasive technologies like cell-site simulators,7 automated license plate 

 

3. United States v. U.S. Dist. Court (Keith), 407 U.S. 297, 320 (1972). 
4. See infra notes 6-8 and accompanying text. 
5. See American Civil Liberties Union, You Are Being Tracked: How License Plate Readers Are Be-

ing Used to Record Americans’ Movements 28-29 (July 2013), http://www.aclu.org/files/assets
/071613-aclu-alprreport-opt-v05.pdf [http://perma.cc/K9CD-K9NF]. 

6. Edward Snowden: Leaks that Exposed US Spy Programme, BBC (Jan. 17, 2014), http://www
.bbc.com/news/world-us-canada-23123964 [http://perma.cc/F5VY-EJX6]. 

7. Cell-site simulators are devices that imitate cell towers to gather information on potentially 
thousands of nearby cellphones in order to locate a specific cellphone. See Devlin Barrett, 
Americans’ Cellphones Targeted in Secret U.S. Spy Program, WALL ST. J. (Nov. 13, 2014), 
http://www.wsj.com/news/article_email/americans-cellphones-targeted-in-secret-u-s-spy 
-program-1415917533-lMyQjAxMTI0NTEwNDAxMTQwWj [http://perma.cc/8R5W 
-DMY8]; Nicky Woolf, Stingray Documents O!er Rare Insight into Police and FBI Surveillance, 
GUARDIAN (Aug. 26, 2016), http://www.theguardian.com/us-news/2016/aug/26/stingray 
-oakland-police-.i-surveillance [http://perma.cc/SBA9-8CXR] (“[A]t least 66 state and 
federal agencies are now known to use the devices, including the IRS, as well as dozens of 
state and local police departments.”); Kim Zetter, California Police Used Stingrays in Planes to 
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readers,8 pervasive aerial surveillance systems,9 and facial-recognition data-
bases.10 

The trend in technology is to reduce virtually everything we do to digital 
data. Our cellphones are livestreams of our locations; our internet-usage histo-
ries are unintended journals of our thoughts; our e-mails are o"en-permanent 
records of once-ephemeral conversations. Newer technologies digitize even 
more of our lives: smart watches, smart TVs, smart refrigerators, smart cars, 
and a host of other internet-connected devices have made The Wizard of Oz’s 
technicolor transition seem impossibly quaint. 

Whether by warrant, subpoena, or some other demand, the government 
can access more data about us than ever before. 

B. The Cost to Dissent 

Many commentators have explained that this new surveillance state of 
a,airs comes at considerable cost to the freedom to dissent.11 
 

Spy on Phones, WIRED (Jan. 27, 2016), http://www.wired.com/2016/01/california-police 
-used-stingrays-in-planes-to-spy-on-phones [http://perma.cc/69ST-P74S]. 

8. Automated license plate readers are cameras a-xed to police cars or to roadside infrastruc-
ture that automatically scan every license plate they see and note the exact time and location 
of the scan. See American Civil Liberties Union, supra note 5, at 2 (reporting that automatic 
license plate readers “have been proliferating around the country at worrying speed”); id. at 
20 (showing license plate information retention periods of various jurisdictions); id. at 25 
(“The Wall Street Journal reported in 2012 that, over the past five years, the Department of 
Homeland Security distributed over $50 million in grants to fund the acquisition of license 
plate readers.”). 

9. One such surveillance system is capable of tracking the movements (although not identify-
ing features) of every car and person in a thirty-square-mile area. See Monte Reel, Secret 
Cameras Record Baltimore’s Every Move from Above, BLOOMBERG BUSINESSWEEK (Aug. 23, 
2016), http://www.bloomberg.com/features/2016-baltimore-secret-surveillance [http://
perma.cc/JJW3-M7MS]; see also Andrea Peterson, FBI Spy Planes Used Thermal Imaging Tech 
in Flights over Baltimore a"er Freddie Gray Unrest, WASH. POST (Oct. 30, 2015), http://www
.washingtonpost.com/news/the-switch/wp/2015/10/30/.i-spy-planes-used-thermal 
-imaging-tech-in-flights-over-baltimore-a"er-freddie-gray-unrest [http://perma.cc/N2YZ 
-U73S] (discussing the use of thermal imaging cameras from surveillance aircra" to monitor 
protests). 

10. The FBI and state and local agencies now routinely use facial-recognition technology as a 
“virtual, perpetual line-up” of the estimated 117 million Americans whose faces are in facial-
recognition databases. Clare Garvie et al., The Perpetual Line-Up: Unregulated Police Face 
Recognition in America, GEO L. CTR. ON PRIVACY & TECH. (Oct. 18, 2016), http://www.
perpetuallineup.org [http://perma.cc/T3S7-W2NA]. 

11. BERNARD E. HARCOURT, EXPOSED (2015) (asserting that today’s digital landscape and data 
collection apparatus is building an “expository state” that is breaking down boundaries be-
tween individuals and the state and encumbering our freedom); Neil M. Richards, The Dan-
gers of Surveillance, 126 HARV. L. REV. 1934, 1950 (2013). 
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Dissent requires breathing space: to formulate dissenting ideas, to test and 
debate those ideas with close associates, to expand the association into a 
movement, and finally to air grievances publicly, to convince fellow citizens, 
and to e,ect political change. 

Expansive modern surveillance threatens this fragile process at each stage 
of development. The threats are most visible at the final stage, when dissidents 
take their message to the public. Modern surveillance empowers the govern-
ment to identify and respond to that public outreach earlier and more quickly 
than ever before. 

As the government’s surveillance capabilities grow, the threat to dissent 
reaches earlier into its lifecycle. John Milton described the prior restraint of 
publication as the abortion of one’s “intellectual[] o,-spring.”12 Pervasive sur-
veillance can have the same abortive e,ect. When people are watched or fear 
that they might be watched, they change their behavior. This is why we close 
our curtains, password-protect our emails, and clear our internet browsing his-
tory. But because we cannot guard against all forms of modern surveillance 
(most digital “curtains” require technical savvy to use), some amount of self-
censorship is inevitable.13 

The most insidious threat that expansive surveillance poses reaches even 
earlier into the lifecycle of dissent. For a thought to be birthed in a Miltonian 
sense, it must first be conceived, and here pervasive surveillance has a contra-
ceptive e,ect. Those watched change not only their behavior; they change their 
thinking, too, so that they do not even conceive the thoughts that would be-
come their “intellectual o,spring.” This is what Neil Richards calls the “nor-
malizing gaze of surveillance,”14 and it is perhaps analogous to the “observer 
 

12. JOHN MILTON, Areopagitica: A Speech of Mr. John Milton for the Liberty of Unlicenc’d Printing, to 
the Parliament of England, reprinted in AREOPAGITICA AND OTHER POLITICAL WRITINGS OF 
JOHN MILTON 3, 13 (Liberty Fund ed., 1999) (1644) (“Till then Books were ever as freely 
admitted into the world as any other birth; the issue of the brain was no more stifl[e]d than 
the issue of the womb: no envious Juno sat cross-leg[ge]d over the nativity of any man’s in-
tellectual[] o,-spring . . . .”). 

13. See, e.g., Americans’ Privacy Strategy Post-Snowden, PEW RES. CTR. 4 (Mar. 16, 2015), http://
www.pewinternet.org/files/2015/03/PI_AmericansPrivacyStrategies_0316151.pdf [http://
perma.cc/D54F-G343] (finding that that 22% percent of American adults—about 54 million 
people—have changed their online behavior “a great deal” or “somewhat” a"er learning of 
the scope of U.S. government surveillance, with those most informed changing their behav-
ior most); Chilling E!ects: NSA Surveillance Drives U.S. Writers to Self-Censor, PEN  
AM. CTR. 6 (Nov. 12, 2013), http://pen.org/sites/default/files/Chilling%20E,ects_PEN
%20American.pdf [http://perma.cc/WXP6-HNPL] (finding that 28% of American writers 
had curtailed their use of social media and, more troublingly, that 24% had “deliberately 
avoided certain topics in phone or email conversations” and that 16% had avoided “writing 
or speaking about a particular topic”). 

14. Richards, supra note 11. 
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e,ect” in physics. Unobserved, a citizen’s thoughts—like particles—follow their 
own path. But the more closely watched they become, the more their possible 
paths are determined by the very act of observation.15 

i i .  the fourth amendment’s inadequate protection of 
first amendment interests 

Though expansive surveillance threatens free speech and dissent, courts 
typically evaluate the constitutionality of surveillance solely with reference to 
Fourth Amendment doctrine. 

This is not categorically the case. In the late 1950s and early 1960s, the Su-
preme Court issued a string of seminal decisions rejecting subpoenas or other 
compulsory disclosures that would have exposed the membership of organiza-
tions central to the civil rights movement. The decisions invoked the First 
Amendment, finding the chilling e,ect of disclosure obvious and unconstitu-
tional.16 Since that time, many lower courts have questioned and sometimes 
invalidated subpoenas on similar grounds where they would expose and chill 
protected associations.17 

 

15. See, e.g., Jonathon W. Penney, Chilling E!ects: Online Surveillance and Wikipedia Use, 31 
BERKELEY TECH. L.J. 117, 161 (2016) (finding, in a sophisticated study of self-censorship fol-
lowing the Snowden disclosures, a “large, statistically significant, and immediate drop in to-
tal views” of certain politically controversial Wikipedia articles, as well as a “broad and sta-
tistically significant shi" in the overall trend in the data” that “suggests any chilling e,ects 
observed may be substantial and long-term”); Americans’ Privacy Strategy Post-Snowden, su-
pra note 13, at 4 (finding that that about 17% of American adults who are aware of govern-
ment surveillance programs had changed their use of internet search engines); Chilling 
E!ects, supra note 13, at 6 (finding that 16% of the American authors polled had “refrained 
from conducting Internet searches or visiting websites on topics that may be considered 
controversial or suspicious” and that another 12% had “seriously considered” doing the 
same). 

16. See Shelton v. Tucker, 364 U.S. 479, 485-86 (1960) (“[T]o compel a teacher to disclose his 
every associational tie is to impair that teacher’s right of free association, a right closely allied 
to freedom of speech and a right which, like free speech, lies at the foundation of a free soci-
ety.”); NAACP v. Alabama, 357 U.S. 449, 462-63 (1958) (“[W]e think it apparent that com-
pelled disclosure of petitioner’s Alabama membership is likely to a,ect adversely the ability 
of petitioner and its members to pursue their collective e,ort to foster beliefs which they 
admittedly have the right to advocate, in that it may induce members to withdraw from the 
Association and dissuade others from joining it because of fear of exposure of their beliefs 
shown through their associations and of the consequences of this exposure.”); see also Bates 
v. City of Little Rock, 361 U.S. 516 (1960) (holding the same, in Arkansas). 

17. See, e.g., FEC v. Larouche Campaign, 817 F.2d 233, 234-45 (2d Cir. 1987) (quashing a sub-
poena for campaign records that would “compromise the privacy of individual political asso-
ciations”); Local 1814 v. Waterfront Comm’n of N.Y. Harbor, 667 F.2d 267, 270-71 (2d Cir. 
1981) (approving of a subpoena for union members’ names, a"er substantial narrowing to 
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Nevertheless, judicial application of the First Amendment to state surveil-
lance demands has generally been narrow. The courts have analyzed more tra-
ditional surveillance challenges—those involving physical or electronic searches 
and seizures, rather than compelled disclosure—primarily in Fourth Amend-
ment terms. 

In Zurcher v. Stanford Daily, for example, the Supreme Court recognized the 
free speech implications of a warrant authorizing the seizure of photographs 
directly from a newspaper’s o-ces, but it held that those concerns were ad-
dressed by the application of the Fourth Amendment’s requirements with 
“scrupulous exactitude.”18 Congress responded by enacting the Privacy Protec-
tion Act of 1980, which insulates journalists from certain searches and seizures, 
but the statute’s protections are narrow, and they are, of course, statutory ra-
ther than constitutional.19 

A few years later, the Supreme Court distilled its jurisprudence concerning 
the seizure of books and films, holding that while the First Amendment re-
quires scrupulous application of certain procedural protections, the seizures 
“should be evaluated under the same standard of probable cause used to review 
warrant applications generally.”20 About the same time, the Sixth Circuit broad-
ly stated that “physical surveillance consistent with Fourth Amendment protec-
tions in connection with a good faith law enforcement investigation does not 
violate First Amendment rights, even though it may be directed at communica-
tive or associative activities.”21 

 

accommodate First Amendment concerns); see also In re Grand Jury Subpoena to First Nat’l 
Bank, 701 F.2d 115 (10th Cir. 1983) (remanding for consideration of a First Amendment 
challenge to a subpoena for bank records of tax-protest groups). 

18. 436 U.S. 547, 564 (1978) (quoting Stanford v. Texas, 379 U. S. 476, 485 (1965)). 
19. See 42 U.S.C. §§ 2000aa, 2000aa-5 to 2000aa-7. The Act is limited in important respects. For 

instance, it does not apply if there is cause to believe that the journalist in question has 
committed an o,ense involving the “receipt, possession, or communication of information 
relating to the national defense, classified information, or restricted data.” Id. 
§ 2000aa(a)(1), (b)(1). 

20. New York v. P.J. Video, Inc., 475 U.S. 868, 875 (1986); see also id. at 873 (collecting cases). 
21. Gordon v. Warren Consol. Bd. of Educ., 706 F.2d 778, 781 n.3 (6th Cir. 1983) (citations 

omitted); see also United States v. Mohamud, 843 F.3d 420, 444 n.28 (9th Cir. 2016) (“Final-
ly, the district court correctly rejected Mohamud’s First Amendment challenge, as motions to 
suppress based on First Amendment violations are analyzed under the Fourth Amend-
ment.”); Defendants’ Memorandum of Law in Support of Motion to Dismiss the Complaint 
at 37, ACLU v. Clapper, 959 F. Supp. 2d 724 (S.D.N.Y. 2013), rev’d, 785 F.3d 787 (2d Cir. 
2015) (No. 13 Civ. 3994 (WHP)), 2013 WL 5221584 (“The law is clear that governmental in-
vestigations conducted in observance of Fourth Amendment requirements, without purpose 
to deter or penalize protected expression or association, do not violate the First Amend-
ment.”). 

365



why rely on the fourth amendment to do the work of the first? 

451 

Even in these contexts, the Supreme Court has recognized the overlapping 
concerns of the First and Fourth Amendments.22 But when it comes to actually 
analyzing the constitutionality of more traditional surveillance, courts tend to 
apply a traditional Fourth Amendment framework, asking whether the surveil-
lance constitutes a search or seizure within the meaning of the Fourth Amend-
ment and, if so, whether that search or seizure is reasonable.23 

The result is that the First Amendment freedoms of speech and of the press 
are o"en at the mercy of Fourth Amendment doctrine. It is critical to ask, then, 
whether current Fourth Amendment doctrine adequately protects those First 
Amendment rights. It does not. 

First, the Fourth Amendment protects against intrusions into privacy, not 
free speech. This is obvious, of course, given the substance of the Fourth 
Amendment, but it contradicts a seemingly necessary predicate of judicial deci-
sions analyzing First Amendment harms in exclusively Fourth Amendment 
terms. If the coverage of the two di,ers, why should we expect defense of one 
to replace defense of the other? Why, in other words, should an amendment 
historically focused on the sanctity of the home and other personal e,ects dis-
place application of an amendment directed at expression? 

One glaring example of this mismatch in coverage is the third-party doc-
trine, through which courts have interpreted the Fourth Amendment to be 
blind to the seizure of data held by third parties. There is no obvious reason 
why the First Amendment should be similarly indi,erent, and historically, it 
has not been. The seminal Supreme Court cases quashing subpoenas directed 
at identifying civil rights activists were, a"er all, First Amendment cases. But 
there are signs that the third-party doctrine is now distorting First Amendment 
doctrine, too. A district court considering a challenge to the NSA’s bulk collec-
tion of call records held both that the Fourth Amendment does not apply be-
cause of the third-party doctrine and that the government’s argument that the 
First Amendment should not apply either was “well-supported.”24 The court 
ultimately dodged the question, but it appeared persuaded that the First 
 

22. See, e.g., United States v. U.S. Dist. Court (Keith). 407 U.S. 297, 313 (1972) (“National secu-
rity cases, moreover, o"en reflect a convergence of First and Fourth Amendment values not 
present in cases of ‘ordinary’ crime.”); id. at 314 (“The price of lawful public dissent must 
not be a dread of subjection to an unchecked surveillance power. Nor must the fear of unau-
thorized o-cial eavesdropping deter vigorous citizen dissent and discussion of Government 
action in private conversation. For private dissent, no less than open public discourse, is es-
sential to our free society.”). 

23. But see Tabbaa v. Cherto,, 509 F.3d 89, 102 n.4 (2d Cir. 2007) (“[D]istinguishing between 
incidental and substantial burdens under the First Amendment requires a di,erent analysis, 
applying di,erent legal standards, than distinguishing what is and is not routine in the 
Fourth Amendment border context.”). 

24. Am. Civil Liberties Union v. Clapper, 959 F. Supp. 2d 724 (S.D.N.Y. 2013). 
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Amendment does not have force independent of the Fourth, thus suggesting 
that third-party possession eliminates First and Fourth Amendment protec-
tions.25 

The Supreme Court may revisit the third-party doctrine this term in Car-
penter, but the general point remains that the First and Fourth Amendments 
di,er in their coverage. 

Second, courts have sometimes taken a divide-and-conquer approach to 
privacy that is foreign to the First Amendment. Fourth Amendment doctrine 
tends to focus narrowly on individual harms, whereas First Amendment doc-
trine accounts for collective or societal ones. The Supreme Court has said many 
times that Fourth Amendment rights are “personal rights which, like some 
other constitutional rights, may not be vicariously asserted.”26 On this theory, 
courts have resisted aggregating “reasonable” invasions of the privacy of many 
individuals to find the invasions “unreasonable” in their totality.27 For example, 
the Foreign Intelligence Surveillance Court has held that an individual chal-
lenge to the NSA’s bulk collection of call records is not strengthened by the fact 
that the NSA collected everyone else’s call records as well. In that court’s words, 
“where one individual does not have a Fourth Amendment interest, grouping 
together a large number of similarly-situated individuals cannot result in a 
Fourth Amendment interest springing into existence ex nihilo.”28 

In contrast, courts applying the First Amendment give significant weight to 
the collective chilling e,ect on third parties not before the court. In Local 1814 v. 
Waterfront Commission of N.Y. Harbor, for instance, the Second Circuit slashed 
the number of longshoremen’s names that a state regulatory agency could sub-
poena in an investigation into union coercion out of concern that a broader 

 

25. Id. 
26. Rakas v. Illinois, 439 U.S. 128, 133-34 (1978) (quoting Brown v. United States, 411 U.S. 223, 

230 (1973)). 
27. See, e.g., United States v. Dionisio, 410 U.S. 1, 13 (1973) (“It does not follow that each wit-

ness may resist a subpoena on the ground that too many witnesses have been called.”); In re 
Grand Jury Proceedings: Subpoenas Duces Tecum, 827 F.2d 301, 305 (8th Cir. 1987) (“West-
ern Union’s overbreadth argument is based on its fear that the subpoena may make available 
to the grand jury records involving hundreds of innocent people. But the fourth amendment 
does not necessarily prohibit the grand jury from engaging in a ‘dragnet’ operation.”); De-
fendants’ Memorandum of Law in Support of Motion to Dismiss the Complaint at 37-40, 
Am. Civil Liberties Union v. Clapper, 959 F. Supp. 2d 724 (S.D.N.Y. 2013) (No. 1:13-cv-
03994). 

28. In re Application of the FBI for an Order Requiring the Production of Tangible Things from 
[redacted], BR 13-109, at 9 (FISA Ct. Aug. 29, 2013), http://www.fisc.uscourts.gov/sites
/default/files/BR%2013-109%20Order-1.pdf [http://perma.cc/ZTF2-DCM8]. 
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subpoena for more names “may have the practical e,ect of discouraging” union 
membership.29 

Third, and relatedly, courts have taken a similar divide-and-conquer ap-
proach to privacy even with respect to multiple privacy invasions of a single in-
dividual. In several cases around the country, courts have held that because in-
dividuals do not have an expectation of privacy in the address of a single 
website they have visited online, they do not have any expectation of privacy in 
a list of all websites they have visited.30 Proponents of that logic say that “zero 
plus zero equals zero.”31 

The First Amendment, by contrast, is more attentive to the cumulative 
e,ect of even individually insubstantial invasions. In Clark v. Library of Con-
gress, the D.C. Circuit held that a government employee could pursue a First 
Amendment claim based on the understandable chill of his expressive activities 
caused by a “full field investigation” into his association with the Young Social-
ist Alliance.32 The investigation consisted of interviewing his coworkers, 
neighbors, and teachers and of obtaining his school, credit, and other records.33 
A more limited investigation, involving perhaps only a single interview of a 
coworker, would likely have produced a di,erent outcome. The constitutional 
harm, then, flowed from the investigation’s cumulative e,ect. 

Fourth, the two Amendments also di,er in the strength of their legal pro-
tections. Significant burdens on free speech must be narrowly tailored to serve 
heightened state interests.34 Searches and seizures under the Fourth Amend-

 

29. 667 F.2d 267, 270 (2d Cir. 1981); see also Broadrick v. Oklahoma, 413 U.S. 601 (1973) (“Liti-
gants, therefore, are permitted to challenge a statute not because their own rights of free ex-
pression are violated, but because of a judicial prediction or assumption that the statute’s 
very existence may cause others not before the court to refrain from constitutionally protect-
ed speech or expression.”). 

30. United States v. Ulbricht, 858 F.3d 71, 97-98 (2d Cir. 2017) (holding that one does not have 
an expectation of privacy in IP address routing information and collecting cases stating the 
same); United States v. Forrester, 512 F.3d 500 (9th Cir. 2008) (stating that there is no ex-
pectation of privacy in “e-mail to/from addresses and IP addresses”); United States v. Rig-
maiden, No. CR 08-814-PHX-DGC, 2013 WL 1932800, at *13-14 (D. Ariz. May 8, 2013) (re-
iterating that there is no expectation of privacy in 1.8 million IP addresses of websites 
visited). 

31. There are many reasons to criticize the approach, and the Supreme Court has already sig-
naled it may reverse the trend itself. See United States v. Jones, 565 U.S. 400, 416 (2012) (So-
tomayor, J., concurring); id. at 429-31 (Alito, J., concurring). 

32. 750 F.2d 89, 92-95 (D.C. Cir. 1984). 
33. Id. at 91. 
34. Az. Free Enter. Club’s Freedom Club PAC v. Bennett, 564 U.S. 721, 734 (2011); Clark, 750 

F.2d 89. 
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ment, by contrast, need only be reasonable.35 The Supreme Court has said that, 
to be reasonable, searches and seizures must generally be supported by a war-
rant based on probable cause.36 But the interest that a search or seizure serves 
need not be heightened, and the search or seizure need not serve that interest in 
as narrow a means as possible. The reasonableness and particularity require-
ments of the Fourth Amendment require some tailoring of the government’s 
searches and seizures, but the Supreme Court has held that they do not require 
the government to choose the least-intrusive means available to achieve its in-
terests.37 

Finally, Fourth Amendment doctrine has been developed largely in the con-
text of criminal prosecutions, in which both the claimants (criminal defend-
ants) and the relief available for violations (suppression of evidence) tend to 
generate judicial antipathy. Judicial anguish at the prospect of awarding crimi-
nal defendants the perceived windfall of suppression is o"en palpable. In a re-
cent and o"-cited decision, the Supreme Court explained that suppression “ex-
acts a heavy toll on both the judicial system and society at large,” because “its 
bottom-line e,ect, in many cases, is to suppress the truth and set the criminal 
loose in the community without punishment.”38 

In contrast, courts o"en pride themselves on preserving and expanding the 
promises of the First Amendment. In 1964, the Supreme Court said that the 
First Amendment reflects “a profound national commitment to the principle 
that debate on public issues should be uninhibited, robust, and wide-open.”39 
That principle has been a rallying cry of free speech ever since, invoked in near-
ly every major free speech opinion, and defended against e,orts to regulate 
even the most hateful speech.40 Though it may be impossible to prove, the 
di,ering judicial attitudes toward the First and Fourth Amendments may have 
promoted the growth of the one while stunting the growth of the other. 

 

35. Brigham City, Utah v. Stuart, 547 U.S. 398, 403 (2006) (“the ultimate touchstone of the 
Fourth Amendment is ‘reasonableness’”). 

36. Katz v. United States, 389 U.S. 347, 357 (1967) (“searches conducted outside the judicial pro-
cess, without prior approval by judge or magistrate, are per se unreasonable under the 
Fourth Amendment”). 

37. See Skinner v. Ry. Labor Executives’ Ass’n, 489 U.S. 602, 629 n.9 (1989) (collecting cases 
holding that searches and seizures need only be reasonable, not the least-intrusive means 
available). 

38. Davis v. United States, 564 U.S. 229, 237 (2011). 
39. N.Y. Times Co. v. Sullivan, 376 U.S. 254, 270 (1964). 
40. See, e.g., Snyder v. Phelps, 562 U.S. 443, 452 (2011). 
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i i i . a first amendment framework for surveillance 

If the Fourth Amendment is, for these reasons, an inadequate guarantor of 
First Amendment rights against overreaching surveillance, what is the alterna-
tive? The obvious candidate is the First Amendment itself. Courts could simply 
apply the First Amendment independently of the Fourth to surveillance that 
substantially burdens free speech and dissent. 

There would be at least three obvious di,erences in that regime. 
First, courts would undertake a First Amendment analysis in circumstances 

where the Fourth Amendment might not apply at all. For instance, courts that 
currently find no constitutional restraint on the government’s collection of the 
list of websites someone has visited might recognize that such surveillance 
burdens free inquiry and dissent. This would not require much legal innova-
tion. The Supreme Court has already recognized the First Amendment harms 
of the compelled disclosure of organizational membership lists.41 All that re-
mains is to extend that logic to other forms of surveillance. 

Second, where the First Amendment applies, it would require the govern-
ment to demonstrate a heightened interest to justify its surveillance. The 
Fourth Amendment generally imposes no such requirement, at least in prac-
tice: courts generally do not require the government to defend its interest in 
executing a warrant, except by establishing probable cause to believe the search 
or seizure would turn up evidence of a crime. The First Amendment frame-
work would be more fine-grained and might, for example, forbid particularly 
invasive surveillance predicated on minor o,enses or on token showings of 
cause. For example, whereas the Fourth Amendment might permit o-cers to 
track the cellphones of protesters to gather evidence of jaywalking, the First 
Amendment might prohibit that surveillance as too invasive to be used to in-
vestigate an o,ense so minor. 

Finally, where the First Amendment applies, it would require narrow tailor-
ing of the surveillance to the government’s interests. Under current Fourth 
Amendment doctrine, the government need not select the least-invasive sur-
veillance that would accomplish its goals; the First Amendment would require 
just that. To take one example, courts o"en permit government investigators to 
collect extraordinary volumes of a suspect’s digital data, on the view that the 
investigators are best positioned to review the data to determine what is rele-
vant to the investigation and what is not.42 Where that overbroad collection 

 

41. See supra notes 16-17 and accompanying text. 
42. See, e.g., United States v. Mann, 592 F.3d 779 (7th Cir. 2010) (approving investigator’s 

search of several hard drives for incriminating images and rejecting Ninth Circuit’s proposed 
guidelines addressing the over-collection of digital data). 
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would burden free speech and dissent, the First Amendment might require 
narrow tailoring of the collection. 

Consider, again, the Carpenter case. The government argues that individu-
als have no expectation of privacy in their “cell site location information,” be-
cause they voluntarily share that information with their cell phone providers. 
The result, according to the argument, is that the Fourth Amendment simply 
does not apply to the government’s monitoring of the movements of its citizens 
using cellular location data. That principle would apply whether the govern-
ment collected two days’ or two years’ worth of location data; whether the col-
lection related to an investigation into recreational marijuana use or murder; 
and whether the government had used the least invasive or most invasive 
means of pursuing its investigation. 

A First Amendment analysis would proceed di,erently. It would first ask 
whether the unchecked tracking of the suspect, particularly for long periods of 
time, burdened the freedoms of speech and association. The analysis would ac-
count not only for the chilling e,ect on the actual surveillance target, but also 
for the systemic chilling e,ect imposed by the availability and use of that pow-
er. If a court determined that the proposed location tracking would substantial-
ly burden First Amendment freedoms, it would ask whether, in the case before 
it, the tracking nonetheless served heightened government interests and was 
narrowly tailored to those interests. Even if held to be reasonable under the 
Fourth Amendment, pervasive and judicially unsupervised tracking of individ-
uals suspected of minor crimes might not pass First Amendment muster. Judi-
cially overseen tracking of individuals suspected of serious felonies for a short 
period might. In the former case, the government’s interests are more minor 
and its means less measured. In the latter, its interests are stronger and its tac-
tics tailored. 

One objection to this approach might be to its administrability. The Fourth 
Amendment generally provides a predictable roadmap to police o-cers. The 
First Amendment framework set out here may appear more freeform. In prac-
tice, however, I suspect courts would apply it, much like Fourth Amendment 
analysis, in a categorical fashion. That is, courts would consider the free speech 
implications of categories of surveillance, much as courts now consider the pri-
vacy implications of categories of government investigation. 

The requirement of narrow tailoring under the First Amendment frame-
work might not, however, be as easily generalizable. The Fourth Amendment’s 
focus on reasonableness gives law enforcement great leeway in using surveil-
lance tools that are generally considered constitutional. A requirement that law 
enforcement narrowly tailor its use of certain surveillance tools might intro-
duce some uncertainty into the constitutionality of using those same tools, as it 
would require a more searching inquiry. Again, I suspect courts would fashion 
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rules to provide for predictability. For instance, the federal wiretapping law re-
quires police o-cers to attest in their surveillance applications that other inves-
tigative procedures have failed or would fail.43 A similar test of narrow tailoring 
could be imposed under the First Amendment framework for especially intru-
sive practices. 

 
* * * 

 
Modern surveillance threatens First Amendment freedoms in obvious 

ways. The time may have come to dispense with the legal fiction that the 
Fourth Amendment adequately safeguards those freedoms. 
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43. 18 U.S.C. § 2518(1)(c) (2012). 
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ABSTRACT

The encrypted smartphone presents a novel legal issue that is hard to
crack. Smartphone data is essential to investigating and prosecuting a range of
crimes, such as murder, human trafficking, child pornography, and terrorism.
However, Apple and Google’s recently reengineered mobile operating systems
threaten to lock out law enforcement completely. These operating systems use
full-disk encryption technology, which converts everything on a hard drive
into an unreadable format until the passcode is entered. Additionally, other
security features on the smartphone could result in the data being completely
destroyed if the passcode is incorrectly entered a certain number of times.
Locked smartphones are thus quickly becoming expensive paperweights filing
the evidence rooms of state and federal law enforcement.

This Note provides relevant background information on Apple and
Google’s use of full-disk encryption technology on their respective mobile op-
erating systems. Based on the necessity of smartphone data in the twenty-first
century, this Note explains that the inaccessibility of such crucial data will
likely frustrate investigations and prosecutions because law enforcement can-
not access it elsewhere. This Note concludes that to prevent “Going Dark,”
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Congress must immediately enact an amendment to the Communications As-
sistance for Law Enforcement Act that subjects the manufacturer and mobile
operating system provider to a civil penalty for each instance that law enforce-
ment cannot decrypt a smartphone it has the legal authority to search.
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INTRODUCTION

On December 2, 2015, Syed Farook and Tashfeen Malik mur-
dered fourteen people and wounded twenty-one others in San Bernar-
dino, California, during a mass shooting and attempted bombing at a
holiday party.1 This was the first Al Qaeda- or Islamic State of Iraq
and Syria (“ISIS”)-inspired attack on U.S. soil where a skilled shooter
team used both guns and explosives.2 Investigators found Farook’s
locked iPhone 5c3 and obtained legal authority to search its data.4
However, the iPhone’s hard drive was full-disk encrypted.5 Law en-
forcement investigators did not have the technological capability to
safely access the iPhone’s data without the passcode,6 and both

1 Michael S. Schmidt & Richard Pérez-Peña, F.B.I. Treating San Bernardino Attack as
Terrorism Case, N.Y. TIMES (Dec. 4, 2015), http://www.nytimes.com/2015/12/05/us/tashfeen-
malik-islamic-state.html.

2 Tim Lister et al., ISIS Goes Global: 143 Attacks in 29 Countries Have Killed 2,043, CNN
(Jan. 16, 2017, 3:02 PM), http://www.cnn.com/2015/12/17/world/mapping-isis-attacks-around-the-
world/.

3 Katie Benner & Eric Lichtblau, U.S. Says It Has Unlocked iPhone Without Apple, N.Y.
TIMES (Mar. 28, 2016), http://www.nytimes.com/2016/03/29/technology/apple-iphone-fbi-justice-
department-case.html. The iPhone was running Apple’s iOS 9 operating system. Id.

4 Eric Lichtblau & Katie Benner, Apple Fights Order to Unlock San Bernardino Gun-
man’s iPhone, N.Y. TIMES (Feb. 17, 2016), http://www.nytimes.com/2016/02/18/technology/apple-
timothy-cook-fbi-san-bernardino.html. The FBI believed that the iPhone contained information
regarding communications with ISIS extremists overseas. See Cecilia Kang & Eric Lichtblau,
F.B.I. Error Locked San Bernardino Attacker’s iPhone, N.Y. TIMES (Mar. 1, 2016), http://
www.nytimes.com/2016/03/02/technology/apple-and-fbi-face-off-before-house-judiciary-commit
tee.html.

5 Full-disk encryption technology prevents anyone from being able to unlock a device
without the end user’s unique, personal passcode. U.S. DEP’T OF COMMERCE, GUIDE TO STOR-

AGE ENCRYPTION TECHNOLOGIES FOR END USER DEVICES: RECOMMENDATIONS OF THE NA-

TIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY § 3.1.1 (2007). Since September 2014,
both Apple and Google’s respective mobile operating systems include full-disk encryption tech-
nology by default. See, e.g., Craig Timberg, Newest Androids Will Join iPhones in Offering De-
fault Encryption, Blocking Police, WASH. POST (Sept. 18, 2014), https://www.washingtonpost.com
/news/the-switch/wp/2014/09/18/newest-androids-will-join-iphones-in-offering-default-encryption
-blocking-police/.

6 The iPhone’s contents would be permanently deleted after ten failed attempts at input-
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gunmen had died in a shootout with police following the attack.7 The
U.S. Department of Justice (“DOJ”) thus turned to Apple. Apple
publicly refused to help the government unlock the iPhone,8 which
incited a legal standoff between the DOJ and “the world’s most valua-
ble public company.”9 This led to “heated rhetoric from both sides in
dueling court filings” and “spurred debates—[with the issue] finding
its way onto late night talk shows, and dividing the public.”10 Ulti-
mately, the government ended its legal effort to compel Apple’s assis-
tance when an anonymous hacker11 was able to unlock the iPhone.12

But immediately following the government’s success, Apple released a
statement saying that the company “will continue to increase the se-
curity of [its] products”13 and will pursue legal measures to force the
government to disclose the exploited security vulnerability so that it
may reverse-engineer the problem.14 Indeed, since the case was filed,
Apple has begun developing new security measures that are designed

ting the passcode. Eric Lichtblau, Judge Tells Apple to Help Unlock iPhone Used by San Bernar-
dino Gunman, N.Y. TIMES (Feb. 16, 2016), http://www.nytimes.com/2016/02/17/us/judge-tells-
apple-to-help-unlock-san-bernardino-gunmans-iphone.html.

7 Schmidt & Pérez-Peña, supra note 1. R
8 Tim Cook, CEO of Apple, wrote a letter to the company’s customers:

The United States government has demanded that Apple take an unprecedented
step which threatens the security of our customers. We oppose this order, which has
implications far beyond the legal case at hand. . . . [T]he U.S. government has asked
us for something we simply do not have, and something we consider too dangerous
to create. . . . We feel we must speak up in the face of what we see as an overreach
by the U.S government.

Tim Cook, A Message to Our Customers, APPLE (Feb. 16, 2016), http://www.apple.com/cus
tomer-letter/ [https://perma.cc/38X4-WNDG]; see also Katie Benner & Nicole Perlroth, How
Tim Cook, in iPhone Battle, Became a Bulwark for Digital Privacy, N.Y. TIMES (Feb. 18, 2016),
http://www.nytimes.com/2016/02/19/technology/how-tim-cook-became-a-bulwark-for-digital-pri
vacy.html.

9 Benner & Lichtblau, supra note 3. R
10 Id.
11 At the time of this Note’s publication, the identity of the hacker is still unknown. See id.
12 See Government’s Status Report, In re Search of an Apple iPhone Seized During the

Execution of a Search Warrant on a Black Lexus IS300, Cal. License Plate 35KGD203, No. CM
16-10 (SP) (C.D. Cal. Mar. 28, 2016); Benner & Lichtblau, supra note 3. R

13 Alina Selyukh, The FBI Has Successfully Unlocked The iPhone Without Apple’s Help,
NPR (Mar. 28, 2016, 6:20 PM), http://www.npr.org/sections/thetwo-way/2016/03/28/472192080/
the-fbi-has-successfully-unlocked-the-iphone-without-apples-help (quoting Apple’s statement).

14 See id.; Chris Strohm et al., Thank You for Hacking iPhone, Now Tell Apple How You
Did It, BLOOMBERG TECH. (Mar. 22, 2016, 9:04 PM), http://www.bloomberg.com/news/articles/
2016-03-23/thank-you-for-hacking-iphone-now-tell-apple-how-you-did-it; see also Complaint at
1–4, Associated Press v. FBI, No. 16-cv-1850 (D.D.C. Sept. 16, 2016) (multiple news organiza-
tions sue the FBI under the Freedom of Information Act for disclosure of the hacker’s identity
and the “so-called iPhone access tool”).
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to prevent the government from unlocking an iPhone using similar
methods.15

The effects of full-disk encryption extend beyond the San Bernar-
dino iPhone. Crimes across 3000 local jurisdictions are often impossi-
ble to crack when law enforcement cannot access crucial smartphone
data.16 For example, in April 2015, eight-months pregnant Brittney
Mills was shot to death on her doorstep by a man investigators be-
lieved she knew—and whose identity they suspect is currently locked
in her iPhone 5.17 In June of the same year, Ray C. Owens, a father of
six, was found shot to death and robbed with two locked phones next
to his body: an iPhone 6 and a Samsung Galaxy 6S Edge running An-
droid.18 And in July, Sharon Vugusta found her brother, U.S. Marine
George Mitego, with a fatal gunshot wound to his head.19 The coroner
ruled Mr. Mitego’s death a suicide, but his family believes that evi-
dence of a murder may be trapped in his locked iPhone.20 Currently, it
appears that the Federal Bureau of Investigation (“FBI”), the govern-
ment agency in possession of the decryption technology provided by
the anonymous hacker, will not help unlock smartphones in the ma-
jority of local cases frustrated by full-disk encryption.21 Any informa-

15 Matt Apuzzo & Katie Benner, Apple Is Said to Be Trying to Make It Harder to Hack
iPhones, N.Y. TIMES (Feb. 24, 2016), http://www.nytimes.com/2016/02/25/technology/apple-is-
said-to-be-working-on-an-iphone-even-it-cant-hack.html?_r=0; see also Katie Benner et al., Ap-
ple’s New Challenge: Learning How the U.S. Cracked Its iPhone, N.Y. TIMES (Mar. 29, 2016),
http://www.nytimes.com/2016/03/30/technology/apples-new-challenge-learning-how-the-us-crack
ed-its-iphone.html.

16 See Michael Learmonth, FBI Keeps iPhone Hack Secret As Hundreds Of Locked Apple
Devices Sit In Local Evidence Rooms, INT’L BUS. TIMES (Mar. 30, 2016, 1:01 PM), http://www.ib
times.com/fbi-keeps-iphone-hack-secret-hundreds-locked-apple-devices-sit-local-evidence-room
s-2345548. For a chart detailing the types of data that can only be accessed through the physical
smartphone, see infra Appendix.

17 See Renita D. Young, Brittney Mills’ Locked iPhone Hampers Search for Her Killer,
TIMES PICAYUNE (Aug. 3, 2015, 12:30 PM), http://www.nola.com/crime/baton-rouge/index.ssf/
2015/07/brittney_mills_locked_iphone.html; Letter from Hillar C. Moore, III, Dist. Attorney,
19th Judicial Dist. E. Baton Rouge Par., to U.S. Senate Comm. on the Judiciary (July 2015).

18 See Cyrus R. Vance Jr. et al., Opinion, When Phone Encryption Blocks Justice, N.Y.
TIMES (Aug. 11, 2015), http://www.nytimes.com/2015/08/12/opinion/apple-google-when-phone-
encryption-blocks-justice.html.

19 See Andy Pierrotti, Going Dark: How iPhone Encryption Hurts Law Enforcement,
KVUE (Sept. 25, 2015, 7:15 AM), http://www.kvue.com/story/news/investigations/defenders/
2015/09/24/going-dark-how-iphone-encryption-hurts-law-enforcement/72743852/.

20 See id.
21 See Learmonth, supra note 16. But see Doreen McCallister, FBI To Help Arkansas R

Prosecutor Unlock iPhone Linked To Murder Case, NPR (Mar. 31, 2016, 5:40 AM), http://
www.npr.org/sections/thetwo-way/2016/03/31/472497468/fbi-to-help-arkansas-prosecutor-unlock-
iphone-linked-to-murder-case.
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tion shared increases the likelihood that Apple will isolate and close
any vulnerability on future mobile operating systems.22

Unfortunately for law enforcement, defendants are dialed in to
the possibilities this new encryption technology presents. The ISIS ter-
rorist group—which claimed responsibility for the November 2015 at-
tacks in Paris and the March 2016 attack in Brussels—instructs its
followers on how to use encryption technology to evade law enforce-
ment.23 But the problem extends beyond international terrorist orga-
nizations. A Manhattan felon on a recorded jailhouse call said:
“Apple and Google came out with these softwares that can no longer
be encrypted [sic: decrypted] by the police. . . . If our phones is [sic]
running on the iO[S]8 software, they can’t open my phone. That might
be another gift from God.”24 John J. Escalante, former Chief of Detec-
tives for Chicago’s police department, predicts that “Apple will be-
come the phone of choice for the pedophile.”25

Despite calls for federal legislation,26 the Obama administration
ultimately declined to seek a legislative solution.27 The Trump admin-
istration has not yet stated whether it will champion legislation that
bans or limits encryption on smartphones; however, Trump’s cam-

22 See Learmonth, supra note 16. R
23 See, e.g., Rukmini Callimachi, How ISIS Built the Machinery of Terror Under Europe’s

Gaze, N.Y. TIMES (Mar. 29, 2016), http://www.nytimes.com/2016/03/29/world/europe/isis-attacks-
paris-brussels.html; Pamela Engel, A Pro-ISIS Account Is Giving Its Belgian Followers Specific
Instructions on How to Evade Authorities, BUS. INSIDER (Mar. 22, 2016, 4:29 PM), http://
www.businessinsider.com/isis-belgian-supporters-encryption-2016-3.

24 Going Dark: Encryption, Technology, and the Balance Between Public Safety and Pri-
vacy: Hearing Before the S. Comm. on the Judiciary, 114th Cong. 17 (2015) [hereinafter Encryp-
tion and Technology Issues Hearing] (statement of Cyrus R. Vance, Jr., District Attorney, New
York County District Attorney’s Office).

25 See Craig Timberg & Greg Miller, FBI Blasts Apple, Google for Locking Police Out of
Phones, WASH. POST (Sept. 25, 2014), https://www.washingtonpost.com/business/technology/
2014/09/25/68c4e08e-4344-11e4-9a15-137aa0153527_story.html. “Many perpetrators, particularly
those who commit sexual offenses, take photos and videos of their acts, and store them on . . .
smartphones.” Encryption and Technology Issues Hearing, supra note 24, at 2. R

26 See, e.g., Encryption and Technology Issues Hearing, supra note 24; Addressing Remain- R
ing Gaps in Federal, State, and Local Information Sharing: Hearing Before the Subcomm. on
Counterterrorism & Intelligence of the H. Comm. on Homeland Sec., 114th Cong. 14 (2015)
[hereinafter Addressing Remaining Gaps in Federal, State, and Local Information Sharing Hear-
ing] (statement of Chief Richard Beary, President, International Association of Chiefs of Police);
Congressman Peter T. King, Remembering the Lessons of 9/11: Preserving Tools and Authorities
in the Fight Against Terrorism, 41 J. LEGIS. 173, 183 (2014–2015); Letter from Hillar C. Moore,
III, supra note 17. R

27 Sen. Ron Johnson Holds a Hearing on Threats to the Homeland: Hearing Before S.
Comm. on Homeland Sec. & Governmental Affairs, 114th Cong. (2015) [hereinafter Hearing on
Threats to the Homeland] (statement of James B. Comey, Director, Federal Bureau of Investiga-
tion); see also Apuzzo & Benner, supra note 15. R
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paign talk indicates that his administration is inclined to do so.28 In
February 2016, at a rally in South Carolina, and later that same day on
Twitter, then-Republican presidential candidate Trump urged a boy-
cott of all Apple products because of the company’s refusal to help
the FBI unlock the San Bernardino iPhone.29 But assuming Trump
follows the action plan of his predecessor, the Trump administration
will attempt to achieve a solution via negotiation and forgo any legis-
lative action.30 Yet it is highly doubtful that tech companies will coop-
erate.31 Technology companies—the most vocal of which is Apple—
have publicly stated that they will not make their smartphones amena-
ble to search warrants.32

Recent legislative proposals further threaten law enforcement’s
ability to access critical smartphone data. There are currently three
pending bills in the U.S. Congress that would each forbid federal gov-
ernment agencies from mandating or requesting an access point into
commercial products.33 On February 11, 2016, a bipartisan group of
legislators in Congress introduced the Ensuring National Constitu-
tional Rights for Your Private Telecommunications Act of 2016 (“EN-
CRYPT Act”).34 The Act would prevent states and localities from
passing laws banning encryption on smartphones sold in the United
States.35

28 Kif Leswing, ‘Boycott Apple’—3 Ways a Trump Presidency Could Affect Apple, BUS.
INSIDER (Nov. 9, 2016, 10:31 AM), http://www.businessinsider.com/how-trump-presidency-will-
affect-apple-2016-11.

29 Id.; see also Pamela Engel, TRUMP: ‘Boycott All Apple Products,’ BUS. INSIDER (Feb.
19, 2016, 3:37 PM), http://www.businessinsider.com/donald-trump-boycott-apple-2016-2.

30 See Hearing on Threats to the Homeland, supra note 27; Apuzzo & Benner, supra note R
15. R

31 See Ellen Nakashima & Andrea Peterson, Obama Administration Opts Not to Force
Firms to Decrypt Data—For Now, WASH. POST (Oct. 8, 2015), https://www.washingtonpost.com/
world/national-security/obama-administration-opts-not-to-force-firms-to-decrypt-data—for-now
/2015/10/08/1d6a6012-6dca-11e5-aa5b-f78a98956699_story.html.

32 According to Apple’s website, “Apple has never worked with any government agency
from any country to create a ‘backdoor’ in any of our products or services. . . . And we never
will.” Privacy, Government Information Requests, APPLE, http://www.apple.com/privacy/govern-
ment-information-requests/ [https://perma.cc/KRV2-EAHX] (last visited Feb. 6, 2017); see also
supra note 8. R

33 See Secure Data Act of 2015, S. 135, 114th Cong. (2015); End Warrantless Surveillance
of Americans Act, H.R. 2233, 114th Cong. (2015); Secure Data Act of 2015, H.R. 726, 114th
Cong. (2015).

34 Ensuring National Constitutional Rights for Your Private Telecommunications (EN-
CRYPT) Act of 2016, H.R. 4528, 114th Cong. (2016).

35 See id.
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This Note calls for Congress to immediately amend the Commu-
nications Assistance for Law Enforcement Act (“CALEA”)36 in order
to account for the serious law enforcement threat that full-disk en-
cryption poses.37 Part I begins by providing relevant information on
Apple and Google’s full-disk encryption technology on their respec-
tive mobile operating systems. After establishing the technological
basics, Part II explains the importance of smartphone data in twenty-
first century investigations and prosecutions. Part II also discusses
how full-disk encryption threatens law enforcement by making
smartphone data inaccessible. After explaining why current proposals
fail in Part III, Part IV introduces the CALEA and discusses its cur-
rent inapplicability to smartphones. Part V calls for an amendment to
the CALEA that makes the Act applicable to smartphones and im-
poses a civil penalty on both the manufacturer and mobile operating
system provider for each instance law enforcement cannot decrypt a
smartphone that it has the legal authority to search. Finally, Part VI
defends the proposed amendment against potential counter-
arguments.

I. FULL-DISK ENCRYPTION TECHNOLOGY ON APPLE AND

GOOGLE’S MOBILE OPERATING SYSTEMS

Full-disk encryption automatically converts “everything on a hard
drive, including the operating system, into an unreadable form until
the proper key (i.e., passcode) is entered.”38 In September 2014, Ap-
ple and Google announced that they had reengineered their mobile

36 Communications Assistance for Law Enforcement Act (CALEA), 47 U.S.C.
§§ 1001–1010 (2012).

37 This Note is limited to “full-disk” encryption. As such, the problem of “end-to-end”
encryption is beyond the scope of this Note. This Note also does not address whether the First
Amendment prohibits the government from requiring private companies to make smartphones
amendable to search warrants. Compare Neil Richards, Apple’s “Code = Speech” Mistake, MIT
TECH. REV. (Mar. 1, 2016) https://www.technologyreview.com/s/600916/apples-code-speech-mis
take/ (requiring companies to make smartphones amenable to governmental search warrants
does not violate the First Amendment), with Hayley Tsukayama, We Asked a First Amendment
Lawyer if Apple’s ‘Code Is Speech’ Argument Holds Water. Here’s What He Said., WASH. POST

(Feb. 26, 2016), https://www.washingtonpost.com/news/the-switch/wp/2016/02/26/we-asked-a-
first-amendment-lawyer-if-apples-code-is-speech-argument-holds-water-heres-what-he-said/ (ar-
guing that a government request to build software that circumvents smartphone’s security fea-
tures “would essentially force Apple to say, in code, something” and thus violate the First
Amendment).

38 Sarah Wilson, Compelling Passwords from Third Parties: Why the Fourth and Fifth
Amendments Do Not Adequately Protect Individuals when Third Parties Are Forced to Hand
Over Passwords, 30 BERKELEY TECH. L.J. 1, 8 (2015).
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operating systems39 to include full-disk encryption technology by de-
fault.40 Apple and Google also deliberately removed “backdoor”41 ac-
cess to passcodes, making it no longer feasible for the companies to
comply with government warrants requesting data on locked
smartphones.42 Consequently, up to ninety-nine percent of all
smartphones worldwide are rendered inaccessible to authorized gov-
ernment searches.43 Due to the nuances inherent in the different sys-
tems, this Section begins by looking at the two most popular mobile
operating system providers separately.

A. Apple

Apple manufactures smartphones, named iPhones, which run an
operating system named iOS.44 Numerical names designate different
versions of the operating system (e.g., iOS 8).45 Apple adopted full-
disk encryption by default in September 2014 with iOS 8.46 For all
iPhones running iOS 8 and higher, Apple states that the company

39 A mobile operating system “manages the hardware and software components of
smartphones.” FRANCIS M. ALLEGRA & DANIEL B. GARRIE, PLUGGED IN: GUIDEBOOK TO

SOFTWARE AND THE LAW § 5:3 (2015).
40 See Devlin Barrett & Danny Yadron, New Level of Smartphone Encryption Alarms Law

Enforcement, WALL ST. J. (Sept. 22, 2014, 7:42 PM), http://www.wsj.com/articles/new-level-of-
smartphone-encryption-alarms-law-enforcement-1411420341.

41 A “backdoor” is the term describing a mechanism or access point in a communications
device or network that allows “the creator of software or hardware [to] access [the] data without
the permission or knowledge of the user.” Peter Swire & Kenesa Ahmad, Encryption and
Globalization, 13 COLUM. SCI. & TECH. L. REV. 416, 460 (2012).

42 According to Apple’s website:
On devices running iOS 8 and later versions, your personal data is placed under the
protection of your passcode. For all devices running iOS 8 and later versions, Apple
will not perform iOS data extractions in response to government search warrants
because the files to be extracted are protected by an encryption key that is tied to
the user’s passcode, which Apple does not possess.

Privacy, Government Information Requests, APPLE, http://www.apple.com/privacy/government-
information-requests/ [https://perma.cc/TU8X-T8BW] (last visited Feb. 6, 2017).

Niki Christoff, a Google spokeswoman, stated:
For over three years Android has offered encryption, and keys are not stored off of
the device, so they cannot be shared with law enforcement . . . . As part of our next
Android release [Android Lollipop OS], encryption will be enabled by default out
of the box, so you won’t even have to think about turning it on.

Timberg, supra note 5. R
43 This information is correct as of Q3 2016. Smartphone OS Market Share, 2016 Q3, INT’L

DATA CORP., http://www.idc.com/prodserv/smartphone-os-market-share.jsp [https://perma.cc/
F8QN-NF9S] (last visited Feb. 6, 2017).

44 See iPhone, APPLE, http://www.apple.com/iphone/ (last visited Feb. 6, 2017); iOS 10,
APPLE, http://www.apple.com/ios/ios-10/ (last visited Feb. 6, 2017).

45 iOS 10, supra note 44. R
46 See Barrett & Yadron, supra note 40. R
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“will not perform iOS data extractions [in response to government
search warrants] as data extraction tools are no longer effective.”47

The majority of iPhones in circulation now function on software with
full-disk encryption. As of January 4, 2017, approximately ninety-four
percent of all iOS devices currently in use run iOS 9 and higher.48

B. Google

Google’s mobile operating system is named Android.49 Android
operating systems are named after a dessert or candy (e.g., Éclair) and
have a unique numerical identifier (e.g., 2.1).50 Unlike iPhones, sev-
eral manufacturers (called original equipment manufacturers
(“OEMs”)) produce Android-powered smartphones.51

Android users have had the ability to activate full-disk encryption
on certain smartphones since the release of Honeycomb 3.0 in January
2011.52 Shortly after Apple announced iOS 8 in 2014, Google said that
it would make full-disk encryption mandatory for new Android-pow-
ered smartphones running Lollipop 5.0.53 However, two months later,
Google changed its position from requiring to “very strongly recom-
mend[ing]” OEMs make full-disk encryption a default feature.54 De-
spite this, the Google-manufactured Nexus smartphones running
Lollipop 5.0 had full-disk encryption by default in 2014.55

47 Legal Process Guidelines: U.S. Law Enforcement, APPLE (Sept. 29, 2015), http://www.ap
ple.com/legal/privacy/law-enforcement-guidelines-us.pdf [https://perma.cc/RW8N-Z3W3].

48 Support, Apple Developer, APPLE, https://developer.apple.com/support/app-store/ (last
visited Feb. 6, 2017).

49 J. Gregory Sidak, Do Free Mobile Apps Harm Consumers?, 52 SAN DIEGO L. REV. 619,
621 (2015).

50 See John D. Sutter, Why Does Google Name Its Android Products After Desserts?, CNN
(Feb. 4, 2011, 11:07 AM), http://www.cnn.com/2011/TECH/innovation/02/04/google.honeycomb.
android.names/.

51 OEMs of Android-powered smartphones include Google, Motorola, Samsung, HTC,
LG, Sony, Asus, and Acer. See Brad Reed, Here Are the Android OEMs That Do the Best Job of
Getting You the Latest Software, BGR (May 2, 2014, 4:42 PM), http://bgr.com/2014/05/02/android
-software-updates-samsung-htc-motorola/.

52 See Jerry Hildenbrand, How to Enable Encryption in Android, ANDROID CENTRAL

(Feb. 26, 2016, 2:31 PM), http://www.androidcentral.com/how-enable-encryption-andorid [https:/
/perma.cc/J4FU-3JGP].

53 See Timberg, supra note 5; A Sweet Lollipop, with a Kevlar Wrapping: New Security R
Features in Android 5.0, ANDROID OFFICIAL BLOG (Oct. 28, 2014), https://android.google
blog.com/2014/10/a-sweet-lollipop-with-kevlar-wrapping.html.

54 ANDROID, COMPATIBILITY DEFINITION: ANDROID 5.1 § 9.9 (last updated July 10, 2015),
https://static.googleusercontent.com/media/source.android.com/en//compatibility/5.1/android-5.1
-cdd.pdf.

55 See David Ruddock, Android 6.0 Will Finally Require Manufacturers To Enable Full-
Disk Encryption By Default On New Devices, ANDROID POLICE (Oct. 19, 2015), http://
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Google released Marshmallow 6.0 in October 2015.56 That month,
Google published an updated version of the Android Compatibility
Definition Document (“CDD”)57 for Marshmallow 6.0 that requires
OEMs to make full-disk encryption a default feature on all new An-
droid-powered phones.58 The percentage of Android-powered
smartphones that have full-disk encryption by default is rapidly in-
creasing. As of February 6, 2017, approximately sixty-five percent of
Android-powered devices run Lollipop 5.0 or higher.59

II. HOW FULL-DISK ENCRYPTION THREATENS LAW ENFORCEMENT

This Part starts by explaining the necessity of smartphone data in
twenty-first century investigations and prosecutions, giving real life
examples that demonstrate its importance. It then discusses how the
inaccessibility of smartphone data inhibits law enforcement efforts, as
the data is often available only on the physical phone. Finally, this
Part ends by explaining how current legal and technological tools can-
not access smartphone data protected by full-disk encryption.

A. Smartphones Frequently Contain Evidence Crucial to Criminal
Investigations and Prosecutions

As of October 2015, sixty-eight percent of American adults have
a smartphone.60 The Supreme Court has recognized that the term
“‘cell phone’ is itself misleading shorthand; many of these devices are
in fact minicomputers” that “could just as easily be called cameras,
video players, rolodexes, calendars, tape recorders, libraries, diaries,
albums, televisions, maps, or newspapers.”61 And these multiple func-

www.androidpolice.com/2015/10/19/android-6-0-will-finally-require-manufacturers-to-enable-
full-disk-encryption-by-default-on-new-devices/.

56 See Sarah Mitroff, Here Are the Android 6.0 Marshmallow Features that Matter, CNET
(Oct. 5, 2015, 8:00 AM), http://www.cnet.com/products/google-android-6-0-marshmallow/.

57 The CDD sets guidelines for OEMs. See Ruddock, supra note 55. R
58 The new rule of mandatory full-disk encryption exempts smartphones launched with

older versions of Android that upgraded to Marshmallow 6.0 later and smartphones that do not
meet the minimum crypto-performance requirements. ANDROID, COMPATIBILITY DEFINITION:
ANDROID 7.1 at 80–81 (last updated Dec. 20, 2016), http://static.googleusercontent.com/media/
source.android.com/en//compatibility/android-cdd.pdf.

59 According to Google, approximately 10.1% run Lollipop 5.0, 23.3% run Lollipop 5.1,
29.6% run Marshmallow 6.0, 0.5% run Nougat 7.0, and 0.2% run Nougat 7.1. Dashboards, AN-

DROID, https://developer.android.com/about/dashboards/index.html (last visited Feb. 6, 2017).
60 Monica Anderson, Technology Device Ownership: 2015, PEW RES. CTR. (Oct. 29, 2015),

http://www.pewinternet.org/2015/10/29/technology-device-ownership-2015/.
61 Riley v. California, 134 S. Ct. 2473, 2489 (2014); see, e.g., United States v. Zavala, 541

F.3d 562, 577 (5th Cir. 2008) (“A cell phone is similar to a personal computer that is carried on
one’s person . . . .”).
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tionalities are widely used.62 Thus, to law enforcement agencies,
smartphones are crucial repositories of potentially dispositive
information.63

Law enforcement’s inability to access smartphone data “means
that lives may well be at risk or lost and those guilty parties may re-
main free.”64 Investigations and prosecutions of a wide range of cases
rely on evidence found on smartphones. One such example is the Los
Angeles Police Department’s recent investigation into the death of a
two-year-old girl.65 Officers were able to ascertain that she died from
blunt force trauma; however, they were unable to identify any eyewit-
nesses to the lethal event.66 Investigators were ultimately able to
charge the girl’s parents based on text message exchanges stored on
their smartphones.67 These text messages revealed that the mother
was responsible for the young girl’s death, the father was aware of the
lethal assault and failed to prevent it, and both parents failed to seek
appropriate medical attention while the child convulsed in her crib.68

The timely discovery of highly probative text message evidence con-
vinced both parents to plead guilty.69

Additionally, smartphone data has exonerated innocent individu-
als in a variety of cases. In Kansas, cellphone data—a recovered de-
leted video—proved the innocence of several teens accused of rape.70

Similarly, in Manhattan, a detective found several iPhones at the

62 See Mobile Technology Fact Sheet, PEW RES. CTR. (Dec. 27, 2013), http://
www.pewinternet.org/fact-sheets/mobile-technology-fact-sheet/9/ [https://web.archive.org/web/
20160603030022/http://www.pewinternet.org/fact-sheets/mobile-technology-fact-sheet/9/]  (stat-
ing that as of May 2013, eighty-one percent of adult cell owners use their phones to send or
receive text messages, sixty-three percent use their phones to go online, fifty-two percent use
their phones to send or receive email, fifty percent use their phones to download apps, and forty-
nine percent use their phones to get directions, recommendations, or other location-based
information).

63 See Encryption and Technology Issues Hearing, supra note 24, at 14–17. R
64 Addressing Remaining Gaps in Federal, State, and Local Information Sharing Hearing,

supra note 26, at 15. As of April 2016, the Manhattan District Attorney’s Office possesses 175 R
iPhones that it cannot unlock. Katie Benner & Matt Apuzzo, Narrow Focus May Aid F.B.I. in
Apple Case, N.Y. TIMES (Feb. 22, 2016), http://www.nytimes.com/2016/02/23/technology/apple-
unlock-iphone-san-bernardino.html?_r=0.

65 See James B. Comey, Dir., Fed. Bureau of Investigation, Speech at the Brookings Insti-
tution, Going Dark: Are Technology, Privacy, and Public Safety on a Collision Course? (Oct. 16,
2014) (transcript at https://www.fbi.gov/news/speeches/going-dark-are-technology-privacy-and-
public-safety-on-a-collision-course).

66 Id.
67 Id.
68 Id.
69 See id.
70 Id.

384



\\jciprod01\productn\G\GWN\85-2\GWN205.txt unknown Seq: 13 20-MAR-17 11:21

578 THE GEORGE WASHINGTON LAW REVIEW [Vol. 85:566

scene of a homicide.71 Investigators obtained a search warrant and un-
lock order and, with Apple’s cooperation, extracted critical evidence
from the smartphones.72 The iPhone data showed inaccuracies in the
investigators’ initial timeline and that a suspect was not involved in
the homicide.73 Investigators linked a phone number in one of the
iPhones to another individual, who later confessed and pled guilty.74

B. A Significant Amount of Data Is Only Contained on the
Physical Smartphone

A number of commentators believe that law enforcement’s abil-
ity to pursue other, more traditional avenues of investigation dimin-
ishes the need for smartphone data contained on the physical device.75

However, a report conducted by the New York County (Manhattan)
District Attorney’s Office shows that certain crucial data only exists
on the physical smartphone.76 The table in the Appendix shows that
iMessage77 content and details (e.g., dates, times, phone numbers in-
volved), SMS/MMS78 content, historical cell site data, historical GPS
data, contacts, photos/videos, internet search history, internet book-
marks, and third-party app data can only be accessed on the physical
phone.79 Phone companies can likely only provide SMS/MMS and
phone call details.80

Many critics argue that smartphone operating system providers
and manufacturers do not need to make their devices amenable to

71 See MANHATTAN DIST. ATTORNEY’S OFFICE, SMARTPHONE ENCRYPTION AND PUBLIC

SAFETY 11 (Nov. 2015).
72 Id. In the past, mobile operating system providers assisted law enforcement agencies in

accessing smartphone data. See infra notes 148–49 and accompanying text. R
73 Id.
74 Id.
75 See, e.g., MATTHEW G. OLSEN ET AL., BERKMAN CTR. FOR INTERNET & SOC’Y AT

HARV. U., DON’T PANIC: MAKING PROGRESS ON THE “GOING DARK” DEBATE 9–15 (2016).
76 See MANHATTAN DIST. ATTORNEY’S OFFICE, supra note 71, at 6–8. R
77 iMessage is a service akin to text messaging; it allows iPhone users to “send messages

back and forth with anyone on iPad, iPhone, iPod touch, or a Mac running [the operating sys-
tem] Mountain Lion or later.” Bodyxs, Comment to imessage, APPLE (Oct. 17, 2014, 7:53 PM),
https://discussions.apple.com/thread/6599367?start=0&tstart=0. iMessages may contain text and
attachments such as photos, videos, locations, links, and contacts. See SUPPORT, Learn how to use
Messages, APPLE, https://support.apple.com/explore/messages (last visited Feb. 6, 2017).

78 iPhones and Android-powered smartphones can send Short Messages Service (“SMS”)
messages and Multimedia Messaging Service (“MMS”) messages. SMS messages are “text
messages of up to 160 characters in length.” MANHATTAN DIST. ATTORNEY’S OFFICE, supra note
71, at 24 n.9. MMS messages “include messages with multimedia content, like photos [or video].” R
Id.

79 See infra Appendix.
80 See infra Appendix.
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searches because law enforcement can already lawfully search sus-
pects’ cloud accounts.81 But data stored in the cloud does not necessa-
rily reflect all of the data stored within a smartphone device.82

Smartphone users do not have to set up a cloud account or back
up their data to it.83 Accordingly, even “minimally sophisticated
wrongdoers” can simply choose not to back up their smartphone data
to a cloud storage service and successfully obfuscate crimes facilitated
through their phones.84 Indeed, in the San Bernardino case, Farook
had disabled iCloud backups for certain apps and data on his phone,85

and the last backup was made about six weeks before the attacks.86

But the problem is not limited to the wrongdoer who uses his
smartphone in perpetration of crime. A future victim may hinder in-
vestigation of the crime(s) committed against him by not regularly
backing up all data to a cloud server.

Beyond hiding information from potential law enforcement ac-
cess, there is a myriad of reasons why a user may not set up a cloud
account or back up all his data to it. Cloud providers only offer a small
amount of storage space for free; additional space must be pur-
chased.87 The cost of extra storage space may deter users from backing

81 See, e.g., OLSEN ET AL., supra note 75, at 9, 11. R
82 See MANHATTAN DIST. ATTORNEY’S OFFICE, supra note 71, at 8. R
83 Id.
84 Encryption and Technology Issues Hearing, supra note 24, at 6. R
85 Backups for “Mail,” “Photos,” and “Notes” were all turned off on his iPhone. Supple-

mental Declaration of Christopher Pluhar in Support of Government’s Reply in Support of Mo-
tion to Compel and Opposition to Apple Inc.’s Motion to Vacate Order at 4, In re The Search of
an Apple iPhone During the Execution of a Search Warrant on a Black Lexus IS300, Cal. Li-
cense Plate 35KGD203, No. CM 16-10 (SP) (C.D. Cal. Mar. 10, 2016) [hereinafter Supplemental
Declaration of Christopher Pluhar].

86 Id. at 3–4.
87 iPhone users can back up information to iCloud. iCloud, APPLE, http://www.apple.com/

icloud/ (last visited Feb. 6, 2017). The first five gigabytes (“GB”) of storage on an iCloud account
are free. Id. Users can upgrade their iCloud storage to 50 GB for $0.99 per month, to 200 GB for
$2.99 per month, to 1 terabyte (“TB”) for $9.99 per month, and to 2 TB for $19.99 per month. Id.
iPhones come with either 16, 32, 64, 128, or 256 GBs of storage space on the device itself. Com-
pare iPhone models, APPLE, http://www.apple.com/iphone/compare/ (last visited Feb. 6, 2017).
Google has several locations for cloud storage. iPhones and Android-powered smartphones can
both back up data to Google’s cloud. Google offers an initial 15 GB of cloud storage space at no
cost that is shared across three of its services: Google Drive, Gmail, and Google+ Photos. Pricing
Guide, GOOGLE DRIVE, https://www.google.com/drive/pricing/ (last visited Feb. 6, 2017). After
that, a Google cloud user can upgrade to 100 GB for $1.99 per month, to 1 TB for $9.99 per
month, to 10 TB for $99.99 per month, to 20 TB for $199.99 per month, and to 30 TB for $299.99
per month. Id. Many Android smartphones have a minimum of 16 GB of storage space, see
Phones, ANDROID, https://www.android.com/phones/ (last visited Feb. 6, 2017), and one can hold
up to 640 GB, see V SQUARED Specs, SAYGUS, https://www.saygus.com/v2-2/ (last visited Feb.
6, 2017).
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up significant portions of their data. Users can also elect to remove
certain types of content from the backup process.88 Many opt to
upload a limited number of specific files for a variety of reasons, in-
cluding conserving storage space and protecting sensitive information
from hacker attacks.89 Additionally, some cloud accounts require the
user to access a Wi-Fi connection before backing up data to the
cloud.90 Cloud accounts thus typically contain little or no data of inter-
est to law enforcement—in fact, the “most common use for cloud stor-
age is music.”91

Without access to a smartphone’s data, law enforcement has “no
reasonable way” of determining which mobile cloud service(s) a per-
son uses for storage.92 Even assuming that access to a cloud account
produces the same information obtained from a physical phone, law
enforcement still must identify the relevant mobile cloud service pro-
vider(s) before they can access data stored on the account. Apple,
Google, Dropbox, and Microsoft all offer mobile cloud storage.93 Be-
cause locating the user’s mobile cloud server(s) is time-intensive, law
enforcement may not be able to locate a user’s account(s) before the
user or an accomplice permanently deletes all evidence.94

Additionally, it is more difficult for a prosecutor to establish own-
ership of a cloud account. A phone may be discovered on a defen-
dant’s person or within an area of his control (e.g., house, car), which
raises an inference of ownership and would likely only require the
testimony of one witness (e.g., the officer who recovered the device).95

By contrast, to prove ownership of a cloud account, “[a] prosecutor

88 See SUPPORT, iCloud: Change iCloud Feature Settings, APPLE (Dec. 13, 2016), https://
support.apple.com/kb/ph2613?locale=EN_US; cf. Drive Help, Back Up Photos & Videos Auto-
matically in Google Drive: Android, GOOGLE, https://support.google.com/drive/answer/6093613?
hl=en&ref_topic=7000756&co=GENIE&co=GENIE.Platform%3DAndroid&oco=1 (last visited
Feb. 6, 2017) (describing how users may enable or disable automatic backup).

89 There have been several recent, highly-publicized hacks of cloud accounts. For example,
“Celebgate” involved a man hacking 50 iCloud and 72 Gmail accounts of celebrities and leaking
personal information contained therein, including nude photographs. See Jon Blistein, Hacker
Pleads Guilty to Stealing Celebrity Nude Photos, ROLLINGSTONE (Mar. 15, 2016), http://www.
rollingstone.com/movies/news/hacker-pleads-guilty-to-stealing-celebrity-nude-photos-20160315.

90 See iCloud, supra note 87. R
91 Apple’s iCloud Is Most-Used Cloud Service in the US, Beating Dropbox & Amazon,

APPLEINSIDER (Mar. 21, 2013, 8:55 AM), http://appleinsider.com/articles/13/03/21/apples-icloud-
is-most-used-cloud-service-in-the-us-beating-dropbox-amazon; see Supplemental Declaration of
Christopher Pluhar, supra note 85, at 4. R

92 MANHATTAN DIST. ATTORNEY’S OFFICE, supra note 71, at 8. R
93 Id.
94 See Encryption and Technology Issues Hearing, supra note 24, at 7. R
95 Id.
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may need to present testimony or records from [the mobile cloud pro-
vider] relating to the subscriber information, IP login history, and/or
content of the account, testimony or records from internet service
providers regarding the subscriber information of certain IP ad-
dresses, and/or testimony of forensic analysts.”96 Mere potential access
to a cloud account is thus insufficient.

C. Current Legal and Technological Tools Cannot Crack Full-Disk
Encryption

Defendants often do not consent to smartphone searches or
choose to disclose their passcodes.97 Sometimes a passcode cannot be
obtained because the user’s identity is unknown (e.g., a phone found
at a crime scene) or the user is unavailable because he has been ab-
ducted or killed (e.g., a phone of a kidnapping or murder victim).98

Law enforcement thus has to turn to alternative methods of gaining
access into the phone, including using brute force and asking the ser-
vice providers themselves—none of which is particularly helpful.

1. Law Enforcement Likely Cannot Force Defendants to Unlock
Their Smartphones

Under the Fifth Amendment, “[n]o person shall be . . . compelled
in any criminal case to be a witness against himself.”99 There are three
elements an individual must establish in order to invoke this privilege:
(1) compulsion; (2) a testimonial communication; and
(3) incrimination.100

Caselaw indicates that the government violates a defendant’s
Fifth Amendment right against self-incrimination when it compels the
defendant to tell his numerical or alphanumerical passcode.101 Al-

96 Id.
97 There are a number of reported cases in which suspects refused to surrender their pass-

words, see, e.g., United States v. Diermyer, No. 3:10-cr-071-HRH-JDR, 2010 WL 4683550, at *2
(D. Alaska Nov. 12, 2010); Griffin-El v. Beard, No. 06-2719, 2009 WL 2929802, at *2 (E.D. Pa.
Sept. 8, 2009); United States v. Horton, No. 4:08CR3005, 2009 WL 1872612, at *7 (D. Neb. June
30, 2009), or conveniently “forgot” them, see Matt Apuzzo et al., Apple’s Line in the Sand Was
Over a Year in the Making, N.Y. TIMES (Feb. 18, 2016), http://www.nytimes.com/2016/02/19/tech
nology/a-yearlong-road-to-a-standoff-with-the-fbi.html.

98 MANHATTAN DIST. ATTORNEY’S OFFICE, supra note 71, at 4. R
99 U.S. CONST. amend. V. The Fifth Amendment’s privilege from compulsory self-incrimi-

nation has been “incorporated” by the Fourteenth Amendment so that the privilege applies to
state criminal proceedings as well as federal. See Griffin v. California, 380 U.S. 609, 615 (1965);
Malloy v. Hogan, 378 U.S. 1, 6 (1964).

100 In re Grand Jury Subpoena Duces Tecum, 670 F.3d 1335, 1341 (11th Cir. 2012).
101 See, e.g., id. at 1346 (compelling an individual’s passcode constitutes a violation of his

Fifth Amendment self-incrimination privilege); SEC v. Huang, No. 15-269, 2015 WL 5611644, at
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though the Supreme Court has not yet ruled on this precise issue,
dicta in Doe v. United States102 strongly suggests that the Court would
find that requiring a defendant to disclose his passcode would violate
the Fifth Amendment right against compulsory self-incrimination.103

Indeed, lower courts are mostly in agreement that disclosing a pass-
code is “incriminating” within Supreme Court jurisprudence.104

Although the government cannot compel an individual to dis-
close his passcode, it may be able to require a defendant to unlock his
phone using his fingerprint if the smartphone has a biometric finger-
print scanner.105 At first blush, the solution seems promising. How-
ever, because “biometric authentication cannot be set up without first
creating a passcode” (thus directly linking authentication to a pass-
code), commentators contend that a fingerprint scan still constitutes a
Fifth Amendment violation.106 Additionally, not all smartphones have
fingerprint authentication technology.107 Even for smartphones that

*2–3 (E.D. Pa. Sept. 23, 2015) (same); United States v. Kirschner, 823 F. Supp. 2d 665, 668–69
(E.D. Mich. 2010) (same); United States v. Rogozin, No. 09-CR-379(S)(M), 2010 WL 4628520, at
*6 (W.D.N.Y. Nov. 16, 2010) (same); Virginia v. Baust, No. CR14-1439, 2014 WL 6709960, at *3
(Va. Cir. Ct. 2014) (same).

102 487 U.S. 201 (1988).
103 The Court declared that “be[ing] forced to surrender a key to a strongbox containing

incriminating documents” is non-testimonial, while “be[ing] compelled to reveal the combina-
tion to [a] wall safe” is. Id. at 210 n.9 (quoting id. at 219 (Stevens, J., dissenting)). In sum, a
defendant cannot be forced to disclose the contents of his mind. Id.

104 See Vivek Mohan & John Villasenor, Decrypting the Fifth Amendment: The Limits of
Self-Incrimination in the Digital Era, 15 U. PA. J. CONST. L. HEIGHTENED SCRUTINY 11, 24
(2012) (“Courts generally agree that divulging a password constitutes a testimonial act.”).

105 See Baust, 2014 WL 6709960, at *3 (holding that a “[d]efendant cannot be compelled to
produce his passcode to access his smartphone but he can be compelled to produce his finger-
print to do the same,” because his “fingerprint, like a key . . . does not require the witness to
divulge anything through his mental processes”).

106 Erin M. Sales, Note, The “Biometric Revolution”: An Erosion of the Fifth Amendment
Privilege to Be Free from Self-Incrimination, 69 U. MIAMI L. REV. 193, 227 (2014). A defendant
forced to unlock his smartphone using his fingerprint was arguably compelled to indirectly dis-
close knowledge of the passcode because the fingerprint is connected to the passcode:

Thus, unlike the cases where the Supreme Court has held that compelling the sus-
pect to be the source of physical evidence did not violate the self-incrimination
privilege, a court may consider biometric authentication differently. In those cases,
the physical evidence was not linked to any knowledge. The blood analysis in
Schmerber, the blouse modeling in Holt, the speech in Wade, and the handwriting
exemplar in Gilbert, all occurred without the defendant creating a passcode com-
mitted to his and only his memory.

Id. at 228 (footnotes omitted).
107 On certain iPhones, the user can enable Touch ID, a fingerprint sensing system that

requires the user’s fingerprint to unlock the device. See APPLE INC., IOS SECURITY 7 (Sept. 2014)
[hereinafter IOS SECURITY GUIDE]. Some Android devices have fingerprint scanners, which al-
low the user to unlock the device with their fingerprint. See Google Store, Android 6.0 Marsh-
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have such technology, the user is not required to enable it.108 In other
words, the user could choose to only have a numerical or alphanumer-
ical passcode.109 Thus, a defendant looking to keep the contents of his
smartphone from law enforcement will simply not enable the biomet-
ric authentication function.

The “forgone conclusion” exception, which applies if the govern-
ment learns “little or nothing” from the information conveyed by the
defendant’s act of production,110 may allow the government to require
the defendant to unlock his smartphone using his passcode111 or to
provide its decrypted contents.112 In either circumstance, only the data
on the smartphone, not the passcode itself, would be revealed.113 It is
“difficult” for the government to “clear the ‘foregone conclusion’ hur-
dle.”114 The Eleventh Circuit is currently the only federal appeals
court to have ruled on the standard the government must meet to sat-
isfy the foregone conclusion exception.115 In In re Grand Jury Sub-
poena Duces Tecum Dated March 25, 2011,116 law enforcement
believed the defendant was using a specific Youtube.com account to
share sexually explicit material of underage girls.117 Investigators were
able to seize several of the defendant’s laptops and external hard
drives, however, forensic examiners were unable to access parts of the
encrypted drives.118 A grand jury subpoena required the defendant to
produce the “unencrypted contents” of the digital media.119 A forensic

mallow. S’more to Love, GOOGLE, https://store.google.com/magazine/android_6_platform_story
(last visited Jan. 18, 2017). However, due to the variety of OEMs making Android devices, not
all Android devices can be unlocked using the user’s fingerprint. MANHATTAN DIST. ATTOR-

NEY’S OFFICE, supra note 71, at 3. R
108 See MANHATTAN DIST. ATTORNEY’S OFFICE, supra note 71, at 2–3. R
109 See id. at 3.
110 Fisher v. United States, 425 U.S. 391, 411 (1976) (“The existence and location of the

papers are a foregone conclusion and the taxpayer adds little or nothing to the sum total of the
Government’s information by conceding that he in fact has the papers.”).

111 See Commonwealth v. Gelfgatt, 11 N.E.3d 605, 614 (Mass. 2014); Orin Kerr, Apple’s
Dangerous Game, WASH. POST: THE VOLOKH CONSPIRACY (Sept. 19, 2014), https://www.wash
ingtonpost.com/news/volokh-conspiracy/wp/2014/09/19/apples-dangerous-game/.

112 See, e.g., United States v. Fricosu, 841 F. Supp. 2d 1232, 1235, 1238 (D. Colo. 2012)
(directing the defendant to provide a decrypted copy of her computer’s hard drive where its
contents were accessible only by entry of a passcode); In re Grand Jury Subpoena to Boucher,
No. 2:06-mj-91, 2009 WL 424718, at *1, *4 (D. Vt. Feb. 19, 2009) (same).

113 See supra notes 111–112. R
114 MANHATTAN DIST. ATTORNEY’S OFFICE, supra note 71, at 5. R
115 See generally In re Grand Jury Subpoena Duces Tecum, 670 F.3d 1335 (11th Cir. 2012).
116 670 F.3d 1335 (11th Cir. 2012).
117 Id. at 1339.
118 Id.
119 Id.
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examiner for the government testified that they believed data existed
on the encrypted parts of the hard drive because the still-encrypted
parts contained nonsensical characters and numbers.120 The examiner
believed that these characters and numbers suggested the presence of
an encrypted form of data.121

The Eleventh Circuit rejected the government’s contention that
the existence of evidence on the hard drive was a foregone conclu-
sion.122 The court noted that while the government showed that “the
drives could contain files,” the government did not meet its burden to
show that “the drives actually contain any files.”123 It does not appear
that the requisite probable cause standard for a search warrant would
satisfy the foregone conclusion exception. The “substance” of proba-
ble cause only requires a “reasonable ground” for belief that a phone
contains evidence of a crime;124 the standard “does not demand any
showing that such a belief be correct or [even] more likely true than
false.”125 Additionally, the “foregone conclusion” exception does not
apply to situations where the defendant denies ownership or control
of the smartphone.126

2. Law Enforcement Cannot Use Brute Force to Unlock
Smartphones

Smartphones protected by full-disk encryption can theoretically
be unlocked using “brute force,” which is a trial and error method that
involves running through all possible passcode combinations (e.g.,
“1,1,1,1,” “1,1,1,2,” “1,1,1,3”).127 However, brute force extraction of
data from smartphones is highly unavailing for two reasons.

First, brute force extractions are so time-intensive that they are
frequently considered an unviable extraction alternative.128 This is be-

120 Id. at 1340.
121 Id.
122 See id. at 1346.
123 Id. at 1347–48 (“Fisher and Hubbell . . . require that the Government show its knowl-

edge that the files exist.”); see also SEC v. Huang, No. 15-269, 2015 WL 5611644, at *4 (E.D. Pa.
Sept. 23, 2015) (“Here, the SEC has no evidence any documents it seeks are actually located on
the work-issued smartphones, or that they exist at all. Thus, the foregone conclusion doctrine is
not applicable.”).

124 Brinegar v. United States, 338 U.S. 160, 175 (1949).
125 Texas v. Brown, 460 U.S. 730, 742 (1983).
126 See Fisher v. United States, 425 U.S. 391, 410, 412 (1976).
127 Martin Kaste, Your Smartphone Is a Crucial Police Tool, If They Can Crack It, NPR:

ALL TECH CONSIDERED (Mar. 25, 2014, 2:54 PM), http://www.npr.org/sections/alltechconsidered
/2014/03/25/291925559/your-smartphone-is-a-crucial-police-tool-if-they-can-crack-it; MANHAT-

TAN DIST. ATTORNEY’S OFFICE, supra note 71, at 4. R
128 See, e.g., Encryption and Technology Issues Hearing, supra note 24, at 4; Lily Hay New- R
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cause iOS and Android discourage passcode attacks with escalating
time delays that trigger after an invalid passcode is entered at the lock
screen.129 Time delays dramatically limit the efficacy of brute force at-
tempts; according to Apple, “it would take more than 51/2 years to try
all combinations of a six-character alphanumeric passcode with lower-
case letters and numbers.”130 Four-digit numerical passcodes may re-
quire less time, but they still could take up to 10,000 guesses.131 In
regards to iPhones, passcodes (otherwise known as Personal Identifi-
cation Numbers (“PINs”)) must be entered by hand on the physical
device, one at a time.132

Second, brute force could result in a complete data wipe once a
maximum number of incorrect passcodes is entered. For iOS, “[u]sers
can choose to have the device automatically wiped if the passcode is
entered incorrectly after 10 consecutive attempts.”133 Similarly, for
Android, the data may become permanently inaccessible if a user en-
ters an incorrect passcode a certain number of times in a row.134

3. The Recent Unlocking of the San Bernardino iPhone Does
Not Create a Viable Method to Access a Smartphone’s
Contents

Although an anonymous hacker was able to access data on the
San Bernardino iPhone for the FBI, this one-time unlocking is not a
permanent or viable solution. As mentioned above, the FBI is un-

man, Federal Judge Says Law Enforcement Can’t Make You Hand Over Your Smartphone Pass-
code, SLATE: FUTURE TENSE (Sept. 25, 2015, 2:41 PM), http://www.slate.com/blogs/future_tense/
2015/09/25/court_rules_that_defendants_don_t_have_to_provide_smartphone_passcodes.html.

129 See APPLE, IOS SECURITY, IOS 9.0 OR LATER 12 (Sept. 2015).
130 Id. For iPhones, iOS 9 and higher now ask for a six-digit passcode by default. Jason

Cipriani, Secure Your iOS Device With a Six-Digit Passcode on iOS 9, CNET (Sept. 11, 2015,
10:58 AM), http://www.cnet.com/how-to/secure-your-ios-device-with-a-six-digit-passcode-on-ios-
9/. However, users can manually switch to a four-digit numeric code, a custom numeric code, or
a custom alphanumeric code. See IOS SECURITY, IOS 9.0 OR LATER, supra note 129, at 12. For R
Android-powered smartphones operating on Froyo 2.2 and higher, the phone offers the ability
to lock the device using a numeric or alphanumeric passcode. See Phil Nickinson, Password
Protect Your Phone, ANDROID CENTRAL (Aug. 6, 2010, 11:16 AM), http://www.androidcen
tral.com/password-protect-your-phone.

131 Martin Kaste, The Security Cracks In Your Smartphone, NPR: ALL TECH CONSIDERED

(Mar. 25, 2014, 2:49 PM), http://www.npr.org/sections/alltechconsidered/2014/03/25/291942703/
the-security-cracks-in-your-smartphone.

132 Chris Smith, Does Apple Even Have the Ability to Hack the iPhone Like the FBI
Wants?, BGR (Feb. 17, 2016, 12:33 PM), http://bgr.com/2016/02/17/apple-iphone-security-
backdoors/.

133 IOS SECURITY GUIDE, supra note 107, at 11; see also IOS SECURITY, IOS 9.0 OR LATER, R
supra note 129, at 12. R

134 See MANHATTAN DIST. ATTORNEY’S OFFICE, supra note 71, at 3. R
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likely to share the method in every single case that involves
smartphone encryption.135 Because Apple is proactively trying to iso-
late and mitigate this security vulnerability,136 the FBI has chosen to
selectively use its newly-found “key” in order to protect its secrecy.137

This fear is not unfounded; in the past, Apple has developed new se-
curity measures to close weaknesses exposed by hackers.138 Moreover,
many technology experts have speculated on the method used by the
anonymous hacker—increasing the likelihood that Apple will uncover
the vulnerability.139 Apple may even pursue legal measures to force
the government to disclose the vulnerability.140 Regardless of whether
Apple uncovers the actual method used, Apple engineers are continu-
ally strengthening the security of iPhones and their corresponding en-
cryption technology.141 For example, on March 21, 2016, Apple
released iOS 9.3 which corrected an encryption flaw in iMessage.142

Even assuming the FBI does share its “key” before Apple can
close the vulnerability, technology experts note that it may not work
on every iPhone.143 Additionally, iOS and Android are distinct mobile
operating systems (with, by extension, distinct vulnerabilities) and a
hack that works for one will likely not work for the other.144

Finally, the government’s continued, ad hoc reliance on anony-
mous, third-party hackers disservices the public. A hacking service
that only one—or at most, a few—can perform creates a hacker-con-
trolled monopoly. A hacker who can successfully extract data from a
full-disk encrypted smartphone can demand a very high price for his
services.145 Assuming future mobile operating systems have unique se-

135 See Learmonth, supra note 16. R
136 See supra notes 13–15 and accompanying text. R
137 See Learmonth, supra note 16. R
138 See Apuzzo & Benner, supra note 15 (“Apple regularly publishes security updates and R

gives credit to researchers who hunt for bugs in the company’s software.”).
139 See Benner et al., supra note 15; Alina Selyukh, The Apple-FBI Whodunit: Who Is Help- R

ing The Feds Crack The Locked iPhone?, NPR: ALL TECH CONSIDERED (Mar. 23, 2016, 5:58
PM), http://www.npr.org/sections/alltechconsidered/2016/03/23/470573608/the-apple-fbi-
whodunit-whos-helping-the-feds-crack-the-locked-iphone.

140 See Selyukh, supra note 13; Strohm et al., supra note 14. R
141 See Apuzzo & Benner, supra note 15. R
142 See Tim Moynihan, Apple iOS 9.3 Is Available Today. Here’s Why You Want It, WIRED

(Mar. 21, 2016, 1:56 PM), http://www.wired.com/2016/03/ios-9-3-is-available/.
143 See Richard Winton & James Queally, Will the FBI Share Its iPhone-Cracking Method

with Police? Probably Not, L.A. TIMES (Mar. 29, 2016, 4:59 PM) http://www.latimes.com/local/
lanow/la-me-ln-police-phone-access-san-bernardino-20160329-story.html.

144 See id.
145 Rewards can total in the millions for hackers able to demonstrate critical security vul-

nerabilities: Google has paid outside hackers more than $6 million for finding security flaws. See
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curity flaws that allow a hacker to access the smartphone’s contents,
the government will continually have to use taxpayer dollars to pay
substantial bounties for each updated system.146 Alternatively, hackers
could stop performing data extractions altogether for future mobile
operating systems.147

4. Apple and Google Refuse to Comply with Government Search
Warrants

In cases where a passcode is withheld or unable to be obtained, a
prosecutor can apply to a court for a search warrant.148 Law enforce-
ment agencies used to be able to obtain search warrants and orders
(often referred to as “unlock orders”) that required tech companies to
assist in data extraction procedures.149 After obtaining an unlock
order,

[t]he prosecutor . . . then sends . . . a copy of the warrant, the
unlock order, the device, and a blank external hard drive.
[The mobile operating system provider] uses a proprietary
method to extract data from the device, and sends a copy of
the data to law enforcement on the external hard drive.150

However, in several recent cases, Apple has challenged the legal va-
lidity of unlock orders.151 Many technology companies, including

Nicole Perlroth & Katie Benner, Apple Policy on Bugs May Explain Why Hackers Would Help
F.B.I., N.Y. TIMES (Mar. 22, 2016), http://www.nytimes.com/2016/03/23/technology/apple-policy-
on-bugs-may-explain-why-hackers-might-help-fbi.html.

146 Cellebrite, an Israeli data forensics firm, is rumored to be the anonymous hacker that
unlocked the iPhone 5c in the San Bernardino case. See, e.g., Mikey Campbell, Cellebrite Again
Rumored to Have Accessed San Bernardino iPhone 5c for FBI, APPLEINSIDER (Apr. 1, 2016, 3:54
PM), http://appleinsider.com/articles/16/04/01/-cellebrite-again-rumored-to-have-accessed-san-
bernardino-iphone-5c-for-fbi. Cellebrite signed a $218,000 contract with the FBI the same day
DOJ announced it unlocked the iPhone. Id. Over the last seven years, the FBI purchased foren-
sic tools from Cellebrite averaging $10,883 each. Id. The $218,000 is the largest to date. Id.

147 See Paresh Dave, Why Few Hackers Are Lining Up to Help FBI Crack iPhone Encryp-
tion, L.A. TIMES (Mar. 23, 2016, 6:17 PM), http://www.latimes.com/business/technology/la-fi-tn-
apple-hackers-20160323-snap-htmlstory.html (noting that the stigma of assisting the FBI with an
investigation could deter potential hackers).

148 The Supreme Court held that warrants based on probable cause are required for
searches of smartphone data, absent an exception. Riley v. California, 134 S. Ct. 2473, 2485
(2014).

149 See MANHATTAN DIST. ATTORNEY’S OFFICE, supra note 71, at 4. R
150 Id.
151 See Apple Inc.’s Motion to Vacate Order Compelling Apple Inc. to Assist in Search,

and Opposition to Government’s Motion to Compel Assistance, In re Search of an Apple iPhone
Seized During the Execution of a Search Warrant on a Black Lexus IS300, Cal. License Plate
35KGD203, No. CM 16-10 (SP), 2016 WL 618401 (C.D. Cal. Feb. 25, 2016) [hereinafter Apple
Inc.’s Motion to Vacate Order]; Apple Inc.’s Supplemental Response to Court’s October 9, 2015
Order and Opinion, In re Apple, Inc., No. 15 MISC 1902 (JO) (E.D.N.Y. Oct. 23, 2015).
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Google, have filed amicus briefs in support of Apple.152 Unlock or-
ders, thus, are no longer an effective way of compelling tech compa-
nies to extract data from full-disk encrypted smartphones.153

III. CRITIQUE OF OTHER PROPOSALS

There have been attempts to remedy this problem before. A judi-
cial approach through the use of the All Writs Act and several legisla-
tive approaches, both on the federal and state levels, have been put
forth. Taking each proposal in turn, this Part demonstrates why they
are not sufficient.

A. The All Writs Act

In two highly publicized cases, the DOJ tried to use the All Writs
Act to get a court order requiring Apple to help the government ac-
cess data on locked, encrypted iPhones.154 The All Writs Act says that
courts have broad statutory authority to issue orders necessary to ef-
fectively carry out the duties of an independent judiciary.155 Thus,
courts may issue orders when three requirements are satisfied: (1) the
issuance of the writ is “in aid of” the issuing court’s jurisdiction;
(2) the type of writ requested is “necessary or appropriate” to provide
such aid to the issuing court’s jurisdiction; and (3) the issuance of the
writ is “agreeable to the usages and principles of law.”156 Apple’s pub-
lic statements and court filings demonstrate its opposition to writ-
based unlock orders.157 The government’s use of the All Writs Act is
problematic for three primary reasons.

152 See, e.g., Brief for Amazon.com et al. as Amici Curiae Supporting Apple, Inc., In re
Search of an Apple iPhone Seized During the Execution of a Search Warrant on a Black Lexus
IS300, Cal. License Plate 35KGD203, No. ED CM 16-10 (SP) (Mar. 4, 2016); Brief for Airbnb,
Inc. et al. as Amici Curiae Supporting Apple, Inc., In re Search of an Apple iPhone Seized
During the Execution of a Search Warrant on a Black Lexus IS300, Cal. License Plate
35KGD203, No. ED CM 16-10 (SP) (Mar. 3, 2016).

153 See infra Section III.A.
154 See In re Search of an Apple iPhone Seized During the Execution of a Search Warrant

on a Black Lexus IS300, Cal. License Plate 35KGD203, No. ED 15-0451M, 2016 WL 618401, at
*1 (C.D. Cal. Feb. 16, 2016); In re Apple, Inc., 149 F. Supp. 3d 341, 344 (E.D.N.Y. 2016).

155 The All Writs Act states: “The Supreme Court and all courts established by Act of
Congress may issue all writs necessary or appropriate in aid of their respective jurisdictions and
agreeable to the usages and principles of law.” 28 U.S.C. § 1651(a) (2012).

156 In re Apple, Inc., 149 F. Supp. 3d at 350; see, e.g., United States v. Williams, 400 F.3d
277, 280–81 (5th Cir. 2005) (quoting In re United States, 397 F.3d 274, 282 (5th Cir. 2005)).

157 See The Encryption Tightrope: Balancing Americans’ Security and Privacy: Hearing
Before the H. Comm. on the Judiciary, 114th Cong. 100 (2016) (statement of Bruce Sewell, Se-
nior Vice President & General Counsel, Apple, Inc.); Apple Inc.’s Motion to Vacate Order,
supra note 151, at 14–15; Customer Letter, supra note 8. R
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First, numerous critics argue that the All Writs Act cannot be
extended to compel private companies, like Apple and Google, to as-
sist the government in unlocking encrypted smartphones.158 Currently
the only legal precedent on the issue of whether a court has the power
to issue such an order is in Apple’s favor.159 In In re Apple, Inc.,160

Judge Orenstein based his denial to extend the All Writs Act partly on
the fact that Congress has yet to pass a law explicitly requiring tech
companies to provide assistance to law enforcement.161 Both the DOJ
and Apple agreed that the CALEA162 currently does not compel a
private company to help law enforcement agencies unlock encrypted
smartphones.163 Judge Orenstein held that this omission reflects a leg-
islative choice to exempt tech companies from complying with unlock
orders for encrypted smartphones.164 He also found that, alternatively,
Apple was an “information service provider” and thus expressly ex-
empted under the CALEA from providing the governmental assis-
tance sought.165

Second, some critics argue that the government’s use of the All
Writs Act adds to the loss of confidence in oversight of the American
national security establishment.166 Numerous technology companies,
including Apple and Google, redesigned their products to include en-
cryption in direct response to Edward Snowden’s infamous disclosure
regarding the U.S. government’s mass surveillance.167 The DOJ’s cur-
rent reliance on the All Writs Act reignites fears tied to governmental
circumvention of democratic and legal processes for investigatory pur-
poses—“invoking ‘terrorism’ and moving ex parte behind closed
courtroom doors, the government sought to cut off debate and cir-
cumvent thoughtful analysis.”168 Indeed, opponents view the govern-
ment’s application of the All Writs Act as an “unlimited” and

158 See, e.g., Brief for Airbnb, Inc. et al., supra note 152; Brief for Amazon.com et al., supra R
note 152; Brief for AT&T Mobility LLC as Amici Curiae Supporting Apple, Inc. at 4–6, In re R
Search of an Apple iPhone Seized During the Execution of a Search Warrant on a Black Lexus
IS300, Cal. License Plate 35KGD203, No. ED CM 16-10 (SP) (C.D. Cal. Mar. 3, 2016).

159 See In re Apple, Inc., 149 F. Supp. 3d at 344, 351.
160 149 F. Supp. 3d 341 (E.D.N.Y. 2016).
161 See id. at 355–59.
162 For a discussion on the CALEA, see infra Part IV.
163 In re Apple, Inc., 149 F. Supp. 3d at 355.
164 See id. at 355–59.
165 See id. at 356–57.
166 See, e.g., Yochai Benkler, We Cannot Trust Our Government, So We Must Trust the

Technology, GUARDIAN (Feb. 22, 2016, 8:00 AM), http://www.theguardian.com/us-news/2016/
feb/22/snowden-government-trust-encryption-apple-fbi.

167 See Apuzzo & Benner, supra note 15. R
168 Apple Inc.’s Motion to Vacate Order, supra note 151, at 2, 5. R
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“sweeping use of the judicial process.”169 Critics believe that the All
Writs Act does not sufficiently hold the government accountable and
guard privacy interests. They warn that this precedent could be ex-
tended to access data from other products and unwilling private com-
panies (e.g., microphones on televisions, computers, and even
children’s toys).170

Third, reliance on the All Writs Act would produce inconsistent
results. Even if a subsequent court were to grant the government’s
order, the All Writs Act is discretionary and judges are not required
to grant orders even if all three statutory requirements are met.171

Moreover, historically, legislatures have prescribed mandatory law en-
forcement assistance requirements that involve technological changes
on the part of private companies.172 The “information environment of
legislative rulemaking is superior to that of judicial rulemaking in the
context of developing technologies.”173 Unlike Congress,174 “[j]udges
decide cases based primarily on a brief factual record, narrowly ar-
gued legal briefs, and a short oral argument. They must decide their
cases in a timely fashion, and can put only so much effort into any one
case.”175 Legislation, as opposed to a judicially-issued writ, is the only
feasible solution to this problem.

169 Id. at 1; see Benkler, supra note 166. R
170 See, e.g., Apple Inc.’s Motion to Vacate Order, supra note 151, at 25–26; OLSEN ET AL., R

supra note 75, at 13–15. R
171 See, e.g., 28 U.S.C. § 1651(a) (2012) (“The Supreme Court and all courts . . . may issue

all writs . . . .” (emphasis added)); Morrow v. District of Columbia, 417 F.2d 728, 736 (D.C. Cir.
1969); Paramount Film Distrib. Corp. v. Civic Ctr. Theatre, Inc., 333 F.2d 358, 360 (10th Cir.
1964).

172 See, e.g., 18 U.S.C. § 2703(f)(1) (2012) (requiring providers “of wire or electronic com-
munication services” to assist law enforcement by preserving specified evidence); 47 U.S.C.
§ 1007(a) (2012) (providing authority for court-issued orders to communications carriers requir-
ing carriers to assist law enforcement).

173 Orin S. Kerr, The Fourth Amendment and New Technologies: Constitutional Myths and
the Case for Caution, 102 MICH. L. REV. 801, 881 (2004).

174 On February 29, 2016, Senator Mark Warner introduced in the Senate a bipartisan bill
to establish in the legislative branch the National Commission on Security and Technology Chal-
lenges. The purpose of the Commission is:

To bring together leading experts and practitioners from the technology sector,
cryptography, law enforcement, intelligence, the privacy and civil liberties commu-
nity . . . and the national security community to examine the intersection of security
and digital security and communications technology . . . and determine the implica-
tions for national security, public safety, data security, privacy, innovation, and
American competitiveness in the global marketplace.

Digital Security Commission Act of 2016, S. 2604, 114th Cong. § 3(b)(1) (2016).
175 See Kerr, supra note 173, at 875 (footnote omitted). R
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B. The Manhattan District Attorney’s Office’s White Report

In November 2015, the Manhattan District Attorney’s Office re-
leased a report calling for a legislative solution to full-disk encryption
on smartphones.176 The report called for state and federal legislation
that would require “that any smartphone manufactured, leased, or
sold in the U.S. must be able to be unlocked” pursuant to a lawful
search warrant and unlock order.177

Critics argue that the proposed legislation takes an “absolutist”
approach and, as such, does not adequately take into consideration
Apple and Google’s interests.178 But what if full-disk encryption is not
as “impossible” to crack as the government asserts? What if it does
not frustrate as many investigations and prosecutions as previously
suggested? Regardless, under the proposed legislation, Apple and
Google will still have to produce smartphones with “weakened” en-
cryption.179 As discussed above, the government has already success-
fully unlocked an iPhone 5c running iOS 9 with the assistance of a
third party hacker,180 and Zerodium, a firm that sells security vulnera-
bilities to the U.S. government and private corporations, reported that
a team of hackers had successfully exploited a flaw in iOS 9.181 Apple
and Google do have an interest in the quality of their products and
their company brands. These brands are, in fact, built on privacy and
security.182 It may negatively impact the companies’ brands if the pub-
lic perceives the companies as “weakening” security and assisting the
government to extract “private” data.183 This is a distinct possibility
given that both companies (particularly Apple) have heavily marketed
their opposition to any government-imposed changes in their mobile
operating systems.184

176 See MANHATTAN DIST. ATTORNEY’S OFFICE, supra note 71, at 13. R
177 Id.
178 Benner & Perlroth, supra note 8. R
179 See id.
180 See Benner & Lichtblau, supra note 3. R
181 See Perlroth & Benner, supra note 145. R
182 See Katie Benner & Paul Mozur, Apple Sees Value in Its Stand to Protect Security, N.Y.

TIMES (Feb. 20, 2016), http://www.nytimes.com/2016/02/21/technology/apple-sees-value-in-pri
vacy-vow.html.

183 Cf. Claire Cain Miller, Revelations of N.S.A. Spying Cost U.S. Tech Companies, N.Y.
TIMES (Mar. 21, 2014), http://www.nytimes.com/2014/03/22/business/fallout-from-snowden-hurt
ing-bottom-line-of-tech-companies.html (discussing the loss to American tech companies in for-
eign markets after Snowden’s revelations).

184 See, e.g., Benner & Mozur, supra note 182; Benner & Perlroth, supra note 8; Customer R
Letter, supra note 8. R
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The proposal could also be seen as deputizing private corpora-
tions without providing just compensation. This is because the pro-
posed legislation does not contemplate a reimbursement scheme.185

According to Apple, it would take a team of six to ten Apple engi-
neers and employees between two to four weeks to develop a decrypt-
able mobile operating system.186 The proposed legislation would force
Apple to bear the entire cost of development.

C. Legislative Solutions at the State Level

Currently two states—New York and California—have intro-
duced bills that would require smartphones sold in the state to be
amenable to search warrants. New York Assemblyman Matthew
Titone (D-Staten Island) introduced legislation, bill A8093, that would
require any smartphone manufactured, sold, or leased in New York to
be “capable of being decrypted and unlocked by its manufacturer or
its operating system provider.”187 Any smartphone that cannot be
decrypted and unlocked will subject its seller or lessor to a $2500 fine.
California Assemblyman Jim Cooper (D-Elk Grove) introduced legis-
lation, bill AB 1681,188 that would subject a manufacturer or operating
system provider to “a civil penalty of $2500 for each instance in which
the smartphone is unable to be decrypted,” if decryption is ordered by
a state court.189 Neither bill proposes a compensation scheme to reim-
burse companies for the costs of reengineering smartphones to be
amenable to search warrants and unlocking them pursuant to a court
order.190 Additionally, neither bill states what the funds from the civil
penalty will be used for.191

185 See MANHATTAN DIST. ATTORNEY’S OFFICE, supra note 71, at 13. R
186 See Apple Inc.’s Motion to Vacate Order, supra note 151, at 13. R
187 A8093A, 2016 Leg., 239th Sess. (N.Y. 2016). Assemblyman Titone introduced the bill

on June 8, 2015, see id., and it was referred to committee in January 2016 following publicity
around DA Vance’s white report. See Tom Risen, New York Bill Aims to Ban Encrypted Phones,
U.S. NEWS (Jan. 15, 2016, 5:46 PM), http://www.usnews.com/news/articles/2016-01-15/new-york-
bill-aims-to-ban-encrypted-phones.

188 AB-1681, 2016 Leg., 2015–2016 Sess. (Cal. 2016). Assemblyman Copper introduced the
bill on January 20, 2016, and the bill was amended in assembly on March 28, 2016, after this Note
had been substantially drafted. See id. The bill as first introduced was nearly identical to the
pending New York bill, however, the stated rationale was to fight human trafficking rather than
terrorism. See Cyrus Farivar, Yet Another Bill Seeks to Weaken Encryption-by-Default on
Smartphones, ARS TECHNICA (Jan. 21, 2016, 5:00 AM), http://arstechnica.com/tech-policy/2016/
01/yet-another-bill-seeks-to-weaken-encryption-by-default-on-smartphones/; see also N.Y.
A8093A § 1.

189 Cal. AB-1681.
190 See Cal. AB-1681; N.Y. A8093A.
191 See Cal. AB-1681; N.Y. A8093A.
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Opponents criticize New York and California’s pending bills in
part because they are state legislation.192 If the New York and Califor-
nia bills passed, a tech company (like Apple or Google) that sells en-
crypted-by-default smartphones would have four options. One, a tech
company could stop including full-disk encryption on its smartphones.
For companies like Apple and Google, this would contradict almost
two years of outspoken statements on encryption technology and its
corresponding privacy and security benefits.193 Indeed, Apple has a
built a “global marketing strategy” around privacy and security (par-
ticularly against government intrusion).194 Two, a tech company could
cease selling smartphones in two of the richest states in the United
States.195 It would be ironic if California-based Apple and Google
could not sell smartphones in the Silicon Valley state. Three, a tech
company could create decryptable smartphones for those states to
abide by their anti-encryption laws. This third option would most
likely result in New York or California residents purchasing full-disk
encrypted smartphones from neighboring states.196 Differences in
products across states create incentives for secondary market sales.197

Additionally, the California bill only imposes a fine for each instance
that a smartphone cannot be decrypted pursuant to a “state court or-
der.”198 The bill would do nothing to further federal investigations and
prosecutions in the state. Thus, the state legislation ultimately would
not further law enforcement investigations because criminals and fu-
ture victims could still obtain a full-disk encrypted smartphone with a
quick trip across the state border. Moreover, the pending bills would

192 See Brian Barrett, New Bill Aims to Stop State-Level Decryption Before It Starts, WIRED

(Feb. 10, 2016, 3:27 PM), http://www.wired.com/2016/02/encrypt-act-2016/.
193 See Benner & Perlroth, supra note 8; Customer Letter, supra note 8. R
194 Apuzzo & Benner, supra note 15; see also Benner & Mozur, supra note 182. R
195 See U.S. CENSUS BUREAU, MEDIAN HOUSEHOLD INCOME (IN 2013 INFLATION-AD-

JUSTED DOLLARS) BY STATE RANKED FROM HIGHEST TO LOWEST USING 3-YEAR AVERAGE:
2011-2013; Megan Willett, The Wealthiest People in America Live in These States, BUS. INSIDER

(Mar. 24, 2015, 2:05 PM), http://www.businessinsider.com/us-states-with-the-wealthiest-resi
dents-2015-3.

196 See Barrett, supra note 192. R
197 For example, immediately after New York City and State cigarette tax increased in

April 2002, there was a “‘flood’ of cigarette smuggling into NYC and a rise in illegal sales of
untaxed cigarettes.” Donna Shelley et al., The $5 Man: The Underground Economic Response to
a Large Cigarette Tax Increase in New York City, 97 AM. J. PUB. HEALTH 1483, 1483 (2007). A
New York City Department of Health and Mental Hygiene’s Community Health Survey re-
ported that eighty-nine percent of cigarettes in New York City were purchased through alterna-
tive sales channels (i.e., not through New York City retailers). Id.

198 AB-1681, 2016 Leg., 2015–2016 Sess. (Cal. 2016).
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negatively impact the economy in those states by driving away busi-
ness from New York and California smartphone retailers.199

And finally, four, in regard to the California bill, tech companies
would likely continue to sell encrypted smartphones in the state. The
state legislation would not have “the clout to affect multinational cor-
porations like Apple and Google.”200 Over the course of one year, the
Manhattan District Attorney’s Office reported that it had 175
smartphones that it could not decrypt.201 Covering a population of ap-
proximately 1.644 million,202 that is roughly one inaccessible
smartphone per every 9394 individuals. Presuming that this ratio is
constant, there will be approximately 4167 smartphones that Califor-
nia law enforcement cannot decrypt every year.203 This would result in
the imposition of a $10.417 million civil penalty each year to be shared
amongst the manufacturers and mobile operating system providers of
those inaccessible smartphones. However, this penalty would be un-
likely to compel tech companies to reengineer their smartphones to be
decryptable pursuant to a court order. In just the third quarter of fis-
cal year 2015, Apple had a quarterly net profit of $10.7 billion,204 while
Google had a quarterly net profit of $3.979 billion.205 Even if each
respective company were to pay the entire estimated yearly penalty, it
would only constitute 0.097% of Apple’s quarterly net profit and
0.261% of Google’s.206 Moreover, the civil penalty would likely not be
shouldered by one company (or even two). The California bill fines
the “manufacturer or operating system provider,”207 and there are
presently at least ten distinct companies that manufacture

199 See Barrett, supra note 192. R
200 Ellen Nakashima, Officials Seizing the Moment of Paris Attacks to Rekindle Encryption

Debate, WASH. POST (Nov. 18, 2015), https://www.washingtonpost.com/world/national-security/
officials-seizing-the-moment-of-paris-attacks-to-rekindle-encryption-debate/2015/11/18/cdb8940
0-8d5c-11e5-acff-673ae92ddd2b_story.html.

201 See Benner & Apuzzo, supra note 64. R
202 This information is current as of July 1, 2015. U.S. CENSUS BUREAU, QUICKFACTS: NEW

YORK COUNTY (MANHATTAN BOROUGH), NEW YORK, http://www.census.gov/quickfacts/table/
PST045215/36061,36 [https://perma.cc/GE79-ZFRE] (last visited Feb. 6, 2017).

203 As of July 1, 2015, California has a population of approximately 39,144,818. U.S. CEN-

SUS BUREAU, QUICKFACTS: CALIFORNIA, http://www.census.gov/quickfacts/table/PST045215/
06,00 [https://perma.cc/PSQ3-W7SZ] (last visited Feb. 6, 2017).

204 Press Release, Apple Reports Third Quarter Results, APPLE (July 21, 2015), http://
www.apple.com/pr/library/2015/07/21Apple-Reports-Record-Third-Quarter-Results.html?sr=hot
news.rss [https://perma.cc/H77Z-Z3LK].

205 Jared Dipane, Google Announces Q3 2015 Results: $18.7 Billion in Revenue, $3.97 Bil-
lion Net Income, ANDROID CENTRAL (Oct. 22, 2015, 4:19 PM), http://www.androidcentral.com/
google-announces-q3-2015-results-187-billion-revenue-397-billion-net-income.

206 See supra notes 203–05 and accompanying text. R
207 AB-1681, 2016 Leg., 2015–2016 Sess. (Cal. 2016).
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smartphones or engineer mobile operating systems in the United
States.208 In sum, this solitary bill would not motivate companies to
reengineer their encryption technology; the bill’s effectiveness de-
pends on other states adopting congruent legislation. Because there
are no other pending state bills similar to California’s, the absence of
extrajurisdictional penalties diminishes the proposed scheme’s
effectiveness.

Critics of the pending bills argue that state legislation concerning
smartphone encryption would be illegal under the Dormant Com-
merce Clause.209 The Dormant Commerce Clause is a constitutional
doctrine that forbids states from enacting legislation that imposes un-
due burdens on interstate commerce.210 Opponents argue that the
pending bills would place undue burdens on interstate commerce for
many of the reasons discussed above (e.g., forcing companies to create
substantially different mobile operating systems for each state).211

On February 11, 2016, due to concerns associated with the im-
practicality of state-by-state encryption laws, a bipartisan group of leg-
islators in the U.S. Congress introduced the ENCRYPT Act of 2016.
The Act would prevent states and localities from passing laws banning
encryption on smartphones sold in the United States.212 The Act is
specifically aimed at the pending legislation in New York and
California.213

Additionally, nothing in the New York bill prevents Apple and
Google from making the fully encryption-enabled version of its mo-
bile operating system available to anyone who, after purchasing the
smartphone, can get the encryption technology through a software up-
date. Under the pending bill, the seller or lessor is only subject to the
$2500 civil penalty if the retailer knew “at the time of the sale or lease
that the smartphone was not capable of being decrypted and unlocked

208 See Victor H., Top 10 Smartphone Makers in Q1 2015: Sony and Microsoft Drop Out of
the Picture, Chinese Phone Makers Take Over, PHONE ARENA (May 25, 2015, 4:46 AM), http://
www.phonearena.com/news/Top-10-smartphone-makers-in-Q1-2015-Sony-and-Microsoft-drop-
out-of-the-picture-Chinese-phone-makers-take-over_id69643.

209 See Farivar, supra note 188. R
210 The Dormant Commerce Clause is inferred from the Commerce Clause in Article I of

the United States Constitution. See, e.g., McBurney v. Young, 133 S. Ct. 1709, 1719 (2013);
United States v. Lopez, 514 U.S. 549, 579 (1995). The Commerce Clause expressly grants Con-
gress the power to regulate commerce “among the several states.” U.S. CONST. art. I, § 8, cl. 3.
This grant of power implies a negative converse.

211 See Barrett, supra note 192. R
212 Ensuring National Constitutional Rights for Your Private Telecommunications Act of

2016, H.R. 4528, 114th Cong. § 2 (2016).
213 See id.
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by its manufacturer or its operating system provider.”214 Thus,
criminals and future victims could frustrate New York investigations
and prosecutions with a trivial software update.

Further, the New York bill exclusively punishes retailers.215 Man-
ufacturers and mobile operating system providers are not subject to
any civil penalty.216 It is inherently unfair to punish the retailer for an
encryption technology that it had no hand in creating.217 The New
York bill works indirectly to achieve its goal: it imposes a civil penalty
on retailers to discourage the sale of full-disk encrypted smartphones
in order to ultimately force manufacturers and mobile operating sys-
tem providers to reengineer their products.

The California bill is silent on how the government would deter-
mine whether to fine the “manufacturer or [the] operating system pro-
vider.”218 Sometimes the manufacturer and the mobile operating
system provider are the same company, like for Apple’s iPhones.219

However, for the majority of smartphones running Android, the man-
ufacturer and mobile operating system provider are two separate com-
panies.220 The bill’s silence could easily lead to arbitrary and
inconsistent results. For example, the state government could fine
Google for one instance of an inaccessible LG G5 (a smartphone
made by LG Electronics (“LG”) that runs Android) and then LG for
the next five.

IV. BACKGROUND ON THE CALEA

Having now explored various judicial and legislative solutions,
this Part discusses a pertinent federal legislative Act that will form the
basis of this Note’s proposal.

Beginning in the 1990s, emerging digital and wireless technolo-
gies have increasingly frustrated law enforcement efforts to facilitate
court-authorized surveillance.221 In response, Congress, concerned
about the efficacy of modern law enforcement, prompted the Govern-

214 A8093A, 2016 Leg., 239th Sess. (N.Y. 2016).
215 See id.
216 See id.
217 In fact, the California bill, when it was first introduced, subjected only the seller or

lessor to the civil penalty. However, the state legislature explicitly amended the bill to state that
the “inability of a smartphone manufacturer or its operating system provider to decrypt the
contents of the smartphone . . . shall not result in liability to the seller or lessor.” AB-1681, 2016
Leg., 2015–2016 Sess. (Cal. 2016).

218 Id.
219 See supra note 44 and accompanying text. R
220 See supra note 51 and accompanying text. R
221 See King, supra note 26, at 178. R
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ment Accountability Office to examine the growing application of dig-
ital technology in public telephone systems.222 Their investigation
found that digitalization could potentially inhibit the FBI’s ability to
effectively wiretap and surveil suspects.223 Unfortunately, this concern
manifested as more than just a hypothetical impediment: a 1992 FBI
survey indicated that advanced telecommunications technologies pre-
vented law enforcement from carrying out court-authorized electronic
surveillance in ninety-one instances.224 Congress felt compelled to rec-
tify this burgeoning problem and ultimately enacted in 1994 the Com-
munications Assistance for Law Enforcement Act.225 This Act ensures
that court-authorized surveillance investigations could survive con-
temporary technological advancements.226

A. Requirements

“The primary purpose of the CALEA is to clarify a telecommuni-
cations carrier’s duty to assist law enforcement agencies with the law-
ful interception of communications and the acquisition of call-
identifying information in an ever-changing telecommunications envi-
ronment.”227 The CALEA requires that telecommunications carriers
meet the assistance capability requirements in section 1002.228 Gener-
ally, section 1002 requires that telecommunication carriers ensure
their equipment, facilities, and services are capable of enabling the
government, pursuant to a court order, to effectively intercept com-
munications within the carrier’s service area, to or from its equipment,
concurrently with the transmission.229 The carriers must assist law en-
forcement, even “to the exclusion of any other communications.”230

Telecommunications carriers must also allow law enforcement access

222 See U.S. GOV’T ACCOUNTABILITY OFFICE, FBI: ADVANCED COMMUNICATIONS TECH-

NOLOGIES POSE WIRETAPPING CHALLENGES (July 1992).
223 See id. at 2 (“[S]ince 1986, the FBI has become increasingly aware of the potential loss

of wiretapping capability due to the rapid deployment of new technologies, such as cellular and
integrated voice and data services, and the emergence of new technologies such as Personal
Communication Services, satellites, and Personal Communication Numbers.”).

224 Digital Telephony and Law Enforcement Access to Advanced Telecommunications
Technologies and Services: Joint Hearing Before the Subcomm. on Tech. & the Law of the S.
Comm. on the Judiciary and the Subcomm. on Civil & Constitutional Rights of the H. Comm. on
the Judiciary, 103d Cong. 36 (1994) (statement of Louis J. Freeh, Director, FBI).

225 Communications Assistance for Law Enforcement Act, 47 U.S.C. §§ 1001–1010 (2012).
226 See Implementation of the Communications Assistance for Law Enforcement Act, 60

Fed. Reg. 53643 (Oct. 16, 1995).
227 Id.
228 See 47 U.S.C. § 1002.
229 See id. § 1002(a)(1).
230 Id.
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to “call-identifying information that is reasonably available to the car-
rier . . . before, during, or immediately after the transmission.”231

B. Reimbursement

At the outset, the CALEA dedicated $500 million to reimburse
telecommunications carriers for upgrades and modifications that were
made during fiscal years 1995 through 1998.232 The affected industries
raised concerns that the $500 million would be insufficient to compen-
sate telecommunications carriers for their start-up costs.233 For this
reason, if compliance is not reasonably achievable, and the Attorney
General does not agree to reimburse, the telecommunications carrier
will be deemed in compliance without having to perform the modifica-
tions required under section 1003.234 The carrier will continue to be
deemed in compliance unless it notably modifies the relevant equip-
ment, facility, or service.235 After the initial four-year period,236 the
government will no longer reimburse telecommunications carriers,
and the affected companies will bear “reasonable costs of compli-
ance,” to be determined by the FCC.237

C. Enforcement

A court may impose a civil penalty against a telecommunications
carrier of up to $10,000 per day for its failure to comply with the
CALEA.238 A court can impose a civil penalty only if: (1) it finds that
law enforcement has no other reasonably available alternatives (such
as another carrier) to implement interception; and (2) compliance
with the CALEA would have been “reasonably achievable” on the

231 Id. § 1002(a)(2).
232 Id. § 1009. The Act provides that the Attorney General may reimburse telecommunica-

tions carriers for “all reasonable costs directly associated” with modifications to equipment, fa-
cilities, and services installed on or before January 1, 1995. Id. § 1008(a). The Federal
Communications Commission (“FCC”) determines, on petition, whether a telecommunications
carrier will be compensated/receive funds for such changes after January 1, 1995. Id.
§ 1008(b)(1).

233 See 140 CONG. REC. H27,707 (daily ed. Oct. 4, 1994) (statement of Rep. Hyde).
234 The telecommunications carrier may petition the FCC to determine whether compli-

ance would impose significant difficulty or expense. See 47 U.S.C. § 1008(b)(1). The FCC bases
its decision on ten enumerated factors, including public safety and national security, and one
catchall factor. Id. § 1008(b)(1)(A)–(K).

235 See id. § 1008(d).
236 The FCC may extend the transition period up to two additional years. 140 CONG. REC.

H27,707 (daily ed. Oct. 4, 1994) (statement of Rep. Hyde).
237 See id.
238 18 U.S.C. § 2522(c)(1).
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part of the offending carrier.239 A court can mandate that the offend-
ing carrier perform the required upgrades and modifications to bring
it into compliance with the CALEA, so long as the directed upgrades
and modifications do not result in unreasonable costs that will not be
reimbursed by the Attorney General.240

D. Inapplicability to Smartphone Data

Since the introduction of the first widely adopted smartphone in
2007,241 it has been quickly noted that the CALEA does not apply to
data on these smartphone devices.242 This has sparked a “great deal of
debate” about expanding the Act.243 In 2009, the FBI voiced concerns
about the CALEA’s inability to reach smartphone data.244 In the fol-
lowing years, the agency spoke before Congress on the “Going Dark”
problem245 and drafted amendments to the CALEA that would en-
compass smartphone data.246 The Justice Department approved the
draft legislation, but the White House never sent the proposed
CALEA amendments to Congress.247

V. CONGRESS MUST AMEND THE CALEA TO ADDRESS FULL-
DISK ENCRYPTION ON SMARTPHONES

As Justice Alito observed, “[i]n circumstances involving dramatic
technological change, the best solution to privacy concerns may be
legislative. A legislative body is well situated to gauge changing public
attitudes, to draw detailed lines, and to balance privacy and public

239 47 U.S.C. § 1007(a).
240 See id. § 1007(c).
241 King, supra note 26, at 178. R
242 Id.
243 Id.; see In re Apple, Inc., 149 F. Supp. 3d 341, 355 (E.D.N.Y. 2016) (noting that both the

government and Apple agree that the CALEA does not compel a private company, such as
Apple, to help the government access an encrypted phone’s data).

244 King, supra note 26, at 178. R
245 Unfortunately, the law hasn’t kept pace with technology, and this disconnect has
created a significant public safety problem. We call it “Going Dark,” and what it means
is this: Those charged with protecting our people are not always able to access the evi-
dence we need to prosecute crime and prevent terrorism even with lawful authority. We
have the legal authority to intercept and access communications and information pursu-
ant to court order, but we often lack the technical ability to do so.

James Comey, Dir., Fed. Bureau of Investigation, Speech at the Brookings Institution, Going
Dark: Are Technology, Privacy, and Public Safety on a Collision Course? (Oct. 16, 2014) (tran-
script available at https://www.fbi.gov/news/speeches/going-dark-are-technology-privacy-and-
public-safety-on-a-collision-course).

246 See King, supra note 26, at 178. R
247 Id. at 179.
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safety in a comprehensive way.”248 By enacting legislation, “the
United States could make clear that the era of ‘secret cooperation’
[between the government and U.S. tech companies] is over.”249

This Note proposes an amendment to the CALEA that gives
manufacturers and mobile operating system providers a choice to ei-
ther make smartphones amenable to search warrants or pay a civil
penalty each time a smartphone cannot be decrypted pursuant to a
court order. Under the proposed amendment, manufacturers and mo-
bile operating system providers would be liable for $127,500250 for
each instance that law enforcement cannot unlock or otherwise access
the data on a smartphone it has the legal authority to search.251 This
civil penalty scheme is similar to that being considered by the Califor-
nia legislature in the bill described in Section IV.B.252 However, this
Note’s proposed amendment effectively responds to the criticisms and
failings raised by other proposals (including the pending California
bill).253

Under this Note’s proposed amendment, the law enforcement
agency must obtain a search warrant and unlock order from the court
with proper jurisdiction. In order for the court to issue an unlock or-
der, it must first find that the moving law enforcement agency ex-
hausted its technological capabilities. This will help safeguard against
a deputization of Apple and Google as the IT department of the state
and U.S. governments,254 and prevent (quite literally) unwarranted in-
trusions into citizens’ privacy.

248 United States v. Jones, 132 S. Ct. 945, 964 (2012) (Alito, J., concurring in the judgment)
(citation omitted); see, e.g., Kerr, supra note 173. R

249 Reema Shah, Comment, Law Enforcement and Data Privacy: A Forward-Looking Ap-
proach, 125 YALE L.J. 543, 558 (2015).

250 This number constitutes the medium payment made to hackers by the U.S. government.
See Jayesh Limaye, $250,000 Paid To Reveal iOS Exploit, TECHTREE (July 3, 2012, 8:51 PM),
http://www.techtree.com/content/news/879/250000-paid-to-reveal-ios-exploit.html. However, this
number serves more as a placeholder and is by no means the exact number that should be
adopted. This Note argues that open debate in Congress would lead to the optimal civil penalty.
See supra notes 173–75 and accompanying text. R

251 In cases where the same company is both the manufacturer and the mobile operating
system provider, the company will have to pay a total of $255,000. There are two distinct wrongs
given the two different capacities that the manufacturer and mobile operating system provider
serve.

252 See AB-1681, 2016 Leg., 2015–2016 Sess. § 2(b) (Cal. 2016) (“A manufacturer or oper-
ating system provider of a smartphone sold or leased in California on or after January 1, 2017,
shall be subject to a civil penalty . . . for each instance in which the manufacturer or operating
system provider of the smartphone is unable to decrypt the contents of the smartphone pursuant
to a state court order.”).

253 See supra Part IV.
254 See supra notes 184–86 and accompanying text. R
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Companies that make their smartphones amenable to search war-
rants (by either giving law enforcement a method to access the data or
accessing the data for law enforcement) will avoid civil penalties and
be reimbursed for the costs of their compliance with the proposed
statutory scheme. Similar to CALEA sections 1008 and 1009, the
amendment authorizes $500 million255 to reimburse manufacturers
and operating system providers for the costs associated with reen-
gineering their smartphones.256 The funds will be available until ex-
hausted or four fiscal years have passed since the amendment’s
enactment.257 To quell potential concerns about insufficient compensa-
tion, the amendment contains a provision similar to section 1008(b)(1)
and (d) of the CALEA: if a manufacturer or mobile operating system
provider cannot “reasonably achieve” compliance, and the Attorney
General does not agree to reimburse, the company will be deemed
compliant and thus exempt from the civil penalty.258 After the initial
four-year period, the government will no longer reimburse manufac-
turers and mobile operating system providers, and the affected com-
panies will bear “reasonable costs of compliance.”259 This part of the
reimbursement scheme is limited to four years in order to encourage
companies to immediately make smartphones amenable to search
warrants. Additionally, under the proposed amendment, the govern-
ment will compensate the manufacturer or mobile operating system
provider for each smartphone that needs to be unlocked using a pro-
prietary method that only the company possesses. Reimbursement for
data extractions of specific smartphones will continue indefinitely.

Under this Note’s proposed legislation, manufacturers and mo-
bile operating system providers do not have to make smartphones
amenable to search warrants. If a company elected not to make its
smartphones amendable to a search warrant, investigators could bring
a civil suit against it. For federal investigations and prosecutions, a
U.S. Attorney may bring civil suit in federal court for any inaccessible,
legally searchable smartphone in his district. Similarly, for state inves-
tigations and prosecutions, the Attorney General of that state or the

255 This is the same amount that the CALEA allotted to reimburse telecommunications
carriers. See 47 U.S.C. § 1009 (2012). However, this Note recognizes that open debate is neces-
sary to achieve the correct reimbursement amount to be set aside for manufacturers and mobile
operating system providers wanting to make their products amenable to search warrants. See
supra notes 173–75 and accompanying text. R

256 See supra note 232 and accompanying text. R
257 See supra note 236 and accompanying text. R
258 See supra notes 234–37 and accompanying text. R
259 See supra notes 236–37 and accompanying text. R
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District Attorney of that jurisdiction may bring civil suit in federal
court for any inaccessible, legally searchable smartphone. The court
would then have the ability to impose the $127,500 civil penalty only if
law enforcement has no “reasonable alternative” to access the phone’s
data. A reasonable alternative is limited to one of the following:
(1) the user consents; (2) law enforcement obtains a court order re-
quiring the user to unlock his smartphone or provide its contents; or
(3) law enforcement has in its possession the technological capability
to safely unlock the smartphone at issue. Regarding the third reasona-
ble alternative, law enforcement must actually possess the technol-
ogy—the fact that law enforcement can pay a third-party hacker will
not exempt the companies from the civil penalty. The amendment will
prohibit the manufacturer and mobile operating system provider from
passing on any portion of the costs associated with compliance or the
civil penalty.

Rather than go into the state or U.S. Treasury (as most civil pen-
alties do),260 the civil penalties here will be paid directly to the respec-
tive state or federal investigative agency that obtained the search
warrant and unlock order. With the money going to these agencies,
the fine will more directly further investigative and prosecutorial ef-
forts. The civil penalties can be used to create specialized investigative
teams, training programs to respond to changing technology, or to
recoup the costs of paying a third-party hacker. For example, state
governments and the DOJ could create both entry-level and advanced
onsite training courses for law enforcement that are aimed at improv-
ing the investigation of electronic crimes and the collecting and exam-
ining of technology-based evidence.261 Jurisdictions can partner with
the private high-tech industry to develop a joint task force or can cre-
ate an onsite high-tech task force that is trained to investigate elec-
tronic crimes and examine technology-based evidence.

This Note’s proposed amendment puts the decision in the hands
of the affected private companies. The statute imposes a civil penalty
to force tech companies to engage in a more balanced weighing of the

260 Kathleen Pender, When Government Fines Companies, Who Gets Cash?, SFGATE (May
6, 2010, 4:00 AM), http://www.sfgate.com/business/networth/article/When-government-fines-
companies-who-gets-cash-3189724.php.

261 The FBI “lost a chance to capture data” from the iPhone in the San Bernardino case
when FBI personnel mistakenly believed that resetting the iCloud passcode would grant access
to the data on the iPhone. Kang & Lichtblau, supra note 4. Instead, “the change had the oppo- R
site effect—locking [the FBI] out and eliminating other means of getting in.” Id. Perhaps this
mistake (and subsequent litigation) could have been avoided if federal investigative agencies had
specialized training programs focused exclusively on investigating and using technology.
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costs and benefits. Companies currently have no incentive to make
smartphones amenable to search warrants. As mentioned, Apple and
Google publicly advocated against altering current full-disk encryp-
tion technology on their mobile operating systems.262 They have cre-
ated a brand based on privacy and security, particularly against
government intrusion.263

This Note’s proposed amendment takes a balanced approach to
remedying the encryption problem. The civil penalty is attached to
only those smartphones that the government has the legal authority to
search but cannot decrypt. The civil penalty should be substantial
enough to “highly encourage” manufacturers and mobile operating
system providers to elect to make their smartphones amenable to
search warrants; however, the penalty should not be so substantial as
to unequivocally prevent companies from selling full-disk encrypted
smartphones.

The amendment can adapt to the nebulous intersection of tech
and law enforcement; for example, the government may only infre-
quently encounter inaccessible smartphones. If this highly unlikely
supposition becomes a reality,264 then forcing private companies to
reengineer their mobile operating systems for every smartphone sold
in the United States would be an excessive response. If most defend-
ants voluntarily disclose their passcodes or are made to provide their
smartphone’s data or physically unlock it using their passcode or fin-
gerprint, then there is no harm to law enforcement investigations and
thus no civil penalty imposed on tech companies. If law enforcement
possesses the technology, then companies will not have to pay the civil
penalty.265 This Note’s proposed amendment limits the imposition of a
civil penalty (or private companies’ assistance) to those few cases that
are truly detrimental to the public interest. The investigative agency
will receive $127,500 to offset the costs of paying a hacker or pursue
other investigatory avenues in cases where the smartphone is indispu-
tably inaccessible.

262 See, e.g., Brief for Amazon.com et al. as Amici Curiae, supra note 152; Benner & Per- R
lroth, supra note 8; Customer Letter, supra note 8. R

263 See supra notes 182–84 and accompanying text. R
264 See supra Part II.
265 For instance, the FBI currently has the technology to unlock some iPhones running iOS

9 and older versions. See Benner & Lichtblau, supra note 3. An anonymous third-party hacker R
gave the FBI a previously unknown tool that could access the data on at least one iPhone, see id.,
which may potentially be used to unlock others, see McCallister, supra note 21. R
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On the other hand, if—as current evidence suggests266—
smartphone encryption is consistently an impediment to law enforce-
ment investigations, then companies will be persuaded by the fre-
quently-imposed civil penalty to make smartphones amenable to
search warrants.

VI. RESPONSES TO COUNTERARGUMENTS

This Part addresses and refutes the three biggest counterargu-
ments to this Note’s proposal. These three arguments include:
(A) that making smartphones amenable to search warrants would
weaken the phone’s security; (B) that the technology industry would
be overly financially burdened; and (C) that authoritarian govern-
ments would be able to harm their citizens through this technology.

A. Any Loss in Personal Security and Privacy Would Be
Insignificant

Opponents argue that any effort to make smartphones amenable
to search warrants would necessarily weaken the smartphone’s secur-
ity and “thus increase the possibility of a bad actor unlawfully acces-
sing device data.”267 However, any loss in personal security and
privacy would be insignificant for at least four reasons.

First, the high-profile security breaches that fueled a nationwide
desire for heightened data security and privacy did not involve data at
rest268 on smartphones.269 Many opponents conflate the concerns re-
garding compromised end-to-end encryption (data in transit) with
full-disk encryption (data at rest).270 End-to-end encryption involves
encryption at the end points of live data transfers or communication

266 See supra Part II.
267 MANHATTAN DIST. ATTORNEY’S OFFICE, supra note 71, at 14; see, e.g., Apple Inc.’s R

Motion to Vacate Order, supra note 151, at 7; OLSEN ET AL., supra note 75, at 1; Answers to Your R
Questions About Apple and Security, APPLE, http://www.apple.com/customer-letter/answers/
[https://perma.cc/L2PZ-48FL] (last visited Feb. 6, 2017); Ellen Nakashima, Apple Vows to Resist
FBI Demand to Crack iPhone Linked to San Bernardino Attacks, WASH. POST (Feb. 17, 2016),
https://www.washingtonpost.com/world/national-security/us-wants-apple-to-help-unlock-iphone-
used-by-san-bernardino-shooter/2016/02/16/69b903ee-d4d9-11e5-9823-02b905009f99_story.html.

268 Data at rest (also known as device encryption), “in which the keys exist only on locked
devices[,] prevents the contents from being read by anyone who does not possess the keys.”
OLSEN ET AL., supra note 75, at 4. R

269 See Julia Angwin et al., AT&T Helped U.S. Spy on Internet on a Vast Scale, N.Y. TIMES

(Aug. 15, 2015), http://www.nytimes.com/2015/08/16/us/politics/att-helped-nsa-spy-on-an-array-
of-internet-traffic.html (discussing the NSA wire-tapping event); Blistein, supra note 89 (discuss- R
ing the hacker who leaked the personal contents of information stored in celebrities’ cloud
accounts).

270 See OLSEN ET AL., supra note 75, at 4; Brad Reed, The FBI Has Laid a Clever Trap for R
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channels, and “only the original sender and intended recipient possess
the keys necessary to decrypt the message.”271 Thus, “the information
is (in theory, and as advertised) not capable of being read by anyone
who sees it traverse a network between the sender and the receiver,
including an intermediary service provider, such as Apple.”272 The
ability of law enforcement to “decrypt data in transit presents unique
risks that are simply not presented by the ability to decrypt data at
rest.”273 Notably, “the ability to decrypt data in transit creates the pos-
sibility of unlawful eavesdropping on live communications; such
eavesdropping is not at issue in connection with data at rest.”274 At
least in regard to Apple, the company’s passcode-bypass process can-
not be used remotely.275 Even if a maligned hacker were to learn Ap-
ple’s decryption process, he would still need the physical iPhone to be
able to decrypt and access its data.276

Second, an individual’s privacy still receives the protection of the
Fourth Amendment. In Riley v. California,277 the Supreme Court held
that the Fourth Amendment requires warrants for searches of
smartphone data.278 A judge may only issue a search warrant for a
smartphone if there is probable cause to believe that it contains evi-
dence or proceeds of a crime.279 The Riley Court acknowledged that
cellphones keep “a digital record of nearly every aspect of their
lives—from the mundane to the intimate”; however, it ultimately held
that the Fourth Amendment and its search warrant requirement are
sufficient privacy safeguards.280 Indeed, Apple and Google seek to
unilaterally alter Supreme Court jurisprudence that affords the home
the highest level of privacy protection.281 If “[e]very home can be en-

Apple, BGR (Feb. 17, 2016, 4:24 PM), http://bgr.com/2016/02/17/fbi-vs-apple-smartphone-encryp
tion/.

271 OLSEN ET AL., supra note 75, at 4. R
272 Id.
273 See MANHATTAN DIST. ATTORNEY’S OFFICE, supra note 71, at 14. R
274 Id.
275 Id.; see Customer Letter, supra note 8 (“[T]his software . . . would have the potential to R

unlock any iPhone in someone’s physical possession.” (emphasis added)).
276 MANHATTAN DIST. ATTORNEY’S OFFICE, supra note 71, at 14. R
277 134 S. Ct. 2473 (2014).
278 Id. at 2485.
279 U.S. CONST. amend. IV.
280 Riley, 134 S. Ct. at 2490, 2493.
281 See Florida v. Jardines, 133 S. Ct. 1409, 1414 (2013) (“But when it comes to the Fourth

Amendment, the home is first among equals. At the Amendment’s ‘very core’ stands ‘the right
of a man to retreat into his own home and there be free from unreasonable governmental intru-
sion.’” (quoting Silverman v. United States, 365 U.S. 505, 511 (1961))).
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tered with a search warrant,” then “[t]he same should be true of
[smartphone] devices.”282

Third, smartphones have additional security features (beyond en-
cryption) to protect one’s data if a user’s smartphone were to be sto-
len. For example, if the user had previously enabled the Find My
iPhone App or a certain setting in Android Device Manager, he could
remotely wipe the smartphone’s data.283

Fourth, the privacy and security argument advanced by oppo-
nents presumes and depends on the encryption technology being ab-
solutely uncrackable. Critics claim that the tool or software the
government asked Apple to build in the San Bernardino case—and
presumably the same tool or software that the government eventually
got from a third-party hacker—would “[o]nce created . . . be used
over and over again, on any number of devices” and thus “expose
[Apple’s and Google’s] customers to a greater risk of attack.”284 Op-
ponents argue that the mere existence of such a decryption tool or
software—whether it be held by the mobile operating system provider
itself or the government—would invariably “get out” to bad actors.285

But this argument assumes that such a tool is impossible to create and
that Apple’s and Google’s security is otherwise impenetrable. As
mentioned, the government currently has access to an unknown tool
or software created by a third-party hacker that can at least access
iPhones running iOS 9.286 And other hackers have been able to
“crack” the supposedly inaccessible iOS software.287 Under this Note’s
proposed legislation,288 Apple and Google could save themselves from
the imposition of a fine (along with saving the government time in
time-sensitive investigations) by constructing the decryption tool or
software themselves before the government has to enlist a third-party
hacker. Additionally, Apple and Google—companies which have both
stated that customer privacy security is important to them289—would
be able to control the creation and distribution of the tool or software,

282 See MANHATTAN DIST. ATTORNEY’S OFFICE, supra note 71, at 15. R
283 See APPLE, IOS SECURITY, IOS 9.0 OR LATER, supra note 129, at 55; Remotely Ring, R

Lock, or Erase a Lost Device, GOOGLE, https://support.google.com/accounts/answer/6160500
[https://perma.cc/MCV3-ZLNX] (last visited Feb. 6, 2017).

284 Customer Letter, supra note 8. R
285 See, e.g., Brief for Amazon.com et al. as Amici Curiae, supra note 152, at 20; Customer R

Letter, supra note 8. R
286 See Benner & Lichtblau, supra note 3. R
287 See Perlroth & Benner, supra note 145. R
288 See supra Part V.
289 See Brief for Amazon.com et al. as Amici Curiae, supra note 152, at 13–14; Customer R

Letter, supra note 8. R
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rather than have the government outsource decryption to an un-
known, third-party hacker.

Endeavoring to create an entirely impenetrable smartphone is
against Apple’s and Google’s business interests. Additional or en-
hanced security features often make the smartphone “slower” or
“clunkier,” while companies want to sell and market smartphones that
are “sleek” and “intuitive.”290 Further, companies want to sell prod-
ucts to the public at-large and a security feature that frustrates con-
sumers is unworkable.291 Apple’s and Google’s full-disk encryption
technology is thus more burden than benefit; it only provides, at best,
minimal enhanced data protection at the expense of severely weaken-
ing Americans’ safety from criminal enterprise.

Additionally, under this Note’s proposed legislation, the affected
companies themselves will ultimately decide whether or not to make
smartphones amenable to search warrants.292 The companies could
choose not to reengineer their smartphones to make them amenable
to governmental search warrants—completely negating any security
or privacy concerns.293

B. The Burden Imposed on Technology Companies Would Be
Minimal

Opponents contend that legislation requiring companies to make
their smartphones amenable to search warrants would impose an un-
due burden.294 Manufacturers and mobile operating system providers
would have to expend resources reengineering their smartphones to
allow for backdoor access as well as unlocking such phones in re-
sponse to search warrants.295 Yet, this argument, in part, presumes that
tech companies are, and should be, free from any government-im-
posed burdens designed to advance societal interests. Countless indus-
tries in the United States have to expend resources to comply with
laws and regulations issued to remedy a societal problem.296 The tech
industry should be no exception.

290 Apuzzo & Benner, supra note 15. R
291 See id.
292 See supra Part V.
293 See supra Part V.
294 See Apple Inc.’s Motion to Vacate Order, supra note 151, at 23–24; Brief for Ama- R

zon.com et al. as Amici Curiae, supra note 152, at 15–18. R
295 See Apple Inc.’s Motion to Vacate Order, supra note 151, at 13–14; Apuzzo & Benner, R

supra note 15. R
296 See Mitchell Holt, Five Areas of Government Regulation of Business, HOUSTON CHRON.:

SMALL BUS., http://smallbusiness.chron.com/five-areas-government-regulation-business-701.html
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The real downfall of this argument is, however, that it completely
ignores the possibility that legislation would contain a reimbursement
provision. This Note proposes a reimbursement scheme that would
compensate companies for the initial start-up costs of compliance and
for costs associated with unlocking or extracting data from
smartphones in response to a search warrant.297 Although, admittedly,
this proposal may not reimburse companies fully, as stated, companies
are expected to bear reasonable costs of compliance with laws and
regulations enacted for the public interest.298

Apple and Google regularly reengineer their mobile operating
systems. Apple released iOS 9 on September 16, 2015.299 In the six and
a half months following its release, there were numerous updates (e.g.,
iOS 9.0.1, iOS 9.0.2, iOS 9.1, iOS 9.2, iOS 9.2.1, iOS 9.3, iOS 9.3.1).300

Android released its newest operating system (Nougat 7.0) in October
2016, and its first major update in December of that same year.301 The
constant development of new and updated mobile operating systems
belies the notion that this Note’s proposal would be overly burden-
some. The amendment would not be prompting entirely new develop-
ment; it would simply be inserting a requirement into a process the
companies already undertake.

Additionally, this Note’s proposal is not forcing companies to in-
vent novel technology. Apple and Google have the capability to either
unlock or extract data from locked iPhones and Android-powered
smartphones running “older” mobile operating systems.302 Further-
more, the proposed amendment also does not require companies to

(last visited Feb. 6, 2017) (listing privacy and safety and health as two areas where the U.S.
government has “many business regulations in place”).

297 See supra Part V.
298 See supra Part V.
299 Press Release, iOS 9 Available as a Free Update for iPhone, iPad & iPod Touch Users

September 16, APPLE (Sept. 9, 2015).
300 See Gordon Kelly, Apple iOS 9.3.1: Should You Upgrade?, FORBES (Apr. 1, 2016, 10:40

AM), http://www.forbes.com/sites/gordonkelly/2016/04/01/apple-ios-9-3-1-should-you-upgrade/
#2bf38d51facf.

301 See Matt Swider & James Peckham, Android Nougat Release Date: When You’ll Get It
and Everything You Need to Know, TECHRADAR (Jan. 19, 2017), http://www.techradar.com/
news/phone-and-communications/mobile-phones/android-7-what-we-want-to-see-1311290.

302 See Declan McCullagh, How Apple and Google Help Police Bypass iPhone, Android
Lock Screens, CNET (Apr. 2, 2012, 5:19 PM), https://www.cnet.com/news/how-apple-and-google
-help-police-bypass-iphone-android-lock-screens/ (“Apple has for at least three years helped po-
lice to bypass the lock code, typically four digits long, on iPhones seized during criminal investi-
gations.”); Legal Process Guidelines, supra note 47 (providing that Apple will no longer perform R
data extractions on devices running iOS 8.0 or later versions).
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make any changes to their mobile operating systems.303 They could
elect to pay the civil penalty instead.304

C. Individuals Living Under Authoritarian Governments Would
Not Be Harmed

Opponents argue that any effort to legislate a government back-
door into encrypted smartphones would create a precedent for au-
thoritarian governments demanding similar access.305 The argument
continues that if an authoritarian government exercised that right, dis-
sidents and human rights advocates in the repressive country would be
injured because the “repressive government would seek access to
smartphones to spy on, prosecute, and otherwise oppress the dissi-
dents and human rights advocates.”306 These fears, however, are
unfounded.

Again, as stated, mass surveillance by an authoritarian govern-
ment would prove difficult—if not impossible—as the government
must have the physical smartphone to access its contents.307 Addition-
ally, a foreign nation’s government wanting information from an
American company would have to go through lawful process in the
U.S., either pursuant to a Mutual Legal Assistance Treaty (“MLAT”)
or a letter rogatory.308 If the foreign government used the MLAT pro-
cess, the executive branch of the federal government would decide
whether, in its discretion, the foreign government’s request was
proper. If the foreign government used a letter rogatory, a federal
court would make that determination. In either case, the request
could be refused if the information was sought for use in a proceeding
that would violate human rights.309 “At a minimum, the Constitution
requires that a request not be honored if the sought-after information
would be used in a foreign judicial proceeding that ‘depart[s] from our
concepts of fundamental due process and fairness.’”310

Additionally, Apple and Google could choose to not do business
in, or only sell full-disk encrypted smartphones in, countries that have

303 See supra Part V.
304 See supra Part V.
305 See, e.g., OLSEN ET AL., supra note 75, at 9; Bruce Schneier, Security or Surveillance?, R

BERKMAN CTR. FOR INTERNET & SOC’Y AT HARV. U. app. A.1–2 (2016); Apuzzo & Benner,
supra note 15; Benner & Mozur, supra note 182. R

306 MANHATTAN DIST. ATTORNEY’S OFFICE, supra note 71, at 18. R
307 See supra notes 275–76 and accompanying text. R
308 MANHATTAN DIST. ATTORNEY’S OFFICE, supra note 71, at 19. R
309 Id.
310 In re 840 140th Ave. NE, 634 F.3d 557, 572 (9th Cir. 2011) (quoting In re Request for

Judicial Assistance from Seoul Dist. Criminal Court, 555 F.2d 720, 724 (9th Cir. 1977)).
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repressive governments and no laws banning such encryption
technology.311

CONCLUSION

Investigating and prosecuting in the twenty-first century requires
that the government have the tools necessary to crack cases. Without
crucial evidence available only on the smartphone itself, cases could
go unsolved. However, any legislative remedy to full-disk encryption
must balance the interests of law enforcement, tech companies, and
consumers. This Note’s proposed amendment to the CALEA achieves
such balance by subjecting the manufacturer and mobile operating
system provider to a civil penalty for each instance that law enforce-
ment cannot decrypt a smartphone it has the legal authority to search.

311 MANHATTAN DIST. ATTORNEY’S OFFICE, supra note 71, at 18–19. R
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APPENDIX

TABLE. COMPARISON OF DATA SOURCES312

Google CloudDevice iCloud Phone CompanyStorage
iMessage Yes No(1) N/A Nocontent

iMessage detail
(dates, times, Yes No(1) N/A Nophone numbers

involved)
SMS/MMS Yes No(1) Perhaps(2) Perhaps(3)content
SMS/MMS

detail (dates,
times, phone Yes No(1) Perhaps(2) Yes

numbers
involved)

Phone call detail
(dates, times,

phone numbers Yes Yes Perhaps(2) Yes
involved,
duration)

Historical cell No No Perhaps(2) Perhaps(4)site data313

Historical other
cell tower- Perhaps(5), (6) No Perhaps(7) No

related data314

Historical Wi-Fi Perhaps(6) Yes Perhaps(7) Nonetwork data
Historical GPS Perhaps,or other satellite Perhaps(6) Perhaps(7) Nosome(2), (8)data315

Contacts Yes Perhaps(2) Perhaps(2) No
Photos/Videos Yes Perhaps(2) Perhaps(2) No
Internet Search Yes Perhaps(2) Unknown NoHistory

Internet Yes Perhaps(2) Unknown NoBookmarks
Third-Party App Perhaps(6) No Unknown NoData

312 MANHATTAN DIST. ATTORNEY’S OFFICE, supra note 71, at 7 (table and following R
information taken directly from report).

313 Cell site data, which is typically held by phone companies, is less precise than certain
other types of location data because it may tell investigators only the location of a cell tower that
was used to transmit a person’s communication rather than the caller’s location. Further, this
type of data is captured only when a communication is made and not at times when a phone is
not being used.

314 Certain phones capture data relating to reception of signals from cell towers, including
at times when the phone is not being used to communicate. This information may include the
location of towers whose signals the phone picked up as well as towers near those towers.

315 Specific types of location data include historical cell site data, historical other cell tower-
related data, historical Wi-Fi network data, and historical GPS or other satellite data.
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(1) Apple’s website states that it can provide this information
(http://images.apple.com/privacy/docs/us_le_guidelines_final_
20150916.pdf, p. 8). In response to search warrants, however,
Apple has not provided such information for backups of
phones running iOS 8. [In Apple’s September 2014 Security
Guide, the company states it “does not log messages or
attachments [sent through iMessage], and their contents are
protected by end-to-end encryption so no one but the sender
and receiver can access them.”316]

(2) The information would be available to law enforcement only
if the device user chose to back up to the cloud and included
this type of data. . . .

(3) Most carriers do not retain content. Some that do, retain for
only a short period (e.g., 3–5 days).

(4) This data can be obtained by law enforcement while the data
is retained by the phone service provider. There is no
requirement, however, that wireless carriers maintain this
type of data at all or for any particular length of time. In
addition, cell site data is not retained by certain phone
carriers for text messages. Given than [sic] many people now
primarily communicate through text messages, this limits the
amount of location information investigators can learn
through cell site data.

(5) May be available for only certain devices.
(6) Forensic analysts are able to extract this information from

devices. When Apple provides device data pursuant to an
unlock order, however, they do not include this data.

(7) May be available from Google when stored in its servers.
This type of data does not appear to be stored in Google’s
cloud.

(8) Certain types (e.g., GPS EXIF data) may be available, but
not all (e.g., Google Maps data). 

316 IOS SECURITY GUIDE, supra note 107, at 23. R
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Power, Pervasiveness and Potential: The Brave New World of Facial 
Recognition Through a Criminal Law Lens (and Beyond) 

 
The following report from the New York City Bar Association’s Criminal Courts Committee 
provides an overview of facial recognition technology through a criminal law lens. Notably, 
however, the use of facial recognition technology is not limited to law enforcement: as the world 
becomes increasingly technology-oriented and technologically dependent, biometrics—and facial 
recognition in particular—has become pervasive in both the public and private sectors. This paper 
therefore also delves into related areas and considerations raised by the collection, storage, use and 
misuse of biometric information, and offers broad policy recommendations to improve facial 
recognition technology and protect against infringements on personal privacy, constitutional 
rights, and racial justice. 
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I. WHAT IS BIOMETRICS AND HOW DOES IT WORK? 

x Biometrics is the technical term for body measurements/calculations related to human 
characteristics.1 Examples of biometrics include fingerprints, palm prints, facial 
recognition, DNA, retina/iris, and voice.2  

x Although it is a technology advanced in the Digital Age, there is evidence of handprint 
biometrics used as early as prehistoric times as well as in 200s BCE China.3 

x Biometrics function by comparing a piece of information to a data set to verify one’s 
identity.4  There are both multi and unimodal biometric systems.5 

x Facial recognition, one form of biometrics, was pioneered in the mid-1960s.6  It 
examines the image of a person’s face and measures its specific facial features to find 
a possible match to a face within a database.7 

x Facial recognition algorithms work in a variety of different ways: some measure the 
distance between facial features (eyes, jawbone, etc.), while others use 3D sensors to 
scan the face, and others analyze skin texture.8  The facial recognition system then 
compares this information to a database of faces to find a match.9 

II. WHO USES FACIAL RECOGNITION AND WHY? 

x Generally, biometrics are unique to each individual and thus provide a more reliable 
identity verifier than “token” or “knowledge” based methods such as ID cards or 
passwords, respectively.10  While facial recognition can be less accurate than other 
biometrics, such as iris or fingerprint scans, it is less invasive, which has contributed to 
the sharp rise in its use.11 

x This rise is also attributable to increased law enforcement and surveillance activity in 
the wake of 9/11.12   

x Use of facial recognition software has expanded vastly since this time.  Some entities 
that use facial recognition software include: 

o Federal, state and local law enforcement (body cameras, lineups, mugshots, 
surveillance, etc.), including the Federal Bureau of Investigation (FBI) and U.S. 
Immigration and Customs Enforcement (ICE); 

o Federal government agencies at airports; the Transportation Security 
Administration (TSA) monitors passengers entering and exiting airports to identify 
persons under criminal investigation or persons who have overstayed their visas; 
TSA and U.S. Customs and Border Protection (CBP) are developing a biometric 
exit program; there are proposals to make airports 100% biometric; 

o Tech companies (i.e. Apple, Samsung, etc.) to unlock mobile devices; 

o Colleges and universities (to take roll in the classroom, combat cheating, and gain 
entry to sporting events); 

o Social media companies (i.e. Facebook can identify a photo automatically upon 
upload); 
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o Video games (Xbox, Nintendo, etc.); 

o Healthcare (i.e. iris scans to identify a non-verbal patient); 

o Landlords (to monitor tenants in buildings); 

o Music and sports venues (in lieu of scanning tickets); 

o Schools and summer camps (to provide security); 

o Businesses (to monitor/restrict entrance to certain areas and combat wage theft);  

o Retail operations (to identify persons suspected of theft); 

o Religious institutions (to take congregation roll and target donation requests); 

o Airlines (i.e. faces are scanned in lieu of boarding passes); and 

o Marketers and advertisers (i.e. may be used to identify and target certain 
demographics at concerts, etc.).13 

x Facial recognition (and other biometrics) are also used in some counties for voter 
registration.14 

III. CONCERNS THROUGH A CRIMINAL LAW LENS 

x While facial recognition is more secure than token and knowledge-based security 
systems and has also been employed for positive purposes (including helping law 
enforcement locate child sex trafficking victims), its use presents a unique host of legal 
and ethical concerns.15   

x Facial recognition is unique from other forms of biometric surveillance in the following 
ways: it tracks something that is difficult to hide and easy to observe in the open (i.e. 
one’s face), there already exist vast name and face databases of law -abiding citizens 
(i.e. driver’s license records) from which to draw datasets, and facial recognition 
surveillance can be set up using pre-existing camera networks.16  These factors help to 
augment the concerns listed below.17 

A. Fourth Amendment Search and Seizure Issues  

o While the Supreme Court has ruled that we have no reasonable expectation of 
privacy with regard to our outward personal characteristics (i.e. our face, voice, 
etc.) – and thus a lineup is not a "search" with respect to the Fourth Amendment – 
it has also held that a police "seizure" of a person for the purpose of subjecting that 
person to an identification procedure does implicate the Fourth Amendment.  18  

o Biometric “virtual lineups” used by law enforcement agencies across the United 
States—ever-present, latent identifications of persons not in custody for which 
reasonable suspicion of criminal involvement may not be present— pose possible 
Fourth Amendment concerns.   

B. Fifth and Fourteenth Amendment Due Process Issues  

o The Supreme Court has held that reliability, as opposed to unnecessary 
suggestiveness, is the key to determining if a criminal identification survives a due 
process challenge.19  The factors used to gauge reliability include: the eyewitness’s 
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opportunity to view the suspect, the degree of attention the eyewitness is able to 
direct to the suspect, the accuracy of any description the eyewitness gave, the time 
between the crime and identification, and others.20  Use of facial recognition in 
“virtual lineups” raises due process concerns as it is unclear if the algorithms 
making these criminal “identifications” are able to meet these factors – especially 
in the wake of concerns about their ability to function accurately (these concerns 
are discussed in the following bullet points).  

o Additionally, there exists minimal case law that assesses these factors when a lineup 
was performed by a computer using facial recognition software. 

C. Fifth Amendment Self Incrimination Issues  

o In United States v. Wade, the Supreme Court established that the Fifth Amendment 
protects persons against self-incrimination by testimonial acts.21  Testimonial acts 
are ones that show a person’s mental processes – such as a verbal confession stating 
“I killed the victim,” or telling someone a password or combination to a safe.  Wade 
views a person’s physical characteristics – such as a fingerprint, eye color, facial 
measurements, blood type, handwriting or voice – as non-testimonial, as these 
characteristics are unique to an individual and largely public.22  Non-testimonial 
acts, which include facial recognition and other biometric identification, are thus 
outside the scope of Wade’s Fifth Amendment protections.23  

o Issues arise, however, when more and more companies use this non-
testimonial/physical method of biometric identification in place of mental 
processes or token-based IDs in order to guard electronic devices that contain a 
wellspring of sensitive and personal information, as well as information that could 
be germane to an alleged crime.  This issue is discussed, below, with respect to the 
Baust case and others. 

D. Sixth Amendment Right to Counsel Issues  

o The Supreme Court has held that a person’s Sixth Amendment right to counsel 
attaches if they appear in a lineup after being indicted, as well as if they appear in 
a pre-indictment showup.24   

o It is unclear if these “virtual lineups” are more akin to lineups or showups (i.e. 
scanning faces in a crowd versus focusing on a single person), however, “virtual 
lineups” trigger potential Sixth Amendment violations as the right to counsel may 
attach upon the completion of this virtual identification. 

E. Accuracy of Facial Recognition Software  

o A 2018 study by a British non-profit found that 95% of facial recognition “matches” 
by law enforcement wrongly identified innocent people as criminals.25 

o The Perpetual LineUp (TPL), a study by Georgetown Law’s Center on Privacy and 
Technology, found that only two agencies conditioned the purchase of their facial 
recognition software on the accuracy of the technology.26  

o In general, the utility of facial recognition software is dependent on law 
enforcement officers’ understanding of how to use it; yet without specialized 
training, TPL found that persons making decisions on facial matches are wrong 
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about half the time.27  TPL also found that only eight of the facial recognition 
systems it studied had trained personnel reviewing matches (and it is unclear to 
what extent this training is regulated).   

o Although facial recognition software use is widespread amongst government/law 
enforcement, it is not subject to any real feedback or testing.  While the TSA is 
proposing to invest significant resources in building largescale surveillance 
infrastructures at airports, there are no existing standards for the public to assess 
the accuracy of/provide feedback on such a system; which means that surveillance 
could increase without any proof that this technology keeps us safer.28 

F. Perpetuation of Racial Bias and Injustice within the Criminal Legal System  

o Federal, state and local law enforcement agencies across the United States use facial 
recognition software, and it is estimated that 117 million American adults are in 
facial recognition networks used by law enforcement.29  

o A 2018 MIT Media Lab study found that facial recognition algorithms designed by 
IBM, Microsoft and Face++ had error rates of up to 35% or higher when identifying 
darker-skinned women as compared to lighter-skinned men (for which the error 
rates were under 1%).30 

o The American Civil Liberties Union (ACLU) demonstrated the problems with 
Amazon’s Rekognition facial recognition system – a real time facial recognition 
system – when it tested the software on the 535 members of Congress.31  Amazon’s 
system incorrectly matched twenty-eight congresspersons to criminal mugshots; 
eleven of these twenty-eight false matches misidentified representatives of color 
(including the late civil rights pioneer John Lewis).32  

o In Detroit, where African Americans make up a larger portion of residents than in 
other sizable American cities, studies showed that facial recognition software used 
by law enforcement was less accurate when attempting to identify persons with 
darker skin.33  These inaccuracies resulted, in part, from the software’s homogenous 
dataset consisting mostly of white, male faces.34 

o On a general level, facial recognition software has a higher chance of 
disproportionately affecting African Americans when used by law enforcement as 
African Americans are more likely to be enrolled in these database systems and 
subject to their processing.35 This reality demonstrates how the shortcomings of 
facial recognition at once exacerbate and reflect the pre-existing racial bias 
currently plaguing our legal system.  One aspect of this racial bias includes the 
rampant over-policing of African American communities and other communities 
of color which has resulted in individuals from these communities being 
incarcerated at higher rates than white individuals.36  

o These concerns have led some software companies to halt the selling of facial 
recognition software/biometrics to law enforcement.37 

G. Widespread, Unbridled and Unbeknownst Use 

o Concerns about the use of this technology by individuals are exacerbated by the 
fact that facial recognition software is at once nascent and burgeoning; the New 
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York Times published an article detailing how its author built a facial recognition 
software machine for $60 and installed it in Bryant Park (the facial dataset was 
composed entirely of photos found on public websites, and existing cameras were 
used).38  This machine successfully matched some persons with 89% accuracy and 
highlights how disturbingly accessible facial recognition software is and how easy 
it is to track people without their knowledge.39   

o Law enforcement uses facial recognition technology in body cameras, “virtual 
lineups,” mugshots, surveillance, etc.  While it is hard to quantify the exact extent 
to which facial recognition is used across society, Georgetown’s TPL study found 
that “at least one out of four state or local police departments has the option to run 
face recognition searches through their or another [agency’s] technology . . . [and] 
. . . [a]t least 26 states (and potentially as many as 30) allow law enforcement to run 
or request searches against their databases of driver’s license and ID photos.”40  
This same study also found that, “. . . 16 states let the FBI use face recognition 
technology to compare the faces of suspected criminals to their driver’s license and 
ID photos, creating a virtual line-up of their state residents . . . ” and that “Roughly 
one in two American adults has their photos searched this way.”41  

o Both the FBI and ICE use facial recognition to scan millions of drivers’ license 
photos in state DMV databases without people’s knowledge or consent.42  

o The New York City Police Department (NYPD) also uses “virtual lineups” to 
identify teenagers and children using juvenile mugshots as a dataset.43  These 
efforts produced proof that the facial recognition system used has a higher risk of 
false matches for younger faces.44   

H. Assault on Personal Privacy 

o NYPD has access to approximately 9,000 cameras in Lower Manhattan, and the 
extent of other camera systems used by the Metropolitan Transit Authority (MTA) 
and New York City Department of Transportation (DOT) is unclear.45 

o One example cited in Georgetown’s TPL concerns Maricopa County, Arizona.  
Upon purchasing facial recognition software in 2006, the Maricopa County 
Sherriff’s Office merged its driver’s license and mug shot databases and the U.S. 
Department of Justice’s (DOJ) booking database with Honduran drivers’ licenses 
and booking photos (provided by the Honduran government) to create a large facial 
recognition database.46  Maricopa County did not require reasonable suspicion to 
run a facial recognition search; furthermore, African Americans are likely 
overrepresented in the system as they were arrested in Arizona at a rate 170% higher 
than their population share.47  Within the Sherriff’s Office, a Facial Recognition 
Unit supervises these searches, and employees are instructed to receive supervisor 
approval before returning possible results.48  The TPL, however, found that 
Maricopa County was not conducting any audits of the system.49  

IV. OTHER CONCERNS AND CONSIDERATIONS 

A. Impingement on General Human Dignity and Privacy  

o Some academics – including Italian philosopher and author Giorgio Agamben – 
argue that biometrics fundamentally and permanently alter the relationship between 
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individuals and the state, whereby we are subject to perpetual surveillance by the 
state through “. . . the enrollment and the filing away  of the most private and 
incommunicable aspect of subjectivity: I mean the body’s biological life.”50 

o Additionally, this form of tracking/control, historically reserved for persons 
deemed dangerous or criminal, has ballooned to a widespread, habitual method of 
state-sponsored surveillance of society at large.51  

o These concerns are augmented by the normalization of this technology: facial 
recognition suddenly becomes less threatening when you voluntarily use Snapchat, 
Facebook, video games, Face ID, etc.52  This mindset obscures the reality that facial 
recognition is becoming at once more customary and more latent. 

o While some social media companies provide users with instructions on how to opt 
out of biometrics use with respect to its products, others do not,  and it is not always 
easy to opt out of facial recognition surveillance.53 This is true on both the macro 
and micro levels (i.e. at the airport, as TSA expands its biometric efforts and with 
the rise of the Internet of Things and the rapid escalation of a nearly complete 
“connectivization” of our lives/households with smart devices through Machine 
Learning).54 

o Companies have developed methods such as glasses to disrupt facial recognition 
software’s ability to measure one’s face (flu/pollution masks and certa in makeup 
are also effective at disrupting the facial measurement algorithms).55 

o Large tech companies – such as Google, Facebook and Microsoft – as well as some 
large R1 Universities have amassed huge biometric data sets (some with millions 
of images) to develop facial recognition systems.56  While these entities currently 
have no legal obligation to disclose these datasets, some have voluntarily shared 
this information for purposes of further development/research.57   

B. Data Security  

o A security breach could have devastating effects on the personal/financial/medical 
privacy of millions of people, as well as raise concerns about national security.58  

C. Increased Risk of Criminal “Self-Help” 

o The fact that facial recognition/biometrics are more secure than knowledge or 
token-based systems may motivate more violent efforts when one wants to gain 
access to a device secured by biometrics (i.e. physically forcing a person to hold up 
their face to a scan or cutting off their finger for a fingerprint to gain access, as 
opposed to stealing a person’s key or password).59 

D. Financial and Employment Concerns  

o Some large companies use software that measures job applicants’ facial 
movements, word choices and speaking voice to generate an “employability score” 
and ranks candidates based on these scores.60  

o It is unclear what research informs these algorithms and if they are actually 
accurate/fair/or truly identify which employee will be “best” for a job based on 
these biometric measurements.61 
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E. First Amendment Free Speech Issues 

o In the wake of Freddie Gray’s death, the Baltimore Police Department employed 
facial recognition on social media to identify protestors with outstanding 
warrants.62 This use of facial recognition software raises concerns that it could chill 
free speech. 

o Georgetown’s TPL observed that of the 52 agencies that it found to use (or have 
used) facial recognition, only one – the Ohio Bureau of Criminal Investigation – 
has a policy that expressly prohibits its officers from using facial recognition to 
track individuals engaging in political, religious, or other protected speech.63 

F. Lack of Governing Law  

o The current legal landscape (discussed below) is all but void of regulations to 
address the concerns listed above. 

o Additionally, the facial recognition market is expected to grow to $7.7 billion in 
2022 from $4 billion in 2017.64  This financial incentive may increase opposition 
by companies toward government efforts to regulate this technology.  

V. CRIMINAL AND CIVIL CASES DEALING WITH FACIAL RECOGNITION 
SOFTWARE AND BIOMETRICS 

x Biometrics and facial recognition are very much unbound technologies that have taken root 
in an ambiguous legal landscape. 

A. SCOTUS 

o While there is caselaw addressing technology and Constitutional Rights (i.e. Kyllo 
v. United States (the use of a heat sensor to see inside a house is a search per the 
Fourth Amendment); United States v. Jones (placement of a GPS tracker on a car 
is a search per the Fourth Amendment); Riley v. California (warrantless search of 
a cellphone is not permissible); and, most recently, Carpenter v. United States (a 
warrant is needed for seven or more days of historic cell site information/cellphone 
location data, as such information is analogous to an ankle bracelet for near-perfect 
surveillance), there is currently no case law that specifically addresses facial 
recognition software.65 

B. Federal  

o Facebook’s DeepFace program – a deep learning recognition system – draws from 
a database of millions of images uploaded to Facebook and is said to be more 
accurate than other large-scale facial ID systems.66  Facebook rolled out DeepFace 
in 2015 and the system has since been the subject of several class action lawsuits 
alleging that it violates Illinois’ Biometric Information Privacy Act (BIPA),67 the 
most recent of which was dismissed for lack of jurisdiction/improper venue.68  

o In Patel v. Facebook, however, the Northern District of California held that a loss 
of one’s statutory biometric privacy rights is enough to sue a company under BIPA 
– and that a showing of actual harm is not necessary.69  Privacy advocates lauded 
Patel as a huge BIPA victory and its rationale akin to Rosenbach v. Six Flags, a 
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recent Illinois Supreme Court case, discussed below.70  Plaintiffs in Patel are 
claiming $35 billion in damages.71 

o Facebook appealed Patel to the Ninth Circuit Court of Appeals, claiming that 
plaintiffs did not have standing to sue, as Facebook’s biometric analysis of their 
photos did not cause them to suffer any concrete harm, and that the district court 
erred in certifying the class.72 

o In August of 2019, the Ninth Circuit affirmed the District Court’s ruling in Patel, 
holding that Facebook’s violation of BIPA was equal to a violation of the plaintiff’s 
substantive privacy rights and was a concrete injury.73  In its rationale, the Court 
looked at the “forest” of recent U.S. Supreme Court Fourth Amendment 
jurisprudence, which has acknowledged how technology has immensely increased 
the potential for unreasonable invasion into personal privacy and how these new 
technologies are not comparable to pre-information age methods of surveillance, 
etc.74 It is likely Facebook will appeal this ruling to the Supreme Court.  

o There are also a host of class action suits currently pending in the Northern District 
of California against Facebook in response to the Cambridge Analytica data-
sharing scandal.75  This scandal concerned the secret harvesting of personal data 
from millions of Facebook pages by British political consulting firm Cambridge 
Analytica, which it then sold for political advertising purposes.76 

o Some federal district courts have followed the rationale similar to that outlined in 
Commonwealth v. Baust – a Virginia state court decision, discussed below – that 
seems to limit Fifth Amendment protections against biometric use, while others 
have ruled in the opposite direction.77  In 2016, a federal magistrate judge in 
California approved a warrant that compelled a defendant to produce her fingerprint 
to unlock her phone for the FBI, holding that the unlocking of her phone with her 
finger was a form of authentication of its contents.78  

o More recently, however, in early 2019, a Northern District of California magistrate 
judge denied a portion of a warrant that sought to force persons suspected of an 
extortion scam on Facebook to unlock their iPhones using their fingerprints. 79  The 
judge held that technology is outpacing the law at a rapid pace and it is nonsensical 
that the law considers a verbal communication of a passcode  testimonial, and thus 
worthy of Fifth Amendment protections,  and not one’s fingerprint or face when 
used for the exact same purpose.80 

o This ruling is not binding on any other judge or court in the Northern District of 
California but is a possible indication of change in how courts view biometrics and 
Constitutional protections. 

o That same year, a federal magistrate judge in the Northern District of Illinois 
granted the government’s application for a search warrant for a residence for child 
pornography, but rejected its request to compel any persons in the residence at the 
time to unlock their iPhones with their fingerprints.81  The court held that 
compelling production of fingerprints from a large group of people present at the 
execution of a search warrant to unlock seized devices raised Fifth Amendment 
concerns, specifically for the failure to establish a connection between any specific 
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resident and the alleged crime.82  The court further stated that that an act could 
qualify as testimonial in nature where “. . . the existence, possession and control, 
and authenticity of information which tends to incriminate . . .” the person in 
question.83  Later in the decision, however, the court emphasized that its ruling was 
highly fact sensitive and was not meant to mean that the government’s request for 
forced fingerprinting will always trigger equivalent Constitutional concerns.84 

o While this case has a host of positive treatment, there are many cases that have 
refused to follow the Northern District of Illinois’ In re Application for a Search 
Warrant. Most recently, in the 2019 In the Matter of A White Google Pixel 3 XL 
Cellphone in a Black Incipio case, the United States District Court of Idaho refused 
to follow In re application for a Search Warrant, stating that a warrant compelling 
someone suspected of possession of child pornography to unlock his phone with 
his finger did not violate his Fifth Amendment rights.85  While it acknowledged the 
intensity of privacy rights associated with today’s cell phones and biometric data, 
the court in White Google Pixel looked to a host of recent similar cases across 
district courts which based their rulings in Wade’s (and its robust progeny’s) notion 
that the Fifth Amendment Right Against Self-Incrimination protects people against 
the government compelling them to make testimonial acts – or acts that display “the 
contents of one’s own mind.”86  The court concluded that pressing one’s finger to 
a phone, “is simply the seizure of a physical characteristic”. . . [and] . . . there is no 
need to engage in the thought process of the subject at all in effecting the seizure . 
. .. [as] . . .the fingerprint by itself does not communicate anything.”87 

o On the macro level, White Google Pixel, displays the divergence of federal 
jurisprudence on Fifth Amendment issues and biometrics and highlights how a 
well-informed Supreme Court decision might provide much-needed direction on 
this issue.  

C. States 

1. Virginia 

� In Commonwealth v. Baust, a Virginia state trial court held that 
while police cannot compel a suspect to provide his passcode to 
unlock his smartphone – as this is a violation of the Fifth 
Amendment right against self-incrimination – the police can compel 
that same suspect to produce his fingerprint to do the same.88  Baust 
distinguishes physical-based (i.e. fingerprint) security from 
testimonial security (i.e. providing someone with a verbal or written 
password), deeming it outside the scope of Fifth Amendment 
protections against self-incrimination.89  

� Specifically, the judge in Baust held that producing one’s fingerprint 
did not require the communication of knowledge, but rather is more 
akin to being ordered to produce something physical – such as a 
DNA sample or a key to a safe – which is permitted per United 
States v. Wade (which holds that the Fifth Amendment “offers no 
protection against compulsion to submit to fingerprinting).”90  Wade 
deems an act to be “testimonial,” and thus worthy of Fifth 
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Amendment protections, when law enforcement forces a person to 
reveal his knowledge of facts, thoughts and beliefs relating him to 
the offense (i.e. “the content of his own mind”); a fingerprint is not 
testimonial as it does not require the defendant to “communicate any 
knowledge at all.”91  

� While several recent cases refused to follow Baust, a host of recent 
state rulings reference Baust and mirror its rationale of the Fifth 
Amendment’s testimonial privilege and biometrics.  In 2017, the 
Minnesota Supreme Court held in State v. Diamond that the Fifth 
Amendment does not protect a person from being ordered to provide 
a fingerprint to unlock a seized cellphone because the compelled act 
is not a testimonial communication.92  Like Baust, the court’s 
decision hinged on the proposition that providing a fingerprint 
elicits only physical evidence from a suspect’s body and does not 
reveal the contents of the person’s mind.93 

2. Florida 

� In 2016, a Florida district court cited Baust in Florida v. Stahl, where 
it held that compelling a fingerprint to open an iPhone is not 
protected by the Fifth Amendment.94  

� Recently, a Florida state appellate court held that a 
defendant/appellant had no right to view photos of other suspects 
identified by FACES, a facial recognition software whose search 
produced a “one star” ID match of the defendant that led to his 
arrest.95  FACES’ ID match was not subject to any accuracy audits.96  
This case raises several constitutional issues (i.e. Brady Disclosure, 
Sixth Amendment issues, Daubert issues, etc.) and was appealed to 
Florida’s Supreme Court.97   

3. Illinois 

� BIPA has been the subject of a host of lawsuits by tech giants – such 
as Google and Facebook – although these efforts, as of this date, 
have not yielded any success for them.  Facebook has also spent 
considerable resources lobbying to amend/restructure BIPA.98  

� In response to BIPA’s most recent challenge in Rosenbach v. Six 
Flags – where parents sued Six Flags upon learning that the 
amusement park fingerprinted their fourteen year old son without 
their consent – the Illinois Supreme Court found in favor of the 
family when Six Flags sued to have the suit dismissed.99  The court 
disagreed with Six Flags’ argument that BIPA required that one 
show an injury beyond loss of statutory privacy rights, and held that 
that a finding of actual harm under the BIPA was not necessary for 
purposes of being “aggrieved” and the plaintiffs could proceed with 
their class action against the park.100  The court held that merely 
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losing one’s biometric privacy is sufficient enough harm for 
purposes of proceeding with an action under BIPA.101 

� While advocates lauded Rosenbach as a crucial victory in the fight 
to preserve personal privacy, critics voiced concerns that it will only 
encourage what some consider the recent onslaught of BIPA 
litigation in Illinois in the wake of this lessened standard of harm 
necessary to pursue a case; over 200 BIPA cases were filed in the 
two years before Rosenbach, and some of the larger tech companies, 
such as Facebook, are facing possible damages in the billions.102  

� In response to BIPA/Rosenbach, some companies have started 
including provisions requiring consent to biometric security in 
employee handbooks.103  

4. New York State 

� In 2009, the Court of Appeals ruled in People v. Weaver that the police 
must first obtain a warrant before tracking a person’s vehicle with a 
GPS device as it violates the Fourth Amendment protection against 
unreasonable search and seizures (basically establishing Jones 
protections three years before SCOTUS).104 

5. New Jersey 

� In State v. Andrews, the New Jersey Superior Court held that 
testimonial aspects of passcodes required to unlock a defendant’s 
smartphones were a “foregone conclusion,” and thus compelled 
production of passcodes did not violate the defendant’s Fifth 
Amendment privilege against self-incrimination under this 
exception.105 

� In this regard, Andrews treats Baust negatively in that Baust held that 
a “password is not a foregone conclusion because it is not known 
outside of [the defendant's] mind.”106  

x Like the federal landscape, the state jurisprudence is also very divided on the issue of Fifth 
Amendment protections and biometrics and federal guidance could help bring consistency.  

x There seems to be a lag in jurisprudence with respect to assessing the functionality, as 
opposed to the physicality, of biometrics as it relates to guarding against self-incrimination. 
One might argue that while, singularly, a finger print is a physical part of your body, 
Baust/White Google Pixel/etc. ignore the marked rise in the use of biometrics for forensic 
passwords/identification as they are harder to fake and better at guarding sensitive 
information. Viewed in this way, a fingerprint may be more analogous to a password than 
a key.  

x While it is true that, like a key, a fingerprint is a physical thing (versus a testimonial 
verbalization of a thought), it is the use of this fingerprint and its potential to extract 
incriminating evidence from a smartphone, for instance, on which the Fifth Amendment 
analysis should turn. The intended use (function) should be more significant than the 
physicality (form). Thus, if fingerprints are being used to unlock a device in order to 
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explore the device’s contents, law enforcement should not be permitted to compel persons 
to do so because this act is tantamount to providing a password and therefore, in effect, 
testimonial. 

x To these points, when the Supreme Court decided Wade in 1967, computer technology was 
in its infancy.  An updated Supreme Court decision that distinguishes/extends Wade’s 
definition of a “testimonial” act to include biometrics identifiers would be appropriate to 
protect our Constitutional rights in the Digital Age. 

VI. LEGISLATION AND REGULATIONS DEALING WITH FACIAL 
RECOGNITION SOFTWARE AND BIOMETRICS  

x Regulation of facial recognition technology/biometrics can apply to the use, storage or 
retention of biometric data, as well as to the formal technology itself; however, the current 
regulatory landscape is inadequate across federal, state and local jurisdictions.  This reality 
augments the concerns listed above.  

A. Federal  

o Currently, there exists no federal, all-encompassing law that protects user privacy 
and regulates the storage of personal data (biometric or other) by the private 
sector.107  

o The Electronic Communications Privacy Act of 1986 (ECPA) is a federal statute 
that sets standards for government monitoring of cell phone and internet 
communications.108  This law, however, deals more with storage of personal data, 
rather than limitations on the biometric technology itself.109  It was also passed long 
before the extreme technological advancements of the past twenty-five years and 
thus has many shortcomings with respect to protecting people’s privacy.110   

o 18 USC 2703(d) allows the government to obtain third party electronic data (i.e. 
data from Facebook, Uber, Verizon, etc.) if it “offers specific and articulable facts 
showing that there are reasonable grounds to believe that the contents of a wire or 
electronic communication, or the records or other information sought, are relevant 
and material to an ongoing criminal investigation.”111 This 2703(d) standard is a 
much lower bar than obtaining a warrant with probable cause.  As with the ECPA, 
however, this law deals more with long term surveillance/third party/Carpenter 
surveillance issues (discussed in the pages below), rather than biometrics 
specifically.   

o Senators Roy Blunt (R-MO) and Brian Schatz (D-HI) have introduced the 
Commercial Facial Recognition Privacy Act of 2019 (S.847), or CFRPA, which 
would require consent before using biometric ID/tracking on individuals by 
businesses, but does not apply to local, state or federal governments.112 

o In late 2019, Senator Maria Cantwell (D-WA) introduced the Consumer Online 
Privacy Rights Act (S.2968), or COPRA, the first ever comprehensive federal 
consumer privacy law.113  COPRA establishes data and privacy protections, 
including the right to access and delete one’s personal data held by an entity, and 
protects individuals by imposing data security requirements on companies to ensure 
their practices are sufficient to safeguard personal data.114  Additionally, COPRA 
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establishes a private right of action for individuals to sue in the event a company 
violates their privacy as well as empowers state attorneys general to enforce the 
law.115 

o In July of 2019, U.S. Representative Yvette D. Clark (D-NY-9) introduced the No 
Biometric Barriers to Housing Act (H.R. 4008), which would ban the use of 
biometric technology, including facial recognition, in certain federal rental units.116  
H.R. 4008 is co-sponsored by Representative Rashida Tlaib (D-MI-13), whose 
constituents in Detroit have voiced concerns about large scale facial recognition 
technology use in federal public housing by law enforcement.117  

o In late June of 2019, Representative Michael McCaul (R-TX-10) and Senator 
Martha McSally (R-AZ) introduced the Biometric Identification Transnational 
Migration Alert Program Authorization Act of 2019 (H.R. 3377/S.1933).  These 
bills direct federal funds to amend the Homeland Security Act of 2002 to establish 
the Biometric Identification Transnational Migration Alert Program (BITMAP) in 
the Department of Homeland Security.118  BITMAP calls for the use of facial 
recognition and other biometric data to enhance border security.119  The bills direct 
the U.S. Department of Homeland Security to coordinate with the U.S. Secretary 
of State, foreign governments, and other Federal agencies, as appropriate, to 
voluntarily share biometric information collected by foreign nationals in order to 
screen these persons to identify any potential threats to the United States.120 

o While H.R. 3377/S.1933 touch on how biometric data of U.S. citizens captured by 
BITMAP should be expunged from all databases, it makes an exception to retain 
this data “. . . for specific law enforcement or intelligence purposes.” 121 This 
exception seems vague and outlines no other details on how the law would curb 
potential abuses caused by the unbridled gathering of biometric data by the 
government/law enforcement. 

o It is important to note that, with the exception of the No Biometric Barriers to 
Housing Act (H.R. 4008), the aforementioned federal legislation does not attempt 
to regulate facial recognition technology itself, but rather proposes limits on the 
manner in which biometric data is collected/stored. While there are some other 
federal bills that mention biometric identification, none propose to regulate this 
technology directly. Additionally, H.R. 4008 does not provide for any kind of 
uniform/industry-wide standards for facial recognition itself, but rather proposes 
restrictions on biometrics in a specific situation.122 

o While the National Institute of Standards and Technology (NIST), a branch of the 
U.S. Department of Commerce, administers the Face Recognition Vendor Test 
(FRVT), which tests the accuracy of facial recognition software in different 
scenarios and across various demographics (i.e. age, race, gender), this test is 
voluntary. The overall role of the NIST is to gather data rather than promulgate 
regulations.123 NIST allows companies to send one submission for FRVT 
assessment every four months.124 
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B. States 

o Most states have not passed any laws regulating biometrics/facial recognition 
technology. This type of data is being regulated by existing privacy laws, which are 
not best postured to address the concerns posed by this technology (discussed 
above). Facial recognition data may be regulated per a privacy policy so long as 
there is no direct regulation/restriction by a specific federal law (i.e. HIPPA, 
Privacy Act of 1974, etc.). There are a handful of states, however, that are making 
efforts to reign in biometrics.  

o An important distinction across these various state laws is that some – like Illinois’ 
Biometric Information Privacy Act (BIPA) – create a private right of action for 
individuals, or classes, to enforce the law and seek damages, while others, like the 
California Consumer Privacy Act (CCPA), provide a limited right of action; others 
are only enforceable by a state’s attorney general.125  

o How states define “biometric information” varies as well.  Under the CCPA, it is 
broadly defined to include physiological, biological, and behavioral characteristics 
– such as also keystroke and gait patterns as well as certain sleep and exercise data 
– while BIPA and Texas’s Biometrics Privacy Law have a more traditional 
definition – limited to things such as fingerprints, voiceprints, iris and facial 
scans.126 

o There has been a recent trend with respect to states proposing laws that would limit 
the use of facial recognition and biometric identification technologies, including 
Alaska, Arizona, Florida, Michigan and Delaware.127  Even within these efforts, 
however, there is divergence between these proposed laws, and perhaps some kind 
of federal legislative floor is necessary to ensure a uniform statutory landscape. 

1. Illinois 

� Illinois passed BIPA in 2008, back when Facebook was still in its 
relative infancy and most companies were not thinking about face-
recognition technology.128  It was the first state in the country to do 
so.129  BIPA requires that entities obtain affirmative consent from 
individuals before obtaining their biometric information and creates a 
private right of action for individuals to sue to enforce the law.130   

� Under BIPA, a prevailing party may recover actual damages or 
liquidated damages of $1,000, whichever is greater, for each 
violation.131  If the violation is intentional or reckless, however, these 
liquidated damages go up to $5,000 per violation.132  Injunctive relief 
and reasonable attorney fees and costs, as well as expert witness fees 
and other expenses, are also available to a prevailing party.133 

� While BIPA has its critics, aims to hold accountable an industry that 
for years has been collecting individuals’ biometric information with 
near-total impunity.  
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2. Texas 

� Texas’s 2009 Biometrics Privacy Law defines “biometrics” as more 
traditional physical characteristics (i.e. voice, face, fingerprints, etc.). 
and allows for civil penalties of up to $25,000.134 Unlike BIPA, 
however, only the Texas Attorney General can enforce biometric 
privacy violations.135 

3. Washington 

� In 2017, Washington passed House Bill 1493, becoming only the third 
state in the country to pass legislation regulating the use and collection 
of biometric information.136  HB 1493 defines “biometric identifier” 
as data generated by automatic measurements of an individual’s 
biological characteristics, such as a fingerprint, voiceprint, eye retinas, 
irises or other unique biological patterns or characteristics that are 
used to identify a specific individual.137  

� Unlike the Illinois and Texas statutes, HB 1493’s definition of 
“biometric identifier” excludes facial recognition data.138  

� Currently, the proposed Washington Privacy Act (SB 5376) would 
allow consumers the right to access and manage their biometric data 
held by companies.139  The law also proposes setting standards for the 
use of facial recognition technology.140 As of January 2020, this bill 
is still in committee and several amendments have been proposed.141 

� By way of House Bill 1071 (HB 1071), Washington recently 
expanded its existing data breach response law to include biometric 
data in its definition of personal information.142  Passed in May of 
2019, HB 1071 goes into effect in May of 2020.143 

� This new definition of “personal information” is expansive and 
includes: “Biometric data generated by automatic measurements of an 
individual's biological characteristics such as a fingerprint, voiceprint, 
eye retinas, irises, or other unique biological patterns or characteristics 
that is used to identify a specific individual.”144   

� HB 1071 also expands the reporting requirement for entities that 
“maintain or possess [emphasis added]” personal information; they 
now must notify affected person(s) of any breach in security with 
regard to the maintenance of such information.145  The law requires 
that an entity must also notify the Washington Attorney General in the 
event of a data breach that impacts more than 500 people within 30 
days of discovery of such breach.146 

� HB 1071 makes an exemption to the notification requirement when a 
data breach “is not reasonably likely to subject consumers to a risk of 
harm” or when data was acquired in good faith.147  The law defines a 
“good faith acquisition of personal information” as when “the 
personal information is not used or subject to further unauthorized 
disclosure.”148 
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4. California 

� In mid-2018, California passed the CCPA which allows Californians 
more control over their biometric data.149 The law allows persons to 
see which information businesses collect on them, request this data be 
deleted, see to whom their data is being sold, and lets persons stop this 
data from being sold if they so choose.150  Set to go into effect in 2020, 
CCPA also requires that companies get users’ permission before 
collecting data.151   

� The CCPA amends California’s definition of personal information to 
include biometric data, which the CCPA broadly defines to include 
physiological, biological and behavioral characteristics.152 

� Facebook, Google and other software/social media entities 
vehemently opposed the CCPA, and its previous iterations.153  Big 
Tech lobbyists have chipped away at the language in the bill to lessen 
companies’ responsibilities to protect personal information (i.e. 
including a stipulation that businesses must include a clear button on 
their websites giving people the ability to opt out of data collection 
and the requirement that businesses share “accurate names and contact 
information” for third parties that bought user data over the prior 
year.154  That language has since changed, requiring businesses to 
merely disclose the “categories of third parties” that bought the 
data).155 

5. New York 

�  New York’s proposed Biometric Privacy Act (A.1911/S.1203) 
provides regulations for entities that store biometric data.156  
Specifically, private entities in possession of biometric data would 
have to develop written record retention schedules and guidelines for 
permanently destroying biometric data “when the initial purpose for 
collecting or obtaining data has been satisfied or within three years of 
someone’s last interaction with the company, whichever is earlier.”157   

� Like BIPA, the Biometric Privacy Act also proposes a private right of 
action,.158 This bill has failed to gain traction and opponents argue that 
it was a way for abuse by class action lawyers.159  

� While New York recently updated its data breach law to include 
biometric data in its definition of “personal information” (discussed, 
below), biometric technology itself is not currently regulated directly; 
however, the New York Department of Labor prohibits the use of 
forced fingerprinting, “unless allowed by law.”160  This law often 
affects employers who want to use biometric timeclocks to combat 
wage theft.161   

� In July of 2019, Governor Cuomo signed A.5635-B/S.5575-B – the 
Stop Hacks and Improve Electronic Data Security Act (SHIELD Act) 
– into law.162  The SHIELD Act updates New York’s data breach 
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notification law, expanding the types of covered personal information 
to include biometric data that would trigger notification obligations 
for entities in possession of “personal information” in the event of a 
data breach.163  SHIELD also broadens the data breach notification 
requirement by mandating notification of unauthorized access to 
protected information, rather than just the acquisition of data.164 While 
the law does not create a private right of action, it does authorize the 
New York State Attorney General to seek civil penalties for non-
compliance.165   

� The proposed A.7790/S.5687 prohibits the use of a facial recognition 
system by a landlord on any residential premises.166  

� In Brownsville, Brooklyn, tenants of two rent-stabilized apartment 
complexes recently filed a complaint with the New York State 
Department of Homes and Community Renewal to enjoin their 
landlord from installing facial recognition entry systems in their 
buildings.167  While the landlord claims these new systems are to 
ensure tenant safety, tenants insist that their buildings already have 
sufficient security and cite personal privacy concerns.168   

� In the current legislative session, there is a wave of proposed 
legislation that aims to limit the use of biometrics/biometric data.169 
One of these bills includes A.9767/S.7572.170  The bill proposes 
prohibiting the use of biometric surveillance by law enforcement, as 
well as establishing a biometric surveillance regulation task force.171    

� While many of these proposed bills regulate data and/or limit the 
way/scope in which facial recognition/biometrics can be used, 
A.8042, S.5140 and S.6623 (and a few others) call for a fundamental, 
information-gathering process for biometrics in order to better 
understand this technology so that it can be more effectively 
regulated.172  There currently exists no analogous legislative efforts at 
the federal level.  

6. Arkansas 

� In April of 2019, Arkansas passed House Bill 1943 (HB 1943), which 
amends the state’s Personal Information Protection Act to include 
biometric data in its definition of “personal information.”173  HB 1943 
also amends the State Code, requiring an entity in the possession of 
personal information to notify the Attorney General in the event of a 
data breach which affects the personal information of more than 1,000 
individuals.174  This bill is similar to the efforts recently taken by 
Washington’s HB 1071, described above.  

7. Massachusetts 

� There are currently two bills pending in the Massachusetts legislature 
(H. 1583 and S. 1385) that would impose a moratorium on 
government use of biometric surveillance – including facial 
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recognition – until laws are passed regulating who may use it and 
how.175 

C. Cities 

1. San Francisco, California 

� In mid-May of 2019, San Francisco passed a municipal ordinance 
banning the use of facial recognition technology, becoming the first 
city in the United States to do so.176   

� The grassroots coalition that advocated for the passage of this 
ordinance cited civil liberties concerns, including widespread use by 
federal ICE agents, privacy concerns, and perpetuation of racial 
injustice as reasons for the need to ban facial recognition.177 

2. Oakland, California 

� Oakland banned facial recognition technology in July of 2019.178 

3. Sommerville, Massachusetts 

� In June of 2019, Sommerville’s City Council banned the use of 
facial recognition technology in police investigations and municipal 
surveillance programs.179  

4. Berkeley, California 

� In mid-October of 2019, Berkeley, California joined its neighbors 
and passed a ban on all government use of facial recognition 
technology.180 

5. New York, New York  

� The New York City Council recently passed Int. 0487A-2018 (also 
referred to as the Public Oversight of Surveillance Technology 
(POST) Act) and it was enacted into law on July 15, 2020.181  The 
POST Act increases oversight of the NYPD’s use of surveillance 
technology by requiring reporting and evaluation of surveillance 
technologies used by the NYPD.182  It will require the NYPD to draft 
a surveillance impact and use policy which will be subject to a 
public comment period.183 

� In late 2018, New York City Councilman Ritchie Torres, head of the 
council’s Committee on Oversight and Investigations, introduced 
Int. No. 1170-2018 that would regulate biometric use, to a degree.184 
The bill would amend Section 1, Chapter 5 of Title 20 of the City’s 
Administrative Code and require businesses to provide notice to 
persons if they are collecting what the bill defines as biometric 
data.185 The bill would not, however, apply to government 
agencies.186 

� Like BIPA, Int. No. 1170 also creates a private right of action and 
allows for a prevailing party to recover damages of $1,000 per 
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violation against a negligent entity and $5,000 per violation against 
an entity that was reckless/intentional, and allows for attorney’s fees 
and “other relief,” including injunctive relief, “that the court deems 
appropriate.”187  

� Additionally, Int. No. 1170 gives the commissioner of the New York 
City Department of Consumer Affairs authority to implement a civil 
penalty of $500 per day for a violation.188  

� It is important to note that Int. No. 1170 does not apply to 
government entities; this means that the plethora of constitutional 
concerns, discussed above, are not addressed by this bill.189  Critics 
on the other side of the spectrum have voiced concerns that Int. No. 
1170 will lead to a BIPA-like influx of litigation.190  

� In related efforts, Councilman Brad Lander introduced Int. No. 
1758-2019 in October of 2019. 191  This law would define the word 
“key” in the City Code and require that building owners provide 
mechanical keys to residents for both the exterior door of their 
buildings and the doors to their individual apartments.192 It would 
also prohibit landlords from forcing tenants to use keyless entry 
technology to enter their buildings.193 

� In August of 2019, Councilman Donovan J. Richards introduced Int. 
1672-2019, which requires real property owners to submit 
registration statements regarding biometric recognition technology 
utilized on the premises.194  The bill would also require the City’s 
Department of Information Technology to establish a database and 
provide an annual report to the Mayor and the City Council.195 

D. Other Countries 

o The European Union (EU) has been more proactive than the United States with 
respect to regulating biometric data.  In 2016, it passed the General Data Protection 
Act (GDPA), the world’s strongest data protection law, which came into force in 
mid-2018.196  One of the goals of the GDPA is to modernize data protection and 
institute uniformity across the EU’s legal landscape.197  

o The GDPA contains ninety-nine articles that outline the rights of individuals and 
obligations placed on organizations covered by the law and establishes a penalty 
scheme and responsibility for organizations to obtain the consent of persons from 
whom they collect personal data.198 

o The GDPA defines “personal data” as “. . . any information relating to an identified 
or identifiable natural person (‘data subject’); an identifiable natural person is one 
who can be identified, directly or indirectly, in particular by reference to an 
identifier such as a name, an identification number, location data, an online 
identifier or to one or more factors specific to the physical, physiological, genetic, 
mental, economic, cultural or social identity of that natural person . . .” 199 

o The United Kingdom passed its own version of the GDPA – the Data Protection 
Act of 2018 – which largely mirrors the EU’s law, in anticipation of Brexit.200  It 
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currently has no law, however, regulating the formal use of biometric facial 
recognition cameras, specifically.201  

o In contrast, the London police force recently instituted a large-scale camera 
network used for a “perpetual lineup.”202  These efforts have been met with protest 
and pending legal challenges.203   

o In other counties, use of facial recognition is more widespread. In China, you can 
use facial recognition to order fast food, while police officers have also begun 
wearing glasses with facial recognition capabilities that allow them to track and 
identify individuals within large crowds.204  

o Chinese tech giant Huawei has installed its “Safe Cities” facial recognition 
monitoring system in cities across the globe where Chinese companies have made 
recent, large-scale business investments (such as Belgrade, Serbia and Kampala, 
Uganda, among others).205  These countries often have less power and military 
infrastructure than China.206  In the wake of these efforts, citizens of these nations 
have voiced privacy concerns, which have been augmented by claims that Huawei’s 
facial recognition systems will give China unfettered access to its data (because of 
accusations of government control of the company) which could compromise the 
privacy of people in poorer countries that may not have the power to stand up to 
China.207  If the people in these nations speak out against China or act in ways that 
China deems threatening to its business interests, critics claim that China could 
easily spy on them using Safe Cities technology and crush dissent.208  “Safe Cities” 
is an example of how government and private entities might use facial recognition 
software to impinge on human rights and repress dissent.  Huawei’s “Safe Cities” 
systems are found in some 230 cities worldwide.209  

o Aadhaar – India’s national ID program – is the world’s largest biometric 
database.210  It holds profiles of people for their lifetime and was designed to help 
government agencies deliver public services securely, to a large group of people, 
using biometric and demographic data.211 

o Over 500 million residents are enrolled in the system; however, Aadhaar has come 
under fire from critics because of data security concerns, errors in record keeping 
which have led to injury and death, and a general concern about personal 
autonomy/privacy. These concerns led India’s Supreme Court to establish privacy 
as a fundamental right.212 

x Some academics and others have called for a complete ban on facial recognition because 
of its power, pervasiveness and potential to completely and permanently alter the dynamic 
between individuals and the state with respect to personal privacy.213  They argue that 
industry guidelines and even legislation itself cannot curb potential abuses of this 
technology (although a ban at this point seems unfeasible, as the use of facial recognition 
use is so widespread).214  Other arguments favor more regulation, as a ban would prohibit 
positive uses of the technology.215 
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VII. PRIVATE SECTOR EFFORTS TO REGULATE FACIAL RECOGNITION AND 
BIOMETRICS  

x At this time, no industry-wide standards exist that would allow for uniform biometric 
technology use.  While some companies have made efforts to combat bias and inaccuracy 
in facial recognition software (e.g., IBM is introducing a more diverse dataset in the hopes 
of combating AI bias), it is unclear how impactful these efforts are.216 

x Additionally, while not all companies are forthcoming about these efforts, others are 
informing the public of their contributions to researching and combating these issues. 217 

x Alternatively, Amazon, which came under fire in the ACLU’s report of racial bias in its 
Rekognition facial recognition system, stated that it would not stop selling the software to 
a host of government and law enforcement agencies, even in the wake of complaints voiced 
by its own employees.218  Amazon also refused to have NIST assess Rekognition.219 

x A February 2019 blog post by Michael Punke, VP of Global Public Policy at AWS, 
highlights Amazon’s concerns associated with AI and called for regulations to increase 
transparency in its use.220 

x In 2018, after backlash from its participation in Project Maven – a Pentagon drone project 
– Google announced that it would no longer work on AI weapons projects and released a 
set of ethical guidelines for AI use and development (although it continues to work with 
the US military).221 Google’s own employees have also voiced concerns about Google’s 
involvement with this project, with some resigning in protest.222  

x The Institute of Electrical and Electronics Engineers, a large professional organization, has 
authored Ethically Aligned Design, a treatise on ethics in AI, and have created a global 
initiative to set standards to combat AI bias.223 

x Joy Buolamwini – the researcher at MIT’s Media Lab who discovered high rates of racial 
bias in a host of recognition algorithms – created the Algorithmic Justice League (AJL) to 
raise awareness of racial bias in biometric systems and work to combat this issue.224 

x In an op-ed in the New York Times, House minority Leader Kevin McCarthy (R-CA-23) 
urged that trustbusting of large tech companies is not the answer to guarding against data 
breaches but, rather, urges a public/private sector partnership that incorporates 
technologies such as Cryptonetworks (decentralized platforms governed by the community 
of users themselves).225  In Cryptonetworks, data would be controlled by blockchain 
encryptions, rather than the platform itself. McCarthy also calls for Congress to set a 
federal standard for privacy frameworks.226  

VIII. FUTURE ACTION AND CONCLUSION 

x Facial recognition is, at once, an emerging and rapidly advancing technology that is widely-
used with a regulatory framework insufficiently postured to deal with the grave risks it 
poses to personal privacy, constitutional rights, and racial justice.  These issues take the 
form of a frightening legal Venn diagram that merges two of the most pressing issues 
currently facing the legal profession: in one circle you find mass incarceration/ racial 
injustice, and in the other, the inability of society to pass laws and issue judicial decisions 
that keep pace with technology.   
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x Considering the disjointed judicial landscape, this issue – particularly with respect to Fifth 
Amendment testimonial protections – is ripe for Supreme Court intervention, however it 
has no relevant cases on its docket. 

x More uniform, comprehensive federal laws are also needed to fill the regulatory void and 
set minimum accuracy standards across the industry to attempt to curb the bias that infects 
facial recognition and other biometric technology.227  The legislative scheme of this 
industry must also be changed from voluntary to mandatory.   

x Augmenting NIST into a true regulatory agency will be crucial with respect to reforming 
our ability to regulate biometrics as this will allow for enhanced oversight of this industry 
as well as registration, training and testing of this software.  While many of these deep 
learning algorithms that fuel biometric systems are challenging to send for analysis, 
because they are extremely large and update in real time, some sort of 
technological/regulatory scheme needs to be established such that NIST can properly test 
these systems for bias.228  One solution may be that NIST establish a corps of inspectors 
who can travel to facilities to test software. 

x This complex and wide-reaching technology may be best regulated through a multi-
pronged approach that applies to both government and private entities.229 

x While addressing the concerns presented by facial recognition and biometrics is an 
immense undertaking, these efforts present an opportunity for the legal profession to 
protect individuals’ personal privacy and advance justice for society at large. 
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Introduction 

Encryption is everywhere. Ninety-four percent of Americans aged 
eighteen to twenty-nine carry smartphones, many of which encrypt their data 
by default when not in use.1 Laptops, tablet computers, and thumb drives can 
be and often are encrypted.2 Although users can decrypt electronic devices in 
different ways, one popular method is to enter a password.3 To unlock the 
device and decrypt its contents, a person must type in a unique combination 
of characters that acts as the key and unlocks the device. 

The widespread use of encryption has triggered an increasingly common 
Fifth Amendment question in criminal investigations: When can the 
government require a suspect to decrypt an encrypted device by entering the 
password?4 The issue typically arises when investigators have a warrant to 
search a cell phone or computer, but they cannot execute the search because 
the data is encrypted. Investigators obtain a court order directing a suspect to 
produce a decrypted version of the data by entering the password without 
disclosing it to the government. The suspect then objects, claiming a Fifth 
Amendment privilege against complying with the order.5 

The difficult legal question is how a court should rule on the assertion 
of privilege: When is the order enforceable, and when would enforcing the 

 

1. See Mobile Fact Sheet, PEW RESEARCH CTR.: INTERNET & TECH. (Feb. 5, 2018), 
http://www.pewinternet.org/fact-sheet/mobile/ [https://perma.cc/K876-Z2JM] (reporting that 94% 
of those aged eighteen to twenty-nine own a smartphone). 

2. See generally Whitson Gordon, The One Thing That Protects a Laptop After It’s Been Stolen, 
N.Y. TIMES (Mar. 13, 2018), https://www.nytimes.com/2018/03/13/smarter-living/how-to-encrypt-
your-computers-data.html [https://perma.cc/XB2S-9WTU] (describing how to encrypt a laptop 
computer or individual computer file). 

3. I use the term “password” here broadly to refer to any string of numbers, letters, or other 
characters that can be typed in to access data. Therefore, I will label passcodes, passwords, and 
passphrases all as passwords. See Orin Kerr & Bruce Schneier, Encryption Workarounds, 106 GEO. 
L.J. 989, 994 n.24 (2018) (noting the technical differences among passcodes, passwords, and 
passphrases). 

4. Recent cases that have addressed this question include In re Grand Jury Subpoena Duces 
Tecum Dated March 25, 2011, 670 F.3d 1335, 1349 (11th Cir. 2012) (declaring that the government 
could not compel decryption); United States v. Apple MacPro Computer, 851 F.3d 238, 248 & n.7 
(3d Cir. 2017) (allowing compelled decryption), cert. denied, 138 S. Ct. 1988 (2018) (mem.); United 
States v. Spencer, No. 17-cr-00259-CRB-1, 2018 WL 1964588, at *3 (N.D. Cal. Apr. 26, 2018) 
(same); United States v. Fricosu, 841 F. Supp. 2d 1232, 1237 (D. Colo. 2012) (same); United States 
v. Mitchell II, 76 M.J. 413, 424–25 & n.5 (C.A.A.F. 2017) (Ryan, J., dissenting) (same, in dissenting 
opinion); State v. Stahl, 206 So. 3d 124, 136–37 (Fla. Dist. Ct. App. 2016) (same); Seo v. State, 109 
N.E.3d 418, 425–31 (Ind. Ct. App. 2018) (not allowed), transfer granted, opinion vacated, 2018 
WL 6565988 (Ind. Dec. 6, 2018); and Commonwealth v. Gelfgatt, 11 N.E.3d 605, 614–15 (Mass. 
2014) (allowed). 

5. See cases cited supra note 4. This Essay solely addresses the Fifth Amendment framework 
for compelling acts of decryption by entering a password without disclosing it to the government. 
Compelled use of biometrics and compelled disclosure of passwords raise different Fifth 
Amendment issues. See Kerr & Schneier, supra note 3, at 1001–04 (summarizing the different ways 
of compelling action from suspects to decrypt data on their devices). 
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order violate the right against self-incrimination? Put another way, how much 
power does the government have to compel a person to decrypt a device by 
entering a password? About a dozen court decisions have grappled with this 
question in the last decade.6 Courts have disagreed on the correct answer,7 as 
have scholars,8 with both offering a range of standards for how the Fifth 
Amendment privilege should apply.9 

This Essay answers that question in two ways. First, it offers a simple 
doctrinal rule that explains how the Fifth Amendment should apply. 
Expanding on my online writings about this subject,10 this Essay argues that 
the Fifth Amendment poses no barrier to compelled decryption as long as the 
government has independent knowledge that the suspect knows the password 
and the government presents the password prompt to decrypt the device to 
the suspect. When a suspect is presented with a password prompt and is 
ordered to enter in the password, the only implied testimony in complying is 

 

6. See cases cited supra note 4. 
7. Compare In re Grand Jury Subpoena Duces Tecum, 670 F.3d at 1349 (holding that the 

privilege applies unless the government can describe the incriminating files that are on the device 
with reasonable particularity), with Spencer, 2018 WL 1964588, at *3 (holding that the privilege 
does not apply when the government can show the suspect has the ability to decrypt the device). 

8. As Professor Sacharoff has recently explained, this is a “fundamental question bedeviling 
courts and scholars.” Laurent Sacharoff, Unlocking the Fifth Amendment: Passwords and Encrypted 
Devices, 87 FORDHAM L. REV. 203, 207 (2018). 

9. The scholarship on this question divides roughly between those who would interpret the Fifth 
Amendment as imposing a high bar to compelling a password and those who would interpret the 
Fifth Amendment as imposing a low bar. Compare Aaron M. Clemens, No Computer Exception to 
the Constitution: The Fifth Amendment Protects Against Compelled Production of an Encrypted 
Document or Private Key, UCLA J.L. & TECH., Spring 2004, at 1, 11 (high bar), Sacharoff, supra 
note 8, at 251 (same), and Jason Wareham, Note, Cracking the Code: The Enigma of the Self-
Incrimination Clause and Compulsory Decryption of Encrypted Media, 1 GEO. L. TECH. REV. 247, 
268 (2017) (same), with Joseph Jarone, Comment, An Act of Decryption Doctrine: Clarifying the 
Act of Production Doctrine’s Application to Compelled Decryption, 10 FLA. INT’L U. L. REV. 767, 
797 (2015) (low bar), Dan Terzian, The Fifth Amendment, Encryption, and the Forgotten State 
Interest, 61 UCLA L. REV. DISCOURSE 298, 300 (2014) (same), and Timothy A. Wiseman, 
Encryption, Forced Decryption, and the Constitution, 11 I/S: J.L. & POL’Y FOR INFO. SOC’Y 525, 
526 (same). I have also written several blog posts on this subject that argue for a low bar. See infra 
note 10 for a discussion of those posts. 

10. In 2015 and 2016, I wrote several blog posts for the Volokh Conspiracy blog on the Fifth 
Amendment limits to decryption. In light of the continuing significance of the issue, it seemed 
worthwhile to expand on those posts. As a result, Part II of this Essay is a greatly expanded version 
of arguments I have presented at the Volokh Conspiracy blog. The two most relevant blog posts are: 
Orin Kerr, The Fifth Amendment Limits on Forced Decryption and Applying the ‘Foregone 
Conclusion’ Doctrine, WASH. POST (June 7, 2016) [hereinafter Kerr, Fifth Amendment Limits on 
Forced Decryption], https://www.washingtonpost.com/news/volokh-conspiracy/wp/2016/06/07 
/the-fifth-amendment-limits-on-forced-decryption-and-applying-the-foregone-conclusion-doctrine 
[https://perma.cc/5ZHA-DH3C] and Orin Kerr, Fifth Amendment Protects Passcode on 
Smartphones, Court Holds, WASH. POST (Sept. 24, 2015) [hereinafter Kerr, Fifth Amendment 
Protects Passcode on Smartphones, Court Holds], https://www.washingtonpost.com/news/volokh-
conspiracy/wp/2015/09/24/fifth-amendment-protects-passcode-on-smartphones-court-holds 
[https://perma.cc/DDU3-6FAV] (cited in Spencer, 2018 WL 1964588, at *3 n.2). 
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that the suspect knows the password. That testimony will be a foregone 
conclusion that defeats the assertion of the privilege when the government 
can independently show that the person already knows the password. 

My approach explains why the only federal appellate decision that 
squarely answers this issue, the Eleventh Circuit’s 2012 decision in In Re 
Grand Jury Subpoena Duces Tecum,11 either is wrongly decided or else is 
very confusingly reasoned. The Eleventh Circuit appears to have held that 
the government can compel decryption only when it can first describe with 
reasonable particularity what decrypted files will be found on the device.12 
This holding is incorrect. It erroneously equates the act of decrypting a device 
with the act of collecting and handing over the files it contains. The two acts 
may seem similar at first, but they have very different Fifth Amendment 
implications. 

The Essay next goes beyond doctrine and offers a broader perspective. 
In recent criminal procedure cases such as Carpenter v. United States,13 the 
Supreme Court has signaled a willingness to rethink old constitutional 
doctrines in light of technological change. Instead of applying old doctrines 
mechanically, the Court has suggested that courts should reconsider old rules 
in light of how technology has shifted the balance of government power—a 
process I have elsewhere called “equilibrium-adjustment.”14 To the extent 
equilibrium-adjustment extends to the Fifth Amendment, beyond the Fourth 
Amendment sphere where it originated, cases like Carpenter hint that the 
Fifth Amendment framework for compelled decryption should look beyond 
precedent to the normative question: What Fifth Amendment rule offers an 
appropriate test in light of the role of encryption in modern life? 

Here the correct doctrine is also the appropriate rule. Technology has 
given almost every citizen a technological tool unimaginable decades earlier. 
Today almost everyone carries their records in an electronic box that can be 
very difficult or even impossible for the government to break open. Strong 
encryption for everyone shifts the balance of power towards the citizen and 
away from the state. Before the spread of strong encryption, the search 
process only presented Fourth Amendment issues. Today the search process 
raises Fourth Amendment issues plus technological barriers plus the prospect 
of a Fifth Amendment bar. The result is a reverse-Carpenter. To the extent 
the doctrine is unclear, courts should interpret the Fifth Amendment so that 
the technology does not dramatically shift the balance of power too much 
against the public interest in investigating crime.15 

 

11. 670 F.3d 1335 (11th Cir. 2012). 
12. See infra notes 86–95 and accompanying text. 
13. 138 S. Ct. 2206 (2018). 
14. See generally Orin S. Kerr, An Equilibrium-Adjustment Theory of the Fourth Amendment, 

125 HARV. L. REV. 476 (2011) (introducing the concept in the Fourth Amendment context). 
15. See infra subpart III(B). 
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The Essay proceeds in three parts. Part I explains the Supreme Court’s 
case law on the Fifth Amendment implications of compelled acts, namely the 
act of production doctrine and the foregone conclusion doctrine. Part II 
applies these doctrines to compelled decryption and explains the apparent 
errors in the Eleventh Circuit’s decision. Part III takes a broader view and 
argues that its proposed doctrinal rule offers an appropriate test in light of the 
role of encryption in modern life. 

I.  Acts of Production and the Foregone Conclusion Doctrine 

The Fifth Amendment states that “[n]o person . . . shall be compelled in 
any criminal case to be a witness against himself . . . .”16 This Part presents 
an overview of the relatively specific aspect of Fifth Amendment doctrine 
raised by government efforts to compel the entering of a password. The 
framework, established in Fisher v. United States,17 deals with government 
compulsion of acts that lead to governmental knowledge of nontestimonial 
information. It has two parts. The first part, the act of production doctrine, 
assesses whether a compelled act is testimonial.18 The second part, the 
foregone conclusion doctrine, nonetheless permits compelled testimonial 
acts when their testimonial content is already known.19 This Part explains the 
two doctrines. It then explains how the two doctrines fit together by 
introducing the idea of distinguishing between door-opening evidence and 
treasure in criminal investigations.20 

A.  The Act of Production Doctrine 
The privilege against self-incrimination applies when three conditions 

are met.21 First, the person must face legal compulsion to cooperate with the 
government.22 Second, the compelled conduct must be testimonial, which 
means that it must force a person “to disclose the contents of his own mind” 
and therefore communicate a “factual assertion” or “convey[] information to 
the Government.”23 Third, the compelled testimony must be incriminating, 
which means that the prospect of complying “must establish reasonable 
ground to apprehend danger to the witness from his being compelled to 
answer[.]”24 A court must recognize an individual’s privilege and block the 
 

16. U.S. CONST. amend. V. 
17. 425 U.S. 391 (1976). 
18. See infra subpart I(A). 
19. See infra subpart I(B). 
20. See infra subpart I(C). 
21. Hiibel v. Sixth Judicial Dist. Court, 542 U.S. 177, 189 (2004). 
22. Id. 
23. Doe v. United States, 487 U.S. 201, 208, 210–11, 215 (1988). 
24. Hiibel, 542 U.S. at 190 (quoting Brown v. Walker, 161 U.S. 591, 599 (1896)) (internal 

quotations omitted). 
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government’s effort to compel compliance only when all three conditions are 
satisfied.25 

The act of production doctrine considers when a compelled act is 
testimonial. An act is testimonial, the doctrine holds, when the act implies 
“tacit averments” that have “communicative aspects.”26 The basic idea is that 
complying with an order to do something can send a message just like 
complying with an order to say something. For example, say I want to find 
out who in my Criminal Procedure class has already taken Evidence. I can 
ask the class that question and let them answer in words. Alternatively, I can 
ask those who have taken Evidence to raise their hands. In context, the act of 
raising a hand communicates the same fact as saying “yes.” 

The act of production doctrine was first adopted in Fisher.27 The case 
considered whether it would be testimonial for a taxpayer to respond to an 
IRS summons seeking certain tax documents prepared by the taxpayer’s 
accountant on Fisher’s behalf.28 According to the Court, the act of handing 
over papers in response to the summons implicitly testified about three 
different beliefs.29 First, it implicitly testified that the requested documents 
existed; second, it implicitly testified that the documents were in the person’s 
possession; and third, it implicitly testified that the papers handed over were 
the documents requested.30 

It’s important to see why these three testimonial statements are implicit 
in the act of compelled production. An act of compliance with an order 
implies two kinds of beliefs. First, it implies beliefs that are necessary to 
comply with the order.31 Second, an act of compliance communicates the 
person’s belief that the act amounts to compliance.32 In Fisher, producing 
 

25. Id. at 189. 
26. Fisher v. United States, 425 U.S. 391, 410 (1976). 
27. See id. (“The act of producing evidence in response to a subpoena . . . has communicative 

aspects of its own . . . .”). 
28. In a confusing twist of Fisher, this was only a hypothetical question in that case. Fisher 

consolidated two cases in which the government issued summons for tax documents held by the 
parties’ attorneys. Id. at 393–94. In one of the cases, No. 74-611, the attorney invoked the  
attorney–client privilege as a basis for refusing to comply with the summons. Id. at 395. The parties 
stipulated that whether the attorney–client privilege provided a lawful basis for refusal to comply 
was answered by whether the client would have had a valid Fifth Amendment privilege against 
complying with the summons if, hypothetically, he had possessed the documents and if the 
summons had been directed at him. Id. at 402–05 & n.8. Thus, the “facts” of Fisher are really a 
hypothetical that was answered as a result of the parties’ stipulation. To simplify matters, I will 
simply refer to this hypothetical as the “facts of Fisher” and refer to the client as “Fisher.” 

29. Id. at 410. 
30. Id. 
31. That is, if doing act X requires knowing fact Y, then doing act X implies that the person 

knows fact Y. 
32. Courts label this the “act of production” doctrine because it typically applies to government 

orders to produce items sought by the government. The doctrine applies more broadly, however, to 
determine the testimony implicit in government-compelled action. 
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papers in response to an order to disclose certain tax documents implies a 
belief that the tax documents exist because you can’t hand over papers that 
you don’t think exist. Producing them implies a belief that you possess the 
documents because you can’t hand over what you don’t think you possess. 
The act of production implies a belief that the papers are the tax documents 
requested because the production was presented as an act of compliance.33 
The act of production implicitly states, “I think these are the documents you 
seek.” It exposes the person’s thoughts about the documents’ existence, 
possession, and authenticity. 

B.  The Foregone Conclusion Doctrine 
That brings us to the second part of Fisher’s framework, the foregone 

conclusion doctrine. The foregone conclusion doctrine teaches that when the 
testimonial aspect of a compelled act “adds little or nothing to the sum total 
of the Government’s information,”34 any implied testimony is a “foregone 
conclusion”35 and compelling it does not violate the Fifth Amendment. To 
apply the foregone conclusion doctrine, courts look at what the government 
knows before the act is compelled and ask whether the testimony implied by 
a compelled act is “in issue” and would add to the government’s case.36 A 
valid privilege exists only when the compelled act is testimonial under the 
act of production doctrine but is not a foregone conclusion. 

The best way to understand the foregone conclusion doctrine is to study 
Fisher. The Court held that the testimony implicit in handing over the tax 
documents was a foregone conclusion because the government was “in no 
way relying on the ‘truthtelling’ of the taxpayer” to prove it.37 The documents 
“belong[ed] to the accountant, were prepared by him, and [we]re the kind 
usually prepared by an accountant working on the tax returns of his client.”38 
As a result, Fisher’s concession that he had the documents “add[ed] little or 
nothing to the sum total of the Government’s information[.]”39 

Further, Fisher’s implied statement that the documents were authentic 
was insufficient because that implied statement did not give the government 
an advantage at trial.40 “The documents would not be admissible in evidence 
against the taxpayer without authenticating testimony,” the Court noted, and 
Fisher’s implied statement that he believed the documents were what the 
 

33. Production would be a “voucher of their genuineness.” People v. Defore, 150 N.E. 585, 590 
(N.Y. 1926) (Cardozo, J.) (quoted in Fisher, 425 U.S. at 412–13 n.12). 

34. Fisher, 425 U.S. at 411. 
35. Id. 
36. Id. at 412. 
37. Id. at 411. 
38. Id. 
39. Id. 
40. Id. at 413. 
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government claimed was insufficient to authenticate them.41 Fisher had not 
prepared the papers himself, and for purposes of authenticating documents 
he “could not vouch for their accuracy.”42 He was therefore not competent to 
authenticate the documents,43 and his implied assertion that he believed the 
documents were authentic was simply his belief and not a sufficient basis to 
admit the documents at trial. 

Three aspects of the foregone conclusion doctrine remain surprisingly 
unclear. The first uncertainty is whether the foregone conclusion doctrine 
concerns whether the implied testimony is incriminating or whether it is 
testimonial. Fisher provides no obvious answer. Because the compelled 
testimony implicit in the act was a foregone conclusion, Fisher states that the 
act “would involve no incriminating testimony within the protection of the 
Fifth Amendment.”44 In my view, the doctrine is better understood as 
concerning whether implied testimony is incriminating. The inquiry focuses 
on what the government knows and can otherwise prove, which doesn’t 
change the implied statement in the act but does change whether making that 
implied assertion itself poses a danger to the speaker in context. But however 
it is characterized, the doctrine focuses on prosecutorial advantage. If the 
government already knows the fact or belief that is implicitly asserted, and it 
has some other way to prove it, then it gains no testimonial advantage by 
obtaining the defendant’s assertions implicit in his compelled acts. 

A second uncertainty about the foregone conclusion doctrine is the 
burden of proof to establish that a conclusion is foregone. The cases are 
surprisingly murky.45 On one hand, courts are clear that the burden rests with 
the government.46 On the other hand, there is no clear answer to how much 
certainty the government must establish. As Judge Calabresi recently noted 
 

41. Id. 
42. Id. 
43. Id. The bookend to Fisher’s application of the foregone conclusion was provided decades 

later in United States v. Hubbell, 530 U.S. 27 (2000). Hubbell had been required to fully disclose 
his business and tax dealings as part of a prior plea agreement. Id. at 30. In a later effort to prove 
that Hubbell had not complied fully with that requirement, the government subpoenaed a wide range 
of documents from Hubbell relating to his finances. Id. at 30–31. Hubbell responded by producing 
13,120 pages of documents, from which the government showed that Hubbell had in fact violated 
his earlier deal. Id. at 31. The Supreme Court ruled that the foregone conclusion doctrine did not 
apply and that Hubbell had a valid privilege against complying with the subpoena: “[T]he 
Government has not shown that it had any prior knowledge of either the existence or the 
whereabouts of the 13,120 pages of documents ultimately produced by respondent.” Id. at 45. 

44. Fisher, 425 U.S. at 414 (“We do hold that compliance with a summons directing the 
taxpayer to produce the accountant’s documents involved in these cases would involve no 
incriminating testimony within the protection of the Fifth Amendment.”). 

45. See generally WAYNE R. LAFAVE ET AL., CRIMINAL PROCEDURE § 8.13(a) (4th ed. 2015) 
(noting the uncertainty). 

46. See, e.g., In re Grand Jury Proceedings, Subpoenas for Documents, 41 F.3d 377, 380 (8th 
Cir. 1994) (“The government . . . bears the burdens of production and proof on the questions of . . . 
possession[] and existence of the summoned documents.”). 
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for the Second Circuit, “[B]oth our court and our sister circuits have struggled 
with the extent of Government knowledge necessary for a foregone-
conclusion rationale to apply.”47 The apparent cause of the uncertainty is that 
the cases typically arise when the government orders a suspect to turn over a 
described category of documents. In that context, courts have tended to 
express the burden in terms of the specificity of the government’s description 
of the documents sought rather than the certainty of the government’s 
knowledge. 

The most-often-mentioned standard is that the foregone conclusion 
doctrine applies if the government establishes its knowledge of the 
testimonial aspects of production “with reasonable particularity.”48 The basic 
idea is that a specific description of what the government seeks necessarily 
reflects greater government knowledge about it. If the government’s specific 
description of the documents to be handed over shows that the government 
already knows their existence, possession, and authenticity—the testimonial 
aspect of production—then the foregone conclusion doctrine applies.49 If the 
government can pinpoint what it needs, the thinking runs, then it is not relying 
on the truth-telling of the person complying with the order to figure out its 
case. 

Whatever the merits of the “reasonable particularity” standard in the 
specific context of subpoenaed documents, the test is notably unilluminating 
as to the government’s burden outside that context. The government can 
compel an act that has testimonial qualities, but the standard does not require 
the government to describe the evidence it is seeking. The act may be to do 
something, not to go get something. As a result, there may be no evidence for 
the target to retrieve that can be described with “reasonable particularity.” 
The burden of proof in contexts outside of orders to compel documents 
remains surprisingly unclear.  

A final uncertainty with the foregone conclusion doctrine is whether the 
government can introduce the defendant’s testimonial act at trial. Here’s the 
question: If the government orders a testimonial act as part of the 
investigation, and it then overcomes an assertion of privilege by showing that 
it has independent knowledge of the implied testimony that renders it a 
foregone conclusion, can the government later tell the jury about the 
defendant’s implied testimony to help prove the defendant’s guilt? Or is the 
government barred from relying at trial on testimonial foregone 
conclusions?50 
 

47. United States v. Greenfield, 831 F.3d 106, 116 (2d Cir. 2016). 
48. Id. (quoting In re Grand Jury Subpoena Duces Tecum Dated Oct. 29, 1992, 1 F.3d 87, 93 

(2d Cir. 1993)). 
49. Id. at 116–17. 
50. Notably, this question is distinct from whether the government can grant immunity to a 

suspect limited to the act of production and then use the documents obtained as a result of the 
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There is surprisingly little case law on this question.51 In my view, it 
would be appropriate for governmental reliance on the foregone conclusion 
doctrine to imply a subsequent bar to using that implied testimony at trial. 
This is a sensible limit based on estoppel principles: if the government’s 
power to compel an act depends on not needing testimony the act implies, the 
government should not be allowed to later use the implied testimony it 
claimed not to need.52 But this is only my view of a question that the case law 
has not clearly settled. 

C.  The Foregone Conclusion  as a Bar to Manipulation Between Door-
Opening Evidence and Treasure 
Some readers may be wondering how these two doctrines fit together. 

The act of production doctrine is reasonably intuitive. It measures implicit 
testimony in an act, relating the act to the Fifth Amendment’s core concern 
of compelled testimony. But the foregone conclusion doctrine may seem 
strange. The doctrine acts as an exception to the act of production doctrine. 
But why? There is no obvious analogue to it when the government compels 
an answer to a direct question. It’s fair to wonder why the doctrine exists.53 

 

production. The Supreme Court answered that latter question “no” in United States v. Hubbell, 530 
U.S. 27, 42–43 (2000). See United States v. Ponds, 454 F.3d 313, 321 (D.C. Cir. 2006) (noting that 
Hubbell held that if immunity is granted, “the use of the contents of produced documents [are a] 
barred derivative use of the compelled testimonial act of production”). How far a grant of immunity 
must extend involves a separate question from whether the government can introduce evidence at 
trial when no immunity has been granted. See United States v. Doe, 465 U.S. 605, 616 (1984) 
(declining to allow the government to compel acts of production on the promise that the 
incriminating aspects would not be used at trial in the absence of a formal statutory request for 
immunity); Kastigar v. United States, 406 U.S. 441, 453 (1972) (upholding the compulsion of 
testimony where the government has granted transactional immunity from use and derivative use of 
that testimony against the witness). 

51. One district court decision has held that the government cannot rely on the foregone 
conclusion doctrine and then introduce evidence of the defendant’s testimonial act at trial. See 
United States v. Spencer, No. 17-cr-00259-CRB-1, 2018 WL 1964588, at *3 (N.D. Cal. Apr. 26, 
2018) (“Once Spencer decrypts the devices, however, the government may not make direct use of 
the evidence that he has done so.” (citing Robert P. Mosteller, Simplifying Subpoena Law: Taking 
the Fifth Amendment Seriously, 73 VA. L. REV. 1, 110 n.108 (1987))). The D.C. Circuit has dicta 
somewhat relevant to this issue that can be read either way. See In re Sealed Case, 832 F.2d 1268, 
1281 n.8 (D.C. Cir. 1987) (stating in dicta that if the government seeks to use the testimonial aspect 
of production at trial that had been earlier declared a foregone conclusion, the defendant can then 
challenge for a second time whether the foregone conclusion test was satisfied). 

52. The Supreme Court adopted a somewhat similar limit in Braswell v. United States, 487 U.S. 
99 (1988), where the Court held that the government can compel a corporate custodian to produce 
records but cannot then use the act of production against the custodian in his personal capacity. Id. 
at 117–18; see also Spencer, 2018 WL 1964588, at *3 (“If it really is a foregone conclusion[,] . . . 
the government of course should have no use for evidence of the act of production itself.”). 

53. See, e.g., Samuel A. Alito, Jr., Documents and the Privilege Against Self-Incrimination, 48 
U. PITT. L. REV. 27, 48–50 (1986) (noting that Fisher “left substantial doubt about what it meant by 
‘a foregone conclusion’”); Mosteller, supra note 51, at 29–34 (1987) (considering different 
rationales for the foregone conclusion doctrine). 
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As I see it, the foregone conclusion doctrine exists to prevent suspects 
from exploiting the act of production doctrine to create a bar to accessing 
nontestimonial evidence. The problem is rooted in an important difference 
between the investigative consequences of compelling answers and 
compelling acts. When the government forces a person to answer a question, 
it collects only one kind of evidence. The government asks a question, and 
the person answers it. The government learns only the answer. The situation 
is different when the government compels acts instead of words. In most 
cases, the purpose of compelling acts is to obtain evidence that the acts can 
help reveal. The government wants the person to open a door to obtain some 
treasure that opening the door reveals. 

This means that, when the government compels acts, it acquires two 
different kinds of evidence at once. First, it learns the testimonial statements 
implicit in the act identified by the act of production doctrine. Let’s call that 
“door-opening evidence.” Second, the government also obtains the 
nontestimonial evidence revealed as a consequence of that act. Let’s call that 
“the treasure.” When the government compels a person to open the door and 
let the government see the treasure inside, it obtains both the door-opening 
evidence and whatever treasure is revealed. 

Consider a case like Fisher, where the government compels a person to 
hand over the accountant’s tax documents.54 The act of compliance provides 
the government with two things. First, compliance establishes the person’s 
testimonial door-opening evidence: the implicit beliefs about possession, 
existence, and authenticity of the tax documents. Second, it provides access 
to the treasure, the documents that the government is seeking. The door-
opening evidence is compelled testimony. But the treasure, what the 
government finds in the documents, is not compelled testimony.55 As a 
practical matter, the door-opening evidence operates causally as a testimonial 
gateway to the nontestimonial treasure. The government may be unable to 
obtain the treasure without the door-opening. But the two are analytically 
distinct, and only the latter is compelled testimony. 

The best explanation for the foregone conclusion doctrine is that it 
prevents the causal relationship between door-opening evidence and treasure 
from being used to shroud the treasure in the Fifth Amendment protection 
properly limited to the door-opening. Without the foregone conclusion 
doctrine, suspects could take simple steps to introduce testimonial doors that 
block government access to their nontestimonial treasure. For example, a 

 

54. Or at least this was the hypothetical on which the decision in Fisher rests. See discussion 
supra note 28. 

55. The fact that government action leads to the acquisition of contents of the documents does 
not raise Fifth Amendment problems, Fisher explains, because the contents of the documents are 
not themselves compelled. Fisher v. United States, 425 U.S. 391, 409–10 (1976). 
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person in Fisher’s situation could just gather all of his records and keep them 
in his possession. Any act of production would have to be compelled from 
him instead of from the accountant, introducing an act that implies the 
person’s testimony under the act of production doctrine.56 

The foregone conclusion doctrine blunts the advantage from such 
manipulation. It evaluates if the door-opening testimony is significant or is 
merely a matter of easily manipulated form. If opening the door implies 
incriminating testimony that the government does not already know, then the 
risk of compelled self-incrimination is real and the person has a privilege 
against opening the door that then necessarily blocks access to the treasure. 
On the other hand, if opening the door gives the government no prosecutorial 
advantage, then the risk of compelled self-incrimination is only a matter of 
form. At that point, as Fisher recognized, quoting Justice Holmes, “The 
question is not of testimony but of surrender.”57 When the testimony implicit 
in the door-opening is not in play, and is only an incidental matter of form 
rather than substance, access to the treasure should not be blocked by the 
Fifth Amendment privilege. 

II.  Applying the Fifth Amendment to Compelled Entering of Passwords 

We can now apply these doctrines to a compelled act of decryption. 
Let’s return to the scenario described in the introduction. The government 
has a seized electronic storage device in its possession, but efforts to search 
the device are blocked by encryption. Seeking access, the government obtains 
a lawful order directing a particular person to enter in the password to unlock 
the device. If the person pleads the Fifth, how should a court rule? 

This Part argues that a court should reject the claim of privilege when 
the government has independent knowledge that the person knows the 
password. Entering a password that unlocks a device has a testimonial 
component: it testifies that the person knows the password that unlocks the 
device. But the foregone conclusion doctrine applies when the government 
has independent knowledge of that fact. This standard allows the government 
to compel a suspect to enter a password in many but not all cases. It also 
shows the Eleventh Circuit’s apparent confusion in the first federal circuit 
court decision on compulsion to enter a password, In re Subpoena Duces 
Tecum.58 This Part begins by applying the act of production doctrine, turns 
next to the foregone conclusion doctrine, and concludes with a critical take 
on the Eleventh Circuit’s decision. 

 

56. Because the Fifth Amendment privilege is personal, the accountant could not assert the 
privilege on the client’s behalf. Id. at 397. 

57. Id. at 411 (quoting In re Harris, 221 U.S. 274, 279 (1911)). As Justice Holmes explained in 
Harris, “The right not to be compelled to be a witness against oneself is not a right to appropriate 
property that may tell one’s story.” Harris, 221 U.S. at 279–80. 

58. 670 F.3d 1335 (11th Cir. 2012). 
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A.  The Testimonial Aspect of Entering in a Password 
The first question is whether the compelled act of entering in the 

password that unlocks the device amounts to testimony under the act of 
production doctrine. The answer is clearly “yes.” Entering a password is 
testimonial because it communicates a simple statement: “I know the 
password.” A person can be successfully ordered to do only what he has 
sufficient knowledge to do. If a person knows the password, he can enter it 
and unlock the device. If a person doesn’t know the password, however, he 
can’t enter it. As a result, the act of entering in the password and unlocking 
the device has simple testimonial significance. It amounts to an assertion that 
the person knows the password. 

Importantly, “I know the password” is the only assertion implicit in 
unlocking the device. Because the password is entered without revealing it to 
the government, any communicative content that its characters might contain 
(such as a hypothetical password, “ISELLDRUGS”) is not asserted to the 
government.59 In addition, the act of unlocking the device does not 
communicate knowledge about the device’s contents. Knowing the password 
and knowing the contents of a decrypted device are two different things. One 
person might know the device’s contents but not know the password. Another 
person might know the password but not know the device’s contents. 

The distinction is worth illustrating with an example. I happen to know 
the passcode to my sister’s smart phone.60 I learned it at a family event when 
I wanted to use her phone to google something. I asked her for the passcode, 
and she told me. If the government obtained a court order requiring me to 
enter in the password, I could comply with the order because I know the 
password.61 But critically, I have no idea what files are stored in my sister’s 
phone. The only thing I know about my sister’s phone is its password. 
Unlocking the phone would admit I know the passcode, but it wouldn’t admit 
that I know what is on the phone. Because I don’t. 

At this point the reader may push back. Unlocking a device doesn’t 
necessarily indicate knowledge beyond the password. But doesn’t it give 
some good hints? After all, we normally know the passwords to devices that 
we regularly use. A statement admitting knowledge of a password can reveal 
some good clues about the device’s ownership or use. Use could give the 
government some idea about a person’s knowledge of its contents. Given all 

 

59. In that sense compelled decryption is more like being forced to surrender a key to a 
strongbox containing incriminating documents than being compelled to reveal the combination to a 
wall safe. See Doe v. United States, 487 U.S. 201, 210 n.9 (1988) (using these as examples). 

60. This example is adapted from my blog post, Kerr, Fifth Amendment Limits on Forced 
Decryption, supra note 10. 

61. At least assuming my sister hasn’t since changed it. 
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of this, it might seem that there is more testimonial content to unlocking the 
phone than merely the statement that the person knows the passcode. 

I think this argument is wrong. It mistakenly assumes that a testimonial 
statement about one subject also testifies to plausible implications to be 
drawn from that statement. The plausible implications of a statement may 
make the statement incriminating, but they don’t amount to additional 
testimony. To see this, imagine a witness who is asked on the stand if she 
was present at the crime scene. Answering that question may be 
incriminating, as it may place her in danger of being implicated in the crime.62 
Knowing the witness was at the crime scene could help the prosecutor show 
her involvement in the crime. Nonetheless, admitting presence at the crime 
scene is distinct from admitting criminal involvement. The ability to draw an 
inference from testimony does not amount to testimony about that 
inference.63 

Some have argued that compelled decryption has broader testimonial 
significance because it effectively creates the evidence decrypted.64 The 
apparent thinking is that decryption causes information to exist that did not 
exist before, itself resembling an act of speech that adds to the testimony 
inherent in the act.65 This argument is wrong because it misses the distinction 
explained earlier between door-opening evidence and treasure.66 To be sure, 
the treasure revealed by door-opening can be extremely incriminating speech. 
It might include a signed confession. It might contain video of the defendant 

 

62. See Resnover v. State, 507 N.E.2d 1382, 1389 (Ind. 1987) (recognizing a Fifth Amendment 
privilege for a witness facing compulsion to testify that she was present at the crime scene). 

63. My friend Laurent Sacharoff offers a different view in his response essay. Laurent 
Sacharoff, What Am I Really Saying When I Open My Smartphone? Response (to Orin S. Kerr), 97 
TEXAS L. REV. ONLINE  (forthcoming Mar. 2019). Professor Sacharoff contends that the testimony 
implicit in entering a password to decrypt a device includes additional statements, specifically that 
“the device likely belongs to the person” who entered the password “and that the person possesses, 
perhaps knowingly, the files on the device.” Id. (manuscript at 105). In my view, Professor 
Sacharoff is mixing up the implied testimony inherent in an act with its evidentiary value. The 
implied testimony of an act is what a person must have been thinking to complete the act. On the 
other hand, the evidentiary value of an act is what conclusions a fact-finder might be more or less 
inclined to reach upon learning of the act. An act of decryption no doubt can have broad evidentiary 
significance in many cases. A fact-finder informed that a person decrypted a device may be more 
inclined to think that the person owns the device and may have knowledge of its contents. But the 
privilege against self-incrimination harnesses different principles than evidence law. What matters 
for the privilege is the state of mind that the act necessarily reveals, not what facts about the world 
an act suggests are more likely to be true. 

64. See, e.g., Seo v. State, 109 N.E.3d 418, 431 (Ind. Ct. App. 2018) (“We also consider [the 
act of decryption] testimonial because her act of unlocking, and thereby decrypting, her phone 
effectively recreates the files sought by the State.”), transfer granted, opinion vacated, 2018 WL 
6565988 (Ind. Dec. 6, 2018). 

65. See id. (“Because compelling Seo to unlock her phone compels her to literally recreate the 
information the State is seeking, we consider this recreation of digital information to be more 
testimonial in nature than the mere production of paper documents.”). 

66. See supra subpart I(C). 
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committing the crime. The door-opening may make that evidence exist in a 
way it did not exist in encrypted form. But all of this is irrelevant to the 
privilege against self-incrimination. The act of production doctrine considers 
the actor’s communication implicit in the act, not what communications may 
result from the act. How incriminating the treasure may be, or what the 
computer does when a person opens the door, does not change the testimony 
implicit in the door-opening act.67 

A similar error is to claim that entering a password has broader 
testimonial significance because it is akin to translating the entire encrypted 
contents from ciphertext to plaintext. On this thinking, entering the password 
is like a witness taking the stand and translating documents from a secret 
language into English. But this analogy doesn’t work. Assuming that an act 
of translation could be incriminating,68 and that the act of production doctrine 
would apply to it, the testimonial aspect of translation is knowing how to 
translate from one language to another. In contrast, entering a password 
implies no such knowledge. Take the case of my sister’s phone. If I enter the 
password and the phone unlocks, my entering the password implies no 
knowledge about how the phone’s encryption software works. I don’t even 
know what kind of phone my sister has. The only testimony implicit in 
unlocking her phone is the only thing I know: The password. 

A final wrong turn worth addressing is the claim that the wall safe 
hypothetical in Doe v. United States (“Doe II”)69 can settle the testimonial 
content of entering in a password. Doe II held that being compelled to sign 
your signature to a consent directive is not testimonial.70 Dicta in a footnote 
echoed Justice Stevens’s view, expressed in dissent, that a suspect “be[ing] 
compelled to reveal the combination to his wall safe[] by word or deed” 
would be testimonial but that “in some cases be[ing] forced to surrender a 
key to a strongbox containing incriminating documents” would not be.71 It’s 
fair to ask whether Doe II’s dicta answers how the Fifth Amendment applies 
to compelled decryption. 
 

67. Cf. In re Search Warrant Application, 279 F. Supp. 3d 800, 805–06 (N.D. Ill. 2017) 
(explaining why use of a biometric to decrypt does not gain testimonial significance based on the 
information revealed; “this argument . . . relies on conflating what it means for an act to be 
inherently testimonial versus an act yielding an incriminating result”). 

68. Cf. United States v. Burr, 25 F. Cas. 38, 39–41 (C.C.D. Va. 1807) (No. 14,692e) (Marshall, 
C.J.) (ruling that Aaron Burr’s private secretary could not be compelled to testify about the meaning 
of Burr’s encoded communications). 

69. 487 U.S. 201 (1988). The label “Doe II” distinguishes the case from another Fifth 
Amendment case, United States v. Doe, 465 U.S. 605 (1984). 

70. See Doe II, 487 U.S. at 219 (“Because the consent directive is not testimonial in nature, we 
conclude that the District Court’s order compelling petitioner to sign the directive does not violate 
his Fifth Amendment privilege against self-incrimination.”). 

71. Id. (Stevens, J., dissenting). Justice Stevens suggested this distinction in his dissent, and the 
majority then indicated in a footnote that the Court agreed with the basic distinction. Id. at 210 n.9 
(majority opinion). 
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In my view, Doe II’s dicta sheds no light either way on the Fifth 
Amendment implications of being forced to enter a password. Both 
statements in the dicta are truisms. That revealing the combination to a wall 
safe is testimonial should be obvious. It is a statement of a person’s thoughts 
revealed to the government. That does not answer how the same principles 
apply to an act of decryption, however, because an act of decryption does not 
reveal the password. Granted, it’s possible that the idea of revealing the 
combination “by deed” was intended to include opening a combination safe 
for investigators without actually revealing the combination. If so, that 
passage suggests the same conclusion reached in this section: using the 
combination to open the safe testifies that the person knows the combination, 
just as entering a password to decrypt data testifies that the person knows the 
password. But that meaning is not at all clear from the brief line in Doe II, 
which on its face is about “reveal[ing] the combination”72 and not just 
unlocking the safe. 

Similarly, the Court’s apparent view that being compelled to surrender 
a key would not be incriminating “in some cases” is also unilluminating. Note 
the caveat: in some cases. It’s easy to think of examples where surrendering 
a key would not be incriminating. Imagine the police search a business, find 
a locked safe, and see a suspect with the safe key in his hand. The police 
order the suspect to drop the key and put his hands up. In that case, 
surrendering the key would not be testimonial. Compliance with the order 
would not reveal the contents of the suspect’s mind. But that sheds no light 
on how the Fifth Amendment might apply to other efforts to force a person 
to surrender a key, such as issuing a subpoena requiring the target to collect 
the key and give it to the grand jury. That kind of “surrendering” the key 
would be testimonial, in my view, as it admits to the existence, authenticity, 
and possession of the key just like the documents sought in Fisher. The 
answer must come from the framework identified in Fisher, not from the 
vague and unilluminating dicta from Doe II. 

B.  Applying the Foregone Conclusion Doctrine to Password Entering 
We now turn to how the foregone conclusion doctrine applies to an act 

of compelled decryption. Recall that to apply the foregone conclusion 
doctrine, we ask if the government gained a prosecutorial advantage by 
obtaining the testimony implied by the compelled act. In the language of 
Fisher, the question is whether the implied testimony is “in issue” or if 
obtaining it “adds little or nothing to the sum total of the Government’s 
information” for purposes of a future prosecution.73 

Although the foregone conclusion doctrine is often applied in a fact-

 

72. Id. at 210 n.9 (majority opinion). 
73. Fisher v. United States, 425 U.S. 391, 411–12 (1976). 
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specific way, a simple rule emerges when the government orders a suspect to 
enter a password to decrypt a device. As explained above, the only assertion 
implied by entering the correct password is that the person compelled knows 
that password. That yields a simple insight: the implied testimony cannot be 
in issue, and cannot add to the sum total of the government’s information, 
when the government provides the device to the suspect at the password 
prompt and the government already knows that the person knows the 
password. The testimony is a foregone conclusion, and a court should not 
recognize the privilege because the government has independent proof of the 
entire testimonial content of the compelled act. 

A bright-line rule results: when investigators present a suspect with a 
password prompt, and they obtain an order compelling the suspect to enter in 
the correct password, the suspect cannot have a valid Fifth Amendment 
privilege if the government independently can show that the suspect knows 
the password. The government’s independent evidence that the suspect 
knows the password means that the suspect’s knowledge is not in issue. It 
adds nothing to the sum total of the government’s information for the 
government to learn what it already knows. As a result, the government’s 
independent knowledge that the person knows the password makes the 
implied testimony of entering it a foregone conclusion.74 

This standard should be easy for the government to satisfy in many 
common cases. Individuals ordinarily must know the password of devices 
that they regularly use. As a result, evidence that the person regularly uses a 
particular device should generally be sufficient to show knowledge of the 
password and trigger the foregone conclusion doctrine. Imagine the 
government seizes an encrypted smart phone from a suspect’s pocket incident 
to his arrest.75 The suspect’s fingerprints are on the phone. Calling the 
suspect’s known phone number makes the phone ring. In such a case, the 
evidence will likely indicate that the person knows the password and 
therefore establishes a foregone conclusion. 

There are a few important caveats to make. First, a different analysis is 
called for when a person’s awareness of the password is in issue. In such a 
case, the Fifth Amendment should impose a bar to compelling the act. 
Imagine the government obtains a search warrant to search a home for 
computer-stored images of child pornography. The home has three residents. 
The search yields one computer, and that computer has an encrypted hard 
drive that requires a password to use. Further assume that investigators have 
no evidence about which resident owns or uses the computer. In an effort to 
bypass the encryption, investigators obtain court orders requiring each of the 
three residents to enter the password. 

 

74. Accord Jarone, supra note 9, at 796–97 (reaching a similar conclusion). 
75. Cf. Riley v. California, 134 S. Ct. 2473, 2485 (2014) (requiring a warrant to search a cell 

phone seized incident to arrest). 
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In such a case, each resident would have a valid Fifth Amendment 
privilege against complying with the order. Entering the password would 
show knowledge of it. Establishing knowledge would help show criminal 
possession of the images that may be on the computer. In a prosecution for 
possession of those images, a person’s awareness of the password required 
to access the images would be “in issue.”76 If the prosecution had no 
information that any particular resident knew the password, each resident 
would have a privilege not to be compelled to enter the password to reveal 
they knew it. Knowledge of the password would not be a foregone 
conclusion. 

A second important caveat is that a valid privilege can exist when the 
government’s order includes an implicit search requirement. The critical 
difference is between an order to enter a password at a password prompt and 
an order to take a broader set of steps to produce the files in decrypted form. 
When agents present the user with a password prompt and compel him to 
enter the password, the implicit testimony is a foregone conclusion when the 
government can show the user knows that password. But it’s a different case 
if agents obtain an order to produce a decrypted version of all files on the 
device. An order to produce all encrypted files can have an implicit search 
requirement: compliance can require more than just entering a password. 

The reason for the difference is that encryption is not all or nothing. A 
user might first encrypt a particular file and then encrypt the entire device 
that includes that file. A user might encrypt files in a “hidden volume” that 
the government can’t tell exists and can’t locate without the user’s help.77 In 
these situations, producing the files on the device in encrypted form has more 
testimonial significance than merely stating knowledge of the password. 
Depending on the case, the production might require admitting to knowledge 
of the hidden volume or the presence and location of additional encrypted 
files. Put another way, complying with an order to produce all of the files on 
a device in decrypted form may require knowledge beyond just how to bypass 
a password gate presented to the user. In such a case, the foregone conclusion 
doctrine would apply only if all of the implicit statements required to conduct 
the search are themselves foregone conclusions. Mere knowledge of a 
password would not be enough. 

One way to deal with this complication would be for decryption orders 
to require bypassing password gates instead of producing plaintext. The order 
could command the subject of the order to enter in passwords needed to 

 

76. Fisher, 425 U.S. at 412. 
77. See Aloni Cohen & Sunoo Park, Compelled Decryption and the Fifth Amendment: 

Exploring the Technical Boundaries, 32 HARV. J.L. & TECH. (forthcoming 2019) (manuscript at 
28–29), https://ssrn.com/abstract_id=3117984 [https://perma.cc/4UHS-26WT] (discussing hidden 
volumes). 
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bypass password gates presented to the subject on a particular device. The 
order would compel only the act of entering a password and it would not 
compel any searching.78 If at any point the target asserts his Fifth Amendment 
right, a court could address whether the government can show independently 
that it knows the target knows that particular password. This approach to 
drafting decryption orders could avoid the possibility of an implicit search 
requirement that could complicate the Fifth Amendment analysis. 

C.  The Eleventh Circuit’s Apparent Misstep in In re Subpoena Duces 
Tecum 
An important implication of my argument is that the only federal court 

of appeals decision directly addressing this issue, the Eleventh Circuit’s 
ruling in In re Subpoena Duces Tecum,79 is either wrongly decided or at least 
very confusingly written. Other courts may be understandably reluctant to 
disagree with a precedential circuit court opinion. But the opinion appears to 
be based on a mistake that other courts should not make. 

Here’s a quick rundown of the facts. A suspect, known only as John 
Doe, was served a subpoena requiring him to produce the decrypted contents 
of several of his hard drives believed to contain child pornography.80 A 
forensic examination of Doe’s hard drives showed that they were partially 
encrypted with a program called TrueCrypt.81 The examiner could access 
parts of the hard drives, but they were blank.82 At the same time, the examiner 
was “unable to access certain portions of the hard drives” that were encrypted 
using TrueCrypt.83 The examiner could see the raw data on the drives and 
knew that TrueCrypt had been used.84 But he could not know what 
information (if anything) would be revealed when decrypted.85 

 

78. The language of my proposed Decryption Order might state: “John Doe is hereby ordered, 
when presented with a password prompt on the device described below, to enter in the password 
needed to bypass that password prompt.” The order could then describe the device. It is possible 
that a device could be configured with multiple passwords, including a special password that does 
not decrypt all data but instead presents users with only some of the decrypted data. See id. 
(manuscript at 28–31) (describing “deniable encryption”). But use of such a password seems 
unlikely to raise significant Fifth Amendment issues. The deniability of the encryption means that 
the government will not realize what the user has done. Further, whether use of such a password 
violates the Decryption Order depends on how the order is drafted. If the government has reason to 
think that a suspect has used such technologies, that raises practical problems with proceeding by 
compelled decryption rather than Fifth Amendment challenges. See also Kerr & Schneier, supra 
note 3, at 1005 (discussing remedies for failure to comply with court orders to decrypt). 

79. 670 F.3d 1335 (11th Cir. 2012). 
80. Id. at 1337. 
81. Id. at 1340. 
82. Id. at 1340 n.10. 
83. Id. at 1339. 
84. Id. at 1340. 
85. Id. 
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In an opinion by Judge Tjoflat, the Eleventh Circuit concluded that Doe 
had a valid privilege against self-incrimination and could not be compelled 
to comply with the subpoena.86 Unfortunately, the court’s analysis of the 
testimonial aspect of compulsion was very brief. According to Judge Tjoflat, 
complying with the subpoena would amount to Doe’s testimony of his 
“knowledge of the existence and location of potentially incriminating files; 
of his possession, control, and access to the encrypted portions of the drives; 
and of his capability to decrypt the files.”87 The opinion contains no analysis 
of why these assertions would be implicit in completing the ordered act. 

The court then concluded that the foregone conclusion doctrine did not 
apply.88 According to Judge Tjoflat, the doctrine would apply only “if the 
Government can show with ‘reasonable particularity’ that, at the time it 
sought to compel the act of production, it already knew of the materials[.]”89 
That was not the case, however, because “we simply do not know what, if 
anything, was hidden based on the facts before us.”90 According to Judge 
Tjoflat, the foregone conclusion doctrine could not apply because the 
government did “not know what, if anything, is held on the encrypted 
drives.”91 

The problem with applying the foregone conclusion doctrine, the 
Eleventh Circuit concluded, was that the government did not describe the 
documents it was seeking with sufficient specificity.92 The government had 
not shown sufficient “knowledge as to the files on the hard drives at the time 
it attempted to compel production from Doe.”93 Without knowing “to any 
degree of particularity what, if anything, was hidden behind the encrypted 
wall,” the government could not describe the files it was seeking with 
reasonable particularity and the foregone conclusion doctrine could not 
apply.94 

The Eleventh Circuit’s reasoning is not a model of clarity. It can be read 
different ways. In my view, the most faithful reading is that the opinion 
requires the government to describe with reasonable particularity the 
decrypted documents it will find before an act of decryption is a foregone 

 

86. Id. at 1352–53. 
87. Id. at 1346. 
88. Id. at 1349. 
89. Id. at 1346. 
90. Id. at 1347. 
91. Id. 
92. See id. (“Case law from the Supreme Court does not demand that the Government identify 

exactly the documents it seeks, but it does require some specificity in its requests—categorical 
requests for documents the Government anticipates are likely to exist simply will not suffice.”). 

93. Id. (emphasis in original). 
94. Id. at 1349. 
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conclusion.95 If so read, the Eleventh Circuit’s analysis is wrong. It fails to 
distinguish two different roles a target can serve in carrying out a search. If 
evidence is in a locked box, investigators might order a suspect to unlock the 
box and do no more. Investigators can then take over the search, investigating 
the contents of the box themselves and looking for the evidence. On the other 
hand, investigators might order a suspect to unlock the box and then execute 
the search himself on the government’s behalf. The suspect might be ordered 
to unlock the box, search it, find a particular set of documents described, and 
then bring those responsive documents to the government. The first target 
role is unlocking; the second target role is unlocking and searching. 

Under my reading of the case, the Eleventh Circuit missed this 
distinction. It treated a case in which the target’s role was unlocking the 
device as if the target’s role had been unlocking the device and then searching 
it for the described evidence. When a suspect is ordered to produce a 
decrypted version of an electronic device, the compelled act ordinarily will 
be only to unlock the device. Any additional searching is the government’s 
job, and the government need not know what it will find when it begins to 
look. Whether the government knows enough about the incriminating 
evidence it hopes to find to describe it with reasonable particularity is simply 
irrelevant if the government, not the target, is going to look for it. If the target 
doesn’t have to search for the evidence the government is seeking, the target 
doesn’t need a specific description to establish a foregone conclusion. 

Granted, there is a sense in which the government does need to 
particularly describe the evidence sought—but for the Fourth Amendment, 
not the Fifth Amendment. Most compelled decryption helps the government 
execute a search warrant. The Fourth Amendment requires the warrant to 
particularly describe the evidence to be searched for and seized.96 It might 
seem, at first blush, that the Fourth Amendment’s particularity requirement 
serves the same function as the common Fifth Amendment foregone 
conclusion requirement of reasonable particularity. Both help limit the 
searcher’s discretion as to what is seized.97 

But they do so for quite different reasons. The Fourth Amendment’s 
particularity requirement prevents general searches.98 It limits the searcher’s 
 

95. This interpretation is perhaps easiest to establish by how the Eleventh Circuit distinguished 
the contrary result in In re Boucher, No. 2:06-mj-91, 2009 WL 424718 (D. Vt. Feb. 19, 2009). 
According to the Eleventh Circuit, “it was crucial” to the result in Boucher “that the Government 
knew that there existed a file under [an incriminating] name.” In re Subpoena, 670 F.3d at  
1348–49. In the Eleventh Circuit’s view, it appears, the foregone conclusion doctrine hinged on the 
government’s knowledge of the file. 

96. U.S. CONST. amend. IV. 
97. A classic (if plainly exaggerated) statement of the role of Fourth Amendment particularity 

is that “[a]s to what is to be taken, nothing is left to the discretion of the officer executing the 
warrant.” Marron v. United States, 275 U.S. 192, 196 (1927). 

98. Andresen v. Maryland, 427 U.S. 463, 480 (1976). 
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discretion to ensure that he does not take away too much.99 In contrast, the 
particularity standard relied on in Fifth Amendment foregone conclusion 
cases prevents implied statements. It limits a target’s discretion to ensure that 
the government isn’t relying on assertions implicit in the choices a target 
makes to carry out the order. The two doctrines serve different roles and 
satisfy different standards. When the government obtains a search warrant 
and a related decryption order, the only relevant particularity requirement 
comes from the Fourth Amendment’s warrant clause.100 After the target 
unlocks the device, his work is done. The government must now execute the 
warrant to search for the evidence particularly described within it. 

I noted above that there is a second way to read the Eleventh Circuit’s 
opinion. Under the second interpretation, the opinion is confusing and poorly 
written but its result may be correct. Here’s why. Recall that Doe was ordered 
to produce a decrypted version of the files on his devices that were encrypted 
using TrueCrypt. TrueCrypt allows users to place files in hidden volumes.101 
It’s possible that Doe’s Fifth Amendment objection was to being ordered to 
identify hidden volumes on his device. If so, perhaps the Eleventh Circuit’s 
objection was only to compelling Doe to identify the hidden volumes in the 
course of the act of producing a decrypted version of the files on his device.102 
From that perspective, Doe would have a valid Fifth Amendment privilege 
against revealing that there was a hidden volume—something the 
government did not know and, therefore, was not a foregone conclusion. I 
think parts of the opinion make this reading a stretch.103 But it points to the 
possibility that the Eleventh Circuit may have been inarticulately reaching 
the right result rather than misapplying the law. 

However the Eleventh Circuit’s decision is read, the case exposes how 
courts have so far failed to articulate a standard of proof for the foregone 
conclusion doctrine. Whatever the merits of the “reasonable particularity” 
standard when investigators seek to enforce an order to hand over certain 
documents, it has no application when the government seeks to enforce an 
order to unlock. Fifth Amendment challenges to decryption orders require 

 

99. Marron, 275 U.S. at 196. 
100. See United States v. Grubbs, 547 U.S. 90, 97 (2006) (“The Fourth Amendment, however, 

does not set forth some general ‘particularity requirement.’ It specifies only two matters that must 
be ‘particularly describ[ed]’ in the warrant: ‘the place to be searched’ and ‘the persons or things to 
be seized.’” (alteration in original)). 

101. See generally Jill Scharr, How to Encrypt Your Files Using TrueCrypt, TOM’S GUIDE 
(Aug. 7, 2013, 9:46 AM), https://www.tomsguide.com/us/how-to-encrypt-truecrypt,review-
1832.html [https://perma.cc/6D8S-X9JN] (explaining TrueCrypt). 

102. For such an interpretation, see Robert Graham’s Twitter thread that begins at Robert 
Graham (@ErrataRob), TWITTER (Sept. 14, 2018, 2:44 PM), https://twitter.com/ErrataRob/status 
/1040718035236020230 [https://perma.cc/L93B-HVEN]. 

103. See supra note 95. 
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courts to identify the government’s burden of proof: How clear must it be 
that the government already knows that the target knows the password?104 

The novelty of the question is demonstrated by the fact that the two cases 
that have directly confronted the question have both involved compelled 
decryption using a Fifth Amendment framework along the lines that I have 
advocated in this Essay. In one recent district court case, United States v. 
Spencer,105 Judge Breyer adopted the correct standard for the foregone 
conclusion doctrine—citing, I was pleased to see, a blog post of mine106—
and then applied a clear and convincing evidence standard.107 He picked the 
burden of proof on policy grounds: a high burden was appropriate, Judge 
Breyer wrote, given the law’s “jealous protection of the privilege against self-
incriminating testimony.”108 Another district court case on compelled 
decryption, United States v. Fricosu,109 applied the preponderance of the 
evidence standard to measure the government’s knowledge.110 But Fricosu 
simply states the standard without explanation or citation: “My findings of 
fact,” the district judge stated, “are based on a preponderance of the 
evidence.”111 

Notably, Spencer and Fricosu applied different standards but neither 
cited any directly related precedent. And the reason may simply be that there 
is little or no precedent to cite. Particularity-based standards of proof 
articulated in the context of subpoenas for documents have kept courts from 
confronting the degree of certainty required for a fact to be a foregone 
conclusion. Whatever the best answer is,112 a proper understanding of the 
foregone conclusion doctrine now requires courts to answer it. 

 

104. The government has the burden of proof to show a foregone conclusion. E.g., United States 
v. Bright, 596 F.3d 683, 693 (9th Cir. 2010); United States v. Rue, 819 F.2d 1488, 1493 n.4 (8th 
Cir. 1987). However, how high that burden is remains surprisingly unclear. See, e.g., Kevin R. Reitz, 
Clients, Lawyers and the Fifth Amendment: The Need for a Projected Privilege, 41 DUKE L.J. 572, 
631 (1991) (“A critical issue, to date unresolved by the courts, is the burden of proof borne by the 
government in demonstrating that a particular testimonial fact is indeed a foregone conclusion.”). 
Although Professor Reitz wrote that comment in 1991, it remains true today. 

105. No. 17-cr-00259-CRB-1, 2018 WL 1964588 (N.D. Cal. Apr. 26, 2018) (Breyer, J.). 
106. Id. at *3 n.2 (“The details of what records are on the phone should be irrelevant to whether 

the foregone conclusion doctrine applies because access to the phone is independent of what records 
are stored inside it. Handing over the passcode has the same testimonial aspect regardless of what 
is on the phone.” (quoting Kerr, Fifth Amendment Protects Passcode on Smartphones, Court Holds, 
supra note 10)). 

107. Id. at *3. 
108. Id. 
109. 841 F. Supp. 2d 1232 (D. Colo. 2012). 
110. Id. at 1234. 
111. Id. 
112. A formalist approach to answering this might start with mining the Supreme Court’s 

foregone conclusion cases for clues. Fisher has two particularly interesting ones. First, Fisher says 
the Court is “confident” that the act of production would not itself involve testimonial self-
incrimination in light of the foregone conclusion doctrine. Fisher v. United States, 425 U.S. 391, 
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III.  Compelled Decryption and Equilibrium-Adjustment 

This Essay has so far offered a doctrinal argument for a particular 
application  of the Fifth Amendment to compelled acts of entering in 
passwords. This Part takes a broader view. In recent Fourth Amendment 
decisions, including Carpenter v. United States,113 the Supreme Court has 
indicated that courts should not apply constitutional doctrines mechanically 
to the new facts of computers and the Internet.114 Instead, courts should look 
to how old rules alter the new power dynamic between the government and 
the citizen in light of current and future technology.115 This Part considers 
whether that directive applies to compelled decryption, and if so, what Fifth 
Amendment standard that rule might produce. Put another way, let’s put 
current doctrine aside and consider the implications of rules in their 
technological context: What kind of Fifth Amendment standard is best suited 
to the role of encryption in modern life? 

This Part argues that the correct doctrinal answer is also appropriate 
given the broader role of encryption. Encryption is now everywhere. Most 
Americans carry an encrypted device with them, and all are free to use strong 
encryption to protect their data. As a result, technology has inserted a 
remarkably powerful password gate in the way of routine searches across a 
wide range of cases. The government has various possible ways of bypassing 
encryption, and compelling decryption is only one of them. But adopting a 
high Fifth Amendment standard for compelled decryption could wrongly 
hide personal data from government access even when the government has a 
Fourth Amendment search warrant for that data and the data the government 
seeks is not itself compelled under the Fifth Amendment. To the extent courts 
are concerned with the broader shifts of power that technology creates in 
criminal investigations, the “seismic shifts”116 of technological change 
triggered by encryption suggest that uncertainty in the Fifth Amendment 
standard should be resolved in the government’s favor. 

 

410–11 (1976). Second, Fisher adds that the Court was “doubtful” that assertions implicit in 
production were enough for the privilege to apply. Id. at 411. Words like “confident” and “doubtful” 
might plausibly suggest a clear and convincing evidence standard along the lines of Spencer. I 
recently argued along these lines in support of the clear and convincing evidence standard in a case 
pending before the Supreme Judicial Court of Massachusetts. Brief of Amicus Curiae Professor 
Orin Kerr in Support of Neither Party at 9–10, Commonwealth v. Jones, No. SJC-12564 (Mass. 
Oct. 11, 2018), https://ssrn.com/abstract=3264866 [https://perma.cc/5Z2R-TJT5]. 

113. 138 S. Ct. 2206 (2018). 
114. See id. at 2223 (“[T]he progress of science has afforded law enforcement a powerful new 

tool to carry out its important responsibilities. At the same time, this tool risks Government 
encroachment of the sort the Framers . . . drafted the Fourth Amendment to prevent.”); see also id. 
at 2233 (Kennedy, J., dissenting) (citing Kerr, supra note 14, but ultimately preferring a legislative 
fix). 

115. See infra notes 117–121 and accompanying text. 
116. Carpenter, 138 S. Ct. at 2219. 
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This Part makes that argument in three steps. First, it explains why there 
is at least a plausible case that the principles of equilibrium-adjustment 
should extend to the right against self-incrimination. Second, it argues that if 
equilibrium-adjustment is relevant, it counsels in favor of the relatively 
modest Fifth Amendment rule I have advocated. Third, it considers the 
relevance of this approach to the Fifth Amendment for the “going dark” 
debate in surveillance law. 

A.  Does Equilibrium-Adjustment Apply to the Right Against Self-
Incrimination? 
In 2011, in an article titled An Equilibrium-Adjustment Theory of the 

Fourth Amendment,117 I argued that the Supreme Court has a recurring 
approach to interpreting the Fourth Amendment in response to changing 
technology. Traditional Fourth Amendment rules presupposed a balance of 
power.118 New technologies constantly threaten that balance because old 
rules can apply to new technologies in ways that dramatically expand or 
restrict government power.119 To ensure that mechanical application of old 
rules does not create a dystopia in which new technologies either give the 
government too much power (which could lead to abuses) or too little power 
(which would not protect the public), the Court often adjusts old rules to 
restore the prior equilibrium of government power.120 “The resulting judicial 
decisions,” I wrote, “resemble the work of drivers trying to maintain constant 
speed over mountainous terrain. In an effort to maintain the preexisting 
equilibrium, they add extra gas when facing an uphill climb and ease off the 
pedal on the downslopes.”121 

Since 2011, the Supreme Court’s application of equilibrium-adjustment 
principles has become particularly dramatic and explicit in Fourth 
Amendment cases involving digital technology.122 The zenith of the approach 
appeared in the recent blockbuster decision in Carpenter v. United States,123 
which held that collection of historical cell-site records is a search that 
requires a warrant.124 The precedents, and the circuit court case law, indicated 
that no search occurred in Carpenter because the location of the phones had 

 

117. Kerr, supra note 14. 
118. Id. at 485. 
119. Id. at 485–87. 
120. See id. at 487–89 (coining the term “equilibrium-adjustment”). 
121. Id. at 488. 
122. See, e.g., Riley v. California, 134 S. Ct. 2473, 2485 (2014) (holding that a warrant is 

required to search a cell phone incident to arrest); United States v. Jones, 565 U.S. 400, 404 (2012) 
(holding that installing a GPS on a car is a Fourth Amendment search). 

123. 138 S. Ct. 2206 (2018). 
124. Id. at 2223. 
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been disclosed to the third-party cell phone companies.125 The Court rejected 
this result on the ground that “seismic shifts in digital technology” gave the 
government so much power that it upset traditional expectations of limited 
government power and threatened law enforcement abuses.126 “When 
confronting new concerns wrought by digital technology,” the Court wrote, 
it is important “not to uncritically extend existing precedents.”127 

Should Carpenter-like arguments about equilibrium-adjustment extend 
to the Fifth Amendment right against self-incrimination? I’m not sure. On 
one hand, perhaps equilibrium-adjustment is solely a Fourth Amendment 
dynamic that should not extend beyond it. Search and seizure law can 
helpfully be understood as a way to impose a societal cost/benefit framework 
on police collection of evidence.128 Methods of evidence collection often 
hinge on technological change. As technology changes, then, the societal 
costs and benefits of investigative steps regulated by the Fourth Amendment 
also change. It is therefore understandable that courts would want to adjust 
Fourth Amendment rules to restore the rough cost/benefit framework.129 

The right against self-incrimination, by contrast, only involves using a 
person’s own testimony against them. The Fifth Amendment focuses on the 
gathering of information from a person’s mind, not on the technological 
world in which he lives. The implications for government power from this 
person-focused exchange are likely more stable. From that perspective, 
perhaps equilibrium-adjustment stops at the water’s edge of search and 
seizure and does not flood into Fifth Amendment law.130 

But perhaps matters are not so simple. There is at least a plausible 
argument that the meaning of the right against self-incrimination should be 
attuned to equilibrium-adjustment concerns. Consider two such arguments. 
First, the spheres of the Fourth and Fifth Amendments are often intertwined 
in practice. When the government gathers evidence, it might collect the 
evidence itself (a Fourth Amendment concern) or it might try to get a 
confession directly from the suspect (a Fifth Amendment concern). The two 
regimes arise in the same investigation, suggesting that the dynamic from one 
legal regime may be appropriately considered in the other.131 
 

125. See id. at 2219–20 (addressing the government’s reliance on the “third-party doctrine”). 
126. Id. at 2219. 
127. Id. at 2222. 
128. See Orin Kerr, An Economic Understanding of Search and Seizure Law, 164 U. PA. L. 

REV. 591, 595 (2016) (“[S]earch and seizure law is a way to account for investigative externalities 
and impose a rough cost–benefit test.”). 

129. See id. at 616–18 (providing an economic explanation for equilibrium-adjustment). 
130. Cf. Braswell v. United States, 487 U.S. 99, 128 (1988) (Kennedy, J., dissenting) (arguing 

that the Fifth Amendment “does not permit balancing the convenience of the Government against 
the rights of a witness . . .”). 

131. See Dan Terzian, Forced Decryption as Equilibrium—Why It’s Constitutional and How 
Riley Matters, 109 NW. U. L. REV. ONLINE 56, 60 (2014) (arguing that the Fifth Amendment 
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Second, some Fifth Amendment case law has considered the 
effectiveness of government regulatory regimes in interpreting the right 
against self-incrimination. For example, in Baltimore v. Bouknight,132 a 
juvenile court ordered a mother to produce her child suspected of being 
abused.133 The mother refused and asserted her right against self-
incrimination.134 The Court recognized that the mother’s act of producing the 
child would be an admission of custody of the child, which could have 
potentially been used to prosecute her with child abuse.135 But it nonetheless 
held the order enforceable because “the government’s noncriminal regulatory 
powers” acted to “reduce[]” the privilege.136 The government’s regulatory 
interest altered the scope of the privilege.137 If the effectiveness of a 
government regulatory regime can alter what the Fifth Amendment protects, 
something like the “special needs” doctrine in Fourth Amendment law,138 
then perhaps the Fifth Amendment is properly sensitive to the new 
technological implications of doctrine. 

In the end, the uncertain theoretical basis of the privilege against self-
incrimination counsels against resolving this disagreement. As many scholars 
of the privilege against self-incrimination have noted, the theoretical 
justification of the privilege is disputed territory.139 If judges and scholars are 
unsure of what the right against self-incrimination is supposed to do, then it 

 

privilege against self-incrimination should be included within the zone of equilibrium-adjustment); 
cf. Orin Kerr, Does Carpenter Revolutionize the Law of Subpoenas?, LAWFARE (June 26, 2018, 
6:44 PM), https://www.lawfareblog.com/does-carpenter-revolutionize-law-subpoenas 
[https://perma.cc/RR6U-27HR] (suggesting that Carpenter’s Fourth Amendment standard for 
reasonableness reflects an interest in equilibrium-adjustment in light of Fifth Amendment rules). 

132. Balt. City Dep’t of Soc. Servs. v. Bouknight, 493 U.S. 549 (1990). 
133. Id. at 552. 
134. Id. at 553. 
135. Id. at 555. 
136. Id. at 558. 
137. Id. 
138. See Ferguson v. City of Charleston, 532 U.S. 67, 78 (2001) (describing the special needs 

doctrine). 
139. Justice Arthur Goldberg, quoting Professor Kalven, once noted that “the law and the 

lawyers . . . have never made up their minds just what it is supposed to do or just whom it is intended 
to protect.” Murphy v. Waterfront Comm’n of N.Y. Harbor, 378 U.S. 52, 56 n.5 (1964) (quoting 
Harry Kalven, Jr., Invoking the Fifth Amendment—Some Legal and Impractical Considerations, 9 
BULL. ATOMIC SCIENTISTS 181, 182 (1953)). William Stuntz has added that “most people familiar 
with the doctrine surrounding the privilege against self-incrimination believe that it cannot be 
squared with any rational theory.” William J. Stuntz, Self-Incrimination and Excuse, 88 COLUM. L. 
REV. 1227, 1228 (1988). Akhil Amar and Renée Lettow Lerner make a similar point more 
memorably: “The Self-Incrimination Clause of the Fifth Amendment,” they write, “is an unsolved 
riddle of vast proportions, a Gordian knot in the middle of our Bill of Rights.” Akhil Reed Amar & 
Renée B. Lettow, Fifth Amendment First Principles: The Self-Incrimination Clause, 93 MICH. L. 
REV. 857, 857 (1995); see also Ronald J. Allen & M. Kristin Mace, The Self-Incrimination Clause 
Explained and Its Future Predicted, 94 J. CRIM. L. & CRIMINOLOGY 243, 245–46 (2004) 
(contending that while “there is no general theoretical justification for the Fifth Amendment, there 
is a powerfully explanatory positive theory”). 
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becomes difficult to answer whether it should fall within equilibrium-
adjustment. This Essay instead takes a more modest path. If the right against 
self-incrimination does not consider equilibrium-adjustment, then I rest my 
argument on the doctrinal claim of Part II. On the other hand, if equilibrium-
adjustment is relevant, what lessons does it teach for compelled decryption? 
The remainder of my Essay considers that question. 

B.  Modern Devices Insert Password Gates into Routine Searches 
Applying equilibrium-adjustment to compelled decryption should 

recognize an important dynamic: the computer era has inserted powerful 
password gates into what would have been routine searches. Investigative 
steps that in the past would have only been Fourth Amendment searches now 
require Fourth Amendment searches plus encryption workarounds. 
Investigators ordinarily don’t seek to compel decryption because they want 
testimony. They seek to compel decryption because in some cases there is no 
other way to execute searches. They need to open the door to find the 
treasure. Because the technology is effectively hiding routine evidence 
behind password gates, courts should be reluctant to interpret the Fifth 
Amendment as imposing a high barrier to compelled decryption. 

To appreciate this point, we need to begin with old-fashioned searches. 
Traditional searches raise mostly Fourth Amendment problems. Take the 
case of a house. The government ordinarily needs a warrant to search a house. 
Once investigators have that warrant, however, there are few practical or 
legal barriers to conducting a highly invasive house search. Officers can 
break down the door if need be,140 detain anyone found inside,141 and search 
everywhere in the house where the evidence might be stored. No special 
equipment is needed. 

Computer searches are different. The law of computer searches is still 
evolving and uncertain.142 As a result, it is too early to draw direct 
comparisons. But the spread of encryption has introduced a major 
technological difference: in the case of end devices, and especially cell 
phones, it is common for computer searches to include a new investigative 
step of having to bypass encryption.143 Widespread encryption has introduced 
what Bruce Schneier and I have called “encryption workarounds,” in which 

 

140. See, e.g., United States v. Banks, 540 U.S. 31, 38 (2003) (allowing forcible entry after 
fifteen to twenty seconds of no response). 

141. See Michigan v. Summers, 452 U.S. 692, 705 (1981) (holding that a warrant to search for 
contraband carries an implied authorization to detain occupants while the search is conducted). 

142. See generally ORIN S. KERR, COMPUTER CRIME LAW ch. 5 (4th ed. 2018) (laying out the 
state of Fourth Amendment law with respect to computer crimes). 

143. See Kerr & Schneier, supra note 3, at 991 (“For government investigators, encryption adds 
an extra step: They must figure out a way to access the plaintext form of a suspect’s encrypted 
data.”). 
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investigators who have satisfied the Fourth Amendment warrant requirement 
must nonetheless figure out a way to circumvent the powerful blocking 
technology of encryption that is now in routine use.144 Encryption inserts a 
door in front of many forms of electronic treasure. 

A range of different encryption workarounds exists.145 Investigators 
might try to guess the passcode or find a copy of it. They might try to 
purchase hardware or software that could be used to crack the encryption in 
some cases.146 A suspect may have biometric access set up on his phone, such 
that investigators can use the suspect’s thumbprint to unlock the phone 
without raising any Fifth Amendment issues.147 But despite these various 
means of access, efforts to compel a suspect to enter a password are a useful 
and important default: it can be used in a wide range of cases, it is scalable, 
and it requires only relatively modest law enforcement resources.148 

As a result of this change, the shift from search-only to search-plus-
hunt-for-encryption-workaround counsels against extravagant interpretations 
of the Fifth Amendment in the context of compelled entering of a password. 
Bypassing a password is a challenge for investigators, not an opportunity. 
Encryption is a barrier to evidence that must be overcome. Investigators seek 
a suspect to enter a password to decrypt the device so they can enable a 
subsequent search through plaintext pursuant to a warrant. Compelling 
testimony from the target is beside the point in most cases. It is a consequence 
of how the technology works, not evidence the government wants. The police 
don’t want to know the password itself—and won’t learn it anyway. The 
implied testimony in merely entering it without disclosing it is usually 
unimportant. 

This is critical because of the function of the foregone conclusion 
doctrine explained earlier in subpart I(C).149 As explained there, the foregone 
conclusion doctrine prevents testimonial door-opening from denying the 
government access to the causally revealed treasure when the testimony of 
the door-opening is not in play as part of building the government’s case.150 
The introduction of device encryption creates a door-opening act requirement 
for the purpose of blocking access to treasure. That is the very point of having 
an encrypted device, of course. It gives the user sole control over who 
accesses the information stored in the device. 

 

144. Id. 
145. See id. at 996–1011 (identifying six categories of encryption workarounds). 
146. See id. at 1014 (recognizing that such methods can be “very costly and require significant 

technical expertise”). 
147. Id. at 1003. 
148. See id. at 1004 (“Notably, compelling a key raises practical and legal hurdles rather than 

technical ones. Sophisticated technological resources are not required, but a person who knows the 
key may refuse to hand it over or use it.”). 

149. See supra subpart I(C). 
150. See supra subpart I(C). 
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This is a net good in most cases. But from a Fifth Amendment 
perspective, it inserts a door that ordinarily is of no testimonial interest to the 
government as a potential barrier to all of the computer-stored treasure that 
may be on the device. This is exactly the kind of nonsubstantive barrier that 
the foregone conclusion doctrine was designed to keep from blocking 
legitimate investigations.  

Consider the choice users face of whether to configure their smart 
phones so that a biometric form of identification such as a thumbprint can be 
used to decrypt them. A thumbprint is nontestimonial: the government can 
order a suspect to place his thumb on a fingerprint reader without triggering 
the privilege at all.151 But investigators would rather suspects use 
nontestimonial biometric access than passwords, as the former is an easier 
door to open than the latter. Similarly, those hoping to keep the government 
away emphasize the benefits of using passwords and the risks of 
biometrics.152 From both the standpoint of investigators and possible 
suspects, the relevance of using a password is the practical challenge of 
bypassing the lock on the door and not whatever testimony it may reveal. 

In effect, the widespread use of strong encryption by users amounts to a 
reverse-Carpenter. Instead of technology expanding government power in 
ways that call for new rules to avoid Big Brother, widespread encryption 
limits government power to execute otherwise lawful searches. I don’t think 
this requires new Fifth Amendment rules. The analysis in Part II argues that 
the government already can legally compel entering in a password in a range 
of situations under a correct reading of the doctrine, and there is no need for 
a shift to a new pro-government rule. But the role of encryption counsels 
against broad readings of the Fifth Amendment privilege that might further, 
rather than counterbalance, the technological shift.153 

A counterargument might be that computer searches are tremendously 
invasive. The Supreme Court recognized in Riley v. California154 that 
computers (and especially cell phones) can store an astonishing amount of 
very personal information.155 Perhaps this means that the Fifth Amendment 

 

151. See, e.g., State v. Diamond, 905 N.W.2d 870, 875 (Minn. 2018) (“[P]roviding a fingerprint 
to unlock a cellphone is not a testimonial communication under the Fifth Amendment.”). 

152. See, e.g., Tim Cushing, State Appeals Court Says Unlocking a Phone with a Fingerprint 
Doesn’t Violate the Fifth Amendment, TECHDIRT (Jan. 25, 2017, 3:11 PM), 
https://www.techdirt.com/articles/20170121/08510936531/state-appeals-court-says-unlocking-
phone-with-fingerprint-doesnt-violate-fifth-amendment.shtml [https://perma.cc/4PFQ-L3YG] 
(“[Y]ou might be better off securing your phone with a passcode than your fingerprint. While a 
fingerprint is definitely unique and (theoretically. . .) a better way to keep thieves and snoopers from 
breaking into your phone, it’s not much help when it comes to your Fifth Amendment protections 
against self-incrimination.”). 

153. Accord Terzian, supra note 131, at 62–63 (urging courts to allow compelled decryption in 
order to maintain the equilibrium). 

154. 134 S. Ct. 2473 (2014). 
155. Id. at 2490. 
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standard should be high to counteract the reality that computers give the 
government greater access to information, much like Riley imposed a warrant 
standard for searches incident to arrest only for phones? Put another way, 
perhaps the treasure of digital evidence is so valuable that the law should give 
special protections against being compelled to open the door? 

I disagree. The problem is that the greater access to information on a 
phone is a Fourth Amendment problem rather than a Fifth Amendment 
problem. Fourth Amendment rules impose a sliding scale on how much 
burden the government should have to find information. Technological 
changes that enable more invasive searches through more information are 
readily met with tightening the rules. This is what happened in Riley, after 
all. The Court engaged in equilibrium-adjustment by ratcheting up Fourth 
Amendment protection. And I have argued in other scholarly work that courts 
should take similar steps in the execution of warrants, such as imposing use 
restrictions on nonresponsive data.156 

In contrast, the greater amount of information that can be accessed on a 
computer has no obvious Fifth Amendment resonance. The testimonial 
aspects of entering in a password are distinct from the evidence that the 
unlocked device may reveal. The greater treasure does not change the 
testimony implicit in opening the door. And the Fifth Amendment generally 
acts as an absolute barrier to government access rather than a sliding scale of 
regulation. Technology’s expansion of government power for computer 
searches merits a response from Fourth Amendment doctrine rather than the 
law of self-incrimination. 

C.  Compelled Decryption and the “Going Dark” Debate 
A related policy argument for the Fifth Amendment standard I have 

advocated concerns the broader debate over “going dark” in surveillance law. 
The Fifth Amendment standard I propose should undercut government 
efforts to encourage legislation imposing more effective decryption 
standards. The correct Fifth Amendment standard already opens much of the 
door the government needs. It should go a long way toward addressing 
government concerns about “going dark,” and it therefore can direct attention 
away from more draconian approaches that otherwise may be in play. 

Some context may be helpful. In the last few years, law enforcement 
officials have frequently complained that the default use of powerful 
encryption tools threatens public harm by thwarting criminal investigations. 
The post-crypto investigative environment, they fear, is “going dark.”157 In 

 

156. See generally Orin S. Kerr, Executing Warrants for Digital Evidence: The Case for Use 
Restrictions on Nonresponsive Data, 48 TEX. TECH L. REV. 1 (2015) (mapping out how use 
restrictions should be implemented). 

157. See generally Going Dark: Encryption, Technology, and the Balance Between Public 
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their view, this shift justifies considering new laws that either mandate the 
availability of a technical means of decryption or at least provide means that 
can facilitate access. Civil libertarians have responded that this is not so. The 
shift to computerization has actually created a golden age of surveillance, 
they argue, in which the government has access to more and more 
information that would have been impossible to access before.158 New laws 
would therefore solve a problem that does not exist while weakening 
computer security. 

It is too early to say how history will judge these arguments. The 
systematic effect of encryption on government power is a complex subject, 
in part because the government has a range of different encryption 
workarounds that may or may not work to bypass encryption.159 It is also a 
rapidly evolving subject, as the technical means of encryption and its uses 
change from year to year. With that said, I think the Fifth Amendment 
standard that applies to compelled decryption has an important role in that 
broader debate. Knowing how the Fifth Amendment applies tells you 
something important about whether a more draconian solution is desirable. 

The reason Fifth Amendment law can impact the debate over “going 
dark” is that the public interest in solving crime is something like the force 
of a river. Technology can influence it, but the water will flow downhill 
somehow. If those concerned about going dark turn out to be right, and 
investigators can’t get into electronic devices at a high enough rate even with 
a warrant, the public’s interest in solving crimes will encourage other 
alternatives. If there is no other way to ensure that the government has enough 
power to solve crimes involving digital evidence—which increasingly 
includes most crimes—then even draconian legislation may begin to seem 
appealing. 

Adoption of the Fifth Amendment standard proposed in this Essay can 
act as a safety valve that lessens the pressure to enact heavy-handed 
legislative solutions. If my analysis is right, governments already have 
considerable powers to get into encrypted devices. They will often know who 
knows the password, and they can then get lawful court orders compelling 
individuals to unlock the devices or face jail time for contempt. It won’t work 
every time, of course. Those who know the password may be unavailable or 
dead. They may accept contempt sanctions rather than comply. But the Fifth 

 

Safety and Privacy: Hearing Before the S. Comm. on the Judiciary, 114th Cong. (2015), 
https://www.judiciary.senate.gov/meetings/going-dark-encryption-technology-and-the-balance-
between-public-safety-and-privacy [https://perma.cc/8AXV-YSA4] (providing written statements 
and video on the “going dark” debate). 

158. See, e.g., Peter Swire & Kenesa Ahmad, Encryption and Globalization, 13 COLUM. SCI. 
& TECH. L. REV. 416, 420 (2012) (arguing that existing technology, including encryption “is 
actually enabling ‘a golden age of surveillance’”). 

159. See generally Kerr & Schneier, supra note 3 (exploring various encryption workarounds). 
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Amendment’s right against self-incrimination does not leave prosecutors 
powerless to get into encrypted devices. 

For too long, the debate over “going dark” has proceeded assuming the 
Eleventh Circuit’s standard that leaves investigators unable to compel 
decryption unless investigators already knew details about what they would 
find. Recognizing that standard as wrong means that investigators have far 
broader decryption powers than they realize. Investigators can harness a 
suspect’s own awareness of his passwords to gain access to devices 
regardless of how strongly encrypted they are. The Fifth Amendment’s limits 
to compelled decryption are much more modest than governments may 
realize. 

Conclusion 

The rise of widespread encryption gives every person a remarkable new 
technological tool to ensure privacy in the contents of their electronic 
devices. The Fourth Amendment fully protects those contents. But the Fifth 
Amendment right against self-incrimination offers more modest protection 
against compelled decryption than some, including the Eleventh Circuit, have 
thought. It offers no protection against being compelled to enter a password 
when the government can show independent knowledge that the person 
knows the password. Proof of ability to enter in the password disarms the 
privilege against self-incrimination by rendering the testimonial aspect of 
production—knowledge of the password—a foregone conclusion. 
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T
hree years ago, following 
the Supreme Court’s unan-
imous decision in Riley v. 
California barring warrant-
less searches of cellphones, 

this column expressed the “hope 
that, in the digital age, the courts 
may breathe a bit more life back 
into the Fourth Amendment after 
years of cutting back on its protec-
tions.”1 That cautious statement of 
optimism also came in the wake of 
a U.S. Court of Appeals for the Sec-
ond Circuit panel’s reversal of a tax 
evasion conviction in United States 
v. Ganias based on the government’s 
violation of the defendant’s Fourth 
Amendment rights by its lengthy, 
unauthorized retention of his per-
sonal !les located on a hard drive 
seized via a search warrant in an ear-
lier investigation. Alas, the need for 
caution was con!rmed when an en 
banc Second Circuit later reversed 
the Ganias panel’s decision, find-
ing that the agents executing the 

 warrant acted in good faith, and 
declining to rule on whether or not 
Stavros Ganias’ Fourth Amendment 
rights were violated in the !rst place. 
824 F.3d 199 (2d Cir. 2016). 

A recent high-profile Fourth 
Amendment victory for the defense, 
a June 2017 decision from Southern 

District of New York Judge Alison 
J. Nathan suppressing the fruits of 
two search warrants in United States 
v. Wey, (__F. Supp.3d __, 2017 WL 
2574026 (S.D.N.Y. June 14, 2017)), 
provides another occasion to assess 
the state of play as prosecutors, 
defense counsel, and the courts 

continue to wrestle with applying 
Fourth Amendment precedents to 
today’s “big data.” In this article, we 
consider Wey in light of the Second 
Circuit’s !nal opinion in Ganias, as 
well as a recent decision by Southern 
District of New York Judge Kathleen 
Forrest in In re 650 Fifth Avenue and 
Related Properties, which declined 
suppression despite agents’ reliance 
on a search warrant having consti-
tutional in!rmities strikingly similar 
to those in Wey. 

These cases demonstrate that 
the government’s tendency to use 
broadly drafted search warrants to 
obtain documents in white-collar 
investigations continues to cause 
legal and logistical problems.2 Wey 
and Ganias, in particular, illustrate 
continuing questions regarding what 
meets the Fourth Amendment test 
of “reasonableness” for searches 
of electronic files mirror-imaged 
at the searched premises and then 
later reviewed off site by govern-
ment agents, as permitted by Fed. 
R. Crim. P. 41(e)(2)(B). For investi-
gators striving to make a case, it is 
undoubtedly tempting to conduct 
additional searches of a vast trove 

   
SE

RV

ING THE BENCH
 

AND BAR SINCE 18
88

VOLUME 258—NO. 21  TUESDAY, AUGUST 1, 2017

Executing Search Warrants 
In the Digital Age: ‘United States v. Wey’

White-Collar Crime Expert Analysis

ROBERT J. ANELLO and RICHARD F. ALBERT are 
partners at Morvillo Abramowitz Grand Iason & Anello 
P.C. GRETCHAN R. OHLIG, an attorney, assisted in 
the preparation of this article.

WWW. NYLJ.COM

By  
Robert J. 
Anello

And  
Richard F. 
Albert

‘Wey’ and ‘Ganias’ illustrate 
continuing questions regarding 
what meets the Fourth Amend-
ment test of “reasonableness” for 
searches of electronic files.

490



of the subject’s electronic !les that 
have been sitting for months in the 
government’s evidence locker. But 
Wey and Ganias show that succumb-
ing to that temptation may draw the 
investigation into largely uncharted 
and perilous legal territory. Finally, 
these decisions also illustrate that 
whether a flawed search may be 
saved by a !nding that government 
agents acted in “good faith” is a 
highly fact speci!c and unpredict-
able inquiry. 

‘United States v. Wey’

A Southern District of New York 
grand jury indicted !nancier Ben-
jamin Wey in 2015 on eight counts 
of securities fraud, wire fraud, con-
spiracy to commit securities and 
wire fraud, and money laundering. 
The indictment was issued almost 
four years after the government exe-
cuted search warrants on the of!ces 
of Wey’s company, New York Global 
Group (NYGG), and on Wey’s private 
apartment, seizing data from more 
than 24 computers and cell phones 
and over 4,500 pages of hard copy 
documents. Judge Nathan granted 
Wey’s motion to suppress the fruits 
of the warrants in a detailed decision 
identifying serious "aws with the 
warrants themselves, their execu-
tion, and the government’s actions 
after the seizure. 

First, the court found that the war-
rants were constitutionally de!cient, 
describing them as “facially lacking 
in particularity and so sweepingly 
broad” to be—in function if not in 
form—general warrants. The warrant 
applications submitted to the issuing 

magistrate judge were supported by 
lengthy af!davits from federal agents 
detailing the FBI’s ongoing investiga-
tion of Wey, Wey’s sister and NYGG. 
These af!davits described a scheme 
where Wey would retain an undis-
closed bene!cial interest in public 
companies through reverse merger 
transactions and then manipulate 
the trading activity of those com-
panies in order to reap large pro!ts. 

The search warrants themselves, 
however, did not contain any similar 
detail, nor were the agents’ detailed 
supporting af!davits attached to or 
speci!cally incorporated into the 
warrants, as required by relevant 
Supreme Court precedent. Rather, 
the warrants de!ned the property 
to be seized through the attachment 
of two exhibits. Exhibit A set forth 
by category the types of materials 
to be seized, including very broad 
generalized groupings such as !nan-
cial records, correspondence, com-
puters, hard drives and corporate 
documents, and Exhibit B set forth 
a list of 220 individuals and entities 
linked to Wey’s alleged schemes to 
whom the items on Exhibit A had to 
be related. 

Critically, the list of individuals 
and entities in Exhibit B included, 
at the very top, the names NYGG 
and Wey (and, for the apartment 
warrant, Wey’s wife), thus having 
the circular effect of authorizing 
the seizure of effectively all con-
ceivable documents from NYGG’s 
offices and Wey’s apartment, 
because all such documents could 
be said to relate to NYGG and/or 
the Weys.

In addition, the warrants failed 
to specify the crimes under inves-
tigation and lacked any date limita-
tions. As a result, the court found 
that “those [w]arrants, by their 
terms, authorized essentially limit-
less search and seizure—targeting all 
documents in both the NYGG of!ces 
and the Wey apartment, regardless 
of their potential connection to any 
criminal conduct and bounded only 
by the illusory ‘limitation’ that they 
relate to NYGG or the Weys.” 

In considering whether the good 
faith exception could save the 
searches, the court also took issue 
with the government’s execution of 
the warrants. The good faith excep-
tion provides that where the of!cers 
have a reasonable, good faith belief 
that they are acting according to 
legal authority, such as by relying 
on a search warrant that is later 
found to have been legally defective, 
the illegally seized evidence may be 
admissible. Pursuant to Second Cir-
cuit case law, courts are required to 
consider !rst whether the of!cers 
acted in an objectively reasonable 
manner. If not, they must determine 
whether the of!cers’ conduct consti-
tuted isolated negligence such that 
the exclusion of the evidence would 
serve little deterrent purpose. 

On the threshold question, the 
court found that there could be no 
objectively reasonable reliance on 
such facially unparticularized war-
rants, and that there were no exi-
gent or other unusual circumstances 
that might excuse such fundamental 
"aws. As to the execution of the war-
rants, the court found that, without 
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reason, the government rushed to 
execute the warrants, not allowing 
the 17 to 20 executing agents time 
to be trained regarding the inves-
tigation or to review the detailed 
supporting af!davit, and that the 
agent who had drafted the af!davit 
provided no meaningful guidance 
limiting the scope of the seizure. As a 
result, there was extensive evidence 
that the government “overseized,” 
con!scating items that were unre-
lated to the crimes at issue, including 
educational records and scholastic 
mementos of the Wey’s children, 
X-rays, and family photographs. 

Another critical factor in the 
court’s rejection of the good faith 
argument was the government’s 
lengthy and ever-expanding search 
of the electronically stored files 
it held after the original search. 
An evidentiary hearing revealed 
that over the course of more than 
three years prior to indictment, 
government agents searched such 
materials, including files previ-
ously deemed unresponsive to the 
warrants, for evidence of alterna-
tive charging theories and used 
search terms (including the name 
of a co-defendant) generated from 
witness proffer sessions held long 
after the warrants were executed. 
This material was neither included in 
the original warrant application nor 
presented to the issuing magistrate. 
The court opined that this conduct 
might be “independently violative of 
the Fourth Amendment,” because if 
the government had conducted addi-
tional physical searches of NYGG’s 
of!ce or the Weys’ apartment years 

later for hard copy  documents 
deemed irrelevant and left behind 
in the original search, such searches 
would be impermissible in the 
absence of a new warrant. The court 
found that the agents’ conduct “if 
nothing else…constitutes further 
evidence of the agents’ culpability 
in making af!rmative choices to treat 
the warrants as though they were the 
functional equivalent of general war-
rants. Such conduct can and should 
be deterred.”

Distinguishing ‘Ganias’

In !nding that the good faith excep-
tion did not apply, the Wey court 
distinguished the circumstances in 
Ganias. In that case, the defendant, 
Stavros Ganias’ accounting of!ces 
were searched pursuant to a war-

rant in connection with the investi-
gation of two of his clients for fraud 
and theft of government property in 
connection with a government con-
tract. While executing the warrant in 
November 2003, government agents 
made forensic mirror images of the 
hard drives of Ganias’ computers. 

The government completed its 
review of the imaged hard drives and 
segregated responsive documents by 

the end of 2004, but did not return 
the nonresponsive !les to Ganias. In 
April 2006, the government obtained 
a new warrant to search the hard 
drives for Ganias’ personal !nan-
cial records in connection with its 
expanded investigation into poten-
tial tax violations. The government 
subsequently obtained Ganias’ 
indictment on charges of tax evasion.

On appeal, a unanimous three-
judge panel of the Second Circuit 
held that the fruits of the search 
should have been suppressed 
because the government had vio-
lated the Fourth Amendment’s rea-
sonableness requirement when it 
held onto the nonresponsive docu-
ments for 16 months before it devel-
oped probable cause to search and 
seize them. 

The full Second Circuit reheard the 
case, and in May 2016, over a force-
ful dissent from Judge Denny Chin, 
the author of the original decision, 
the court reversed the panel’s ruling. 
The court’s decision turned on the 
agents’ good faith, and it did not rule 
on the underlying Fourth Amend-
ment issue. The opinion includes a 
thoughtful review of scholarly com-
mentary on the complexities faced 
by the courts in analyzing searches of 
electronic media and notes that the 
government may have a legitimate 
interest in the preservation of digital 
evidence, including an entire set of 
the defendant’s data. Signi!cantly, 
the court noted that “parties with 
an interest in retained storage media 
are not without recourse” as they 
can make a motion for the return 
of property under Fed. R. Crim. P. 
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There was extensive evidence 
that the government “over-
seized,” confiscating items that 
were unrelated to the crimes at 
issue, including educational re-
cords and scholastic mementos 
of the Wey’s children, x-rays, and 
family photographs. 

492



41(g), a process that Ganias did not 
pursue, formally or informally.

Critical to the Second Circuit’s 
holding that the agents in Ganias 
acted in good faith was that before 
they undertook additional searches 
of !les previously found unrespon-
sive to the original warrant, they 
(unlike the agents in Wey) sought 
and obtained a fresh search war-
rant. In the process the government 
disclosed to a magistrate judge its 
lengthy retention of Ganias’ records 
and its new theories of criminal 
conduct. According to the Second 
Circuit, the agents acted reason-
ably throughout the investigation, 
and thus their conduct fell within 
the good faith exception.

‘In re 650 Fifth Avenue’

Another recent Southern District 
of New York decision also addresses 
many of the same seemingly easily 
avoided warrant-drafting mistakes 
present in Wey. The decision also 
demonstrates, however, that these 
errors need not be fatal.

In In re 650 Fifth Avenue and Related 
Properties (2017 WL 2062983 (S.D.N.Y. 
May 15, 2017)), a civil forfeiture 
action in which the United States is 
seeking the forfeiture of properties 
and assets owned by organizations 
tied to the Iranian government, the 
admissibility of evidence seized 
from the organizations pursuant to 
a subsequently invalidated warrant 
was at issue. In December 2008, FBI 
agents obtained a warrant to search 
of!ces and a storage space located 
at 500 Fifth Avenue that was used by 
the Iranian-tied organizations. Sev-

eral hundred boxes of records and 
a number of computers were seized. 
Agents subsequently reviewed the 
seized material and returned nonre-
sponsive documents to the owners 
on a rolling basis.

The Second Circuit later found 
that the warrant was constitution-
ally de!cient because, like the de!-
cient warrants in Wey, it did not 
identify the speci!c crimes under 
investigation, it did not suf!ciently 
specify the particular categories of 
electronic information to be seized, 
and it did not include any limits in 
its temporal scope. Just as in Wey, 
the af!davit submitted in support 
of the warrant applications con-
tained detailed information about 
the alleged crimes, but the af!da-
vit was not speci!cally incorporated 
into or attached to the warrant itself. 

On remand, Judge Forrest held that 
suppression was not the appropriate 
remedy. Unlike the agents in Wey, 
those who drafted and executed the 
warrant in In re 650 Fifth Avenue were 
acting under exigent circumstances 
following a member of the organiza-
tion’s attempt to destroy documents. 
In addition, the agents followed typi-
cal protocol with respect to prepar-
ing for the warrant’s execution—the 
agent assigned to lead the search 
was personally familiar with the 
investigation and the team assem-
bled to conduct the search reviewed 
the warrant and the speci!c items 
that were being sought. 

Finally, there was evidence that the 
agents left a signi!cant number of 
documents behind, which the court 
found to negate any claim that the 

agents overseized because they 
were unfamiliar with the limits of 
the warrant. Based on these facts, 
Judge Forrest found that the agents 
acted in good faith. The court also 
concluded that all of the documents 
at issue would have been inevitably 
discovered. 

Conclusion

These recent decisions illustrate 
that in the era of ever-increasing data 
storage and ever-evolving technol-
ogy, questions regarding what meets 
the Fourth Amendment’s baseline 
requirement of reasonableness in 
the execution of search warrants will 
continue to vex prosecutors, defense 
counsel, and courts in white collar 
criminal cases.

rrrrrrrrrrrrrrrrrrrrrrrrrrrrr
1. See Robert J. Anello and Richard F. Albert, 

“When the Government Searches Your Hard 
Drives,” N.Y.L.J. (Aug. 5, 2014).

2. This column has previously discussed
one such category of logistical problems—the 
government’s use of taint teams to segregate 
potentially privileged documents. See Robert 
J. Anello and Richard F. Albert, “Government
Searches: The Trouble With Taint Teams,”
N.Y.L.J. (Dec. 6, 2016).
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