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n August 2012, the American Bar Association amended the
comments to Rule 1.1' of the Model Rules of Professional Con-

duct to link lawyer competence to expertise in technology. The

comments were modified to state: “To maintain the requisite
knowledge and skill, a lawyer should keep abreast of the changes
in the law and its practice, including the benefits and risks associat-
ed with relevant technology ...”* This change was the first time the
comments to the ABA Model Rules addressed the importance of be-
ing competent about technology. Since then, the comments to rules
of professional conduct applicable in many states have changed to
follow the ABA’s lead.?

On its face, the phrase “the benefits and risks associated with
relevant technology” may appear simple and relatively innocuous,
but its vagueness leads to the need to describe what technological
e-discovery competence entails. At least one knowledgeable author*
outlined several areas of practice where relevant technology be-
comes critical.

e (ybersecurity

e Internet marketing and investigations

e Employing cloud-based services (in the practice of law)

e Implementing automated document assembly and expert sys-
tems (in the delivery legal services)

e [E-discovery

There are additional areas of technological competence, but
these five areas seem to predominate.

This article focuses exclusively on technological competence
with respect to e-discovery and posits an answer to the question:
What does “understanding the benefits and risks associated with
relevant technology” in the context of e-discovery mean? While the
changes at the national and state level linking lawyer competence to
an understanding about technology have been useful, the changes
lack specifics and provide little practical direction for lawyers at-
tempting to determine what minimum level of skills they need to de-
velop or acquire to meet this emerging ethical competency require-
ment in the discovery context. The California State Bar’s Standing
Committee for Professional Responsibility and Conduct has taken an
important step in providing the required detail in a Formal Opinion,
No. 2015-193 (June 30, 2015), that identifies nine key e-discovery
skills required to achieve e-discovery technological competence.”
This article builds on those nine skills by providing the next level
of detail to further describe those skills in order to develop a useful
and practical guide to help lawyers determine what key e-discovery
skills they need to develop or whether they need to associate with a
lawyer who is competent in the e-discovery field.

Some may question whether it is too early to attempt to provide
specific guidance about what competence means in the technolog-
ical e-discovery sphere and consider definitive guidance to be far
off.® While it may be difficult to provide comprehensive specifics, it is
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both necessary and helpful at this time to provide at least a minimum
of practical guidance to lawyers to help them meet their require-
ments under the applicable rules of professional conduct.

Ongoing Efforts To Help Determine
and Develop E-Discovery Technological Skills

As a threshold matter, it is worth noting that some courts have
already launched efforts to help lawyers identify and develop e-dis-
covery skills to enhance their e-discovery technological competence.
For example, a group of practicing lawyers, judges, academics, and
e-discovery experts in the Seventh Circuit formed the Seventh
Circuit Electronic Discovery Pilot Program Committee in 2009 to
promote lawyer understanding and execution of critical e-discov-
ery skills.” That program recognizes e-discovery performance stan-
dards for lawyers, including expecting lawyers to be familiar with
the e-discovery provisions of the Federal Rules of Civil Procedure,
understand the e-discovery principles developed by the court, and
be aware of e-discovery case law and relevant publications on e-dis-
covery by the Sedona Conference, a well-recognized think-tank on
e-discovery issues for the past decade. The Pilot Program Commit-
tee has also launched a website (www.discoverypilot.com) that con-
tains written educational material and webinars.

In the U.S. District Court for the Western District of Pennsylva-
nia, the E-Discovery Series, which is sponsored by the local chapter
of the Federal Bar Association, has provided ongoing CLE e-discov-
ery education and training to more than 1,200 lawyers in 35 quar-
terly sessions that began in 2007. Since its inception, this series of
programs has had the active support and participation of the feder-
al judges in the district. The programs have addressed a variety of
e-discovery topics like:

e  How To Conduct a Meaningful Rule 26(f) “Meet and Confer”

e Determining Where the Data Is—Effective Questioning of IT
People

e Understanding Predictive Coding (CAR and TAR); When and
How To Use It Effectively

e Negotiating Effective ESI Search Protocols

e Admissibility of Social Media

e [Effective Use of E-discovery Special Masters in Federal Court

These efforts have succeeded in increasing the awareness and
knowledge of the local lawyers about e-discovery issues and en-
hanced specific e-discovery skills. However, prior to the California
Bar committee’s effort, no organization had attempted to describe
standards for measuring e-discovery competence.

California Bar Committee Describes Skills
Needed for E-Discovery Competence

The California Bar committee has provided some concrete and
specific guidance regarding what is meant by e-discovery techno-
logical competence. Using federal case law as its basis, the commit-
tee identified nine basic e-discovery skills that a lawyer is required
to develop or acquire in order to handle a case involving electroni-
cally stored information (ESI) in a competent, and, therefore, eth-
ical manner.

Under the California Bar committee’s opinion, if a lawyer has a
case where ESI is likely to be sought in discovery, the duty of com-
petence under Rule 3-110 requires that the lawyer take the steps
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necessary to develop the skills the lawyer lacks, associate or consult
with a lawyer who has the requisite skills, or refuse the representa-
tion. (California State Bar Opinion No. 2010-179 allows that “when
e-discovery is at issue, association or consultation may be with a
non-lawyer, technical expert if appropriate in the circumstances”).
Because the nine skills identified by the California Bar committee
are based largely on federal case law, they may have applicability
to lawyers in other states. These identified skills, however, are brief
descriptions of complex activities. The descriptions of the skills lack
the specifics necessary for successful execution. This article is not
meant to offer a comprehensive explanation of each skill or how a
skill can best be executed. It is, however, meant as a next step in
the development of practical tools designed to provide useful guid-
ance to lawyers trying to determine how best to execute these skills
and whether they can develop the skills or need to associate with a
lawyer who has the skills to fulfill the ethical duty of technological
competence as it relates to e-discovery.

Nine Basic E-Discovery Skills
Skill 1: Initially assess e-discovery needs
and issues, if any.

This skill is fundamental and perhaps the most important. Many
lawyers unfamiliar with ESI are suspicious of the new jargon, addi-
tional costs, and unknown pitfalls of e-discovery. Consequently, they
may be likely to try to avoid e-discovery, often at the risk of losing
the possibility of acquiring relevant electronic evidence that could
help their clients’ cases. Counsel from larger firms with their own
in-house e-discovery practices have commented that this is an ad-
vantage provided to their clients when opposing counsel elect not
to pursue discovery of ESI.® Similar views regarding a wide disparity
in e-discovery skills among lawyers practicing in federal court were
expressed by federal judges participating in a recent survey.” Yet
the widespread practice of not pursuing ESI discovery continues, as
documented in a recent review of Rule 26(f) Reports in at least one
federal jurisdiction.!?

Certain fundamental considerations must be included in this
initial assessment: (1) the dollar worth or value of the case, or the
importance of the claims raised if the monetary value is insignifi-

Counsel from larger firms with their
own in-house e-discovery practices
have commented that this is an
advantage provided to their clients
when opposing counsel elect not to
pursue discovery of ESI.

cant or not sought, as compared with the cost of ESI discovery
based upon the volume of data to be collected, filtered, searched,
reviewed, and produced; (2) the date ranges for the time period of
the search, which may impact the amount of data to be collected;
and (3) the media types involved (i.e., disk, tape, text, social media,
audio). Weighing the estimated worth or value or the significance
of the issues raised in the case against these ESI discovery cost el-
ements may make obtaining ESI uneconomical. In this assessment,
counsel need to be guided by the principle of proportionality that
under the proposed amendment to Rule 26 of the Federal Rules of



Civil Procedure will define the scope of discovery.!! The court will as-
sess proportionality in determining the reasonableness of the scope
of the ESI that counsel has requested be collected and produced.

Other important factors to consider in this initial ESI discovery
assessment are the level of sophistication of opposing counsel and
the court. Lack of knowledge or cooperation can unnecessarily de-
lay the proceedings, require additional time, and increase motion
practice and costs. The costs of retaining e-discovery co-counsel
and e-discovery suppliers must also be considered. A knowledgeable
e-discovery co-counsel can help a party assess these e-discovery
costs in advance of a decision to proceed. It is worth stressing again
that the largest ESI discovery costs will be determined by the scope,
that is: (1) the number of custodians (i.e., key people from whom
data must be collected), (2) the date ranges for the time period of
the search, and (3) the types of media (i.e., accessible, active data
on disk or devices, or inaccessible data that has been deleted or re-
sides on tape and must be restored). ESI discovery costs will also be
increased if text messages and social media must be collected.

At the conclusion of this initial assessment, a lawyer must be able
to answer the following threshold question: Do the anticipated bene-
fits of collecting and producing ESI justify the costs when compared
against the value or interests involved in the case?

Skill 2: Implement or cause to implement appropriate
ESI preservation procedures.

There are two key steps recommended for a lawyer to meet the
requirements of this skill:

1. Obtain a thorough understanding of the client’s information
technology (IT) environment, outline in detail the client’s pres-
ervation responsibilities, follow up any verbal discussions with
the client with written instructions in a litigation hold letter that
outlines the specific preservation responsibilities, send the letter
to each custodian, and follow up to determine if the custodians
complied with the instructions.'?

2. Create and send a preservation letter to opposing counsel outlin-
ing all of his or her client’s preservation obligations and placing
that counsel on notice regarding the extent to which the law-
yer’s client intends to pursue ESI in a case; the letter, if possible,
should outline in some detail (i.e., by person, system, and appli-
cation) where relevant ESI may be found.

Skill 3: Analyze and understand a client’s systems
and storage.

A lawyer must be familiar with his or her client’s I'T environment.
The lawyer needs to be able to speak knowledgeably with the client’s
IT staff. If a client is a business entity or operates a substantial busi-
ness, these systems may be complex and may require the questioner
to have some IT background and experience. Advance preparations
may be helpful, such as requesting data maps of a system’s architec-
ture and application inventories.'”” The goal is to understand where
potentially relevant information for key custodians may reside (i.e.,
by system, application software, or specific device) and whether it
resides on accessible media that is easily recoverable (i.e., disk) or
inaccessible media that is more difficult to recover and may need to
be restored at an additional cost (i.e., tape or audio). A preliminary
estimate of the cost to preserve and collect (as well as search and
produce) this data, based upon the number of custodians and the

time frame involved, should be obtained. These estimates can be
provided by e-discovery suppliers, who may provide this service at
no charge.

Skill 4: Advise the client about available options
for collection and preservation of ESI.

The first issue to consider with respect to this skill is the breadth
of the preservation. Large corporations or businesses may have sig-
nificant preservation and operation costs associated with the preser-
vation of data for a large number of custodians over a long period of
time. These costs may be disproportional to the value of the case or
the interests involved in the case. Proportionality is a guiding prin-
ciple in determining the breadth and extent of the preservation re-
quired. As noted, the proposed amendment to Rule 26 of the Federal
Rules of Civil Procedure includes using the principle of proportion-
ality in determining the scope of discovery. Counsel should discuss
the scope of preservation at the Rule 26(f) “Meet and Confer.” If
the costs of preservation, collection and production of ESI are dis-
proportional, the court may need to decide what is the appropriate
scope of discovery in the case."* With respect to collection, to avoid
inadvertent metadata spoliation, custodians should generally not be
collecting their own ESI. Sometimes collection can be performed by
the client’s IT staff, under the supervision of counsel. In situations
where a client does not have its own experienced e-discovery per-
sonnel, and to ensure proper collection techniques as well as objec-
tivity, the best practice is to have an e-discovery supplier perform
the ESI collections, as long as the costs are reasonable.

Skill 5: ldentify custodians of relevant ESI.

The key people who had or may have data relevant to this case
need to be identified. Experience dictates that it may be helpful to
create two categories: (1) primary custodians, whose involvement in
the case is direct and obvious; and (2) secondary custodians, whose
involvement is less direct. The number of custodians and the date
ranges for the time period of the search have a direct and significant
impact on the amount of data that needs to be handled during each
phase of the e-discovery process (i.e., collecting, filtering, process-
ing, searching, reviewing, and producing), which can have enormous
cost implications. Negotiating scope (i.e., number of custodians and
time frame) will set the parameters to help control the total costs
of e-discovery. Fewer custodians and a more limited date range for
the search will significantly reduce e-discovery costs. Counsel can
demonstrate a proportional ESI discovery approach by seeking ESI
from primary custodians first and only seeking additional data from
secondary custodians if required. A phased, proportional approach
can be applied to other ESI elements, such as number and type of
data sources, and in selection of the kind and method of search to
be used.

Skill 6: Engage in a competent and meaningful
Meet and Confer with opposing counsel concerning
an e-discovery plan.

This skill is addressed in some detail in the article “In re ESI:
Local Rules Enhance the Value of Rule 26(f) Meet and Confer,”'®
which provides specific advice about how to conduct a successful
Rule 26(f) Meet and Confer. The overriding prerequisites for a suc-
cessful Meet and Confer are having: (1) someone on both sides who
has adequate technical skills and experience to permit meaningful
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discussions about technical ESI issues, (2) a willingness to cooper-
ate with opposing counsel to reach an acceptable resolution of each
of the key ESI issues, (3) a working knowledge of ESI e-discovery
best practices,'® and (4) the skill and willingness to negotiate com-
plex technological issues and finalize in writing a proposed joint ESI
discovery protocol order that may be submitted to the court.

Skill 7: Perform data searches.

This skill involves an assessment of the most effective and effi-
cient search approach for a particular case. Two approaches current-
ly predominate: keyword search and predictive coding, also referred
to as TAR (technology-assisted review) or CAR (computer-assisted
review). Most lawyers are familiar with keyword searching that uses
Boolean logic to locate within electronic documents specific words
or phrases that have been selected by lawyers familiar with the is-
sues in the case. Predictive coding, which, in cases involving large
amounts of electronic data, studies have shown'” to be more effec-
tive in finding relevant electronic documents at far less cost, involves
the application of artificial intelligence and requires that knowledge-
able lawyers create a small and representative “seed set” of relevant
documents that are used to train a computer to perform searches of
a much larger number of electronic documents. In addition to great-
er accuracy, the cost savings can be as much as 50 to 70 percent less
than a keyword search followed by manual document review.!®

Courts may be reluctant to impose one of these approaches. Usu-
ally the parties agree which to use. As noted, predictive coding may
offer significant advantages. Some counsel, however, have objected
to its use unless there is transparency regarding the documents used
to train the computer referred to as the seed set, but others have
argued that the seed set is entitled to work product protection under
certain circumstances.'” Because the entire process is more intricate
and less widely known, keyword searching is still the most used ap-
proach, although this has already begun to change as the technology,
methodology, and practice of predictive coding continues to mature.

Skill 8: Collect responsive ESI in a manner
that preserves the integrity of the ESI.
At least two important considerations are essential to this skill:

1. Itis necessary to select the format in which the ESI is to be pro-
duced. Generally, the requesting party has the right to request
the format in which the ESI will be produced.?* The format se-
lected will determine how the data will be presented and wheth-
er metadata (the data about data that is embedded within every
electronic document)* will be preserved or altered. For exam-
ple, an electronic document in NATIVE format will preserve the
metadata of that document when produced, but a static TIFF or
PDF image version may make the metadata inaccessible unless
the document is made searchable or a separate metadata load file
is requested and attached.

2. It is necessary to preserve the integrity of the relevant ESI by
selecting an appropriate method by which it is collected. For
example, merely copying an electronic document may alter the
“create date” or “modification date” metadata fields of that doc-
ument. Proper collection methods (forensic collection) must be
used to prevent this kind of inadvertent document modification.
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Skill 9: Produce responsive, non-privileged ESl in a
recognized and appropriate manner.

This e-discovery skill relates not only to format, as described in
Skill 8 above, but also to technical specifications regarding the file
formats of the data being produced and the review software to be
used. The media upon which the ESI is to be produced needs to be
specified between the parties. The process should allow the doc-
uments to be loaded, searched, and reviewed in the most efficient
manner in the review tool that has been specified by the receiving
party. Having the technology people from the IT staff of the par-
ties (or the technology staff of the e-discovery supplier) specify the
correct file formats will facilitate the most efficient and least costly
manner to achieve the loading, searching, and reviewing of the elec-
tronic documents. Communication, attention to detail, and coopera-
tion will be needed. Detailed specifications of production file formats
should be negotiated and specified in any joint proposed ESI proto-
col order developed and attached as part of the Rule 26(f) Report
to the court. In the joint proposed order, the parties should specify
an expectation and method of communication between the IT staffs
to address how unforeseen technological issues will be addressed
cooperatively during the execution phase of the process.

Conclusion

The California Bar committee took an excellent first step in help-
ing to describe the minimum level of e-discovery competence re-
quired to satisfy the new standard embodied in the comments to
ABA Model Rule 1.1—requiring lawyers to “keep abreast of ... the
benefits and risks associated with relevant technology”—Dby ar-
ticulating nine basic e-discovery skills. This article builds upon that
effort by providing additional specifics regarding how each skill can
be successfully executed and is intended to provide guidance to law-
yers to help them determine if they can develop these skills or must
associate with a competent lawyer who has these skills.

In 2006, the same year the Federal Rules of Civil Procedure were
modified to include provisions regarding discovery of ESI, the plain-
tiff in Martin v. Northwestern Mutual Life Insurance Co. sought
to excuse his noncompliance with e-discovery requests on the
ground that he was “so computer illiterate that he could not comply
with production.”” While most lawyers today would not make such
an admission in court, in December 2014, in James v. National Fi-
nance LLC, the court warned a lawyer that “[p]rofessed technolog-
ical incompetence is not an excuse for discovery misconduct.”® In
those eight years, while the technology, case law, and the practice
of e-discovery moved forward at breakneck speed, it has been hard
to hold lawyers accountable for technology e-discovery competence
that no one has been able to describe. Standards by which e-dis-
covery technological competence or incompetence can be measured
have not yet been established.

Starting with the guidance provided first by the amended com-
ment to ABA Model Rule 1.1, resulting in similar changes to the com-
ments to rules of professional conduct in a growing number of states,
and the identification of nine basic e-discovery skills by the California
Bar committee, standards of e-discovery technological competence
for lawyers have begun to emerge. The additional specifics provid-
ed in this article should help further describe the appropriate skills
needed by lawyers and help them determine whether they need to
develop e-discovery skills or acquire those skills through associating
with competent co-counsel. ®
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