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INTRODUCTION

Social media networks such as LinkedIn, Twitter and Facebook are becoming indispensable
tools used by legal professionals and those with whom they communicate. Particularly, in
conjunction with the increased use of mobile technologies in the legal profession, social media
platforms have transformed the ways in which lawyers communicate. As use of social media by
lawyers and clients continues to grow and as social media networks proliferate and become more
sophisticated, so too do the ethical issues facing lawyers. Accordingly, the Commercial and Federal
Litigation Section of the New York State Bar Association, which authored these social media ethics
guidelines in 2014 to assist lawyers in understanding the ethical challenges of social media, is
updating them ‘to include new ethics opinions as well as additional guidelines where the Section
believes ethical guldance is needed (the “Guidelines”). In particular, these Guidelines add riew
sections on lawyers’ competence, the retention of social media by lawyers, client confidences, the
tracking of client social media, communications by lawyers with judges, and lawyers’ use of
Linked]In.

~ These Guidelines are guiding principles and are not “best practices.” The world of social
media is a nascent area that is rapidly changing and “best practices” will continue to evolve to keep
pace with such developments. Moreover, there can be no single set of “best practices” where there
are multiple ethics codes throughout the United States that govern lawyers’ conduct. In fact, even
where jurisdictions have identical ethics rules, ethics opinions addressing a lawyer’s permitted use
of social media may differ due to varying jurisdictions’ different social mores, population bases and
historical approaches to their own ethics rules and opinions.

These Guidelines are predicated upon the New York Rules of Professional Conduct
(“NYRPC”)? and ethics opinions interpreting them. However, illustrative ethics opinions from
other jurisdictions may be referenced where, for instance, a New York ethics opinion has not
addressed a certain situation or where another jurisdiction’s ethics opinion differs from the
interpretation of the NYRPC by New York ethics authorities. In New York State, ethics opinions
are issued not jiist by the New York State Bar Association, but also by local bar associations located
throughout the State.”

Lawyers need to appreciate that social media communications that reach across multiple
jurisdictions may implicate other states’ ethics rules. Lawyers should ensure compliance with the
ethical requirements of each jurisdiction in which they practice, which may vary considerably.

One of the best ways for lawyers to investigate and obtain information about a party,
witness, or juror, without having to engage in formal discovery, is to review that person’s social

'_ As of April 2015, fourteen states have included a duty of competence in technology in their ethical codes.
Hifpi/wava lawsitesblow.com/201 5703 /mass-becomes- 1 dth-statesto-adapt-duty-ofechnology-copipetenced tml
(Retrieved on April 26, 2015).

: ItipssZAwiwanycourtsov/rules/jointuppel Inte/NY-Rules-Prof-Conduct-| 240, pdf
? A breach of an ethics rule is not enforced by bar associations, but by the appropriate disciplinary bodies.

Ethics opinions are not binding in disciplinary proceedings, but may be used as a defense in cerlain circumstances.



media account, profile, or posts. Lawyers must remember, however, that ethics rules and opinions
govern whether and how a lawyer may view such social media. For example, when a lawyer
conducts research, unintended social media communications or electronic notifications received by
the user of a social media account revealing such Jawyer’s research may have ethical consequences.

Further, because social media communications are often not just directed at a single person
but at a large group of people, or even the entire Internet “community,” attorney advertising rules
and other ethical rules must be considered when a lawyer uses social media. It is not always readily
apparent whether a lawyer’s social media communications may constitute regulated “attorney
advertising.” Similarly, privileged or confidential information may be unintentionally divulged
beyond the intended recipient when a lawyer communicates to a group using social media. Lawyers
also must be cognizant when a social media communication might create an unintended attorney-
client relationship. There are also ethical obligations with regard to a lawyer counseling clients
about their social media posts and the removal or deletion of them, especially if such posts are
subject to litigation or regulatory preservation obligations.

Throughout these Guidelines, the terms “website,” “account,” “profile,” and “post” are
referenced in order to highlight sources of electronic data that might be viewed by a lawyer. The
definition of these terms no doubt will change and new ones will be created as technology advances.
However, such terms for purposes of complying with these Guidelines are functionally
interchangeable and a reference to one should be viewed as a reference to each for ethical
considerations.

References to the applicable provisions of the NYRPC and references to relevant ethics
opinions are noted after each Guideline. Finally, definitions of certain terminology used in the
Guidelines are set forth in the Appendix.



1. ATTORNEY COMPETENCE

Guideline No. 1: ‘Attorneys’ Social Media Competence

A lawyer has a duty to understand the benefits and risks and ethical implications
associated with social media, including its use as a mode of communication, an advertising
tool and a means to research and investigate matters.

NYRPC 1.1(a) and (b).

Comment: NYRPC ].1(a), provides “[a] lawyer should provide competent
representation to a client. Competent representation requires the legal knowledge
skill, thoroughness and preparation reasonably necessary for the representation.”

As Guideline No. 1 recognizes — and the Guidelines discuss throughout —
a lawyer may choose to use social media for a multitude of reasons. Lawyers,
however, need to be conversant with, at a minimum, the basics of each social media
network that a lawyer or his or her client may use. This is a serious challenge that
lawyers need to appreciate and cannot takd lightly. As American Bar Association
("ABA”) Formal Opinion 466 (2014) states:

As indicated by [ABA Rule of Professional Conduct] Rule 1.1,
Comment 8, it is important for a lawyer to be current with
technology. While many people simply click their agreement to the
terms and conditions for use of an [electronic social media) network,
a lawyer who uses an [electronic social media] network in his
practice shonld review the terms and conditions, including prwncy
features —which charige frequently ~ prior fo using such a netwark.’

A lawyer cannot be competent absent a working knowledge of the benefits
and risks associated with the use of social media. “[A lawyer must] understand the
functionality of any social media service she intends to use for. .. research. If an
atforney cghnot ascertain the functionality of a website, the attorney must proceed
with great caution in conducting résearch on that particular site.”"®

4 American Bar Ass'n Comm. on Ethi¢s & Prof’| Responsibility, Formal Op, 14466 (2014),

; Competence may require understanding the often Jengthy and unclear “terms of service” of a social media
platform and whether the platform’s features raise ethical issues. It also may require reviewing other materials, such
as articles, comments, and blogs posted about how such social media platform actually functions.

2 Ass’iof the Bar of the City of New York Comm, on Prof’) and Jud. Ethics ("NYCBA"™). Formal Op. 2013+
[

Id.



Indeed, the comment to Rule 1.1 of the Model Rules of Professional
Conduct of the ABA was amended to provide:

To maintain the requisite knowledge and skill, a lawyer should
keep abreast of changes in the law and its practice, including the
benefits and risks associated with relevant technology, engage in
continuing study and education and comply with all continuing
legal education requirements to which the lawyer is subject
(emphasis added).’” .

As NYRPC Il (1) requires, “[a] lawyer shall not handle a legal matter
that the lawyer knows or should know that the lawyer is not competent to handle,
without associating with a lawyer who is competent to handle it.” While a lawyer
may not delegate his obligation to be competent, he or she may rely, as
appropriate, on professionals in the field of electronic discovery and social media
to assist in obtaining such competence.

! ABA Model Rules of Prof, Conduct, Rule 1.1, Comment 8; See M, H, Bar Asstn, Etlhies Corner (June 21,
2013) (lawyers “[havc] a general duty to be aware of social media as a source of potentially useful information in
litigation, to be competent to obtain that information directly or through an agent, and to know how to make effective use

of that information in litigation”).




2. ATTORNEY ADVERTISING

Guideline No. 2.A: Applicability of Adyvertising Rules

A lawyer’s social media profile that is used only for personal purposes is not subject to
attorney advertising and solicitation rules. However, a social media profile, posting or blog a
lawyer primnnly uses for the purpose of the retention of the lawyer or his Jaw fivinis subject
to such ritles.” Hybrid accounts may need to comply with attorney: adverlisin;g and solicitation
rules if used for the primary purpose of the retention of the lawyer or his law firm.”

NYRPC 1.0,7.1, 7.3,

Comment: In the case of a lawyer’s profile on a hybrid account that, for instance, is
used for business and personal purposes, given the differing views on whether the
attorney advertising and solicitation rules would apply, it would be prudent for the
lawyer to assume that they do.

The nature of the information posted on a lawyer’s LinkedIn profile may
require that the profile be deemed “attorney advertising” In general, a profile that
contains basic biographical information, such as Yonly one’s ‘education and a 1]St
of one’sicurrent and past emptoymen " does not'gongtitute attorngy: advertising,'°
According to NYCLA. Fbrinal ‘Op. 748, a lawyer’s LinkedIn profile that
“includes subjective statements regarding an attorney’s skills, areas of practice,
endorsements, or testimonials from clients or colleagues, however, is likely to be
considered advertising.”ll

NYCLA, Forinal Op. 748 addresses the types of content on LinkedlIn that
may be considered “attorney advertising” and provides:

[i]f an attorney’s LinkedIn profile includes a detailed description
of practice areas and types of work done in prior employment, the
user should include the words “Attorney Advertising” on the
lawyer’s LinkedIn profile. See RPC 7.1(f). If an attorney also
includes (1) statements that are reasonably likely to create an
expectation about results the lawyer can achieve; (2) statements
that compare the lawyer’s services with the services of other

8 See also Virginin State Bar, Chiick Facls dbont Lesal Ethics and Socfal Networking {Jast npdnted Feb, 22,
2011} Cal. State Bar Standing Com. on Prof’] Resp. and Conduet, Formal Op, No. 201 2-186(2012),

s NYRPC 1.043) defines “Advertisement” as “any public or private communijcation made by or on behalf of a

lawyer or law firm about that lawyer or law firm’s services, the primary purpose of which is for the retention of the
lawyer or law firm. It does not include communications to existing clients or other lawyers.”

w New York County Lawyers' Associition ("MYCLA™, Formul Op, 748 (2015),

1 &



lawyers; (3) testimonials or endorsements of clients; or (4)
statements describing or characterizing the quality of the lawyer’s
or law firm’s services, the attorney should also include the
disclaimer “Prior results do not guarantee a similar outcome.” See
RPC 7.1(d) and (e). Because the rules contemplate “testimonials
or endorsements,” attorneys who allow “Endorsements” from other
users and “Recommendations” to appear on one’s profile fall
within Rule 7.1(d), and therefore must include the disclaimer set
forth in Rule 7.1(e).'* An attorney who claims to have certain skills
must also include this disclaimer because a description of one’s
skills—even where those skills are chosen from fields created by
Linkedin-—constitutes a statement characterlzmg the quality of
the lawyer’s services” under Rule 7. 1(d)."?

An attorney’s ethical obligations apply to all forms of covered
communications, including social media. If a post on Twitter (a “tweet”) is deemed
attorney advertising, the rules require thata lav»?lf:r must include disclaimers similar
to those described in NYCLA Formal Op. ’?48

Utilizing the disclaimer “Attorney Advertising” given the confines of
Twitter’s 140 character limit (which in practice may be even less than 140 characters
when including links, user handles or hashtags) may be impractical or not possible.
Yet, such structural limitation does not provide a justification for not complying with
the ethical rulés: goyerming atorey advertising. Thus, consideration shiould: be
given to only:posting tweets that would not be categorized as attorney advértisifig:"

Rule 7.1¢k) of the NYRPC providcs that all advertisements “shall be pre-
approved by the lawyer or law firm.” It also provides that a copy of an
advertisement “shall be retained for a period of not less than three years following
its initial dissemination,” but specifies an alternate one-year retention period for
advertisements contained in a "cnmputcr—ucccsscd communication” and specifies
another retention scheme for websites.'® Rule 1.0(c) of the NYPRC defines
“computer-accessed communication” as any communication made by or on
behalf of a lawyer or law firm that is disseminated through “the use of a computer
or related electronic device, including, but not limited to, web sites, weblogs,
search engines, electronic mail, banner advertisements, pop-up and pop-under
advertisements, chat rooms, list servers, instant messaging, or other internet

NYRPEC 7.14e)(3) provides: “[p]rior results do not guarantee a similar outcome”.

NYCLA, Formal Qp. 748:

NYSBA, Op. 1009,

1d.



presences, and any attachments or links related thereto.”'” Thus, social media

posts that are desmed “adyertisements,” are “eomputer-aceessed communications,
and their retention is required only for one year!

In accordance with NYSBA. Op. 1009, to the extent that a social media
post is found to be a “solicitation,” it is subject to filing requirements if directed to
recipients in New York. Social media posts, like tweets, may or may not be
prohibited “real-time or interactive” communications. That would depend on
whether they are broadly distributed and/or whether the communications are more
akin to asynchronous email or website postings or in functionality closer to
prohibited instant messaging or chat rooms involving “real-time” or “live”
responses. Practitioners are advised that both the social media platforms and
ethical guidance in this area are evolving and care should be used when using any
potentially “live” or real-time tools.

Guideline No. 2.B: Prohibited nge ¢ yecialists” on Social Media

Lawyers shall not advertise areas of practice under headings in social media platforms
that include the terms “specialist,” unless the lawyer is certified by the appropriate
accrediting body in the particular area:

NYRPC 7.1, 74..

Comment: Although LinkedIn’s headings no longer include the term “Specialties,”
lawyers still need to be cognizant of the prohibition on claiming to be a “specialist”
when creating a social media profile. To avoid making prohibited statements about
a lawyer’s qualifications under a specific heading or otherwise, a lawyer should use
objective information and language to convey information about the lawyer’s
experience. Examples of such information include the number of years in practice
and the number of cases handled in a particular ficld or area,”’

A lawyer shall not list information under the ethically prohibited heading of
“specialist” in any social media network unless appropriately certified as such. With
respect to skills or practice areas on a lawyer’s profile under a heading such as
“Experience” or “Skills,” such information does not constitute a claim by a
lawyer to be a specialist under NYRPC Rule 742 Also, a lawyer may include

1 Id.

18 1d.

" See NYSBA. Op. 972 (2013).

20 See also Phila, Bap Ass'n Prof’l Guidance Comims Op, 2012-8 (2012) (citing Pa. Bar Ass’n Comm. on

Legal Ethics and Prof’| Respansibility, Formal Op. 85-170 (1985)).

2|

: NYCLA, Formal Op. 7:18,



Guideline No. 2.C: |

information about the lawyer’s experience elsewhere, such as under another heading
or in an untitled field that permits biographical information to be included. Certain
states have issued ethics opinions prohibiting lawyers from listing their practice
areas not only under “specialist,” but also under headings including “expert.”

A limited exception to identification as a specialist may exist for lawyers
who are certified “by a private organization approved for that purpose by the
American Bar Association” or by an “authority having jurisdiction over
specialization under the laws of another state or territory.”  For example,
identification of such traditional titles as ‘“Patent Attommey” or “Proctor in
Admiralty” are permitted for lawyers entitled to use them.”?

awver's Responsibili

Others on & Laywyer’s'Social Media Page

A lawyer that maintains social media profiles must be mindful of the ethical
restrictions relating’ to solicitation by her and. the recommendations: of her by others,
especially when inviting others to view her social'media nétwork, account, blog or profile.™

A lawyer is responsible for all content that the lawyer posts on her social media
website or profile. A lawyer also has a duty to periodically monitor her social media profile(s)
or blog(s) for comments, endorsements and recommendations to ensure that such third-party
posts do not violate ethics rules. If a person who is not an agent of the lawyer unilaterally
posts content to the lawyer’s social media, profile or blog that violates the ethics rules, the
lawyer must reynove.or hide such contentif such removal is within the lawyer’s control and, if

not within the lawyer’s control, she must ask that person to remoye it.?

NYRPC 7.1,7.2,7.3,74.

22

23

24

Comment. While a lawyer is not responsible for a post made by a person who is not
an agent of the lawyer, a lawyer’s obligation not to disseminate, use or participate in
the dissemination or use of advertisements containing misleading, false or deceptive
statements includes a duty to remove information from the lawyer’s social media
profile where that information does not comply with applicable ethics rules. If a
post cannot be removed, consideration must be given as to whether a curative post
needs to be made. Although social media communications tend to be far less formal
than typical communications to which ethics rules have historically applied, they
apply with the same force and effect to social media postings.

See NYRPC Rule 7.4.

- to:Monitor or Remoye Social Media Content by

See also Fl Bar Stnding Comin..on Advertising, O widlelines for Nebworkime Sites (revised Apr. 16, 201.3),

See NYCLA, Fornial Op, 748. See also Phila, Bur Assn. Profl Guidance Comm., On. 2012-8; Virginia

State Bar, Owick Pacts aboup Legal Bilies and Spetol Nenvorkine



Guideline No. 2.D: Attorney Endorsements

A lawyer must ensure the accuracy of third-party legal endorsements,
recommendations, or online reviews posted to the lawyer’s social media profile. To that end,
a lawyer must periodically monitor and review such posts for accuracy and must correct
misleading or incorrect information posted by clients or other third-parties.

NYRPC 7.1,7.2,7.3,74.

Comment: Although lawyers are not responsible for content that third-parties and
non-agents of the fawyér post on social media, lawyers: must, as noted above,
moniter'and verify'that posts about them made to profile(s) the lawyer controls®® are
accurate. “Attorneys should periodically monitor their LinkedIn pages at
reasonablehteryals to ensure that others are not endorsing them as specialists,” as
well as to confitm the accuracy of any endorsements: or rccommendalaions?g A
lawyer may not passively allow misleading endorsements as to her skills and
expertise to remain on a profile that she controls, as that is tantamount to accepting
the endorsement.. Rather; a lawyer needs to remain conscientious in avoidin%7the

publication of false:or misleading statements about the Jawyer and her services.” It
should be noted that certain social media websites, such as LinkedIn, allow users to
approve endorsements, thereby providing lawyers with a mechanism to promptly
review, and then reject or approve, endorsements. A lawyer may also hide or delete
endorsements, which, under those circumstances, may obviate the ethical obligation
to periodically monitor and review such posts.

= Lawyers should also be cognizant of such websites as Yelp, Google and Avvo, where third parties may post
public comments about lawyers.

= NYCLA, Formal Op, 748,
N See NYCLA, Formul Op. 748, See also Po. Bar Ass'n. Comi. on:Ledal Ethigs and Prof’l Rusponsibility,

Formal Op. 2014-300; North Caraling State Bar Bthies Camm., Formal Op, 8.(2012).




3 FURNISHING OF LEGAL ADVICE THROUGH SOCIAL MEDIA

Guideline No. 3,A: Provision of General Information

A lawyer may provide general answers to legal questions asked on social media. A
lawyer, however, cannot provide specific legal advice on a social media network because a
lawyer’s responsive communications may be found to have created an attorney-client
relationship and legal advice also may impermissibly disclose information protected by the

attorney-client privilege.

NYRPC1.0,14,16,7.1,7.3:

Comment: An attorney-client relationship must knowingly be entered into by a
client and lawyer, and informal communications over social media could
unintentionally result in a client believing that such a relationship exists. If an
attorney-client relationship exists, then ethics rules concerning, among other things,
the disclosure over social media of information protected by the attorney-client
privilege to individuals other than to the client would apply.

Due to the “live” nature of real-time or interactive computer-nccessed

communications,™ which includes, among other things, instanf ‘messaging nd!
communications transmitted through a chat room, a;lajlvyer_ r_nay-'not_—-f;ﬁsqliqi'tﬂ.‘?zbuglneg_ss.'[rhm-
the publié through such tieans? If a potential client® initiates;a specific réquest seeldng to

1

B “Computer-accessed communication” is defined by NYRPC 1.0{¢) as “any communication made by or on
behalf of a lawyer or law firm that is disseminated through the use of a computer or related electronic device,
including, but not limited to, web sites, weblogs, search engines, electronic mail, banner advertisements, pop-up and
pop-under advertisements, chat rooms, list servers, instanl messaging, or other internet presences, and any
attachments or Jinks related thereto.” Official Comment 9 to NYRP('7.3 advises: “Ordinary email and web sites are
not considered to be real-time or interactive communication. Similarly, automated pop-up advertisements on a
website that are not a live response are not considered to be real-time or interactive communication. Instant
messaging, chat rooms, and other similar types of conversational computer-accessed communication are considered
to be real-time or interactive communication.”

2 “Solicitation” means “any advertisement initiatcd by or on behalf of a lawyer or law firm that is directed
to, or targeted at, a specific recipient or group of recipients, or their family members or legal representatives, the
primary purpose of which is the retention of the lawyer or law firm, and a significant motive for which is pecuniary
gain. It does not include a proposal or other writing prepared and delivered in response to a specific request of a

prospective client.” NYRPC 7.3(b),

. See NYSBA. Op. 899 (2011). Ethics opinions in a number of states have addressed chat room
communications. See also 11l State Bar Ass'n, Op. 96-10-(1997); Michivun Standing Comm. on Prof’] and Jud,
Ethies, Op. RI-276 (1926): Wtah Stae Bar Ethics Advisory Opinion Coifing, Op. 26-10 (1997): Vu. Bar Ass'n
Standing Conim. on Advertising, Op. A-D110 (1998); W, Vo, Lawver Diseiplinary Bdl, Leeal Bthics Inguiiy 98-03




retain a lawyer during real-time social media communications, a lawyer may respond to such
request. However, such response must be sent through non-public means and must be kept
confidential, whether the communication is electronic or in some other format. Emails and
attorney communications via a website or over social media platforms, such as Twitter,”> may
not be considered real-time or interactive communications. This Guideline does not apply if
the recipient is a close friend, relative, former client, or existing client -- although the ethics
rules would otherwise apply to such communications.

NYRPC1.0,14,1.6,1.7,1.8,7.1,7.3.

Comment: Answering genéral qu.::stinns33 on the Internet is-analogous to writing for
any phblication on a legal topic.” “Standing alone, a legal question posted by 2
member of the public on real-time interactive Internet or social media sites cannot be
construed as a ‘specific request’ to retain the lawyer.”* In responding to
questions,”® a lawyer may not provide answers that appear applicable to all

The Philadelphia Bar Ass’n, however, has opined that, under the Pennsylvania Rules of Professional
Conduct, which are different from the NYRPC, solicitation through a chat roomis permissible, because it is more
akin to targeted direct mail advertisements, which are allowed under Pennsylvania’s ethics rules. See Pliflay Bar

) 1 Quidanee Commi, Op. 2010-6,(20)
n Individuals attempting to defraud a lawyer by posing as potential clients ars not owed a duty of
confidentiality. See NYCB#: Formal Op:. 3 (“An attorney who discovers that he is the target of an Internet-

based trust account scam does not have a duty of confidentiality towards the individual attempting to defraud him,
and is frec to report the individual to law enforcement authorities, because that person does not qualify as a
prospective or actual clicnt of the attorney. However, before concluding that an individual is attempting to defraud
the attorney and is not owed the duties normally owed to a prospective or actual client, the attorney must exercise
reasonable diligence to investigate whether the person is engaged in fraud.”).

e Whether a Twitter or Reddit communication is a “real-time or interactive” computer-accessed
communication is dependent on whether the communication becomes akin to a prohibited blog or chat room

communication. Scc’NYSBA; Op. 1009 and page 7 supra.

» Where “the inquiring attorney has ‘become aware of a potential case, and wants to find plaintiffs,” and the
message the attorney intends to post will be directed to, or intended to be of interest only to, individuals who have
experienced the specified problem. If the post referred to a particular incident, it would constitute a solicitation
under the Rules, and the attorney would be required to follow the Rules regarding attorney advertising and
solicitation, see Rules 7.1 & 7.3. In addition, depending on the nature of the potential case, the inquirer’s post might
be subject to the blackout period (i.e., cooling off period) on solicitations relating to “a specific incident involving
potential claims for personal injury or wrongful death,” see Rule 7.3(e).” NYSBA, Op. 1049(2015).

* See NYSBA, Op, 899,
. Set id.
= See NYSBA, Op, 1049 .(“We further conclude that a communication that merely discussed the client's legal

problem would not constitute advertising either. However, a communication by the lawyer that went on to describe
the services of the lawyer or his or her law firm for the purposes of securing retention would constitute
“advertising.” In that case, the lawyer would need to comply with Rule 7.1, including the requirements for labeling
as “advertising” on the “first page” of the post or in the subject line, retention for one-year (in the case of a
computer-accessed communication) and inclusion of the law office address and phone number. See Rule 7.1{0) (h)

(k).



apparently similar individyal Problems because variations in underlying facts might
tesult in a differént answer”’ A layyyer should be caretul in responding to an
individual question on social media as it might establish an attorney-client
relationship, probably one created without a conflict check, and, if the response over
social media is viewed by others beyond the intended recipient, it may disclose
privileged or confidential information.

A lawyer is permitted to aceept employment that results from patticipating in
“activities designed to ¢ducate the publicito:fecognize legal problems.”™ As such, if
a potential client initiates a specific request to retain the lawyer resulting from real-
time Internet communication, the lawyer may respond to such request as noted
above.”® However, such communications should be sent solely to that potential
client. If, however, the requester does not provide his or her personal contact
information when seeking to retain the lawyer or law firm, consideration should be
given by the lawyer to respond in two steps: first, ask the requester to contact the
lawyer directly, not through a real-time communication, but instead by email,
telephoiig; etc., and second, the lawyer’s actual response should not be made through
a real time communijcation.”®

Guideline No. 3.C: | Retention of Social M

If an attorney utilizes social media to communicate with a client relating to legal
representation, the attorney should retain records of those communications, just as she would ]
if the communications were memorialized on paper.

NYRPC 1.1, 1.15.

Comment: A lawyer's file relating to client representation includes both paper and
electronic documents. The ABA Model Rules of Professional Conduct defines a
“writing” as “a tangible or electronic record of a communication or
representation...”. Rule 1.0(n), Terminology. The NYRPC “does not explicitly
identify the full panoply of documents that a lawyer should retain relating to a

37 Id,
" See id.
= See NYSBA, Op. 1049 (“When a potential client requests contact by a lawyer, either by contacling a

particular lawyer or by broadeasting a more general request to unknown persons who may include lawyers, any
ensuing communication by a lawyer that complies with the terms of the invitation was not initiated by the lawyer
within the meaning of Rule 7.3(b). Thus, if the potential client invites contact by Twitter or email, the Jawyer may
respond by Twitter or email. Bul the lawyer could not respond by telephone, since such contact would not have been
initiated by the potential client. See N,Y. State 1044 (2014). If the potential client invites contact by telephone or in
person, the lawyer's response in the manner invited by the potential client would not conslitute ‘solicitation.’).

40 Id



1'eprcsentation.”41 The only NYRPC provision requiring maintenance of client
documents is NYRPC 1.15(). The NYRPC, however, implicitly imposes on
lawyers an obligation to retain documents. For example, NYRPC 1.1 requires that
“A lawyer should provide competent representation to a client.” NYRPC 1.1(a)
requires “skill, thoroughness and preparation.”

The lawyer must take affirmative steps to preserve those emails and social
media communications, such as chats and instant messages, which the lawyer
believes need to be saved.* However, due to the ephemeral nature of social
media communications, “saving” such communications in electronic form may
pose technical issues, especially where, under certain circumstances, the entire
social media communication may not be saved, may be deleted automatically or
after a périod of time, or miay be deleted by the counterparty to the
communication: without the knowledge of the lawyer.® Casual ¢ommunications
may be deleted without impacting ethical rules.*

NYCBA, Formal Op: 2008:1 sets out certain considerations for preserving
electronic materials:

As is the case with paper documents, which e-mails and other
electronic documents a lawyer has a duty to retain will depend on
the facts and circumstances of each representation. Many e-mails
generated during a representation are formal, carefully drafted
communications intended to transmit information, or other
electronic documents, necessary to effectively represent a client, or
are otherwise documents that the client may reasonably expect the
lawyer to preserve. These e-mails and other clectronic documents
should be retained. On the other hand, in many representations a
lawyer will send or receive casual e-mails that fall well outside the
guidelines in [ABCNY Formal Op. 1986-4]. No ethical rule
prevents a lawyer from deleting those e-mails.

We also expect that many lawyers may retain e-mails and other
electronic documents beyond those required to be retained under
[ABCNY Formal Op. 1986-4]. For example, some lawyers and
law firms may retain all paper and electronic documents, including
e-mails, relating in any way to a representation, as a measure to

N See NYCBA, Formal Op. 2008-1 (2008).
42 ,Ii
“ 1d. See also Penpsylvanin Bar Assn, Ethics Comm,, Formal Gp. 2014-300 (the Pennsylvania Bar Assn. has

opined that, under the Pennsylvania Rules of Professional Conduct, which are different from the NYRPC, an
attorney “should retain records of those communications containing legal advice.”).

a4 Id.
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protect against a malpractice claim. Such a broad approach to

document retention may at times be prudent, but it is not required
by the Code.”

A lawyer shall not deactivate a social media account, which contains
communications with clients, unless those communications have been
appropriately preserved.

= NYSBA, Op. 623 opines that, with respect to documents belonging to the lawyer, a Jawyer may destroy all
those documents without consultation or notice to the client, (i) except to the extent that the law may otherwise

require, and (ii) in the absence of extraordinary circumstances manifesting a client’s clear and present need for such
documents.”

14



4, REVIEW AND USE OF EVIDENCE FROM SOCIAL MEDIA

Guideline No. 4.A: Viewing a Public Portion of a Social Media Website

A lawyer may view the public portion of a person’s social media profile or public posts
even if such person is represented by another lawyer. However, the lawyer must be aware
that certain social media networks may send an automatic message to the person whose
account is being viewed which identifies the person viewing the account as well as other
information about such person.

NYRPC4.1,4.2,4.3,5.3,84.

Comment: A lawyer is ethically permitted to view the public portion of a person’s
social media website, profile or posts, whether represented or not, for the purpose of
obtaining information about the person, including impeachment material for use in
litigation.*® “Public” means information available to anyone viewing a social media
network without the need for permission from the person whose account is being
viewed. Public information includes content available to all members of a social
media network and content that is accessible without authorization to non-members.

However, unintentional communications with a represented party may occur
if a social media network automatically notifies that person when someone views
her account. In New York, such automatic messages, as noted below, sent fo a juror
by @& lawyer ot hor agent that notified th&::}ur'dr- of the:identity of wha viewed her
profile may constitute an ethical violation.*" Cotiversely, the ABA opined that $uch
a “pussive review” of a jurot's:social media does not constitute'an ethical violation,®
The social media network may also allow the person whose account was viewed to
see the entire profile of the viewing lawyer or her agent. Drawing upon the ethical
opinions addressing issues concerning social media communications with jurors,
when an ‘attorfiey views the social ‘media site of a represented witness or a
represented opposing party, he or she should be aware of which networks® might
automatically notify the owner of that account of his or her viewing, as this could be
viewed an improper communication with someone who is represented by counsel.

o See NYSBA, Op. 843 (2010).

g See NYCLA, Formnl Op, 743 ; NY.CH A, Forma) Op, 2012-2,

B See Ameriean Bar Ass'n Comm, on Ethics & Prof’] Responsibility, Formal Op, 14466,

o One network that sends automatic notifications that someonc has viewed one’s profile is Linkedln,

15



Guideline No. 4.B: Contacting an Unrepresented Party to View a Restricted Social Media
Website

A lawyer may request permission to view the restricted portion of an unrepresented
person’s social media website or profile.”’ Howeyer, the lawyer must use her full name and
an accurate profile, and she may not create a different or false profile in order to mask her
identity. If the person asks for additional information from the lawyer in response to the
request that seeks permission to view her social media profile, the lawyer must accurately
provide the information requested by the person or withdraw her request.

NYRPC 4.1, 4.3, 8.4,

Compient; It is perimissible for a lawyer to join a social media network: to obtain
information conceming a witness.”' The New York City Bar ‘Association has
opinied, however, that a lawyer shall not “friend” an unrepresented individual using
“deception.”*

In New York, there is no “deception” when a lawyer utilizes her “real name
and profile” to send a “fiiend” request to obtain information from an unrepresented
persén's social media account.™ In New York, /the: lawyer is not required to
disclose the reasons for making the “friend” requaﬂt.

The New Hampshire Bar Association, however, requires that a request to a
“friend” must “inform the witness of the lawyer’s involvement in the disputed or
litigated malter,” the disclosure of the “lawyet by name as a lawyer” and the
identification of “the client and the matter in litigation.”*> In Massachusetts, “it is
not permissible for the lawyer who is seeking information about an unrepresented
party to access the personal website of X and ask X to “friend” her without
disclosing that the requester is the lawyer for a potential plaintiff.”* The San
Diego Bar requires disglosure of the lawyer’s “aftiliation and the purpose for the
request”®” The Philadelphia Bar Association notés that the failure to disclose that

= For example, this may include: (1) sending a “friend” request on Facebook, 2) requesting to be connected
to someone on LinkedIn; or 3) following someone on Instagram,

3 See also NiH, Bar Ass'n Ethics Advisory Comny., Op. 2012-13/05 (2012);
2 NYCBA, Fortal Qp. 2010-2 (2010).

2 Id.

£ See id.

3 N Bar Ass'n Ethies Adyisory Commn, Op. 2012-13/05.

36 Magsaehusets Bar Ass’n. Comm. on Prof Eihics Op. 2014-5-(2014).

7 San Diego County By Ass'n Lesal Ethics Comin., Op. 20112201 1),
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the “intent on obtaining information and sharing it with a lawyer for use in a lawsuit
to impeach the testimony of the witness” constitutes an impermissible omission of a

“highly material fact.”®

In Oregon, there is an opinion that if the person being sought out on social
media “asks for additional information to identify [the [Jawyer, or if [the ]Jawyer has
some other reason to believe that the person misunderstands her role, [the 1]Jawyer
must provide the additional information or withdraw the request.”™

Guideline No. 4.Cy Viewing a Represented Party’s Reéstrieted Sacinl Media Website:

A lawyer shall not contact a represented person to seek to review the restricted portion
of the person’s social media profile unless an express authorization has been furnished by the
person’s counsel.

NYRPC4.1,4.2.

Comment: It is significant to note that, unlike an unrepresented individual, the ethics
rules are different when the person being contacted in order to obtain private social
media content is “represented” by a lawyer, and such a communication is
categorically prohibited.

Whether a person is represented by a lawyer, individually or through
corporate counsel, is sometimes not clear under the facts and applicable case law.

The Oregon State Bar Committee has noted that “[a]bsent actual knowledge
that the person is represented by counsel; a direct request for access to the person’s
non-public personal information is permissible,’

Caution should be used by a lawyer before deciding to view a potentiaily
private or restricted social media account or profile of a represented person that the
lawyer has a “right” to view, such as a professional group where both the lawyer and
represented person are members or as a result of being a “friend” of a “friend” of
such represented person.

" Phila, Bar Ags'n Prof] Guidange Comm., Op. Bar 2009-2 (2009).
W Oreron Siate Rar Comu.on Legal Bthics, Formal Op. 2013-189 (201 3).

i Id, See San Diego County Bar Ass’n Legal Ethies Comnte, Op. 2011-2,
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Guideline No. 4.D: Lawyer’s Use of Agents to Contact a Represented Party

As it relates to viewing a person’s social media account, a lawyer shall not order or
direct an agent to engage in specific conduct, or with knowledge of the specific conduct by
such person, ratify it, where such conduct if engaged in by the lawyer would violate any ethics

rules.

NYRPC 5.3, 8.4

Comment: This would include, inter alia, a lawyer’s investigator, trial preparation
staff, legal assistant, secretary, or :a‘gﬂnt“'l and could, as well, apply to the lawyer’s

client.5?
@ See NYCBA, Formal Op, 2010-2.(2010),
“ See also N:H Bar Ags'n Ethics Advisory Comm., Op, 2012-13/05.
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5. COMMUNICATING WITH CLIENTS

Guideline No. 5.A: Remoying Existing Social Media Information

A lawyer may advise a client as to what content may be maintained or made private on
her social media account, including advising on changing her privacy and/or security
settings.” A lawyer may also advise a client as to what content may be “taken down” or
removed, whether posted by the client or someone else, as long as there is no violation of
common law or any statute, rule, or regulation relating to the preservation of! information,
inclading legal hold obl[gations. Unless an appropriate ;record of the §ocial media
information or data is preserved, a party or nomparty, when appropriate, may not delete

information from a social media profile that is subject to a duty to preserve.
NYRPC3.1,3.3,3.4,4.1,4.2, 8.4.

Comment: A lawyer must ensure that potentially relevant information is not
destroyed “once ‘a party reasonably anticipates litigation” 5859 or in aecordance with
commion law, statute, rule, or regulation. Failure to do 50 may result in sanctions,
“[W]here litigation is anticipated, a duty to preserve evidence may arise under
substantive law. But provided that such removal does not violate the substantive law
regarding the destruction or spoliation of evidence,® there is no ethical bar to ‘taking
down’ such material from social media publications, or prohibiting a client’s lawyer
frorii advising the client to do so, parficularly inasmuch as ‘the; subsiance of the
posting is generally preserved in cybeispiice or on the user’s eomptiter,” "7 When
litigation is not pending or “reasonably anticipated,” a lawyer may more freely
advise a client on what to maintain or remove from her social media profile. Nor is
there any ethical bar to advising a client to change her privacy or security settings to
be more restrictive, whether before or after a litigation has commenced, as long as

& Mark A Berman, “Counseling a Client to Change Her Privacy Settings on Her Somal Medm Account
New York Legal Ethics Reporier, Feb. 2015, tpi//wwwinewyorklezaleihies.
privacy=seitings-on-her-social-medin-account/,

. NY.CLA, Formal Qp. 745 (2013). See Philadelphin Bar Ass'n. Guidance Comm: Op. 20145 (2014,

65

L v, EeboStar Satellite 1,.0,.C,, 93 AR:3d 33, 939 N.Y.S2d 321 (st Dep’ 2012):

- New York has not opined on a lawyer’s obligation to produce a website link that a client has utilized, but
Philadelpliia Bar Ass'n. Guidanee Comm. Op. 2014-3, noted that, with respect to a website link utilized by a client,
if it is appropriately requested in discovery, a lawyer “must make rcasonable efforts to obtain a link or other [social
media] content if the lawyer knows or reasonably believes it has not been produced by the client.”

i NYCLA, Formal ©p, 745.




social media is appropriately preserved in the proper format and such is not a
violation of law ot a court ordet,

A lawyer needs to be aware that the act of deleting electronically stored
information does not mean that such information cannot be recovered through the use
of forensic technology. This similarly is the case if a “live” posting is simply made
“unlive.”

Guideline No. 5.B: Adding New Social Medja Content

A lawyer may advise a client with regard to posting new content on a social media
website or profile, as long as the proposed content is not known to be false by the lawyer. A
lasvyer also may not “direct or fagilitate: the client's publishing of false or misleading
information that may be relevant to a claim®

NYRPC3.1,3.3,34,4.1,4.2,8.4.

Comment: A lawyér may revisw what a client plans to publish on a-social media
website in advance: of pu_blicg'_ti{;j}m' and guide the client apptopriately, including
formulating a policy on social media usage. Subject to ethics rules, a lawyer may
counsel the client to publish truthful information favorable to the client; discuss the
significance and implications of social media posts (including their content and
advisability); review how the factual context of a post may affect a person’s
perception of the post; and how such posts might be used in a litigation, including
cross-examination. A lawyer may advise a client to consider the possibility that
someone may be able to view a private social media profile through court order,
compulsory process, or unethical conduct. A lawyer may advise a client to refrain
from or limit social media postings during the course of a litigation or investigation.

a8 North Carolina State Bar 2;1]5 lg;mn! I;-, |];§, Q] ¥ (20! 1 Pl jln g,g 4_5(55 1L_(]Jm[unmﬁg]m;, On, 2014-5
(2014); Florida Bae Professional Ethics. ion 14

@ NY-CLA. Formial Op. 745.

& As social media-related evidence has increased in use in ]itigation a lawyer may consider periodically

following or checking her client’s social media communications, especially in matters where posts on social media
would be relevant to her client’s claims or defenses. Following a client’s social media use could involve connecting
with the client by establishing a LinkedIn connection, “following” the client on Twitter, or “friending” her on
Facebook. Whether to follow a client’s postings should be discussed with the client in advance. Monitoring a
client’s social media posts could provide the lawyer with the opportunity, among other things, to advise on the
impact of the client’s posts on existing or future litigation or on their implication for other issues relating to the
lawyer’s representation of the client

Pennsylvanin Bar-Ass'n Bthies Comm, Formal Op. 2014300 notes “tracking a client’s activity on social
media may be appropriate for an attorney to remain informed about the developments bearing on the client’s Ie&,al
dispute” and “an attorney can reasonably expect that opposing counsel will monitor a client’s social media account.”
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Guideline No. 5.C: [alse Social Media Statements

A lawyer is prohibited from proffering, supporting, or using false statements if she
learns from a client’s social media posting that a client’s lawsuit involves the assertion of
material false factual statements or evidence supporting such a conclusion.”

NYRPC 3.1,3.3,3.4,4.1,84.

Comment: A lawyer has an ethical obligation not to “bring or defend a proceeding,
or assert or controvert an issue therein, unless there is a basis in law and fact for
doing so that is not frivolous.””? Frivolous conduct includes the knowing assertion
of “material factual statements that ate false.” See also NYRPC 3.3; 4.1 (“In the
course of representing a client, a lawyer shall not knowingly make a false statement
of fact or law to a third person.”).

Guideline No. 5.D. ALawyeér’s Use of Client-Provided Social Media Information

A lawyer may review the contents of the restricted portion of the social media
profile of a represented person that was provided to the lawyer by her client, as long as the
lawyer did not cause or assist the client to: (i) inappropriately obtain private information
from the represented person; (ii) invite the represented person to take action without the
advice of his or her lawyer; or (iii) otherwise overreach with respect to the represented

person.
NYRPC 4.2.

Comment: One party may always seek to communicate with another party. Where a
“client conceives the idea to communicate with a represented party,” a lawyer is not
precluded “from advising the client concerning the substance of the communication”
and the “lawyer may freely advise the client so long as the lawyer does not assist the
client inappropriately to seek confidential information or invite the nonclient to take
action without the advice of counsel or otherwise to overreach the nonclient.””*
New York interprets “overreaching” as prohibiting “the lawyer from converting a
communication initiated or conceived by the client into a vehicle for the lawyer to
communicate directly with the nonclient.””

il NYCLA, Fornal Op, 745.

= NYRPC 3, i),
N NYRPC 3 103D,

T NYCHBA Formul Op, 2002-3 (2002).

1d,
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NYRPC Rule 4.2(h) provides that, notwithstanding the prohibition under
Rule 4.2(a) that a lawyer shall not “cause another to communicate about the
subject of the representation with a party the lawyer knows to be represented,”

a lawyer may cause a client to communicate with a represented
person . . . and may counsel the client with respect to those
communications, provided the lawyer gives reasonable advance
notice to the represented person’s counsel that such
communications will be taking place.

Thus, lawyers need to use caution when communicating with a client
about her connecting to or “friending” a represented person and obtaining private
information from that represented person’s social media site.

New Hampshire opines that a lawyer’s client may, for instance, send a
“friend” request or request to follow a restricted Twitter feed of a person, and then
provide the information to the lawyer, but the ethical propriety “depends on the
extent to which the lawyer diteets the client' who is :sending the [soeial mcdaal
réquest,” and whether the lawyer has complied with all other ethical obligations.
In addition, the client’s profile needs to “reasonably reveal(] the client’s identity” to

the-other person.”’

The American Bar Association opines that a “lawyer may give substantial
assistance to a client regarding a substantive communication with a represented
adversary. That advice could include, for example, the subjects or topics to be
addressed, issues to be raised and strategies to be used. Such advice may be given
regardless of who — the lawyer or the client — conceives of the idea of having the
communication . . .. [TThe lawyer may review, redraft and approve a letter or a set
of talking points Lhal the client has drafted and wishes to use in her communications

with her represented adversary. p78

76

78

N.IL Bar Ass'n Ethics Advisory Capmin,. Op. 2012-13/05(2012).

Id,

ABA, Formul Op. L1-461 (2011).
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Guideline No. 5.E: Maintaining Client Confidences and Confidential Information

Subject to the attorney-client privilege rules, a lawyer is prohibited from disclosing
client confidences and confidential information relating to the legal representation of a client,
unless the client has provided informed consent. Social media communications and
communications made on a lawyer’s website or blog must comply with these limitations.”
This prohibition applies regardless of whether the confidential client information is positive
or celebratory, negative or even to something as innocuous as where a client was on a

certain day.

Where a lawyer learns that a client has posted a review of her services on a website
or on social media, if the lawyer chooses to respond to the client’s online review, the lawyer
shall not reveal confidential information relating to the representation of the client. This
prohibition applies, even if the lawyer is attempting to respond to unflattering comments
posted by the client.

NYRPC 1.6, 1.9(c).

Comment: A lawyer is prohibited, absent some recognized exemption, from
disclosing client confidences and confidential information of a client. Under
NYRPC Rule 1.9(¢); a lawyer is generally prohibited from using or revealing
confidential information of a former client. There is, however, a “self-defense”
exception to the duty of confidentiality set forth in _]:{ul'e 1.6,%° which, as to former
clients, is incorporated by Rule 1.9(c). Rule 1.6(b)(5)(i) provides that a lawyer
“may reveal or use confidential information to the extent that the lawyer
reasonably believes necessary ... to defend the lawyer or the: lawyer’s employees
and associates against an accusation of wrongful conduet,” NYSBA Opinion
1032 applies such self-defense exception to “claims” and “charges” in formal
proceedings or a “material threat of a proceeding,” which “typically suggest the
beginning of a lawsuit, criminal inquiry, disciplinary complaint, or other

” NYRPC 1.6.
80 Comment 17 to, NYRPC Rule 1.6 provides:

When transmitting a communication that includes information relating to the representation of a
client, the lawyer must take reasonable precautions to prevent the information from coming into
the hands of unintended recipients, This duty does not require that the lawyer use special security
measures if the method of communication affords a reasonable expectation of privacy. Special
circumstances, however, may warrant special precautions. Factors to be considered in
determining the reasonablencss of the lawyer’s expectation of confidentiality include the
sensitivity of the information and the extent to which the privacy of the communication s
pratected by law or by a confidentiality agreement. A client may require the lawyer to use a
means of communication or security measures not required by this Rule, or may give informed
consent (as in an cngagement letter or similar document) to the use of ineans or measures that
would otherwise be prohibited by this Rule,

n NYSBA Op, 1632.(2014).
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procedure that can result in a Sanction” and the self-defense exception does not
apply to a “negative web pc’usting;“az As such, a lawyer cannot disclose
confidential information about a client when responding o a negative post
conéerning herself on websites such as Avvo, Yelp or Martindale Hubbell,*

A lawyer is permitted to respond to online reviews, but such replies must
be accurate and truthful and shall not contain confidential information or client
confidences. Pennsylvania Bar Association Ethics Committee Opinion 2014-300
(2014) opined that “[wlhile there are certain circumstances that would allow a
lawyer to reveal confidential client.information, a negative online client review is
not a circumstance:that invokes the self-défense exception,™" Pennsylvania Bar
Association Bthics Committee Opinion 2014-200 (2014) provides a suggested
response for a lawyer replying to negative online reviews: “A lawyer’s duty to
keep client confidences has few exceptions and in an abundance of caution 1 do
not feel at liberty to respond in a point-by-point fashion in this forum. Suffice it
to say that 1'do not believe that the post represents a fair and accurate picture of
events.”®

NYSBA, Oinjon 1032,

See Michmerhuizen, Susan  “Client  reviews:  Your  Thumbs Down  May  Come

Back

i\[gm:_gl.’%err’canbar. org. Your ABA, September 2014, Web. 3 March 2015.

“Pennsylvania Bar Associntion Ethics Committee, Formal Op, 201:4-300.

Pennsylvania Bar Association Ethics Committee Opinion 2014-200.
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6. RESEARCHING JURORS AND REPORTING JUROR MISCONDUCT

Guideline No. 6.A: Lawyers May Conduct Social Media Research

A lawyer may research a prospective or sitting juror’s public social media profile, and
posts.

NYRPC3.5,4.1,5.3, 8.4,

Comment: “Just as the internet and social media appear to facilitate juror
misconduct, the same tools have expanded an attorney’s ability to conduct research
on potential and sitting jurors, and clients now often expect that attorneys will
conduct such research. Indeed, standards of competence and diligence may requ1rc
/doing everything reasonably possible to learn about the jurors who will sit in

judgmenton a case.”

The ABA |ssued

which nay malude postings by the juror or potenﬁal jumrm\ advance of and during f
trial,”Y" There Is a strong pubhc interest in identifying jurors who might be tainted.
by improper bias ot prejudice”*® However, Opinion 466 dossnot address “Whether
the standard of care for cumpstent iaw\(yer performance requires using Internet
research to locate information about jurors.’

e See NYCBA Formal O, 20122 (2012),

4 See Ameriomn Bar Ass'n Comm. op Ethics & Prof’l Responsibility, Furinnl Op, 11-4606.
. 1d.

89 1d,
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Guideline No. 6.B: A Juror’s Social Media Profile May Be Viewed as Long as There Is No
Communication with the Juror '

A lawyer may view the social media profile of a prospective juror or sitting juror
provided that there is no communication. (whether initinted by the lawyer, her agent or
automatically generated by thé-social media network) with the juror.”

NYRPC 3.5,4.1,5.3, 8.4.

Continent: Lawyers need “always use eaution: when condueting [jury] research” to
ensure that no communication‘with the prospective or sitting jury-takes place.”!

Contact by a la
example, ABA. Formal Op. 466 opines that it would be a prohibited ex parte
‘communication for a lawyer, or the lawyer's agent, to send an “aceess request” to
view the private portion of a juror’s or potential juror’s Internet p,mse_nce_.” This
type of communication would be “akin to driving down the juror’s street, stopping
the car, getting out; and asking the juror for permission to look inside the juror’s
house because the lawyer cannot see enough when justdriving past,™?

wyer with jurors through social media is forbidden. For

43, and NYCBA, Formal Op..2012-2 have opined

that even inadvertent contact with a prospective juror or sitting juror cansed by an
automatic notice generated by a social media network may be considered a technical
ethical violation: Néw Yorl ethics opiniohs: also draw distinction between public
and privam‘jumr'infézmdt’imf‘ They opine that viewing the public portion of a
social media profile is ethical as long as there is no automatic message sent to the
account owner of such viewing (assuming other ethics rules are not implicated by
such viewing).

In contrast to the above New York opinions, ABA, Formal Op, 466 opined
that “[t]he fact that a juror or a potential juror may become aware that a lawyer is
reviewing his Internet presence when a network setting notifies the juror of such
does not constitute a communication from the lawyer in violation” of the Rules of
Professional Conduct (emphasis added).”” According to ABA, Forinal Op. 466, this
type of notice is “akin to a neighbor’s recognizing a lawyer’s car driving down the

s NYCBA, Formal Op. 2012-2; see also Oreeon State Bar Comny, on

. Vingent 1, Syracyse & Mutthesy R, Maron, detormey Professionalisny Fornm, 85 NUY . St BLALL 50 (2013).

2 See ABA, Forial Op. 14-466.
93 1.
94 1d,
. See ABA Formal Op, 14166,
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juror's street and telling the juror that the Jawyer had been seen driving down the
: 2196
street,

While ABA, Formal Op. 466 noted that an automatic notice’’ sent to a juror,
from a lawyer passively viewing a juror’s social media network does not constitute
an improper communication, a lawyer must: (1) “be aware of these automatic,
subscriber-notification procedures” and (2) make sure “that their review is
purposeful and not crafted to embanass, delay, or burden the juror. or the
pmt:_q__cdih_g."“ Moreover, ABA, Formal Op. 466 suggests that “judges should
consider advising jurors during the orientation process that their backgrounds will be
of fiferest to the litigants and that the lawyeis in the case may invest'iggate their
backgrounds,” including a juror’s or potential juror’s social media presence. J

The American Bar Association’s view has been criticized on the basis of the
possible impact such communication might have on a juror’s state of mind and has
been deemed more analogous to the improper communication where, for instance,
“a] lawyer purposefully drives down a juror’s street, observes the juror’s property
(and perhaps the juror herself), and has a sign that says he is a lawyer and is engaged
in researching the jutor for the pcndln% trial knowing that a neighbor will advise the
juror of this drive-byand the signage.”

A lawyer must take measures to ensure that a lawyer’s social media research
does not come to the attention of the juror or prospective juror. Accordingly, due to
the ethics opinions issued in New York on this topic, a lawyer in New York when
reviewing social media to perform juror research needs to perform such research in a
way that does not leave any “footprint” or notify the [iuror that the lawyer or her
agent has been viewing the juror's social media profile. =

The New York opinions cited above draw a distinetion between public and
private juror information.'® They opine that viewing the public portion of a social

. Id. See Pennsylvania Bar  Ass'h Bthics Comm. Farinal. Op, 2014:300 (“{t}here is no ex partfe

communications ifthe social netwarking website independently notifies users when the page has been viewed.”).

o For instance, currently, if a lawyer logs into LinkedIn, as it is currently configured, and performs a search and
clicks on a link to a LinkedIn profile of a juror, an aufomatic message may well be sent by LinkedIn to the juror whose
profile was viewed advising of the identity of the LinkedIn subscriber who viewed the juror’s profile. In order for that
reviewer's profile not to be identified through Linkedln, that person must change her settings so that she is anonymous
or, alternatively, to be fully logged out of her LinkedIn account.
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1d,

99 1d,

£ See Mark A. Berman, Ignatius A. Grande, and Ronald J. Hedges, “Why American Bar Assogiafion Opinion
on Jurars and Soginl Medin Falls Short,” New York Law Journal (May 5, 2014),

= See NYCIBA, Formal Op.2012-2 and NYCLA: Formal Op, 743,

i See Id,

1
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media profile is ethical as long as there is no notice sent to the account holder
indicating that a lawyer or her law firm viewed the juror’s profile and assuming
other ethics rules are not implicated. However, such opinions have not taken a
definitive position that such unintended automatic contact is subject to discipline.

The American Bar Association and New York opinions, however, have not
directly addressed whether a lawyer may non-deceptively view a social media
account that from a prospective or sitting juror’s view is putatively private, which
the lawyer has a right to view, such as an alumni social network where both the
lawyer and juror are members or whether access can be obtained, for instance, by
being a “friend” of a “friend” of a juror on Facebook.

Guideline No. 6.C: Deceit Shall Not Be Used to View a Juror’s Social Media,

A lawyer may not make misrepresentations or engage in deceit in order to be able to
view the social media profile of a prospective juror or sitting juror, nor may a lawyer direct
others to do so.

NYRPC 3.5,4.1, 5.3, 8.4.

Comment: An “attorney must not use deception—such as pretending to be someone
‘8lée—to ‘gain access to information about a juror that would otherwise be

unﬂ?ai!able.”-}'m

Guideline No. 6.D: Juror Contact During Trial

After a juror has been sworn in and throughout the trial, a lawyer may view or monitor
the social media profile and posts of a juror provided that there is no communication (whether
initiated by the lawyer, her agent or automatically generated by the social media network) with
the juror.

NYRPC 3.5, 4.1, 5.3, 8.4.

Comment: The concerns and issues identified in the comments to Guideline No. 6.B
are also applicable during the evidentiary and deliberative phases of a trial.

A lawyer must exercise extreme caution when “passively” monitoring a
sitting juror’s social media presence. The lawyer needs to be aware of how any
social media service operates, especially whether that service would notify the juror
of such monitoring or the juror could otherwise become aware of such monitoring or
viewing by lawyer. Further, the lawyer’s review of the juror’s social media shall not
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burden or embarrass the juror or burden or delay the proceeding.

These later litigation phases present additional issues, such as a lawyer
wishing to monitor juror social media profiles or posts in order to determine whether
a juror is failing to follow court instructions or engaging in other improper behavior.
However, the risks pased at this stage of litigation are greater than during the jury
selection-process and could result in a mistrial,'™

[While an inadvertent communication with a venire member may
result in an embarrassing revelation to a court and a disqualified
panelist, a communication with a juror during trial can cause a
mistrial. The Committee therefore re-emphasizes that it is the
altorney’s duty to understand the functionality 6f any Sogial miedia
service she chooses to utilize and to act with the utmost.caution: o

ABA, Formal Op. 466 permits passive review of juror social media postings,
in which an automated response is sent to the juror, of a reviewer's Internet
“presence,” even during trial absent court instructions prohibiting such conduct. In
one New York case, the review by a lawyer of a juror’s LinkedIn profile during a
trial almost led to a mistrial. During the trial, a juror became aware that an attorney
from a firm representing one of the parties had looked at the juror’s LinkedIn profile.
The juror brought this to the attention of the court stating “the defense was checking
on me on social media” and also asserted, “I feel intimidated and don’t feel I can be
obj ective.”'% This case demonstrates that a lawyer must take caution in conducting
social media research of a juror because even inadvertent communications with a

juror presents risks.”%

It might be appropriate for counsel to ask the court to advise both
prospective and sitting jurors that their social media activity may be researched by
attorneys representing the parties. Such instruction might include a statement that
it is not inappropriate for an attorney to view jurors’ public social media. As
noted in ABA. Formal Op. 466, “[d]iscussion by the trial judge of the likely
practice of trial lawyers reviewing juror ESM during the jury orientation process
will dispel any juror misperception that a lawyer is acting improperly merely by
viewing what the juror has revealed to all others.on the same network.”

o Rather than risk inadvertent contact with a juror, a lawyer wanting to monitor juror social media behavior
might consider seeking a court order clarifying what social media may be accessed.
g g Yy

= See NYGBA, Formal Op. 2012-2.

. See Richard Vanderford, "Lipkedln Search Nearly Upends BofA Mortsose Fraud Trinl,” Law360 (Sept.
27,2013).
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Lo ABA, Pormnl Op. 19-466,
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Guideline No. 6.E: Juror Misconduct

In the event that a lawyer learns of possible juror misconduct, whether as a result of
‘reviewing a sitting juror’s social media profile or posts, or otherwise, she must promptly bring
‘it to-the' court’s attention,'®

NYRPC 3.5, 8.4.

Comments: An attorney faced with potential juror misconduct is advised to
review the ethics opinions issued by her controlling jurisdiction, as the extent of
the duty to report juror misconduct varies among jurisdictions. For example,
ABA, Formal Op. 466 pertains only to criminal or fraudulent conduct by a juror,
rather than the broader concept of improper conduct. Opinion 466 requires a lawyer
to take remedial steps, “including, if necessary, informing the tribunal when the
lawyer discovers that a juror has engaged in criminal or fraudulent conduct related to

the procee.tfi'raj‘;;-.’jll 10

New York, however, provides that “a lawyer shall reveal promptly to the
court improper conduct by a member of the venire or a juror, or by another toward a
member of the venire or a juror or a member of her family of which the lawyer has
know]o:aclgtz."l'l If a lawyer learns of “juror miseonduct” due - to: soeial media
research, he or she “must” promptly notify the court, “Attorneys must usg their
best judgment and good faith in determining whether a juror has acted
improperly; the attarneg/ cannot consider whether the juror’s improper conduct
beriefits the attomey.”"'

- See NYCLA, Op. 743; NYCBA, Op. 2012-2,

. See ABA, Formal Op. 14-4066,

i NYRPE 3.5(d);

" NYEBA, Op, 2012-2.

e 1d. See Pennsylvania Bar Assn, Ethies Comi., Formal Op. 2014300 (“a lawyer may be required to notify
the court of any evidence of juror misconduct discovered an a social networking website,”).
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s USING SOCIAL MEDIA TO COMMUNICATE WITH A JUDICIAL OFFICER

A lawyer shall not communicate with a judicial officer over social media if the lawyer
intends to influence the judicial officer in the performance of his or her official duties.

NYRPC 3.5, 8.2 and 8.4.

Comment: There are few New York ethical opinions addressing lawyers’
communication with judicial officers over social media, and ethical bodies
throughout the country are not consistent when opining on this issue. However,
lawyers should not be surprised that any such communication is fraught with peril as
the “intent” of such communication by a lawyer will be judged under a subjective
standard, including whether retweeting a judge’s own tweets would be improper.

A lawyer may communicate with a judicial officer on “social media websites
provided the purpose is not to influence:the judge, and reasonable effans areitaken to
ensure that there is no ex parte or Gther prohibited: communication,” ' which is
consistent with NYRPC 3.5(n)(1) which forbids a lawyer from “seek[ing] to or
caus[ing] another person to influence a judge, official or employee of a

1.” 15

tribunal.

It should be noted that New Y g 7€ 9.2009) provides that
a judge who otherwise complies with the Rules Govermng Judlclal Conduct may join and make
use of an Internet-based social network. A judge choosing to do so should exercise an
appropriate degree of discretion in how he/she uses the social network and should stay abreast of
the features of any. siich ; semca hefsha usés a8 few idevelopments may inpact his/lier duties
under the Rules.” fork Committee on Judicial Eiliics Opinion 08+176 furthet
opines that:

[A] judge also should be mindful of the appearance created when
he/she establishes a connection with an attorney or anyone else
appearing in the judge’s court through a social network. In some
ways, this is no different from adding the person’s contact
information into the judge’s Rolodex or address book or speaking
to them in a public setting. But, the public nature of such a link
(i.e., other users can normally see the judge’s friends or
connections) and the increased access that the person would have
to any personal information the judge chooses to post on his/her
own profile page establish, at least, the appearance of a stronger
bond. A judge must, therefore, consider whether any such online

i Penpsylvania Bar Assn. Ethics Comn., Formal Op, 2014-300,

e NYRPC 3.560(1);

HS Mew York Advisory Committee on Judicial Eihigs Opinjon 08-176
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connections, alone or in combination with other facts, rise to the
level of a “close social relationship” requiring disclosure and/or

recusal.

See New York Adyisory Committee on Judicial Ethics Opinion [3-39 (May 28,
2013) (“the mere status of being a ‘Facebook friend,” without more, is an
insufficient basis to require recusal. Nor does the committee believe that a judge's
impartiality may reasonably be questioned (see 22 NYCRR 100.3[E][1]) or that
there is an appearance of impropriety (see 22 NYCRR 100.2[A]) based solely on
having previously ‘friended’ certain individuals who are now involved in some

manner in a pending action.”).
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APPENDIX
DEFINITIONS

Social Media (also called a social network): An Internet-based service allowing people to
share content and respond to postings by others. Popular examples include Facebook, Twitter,
YouTube, Google+, LinkedIn, Foursquare, Pinterest, Instagram, Snapchat, Yik Yak and Reddit.
Social media may be viewed via websites, mobile or desktop applications, text messaging or other
electronic means.

Restricted: Information that is not available to a person viewing a social media account
because an existing on-line relationship between the account holder and the person seeking to view it
is lacking (whether directly, e.g., a direct Facebook “friend,” or indirectly, e.g., a Facebook “friend of
a friend”). Note that content intended to be “restricted” may be “public” through user error in
seeking to protect such content, through re-posting by another member of that social media network,
or as a result of how the content is made available by the social media network or due to

technological change.

Public: Information available to anyone viewing a social media network without the need for
permission from the person whose account is being viewed, Public information includes content
available to all members of a social media network and content that is accessible to non-membets.

Friendipg: The process through which the member of a social media network designates
another person as a “friend” in response to a request to access Restricted Information. “Friending”
may enable a member’s “friends” to view the member’s restricted content. “Friending” may also
create a publicly viewable identification of the relationship between the two users. “Friending” is the
term used by Facebook, but other social media networks use analogous concepts such as “Circles”
on Google+ or “Follower” on Twitter or “Connections” on LinkedIn.

Posting o Pest: Uploading public or restricted content to a social media network. A post
contains information provided by the person, and specific social media networks may use their own
term equivalent to a post (e.g., “Tweets” on Twitter).

Piofile; Accessible information about a specific social media member. Some social media
networks restrict access to members while other networks permit a member to restrict, in varying
degrees, a person’s ability to view specified aspects of a member’s account or profile. A profile
contains, among other things, biographical and personal information about the member. Depending
on the social media network, a profile may include information provided by the member, other
members of the social media network, the social media network, or third-party databases.
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Admission and Use of Social Media Evidence at IAB
Hearings

Prepared by: Susan D. Mack, Esq.

This Board is charged with the duty of ensuring that a fair hearing on the merits of a case is held so that
there is a just determination of every petition. See DEL. CODE ANN. tit. 19, § 2301A(i). Evidentiary
decisions by the IAB must therefore be made to ensure a fair hearing on the merits and 2 just
determination of every petition. This applies to social media evidence the same as any other evidence.

What Do the Delaware IAB Rules Say About the Admission of Evidence?
Del. IAB Rule No. 14(C), Evidence:

The rules of evidence applicable to the Superior Court of the State of Delaware shall be
followed insofar as practicable; however, that evidence will be considered by the Board
which, in its opinion, possesses any probative value commonly accepted by reasonably
prudent persons in the conduct of their affairs. The Board may, in its discretion,
disregard any customary rules of evidence and legal procedures so long as such a
disregard does not amount to an abuse of discretion.

Del. TAB Rule No. 9(B)(5)(g) requires the Pre-trial Memorandum to contain “notice of the intent
to use any movie, video or still picture and either a copy of the same or information as to where
the same may be viewed.” Rule No. 9(B)(6) allows for amendment of the Pre-Trial
Memorandum at any time prior to 30 days before the hearing. The 30-day notice requirement
may be waived or modified by consent of the parties or by the Board upon written motion.

What Have the Courts said About the Applicability of Rules of Evidence to the IAB?

The Courts have long recognized that an administrative board such as the Industrial Accident
Board is not bound by the formal rules of evidence that govern jury trials. Delaware Home and
Hospital v. Martin, C.A. No. K11A-07-001, slip op. at *5 (Del. Super. Ct.,Feb. 21, 2012) (citing
Torres v. Allen Family Foods, 672 A.2d 26, 31 (Del. 1995)). This is because administrative
agencies operate less formally than courts of law. Standard Distributing Co. v. Nally, 630 A.2d
640, 647 (Del. 1993). Generally, the Board will hear “all evidence which could conceivably
throw light on the controversy.” Ridings v. Unemployment Ins. Appeal Bd., 407 A.2d 238, 240
(Del. Super. Ct. 1979). Nonetheless, the Board may not relax rules which are designed to ensure
the fairness of the procedure, for example, the fundamental right to confront witnesses, to cross-
examine them, to refute them, and to have a record of their testimony. Delaware Home and
Hospital, C.A. No. K11A-07-001, slip op. at *5-*6. In other words, fundamental principles of
justice, such as due process, need to be observed. See General Chemical Div., Allied Chemical
& Dye Corp. v. Fasano, 94 A.2d 600, 601 (Del. Super. 1953).



Superior Court’s Role in Reviewing Evidentiary Decisions

MacFadyen v. Total Care Physicians, C.A. No. N15A-05-001, 2015 WL 9303624 (Del. Super.
Ct. Dec. 15, 2015).

Claimant appealed Board decision in part based on its decision allowing the employer to
use photographs taken from claimant’s public Facebook profile as impeachment evidence
without prior notice to claimant. The Court found that the Board did not abuse its discretion in
permitting the Facebook photos as impeachment evidence, despite the employer’s failure to
adhere to Board Rule 9(B)(5)(f), which requires pre-trial notice of the intent to use any movie,
video or still picture. The Court first noted that the Board had not actually admitted the
photographs as substantive evidence, but rather limited their use to impeachment of claimant’s
testimony. The Court then described its “limited role in Board decisions, particularly with
respect to evidentiary considerations,” and found the Board to be “well within its authority to
permit Employer to use Claimant’s Facebook photos as impeachment evidence in this context.”
Id. at *4. The Court found that the Board’s decision was not clearly unreasonable or capricious
and it did not exceed the bounds of reason in view of the circumstances or produce injustice.
Claimant had testified that she could not hold her grandchildren with her injured arm, and the
Court concluded that fairness required the employer to be able to impeach claimant, including
with photographs showing claimant holding her grandchildren with her injured arm.

Notably, the Court in MacFadyen compared its decision to the seemingly opposite
decision in Harasika v. State, 2013 WL 1411233 (Del. Super. Ct. Feb. 28, 2013). In Harasika,
the Board refused to allow the employee to use photographs to impeach an expert medical
witness where the employee failed to provide proper notice of the intent to use the photos
pursuant to Board Rule 9. The Superior Court affirmed the Board’s decision. The Court in
MacFadyen noted that, in both MacFadyen and Harasika, the Superior Court refused to disrupt
the Board’s decision due to the Court’s limited role of review on appeal, particularly for
evidentiary issues.

IAB Cases Discussing Social Media
Production and Preservation of Social Media Evidence

The Employer moved to compel Claimant to fully comply with its request for production
of social media information, specifically the postings on Claimant’s Facebook page since the
date of the accident. Claimant had raised privacy objections to producing information that was
not accessible to the general public on Facebook. The Employer clarified that it was not
requesting private messages to and from Facebook friends. The Employer was requesting wall
posts/comments, photographs, videos, status updates, events and/or groups. The Board granted
the motion and ordered production of the requested social media. Stokes v. Lyneer Staffing, Del.
IAB, Hrg. No. 1421064 (April 16, 2015) (Order). [available on databasc]

The Employer moved to compel Claimant to permit the Employer to inspect and obtain
relevant information from her social networking sites and to compel Claimant to preserve all
relevant information contained on her social networking sites since the occurrence of the alleged
work accident. The Employer learned about relevant social media information from co-workers
and then later was told some of the information had been removed or deleted from Claimant’s



Facebook page. The motion was granted by the Board. Baker v. State of Delaware, Del. 1AB,
Hrg. No. 1420321 (Feb. 12, 2015) (Order). [available on database]

The Hearing Officer found no actual prejudice to Employer from spoliation of social
media evidence where the Employer had obtained and retained photographs posted to Claimant’s
Facebook page prior to Claimant deleting the photographs. The claims adjuster had performed a
Facebook investigation of Claimant and obtained photographs of Claimant’s engaging in vatious
social activities, These photographs were produced to Claimant by the Employer during
discovery. The Employer was permitted to use the photographs to impeach Claimant’s
testimony during the hearing but the photos were not admitted into evidence. Wright v.
Christiana Care Health Svcs., Del. IAB, Hrg. No. 1401923, slip op. at *20 and n.13 (Dec. 29,
2014).

Use of Social Media Evidence at IAB Hearings

On Petition for Review, Claimant insisted he was still totally disabled from work despite
medical’ evidence from the treating physicians and the employer’s doctor indicating he could
return to limited duty work. The Employer presented videos claimant had posted of himself on
You Tube that showed him lip syncing while dancing, singing, playing keyboards, and sitting in
a swivel chair and swiveling while singing. Claimant testified that he has posted other videos
showing him crying, describing his unbearable pain, and describing his depression. The Hearing
Officer relied on the medical testimony to terminate total disability. In a footnote, the Hearing
Officer indicated the You Tube videos did not affect the outcome of the case. Nonetheless, she
noted that Claimant did not present as totally disabled on the videos. Claimant appeared
physically fit, moved well, maintained focus, and displayed the capability to do various
activities. Atkinson v. A.T. Systems, Del. IAB, Hrg. No. 1245432 (May 30, 2012). [available on
database]

For a DCD petition, Claimant produced Facebook photos to the Employer and these were
introduced into evidence at the hearing. The photos showed claimant going out and socializing
and on two trips for her husband’s softball tournaments during a time period when she claimed to
be disabled. A supervisor testified that two co-workers brought the Facebook posts to his
attention while claimant was out of work. He acknowledged that claimant had some issues with
her peers. Claimant pointed out during her testimony that the photos did not show her engaging
in any physical activity. Baker v. State of Delaware, Del. 1AB, Hrg. No. 1420321 (July 23,
2015). '

On DACD petition, the Board allowed the Employer to cross-examine the Claimant
about a Facebook photograph showing him holding a trophy from a basketball league. Claimant
had testified that he was captain of a basketball team but did not actually play. Claimant
objected to the use of the photograph. The Employer admitted that the photo was not produced
until the day before the hearing, but the Employer represented that the picture is publicly
available on Facebook. In a footnote, the Board explained that because the photograph was
publicly available and used for impeachment purposes, they allowed questioning about the
photo. Ortiz v. County Environmental Co., Del. IAB, Hrg. No. 1341710 (Nov. 12, 2013).
[available on database]



In contrast to Ortiz, the Board in another case did not permit use of photographs,
including some from Facebook, during cross-examination of Claimant where the photographs
were not produced 30 days before the hearing. Employer was allowed to use Facebook photos of
Claimant riding a mechanical bull that were produced 30 days in advance to impeach Claimant
on crossexam. However, the photos were undated, according to the testimony, and Dr. Rodgers
commented that he could not tell if Claimant was shown still or in motion. Claimant admitted
riding a mechanical bull one time but he could not recall whether this was before or after the
work accident. The Board found Claimant’s overall testimony very credible and awarded
permanency benefits for the low back based on the opinion of Dr. Rodgers. Hynes v. Urgent
Ambulance Service, Del, IAB, Hrg. No. 1401914 (Oct. 29, 2015). [available on database]

Agreement as to Compensation Declared Null and Void Based on Soclal Media Evidence

The Board relies in part on social media evidence to declare an Agreement as to
Compensation null and void on the basis of fraud. Prior to the hearing on Employer’s petition
for review of the workers’ compensation agreement, Claimant had entered into a consent
agreement with the Delaware Department of Insurance to pay restitution to the workers’
compensation insurance company and fines due to her failure to disclose she was gainfully
employed while the insurer was paying her total disability benefits. Facebook entries that post-
dated the work accident provided evidence that Claimant was in fact working at the same time
she was receiving total disability pursuant to the Agreement as to Compensation she had entered "
into with the Employer. In addition, a Facebook entry revealed a slip and fall on ice that
occurred the day before the agreed-upon work accident date, which was also a slip and fall on
ice. The Board agreed to declare the Agreement as to Compensation null and void because of
Claimant’s misconduct, misrepresentations, and false representations. Scott v. Caring for Life,
Del. IAB, Hrg. No. 1407950 (Jan. 26, 2015). [available on database]

Referral to Fraud Prevention Bureau Based on Social Media Evidence

At a legal hearing, the Employer requested immediate termination of tota] disability and
referral of claimant to the State Fraud Prevention Bureau based on Claimant running home-based
businesses and receiving income from them. A private investigator reviewed claimant’s
Facebook page and other social media and concluded that claimant was actively operating a
home-based business over the internet. Claimant produced a Paypal transaction ledger that
reflected transactions on her Paypal debit card, and this was offered into evidence by the
employer. Claimant admitted setting up the business several months after going onto total
disability and the business had a webpage and a Facebook business page. She did not notify the
insurance adjustor of the business or her earnings from the business. The Board referred the
matter to the Fraud Prevention Bureau for further proceedings and terminated total disability as
of the date of the legal hearing. The Board also established a partial disability rate based on a
minimal amount of earnings shown by the Paypal log. Beatson v. Domino’s Pizza, Del. 1AB,

Hrg. No. 1398518 (July 29, 2015).




AMERICAN BAR ASSOCIATION

Formal Opinion 462 February 21, 2013
Judge's Use of Electranic Social Networking Media

A judge may participate in electronic social networking, but as with all social relationships and contacts,
Judge must comply with relevant provisions of the Code of Judicial Conduct and avoid any conduct that
would undermine the judge’s independence, integrity, or impartiality, or create an appearance of
impropriefy. !

In this opinion, the Committee discusses a judge’s participation in electronic social networking.
The Committee will use the term “electronic social media” (“ESM”) to refer to internct-bascd clectronic
social networking sites that require an individual to affirmatively join and accept or reject connection with

particular persons,
Judges and Electronic Social Medin

In recent years, new and relatively easy-to-use technology and sofiware have been introduced that
allow users to share information about themselves and to post information on others' social networking
sites. Such technology, which has become an everyday part of worldwide culture, is frequently updated,
.and different forms undoubtedly will emerge.

Social interactions of all kinds, including ESM, can be beneficial 1o judges to prevent them from
being thought of as isolated or out of touch.  This opinion examines to what extent a judge’s participation
in ESM raises concerns under the Model Code of Judicial Conduct.

Upon assuming the bench, judges accept a duty to “respect and honor the Judicial office as a
public trust and strive to maintain and enhance confidence in the legal system,”* Although judges are full-
fledged members of their communities, nevertheless, they “should expect to be the subject of public
serutiny that might be viewed as burdensome if applied to other citizens....”" All of a judge’s social
contacts, however made and in whatever context, including ESM, are governed by the requirement that
judges must gtall timesiact in a manner “that prometes public confidence in the independence, integrity,

‘and impartialityof the jidiciary,” and must “avoid impropriety and the appearance of impropriety.”* This:

requires that the judge be sensitive to the appearance of relationships with others.

The Model Code requires judges to “imaintain the dignity of judicial office at all times, and avoid
both impropriety and the appearance of impropriety in their professional and personal lives."® Thus judges
must be very thoughtful in their interactions with others, particularly when using ESM. Judges must
assume that comments posted to an ESM site will not remain within the circle of the judge’s connections.
Comments, images, or profile information, some of which might prove embarrassing if publicly revealed,
may be electronically transmitted without the judge's knowlcdge or permission to persons unknown Lo the
judge or to other unintended recipients. Such dissemination has the potential to compromise or appear to

" This opinion is based on the ABA Madel Code of Judicial Conduct as amended by the ABA House of Delegates
through Augnst 2012. The laws, court rules, regulations, rules of professional and judicial conduct, and opinions
promulgaled in individual jurisdictions are controlling,

% This opinion does not address other activities snch as blogging, participation on discussion boards or listserves, and
interactive gaming,

» Model Code, Preamble [1]

¢ Model Code Rule 1.2 ¢ml. 2.

5 Model Cade Rule 1.2, 8t see Dahlia Lithwick and Graham Vyse, "Tweet Juslice,” Stare (Aprit 30, 2010),
(deseribing how state judge circumvents cthical rules prohibiting ex parle communications between judges and lawyers
by asking lawyers to "de-fricnd” her from their ESM page when they're (rying cases before her; judge also used he
ESM  account o monitor slatus  updates by Jawyers  who appeared  before  her),  article  availuble  at
hitpiAwvaay.slate.comZurticles/mews_and_politics/jutisprudence/2010/04/tweet_justice honl

® Model Code, Prenmble (2],
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compramise the independence, integrity, and impartiality of the judge, as well as to undermine public
confidence in the judiciary.

There are obvious differences between in-person and digital social interactions. In contrast to
fluid, face-to-face conversation that usually remains among the participants, messages, videos, or
photographs posted to ESM may be disseminated to thousands of people without the consent or knowledge
of the original poster. Such data have long, perhaps permanent, digital lives such that statements may be
recovered, circulated or printed years after being sent. In addition, relations over the internet may be more
difficult to manage because, devoid of in-person visual or vocal cues, messages may be taken out of
context, misinlerpreted, or relayed incom:city.’

A judge who participates in ESM should be mindful of relevant provisions of the Model Code. For
example, while sharing comments, photographs, and other information, a judge must keep in mind the
requirements of Rule 1.2 that call upon the judge to act in a manner that promotes public confidence in the
judiciary, as previously discussed. The judge should not form relationships with persons or organizations
that may violate Rule 2.4(C) by conveying an impression that these persons or organizations are in a
position to influence the judge. A judge must also take care to avoid comments and interactions that may be
interpreted as ex parte communications concerning pending or impending matters in violation of Rule
2.9(A), and avoid using any ESM site to obtain information regarding a matter before the judge in violation
of Rule 2.9(C). Indeed, a judge should avoid comment about a pending or impending matter in any court to
comply with Rule 2,10, and take care not to offer legal advice in violation of Rule 3.10.

There also may be disclosure or disqualification concerns regarding judges participating on ESM
sites used by lawyers and others who may appear before the judge.” These concerns have been addressed in
judicial ethics advisory opinions in a number of states, The drafting committees have expressed a wide
range of views as to whether a judge may “friend” lawyers and others who may appear before the judge,
ranging from outright prohibition to permission with appropriate cautions. % A judge who has an ESM
connection with a lawyer or party who has a pending or impending matter before the court must evaluate
that ESM connection to determine whether the jUdgie should disclose the relationshiip  prior 10, or at the
initial appearance of the person before: the court. ' In this regard, context is significint,"* Simple

7 See Model Code Rule 1.2 cmt. 3. Cf New York Jud. Eth. Adv. Op. 08-176 (2009) (judge who uses ESM should
exercise appropriate degree of discretion in how to use the social network and should stay abreast of features and new
developments that may impact judicial duties). Regarding new ESM website developments, it should be noted that if
Jjudges do not log onto their ESMisites on a somewhat regular basis, they are at risk of not knowing the latest update in
privacy settings or terms of service that affect how their personal information is shared. They con climinate this risk by
deactivating their accounts,

% Jeffrey Rosen, “The Web Means the End of Forgetting”, N.Y. TIMES MaagazINE (July 21, 2010) accessible at
hitp://www.nytimes,.com/2010/07/25/magazine/25privacy-12 hitm|?pagewanted=all,

? See, e.g., California Judges Ass'n Judicial Ethics Camm. Op. 66 (2010) (judges may not includc in social network
lawyers who have case pending before judge); Florida Sup. Ct. Jud. Eth. Adv. Comm. Op. 2009-20 (2009) (judge may
not include lawyers who may appear before judge in social network or permit such lawyers 1o add judge to their social
network circle); Ethics Committee of the Ky. Jud. Formal Jud. Eth. Op. JE-119 (judges should be mindful of "whether
on-line connections alone or in combination with other [ucts rise to the level of 'a close social relationship™ that should
be disclosed and/or require recusal); Ohio Sup. Ct, Bd, of Comm'rs on Gricvances and Discipline Op. 2010-7 (2010)
(judge may have ESM relationship with lnwyer who appears as counsel in case before Judge as long as relationship
comporls with ethics rules); South Caralina Jud. Dep't Advisory Comm. on Standards of Jud. Conduct, Op. No. 17-
2009 (magisirate judge may have ESM relationship with lawyers as long as they do not diseuss anything related lo
judge’s judicial position). See afso John Schwartz, “For Judges on Facebaok, Friendship Has Limits," N.Y. TIMES,
Dec. 11, 2009, at A2S5. Cf. Florida Sup. Ct. Jud. Eth. Adv. Comm. Op. 2010-04 (2010) (judge's judicial assistant may
add lawyers who may appear before judge to social networking site as long as the activity is conducted entirely
independent of judge and withoul reference to judge or judge’s office).

10 See discussion in Geyh, Alfini, Lubct and Shaman, JUDICIAL CONDUCT AND Ernics (3™ Edition, forthcoming),
Section 10.05E.

' Californin Judges Assn. Judicial Ethics Comm. Op. 66 ( nced (or disclosure arises from peculiar nuture of online
social networking sites, where cvidence of connection between lawyer and judge is widespread bul nature of
connection may not be readily apparent). See also New York Jud. Eth. Adv. Op. 08-176 (judge must consider whether
any online connections, nlone ar in combination with other facts, rise to level of close social relationship requiring
disclosure and/or recusal); Ohio Opinion 2010-7 (same).

12 Elorida Sup. Ct. Jud. Eth. Adv. Comm. Op. 2010-06 (2010) (judge who is member of voluntary bar association nol
required 10 drop lawyers who are also members of that organization from organization’s ESM sile; members use the
site lo communicate among themsclves about organization and other non-legal matters). See also Raymond McKoski,
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designation as an ESM connection does not, in and of its¢lf, indicate the.degree or intensity of a judge’s
relationship with a person.

Because of the open and casual nature of ESM communication; a judge will seldom have an
affirmative duty to disclose an ESM connection. If that connection includes current and frequent
communication, the judge must very carefully consider whether that connection must be disciosed. When a
judge knows that a party, a witness, or a lawyer appearing before the judge has an ESM connection with the
judge, the judge must be mindful that such connection may give rise to the level of social relationship or
the perception of a relationship that requires disclosure or recusal." The judge must remember that
personal bias or prejudice concerning a party or lawyer is the sole basis for disqualification under Rule 2.11
that is not waivable by parties in a dispute being adjudicated by that judge. The judge should conduet the
stime analysis that most be made whenever matters befare the court inyolve persons the judge knows or has
u connection with prafessionally or personally. '* A judge should disclose on the record information the
judge believes the parties or their lawyers might reasonably consider relevant to a passible mation for
disqualification even if the judge believes there is no basis for the disqualification.’ For example, a judge
may decide to disclose that the judge and a party, a party’s lawyer or a witness have an ESM connection,
but that the judge believes the connection has not resulted in a relationship requiring disqualification.
However, nothing requires a judge to search all of the judge’s ESM connections if a judge does not have
specific knowledge of an ESM connection that rises to the level of an actual or perceived problematic
relationship with any individual.

Judges’ Use of Electronic Social Media in Election Campaigns

Canon 4 of the Model Code permits a judge or judicial candidate to, with certain enumerated
exceptions, engage in political or campaign activity. Comment [1] to Rule 4.1 states that, although the Rule
imposes "narrowly tailored restrictions” on judges' political activities, "to the greatest extent possible,”
judges and judicial candidates must "be free and appear to be free from political influence and political
pressure.”

Rule 4.1(A)(8) prohibits a judge from personally soliciting or accepting campaign conttibutions
other than through a campaign committee authorized by Rule 4.4, The Code does not address or restrict a
judge’s or campaign committee’s method of communication. In jurisdictions where judges are elected,
ESM has become a campaign tool to raise campaign funds and to provide information about the
candidate.'’ Websites and LSM promoting the candidacy of a judge or judicial candidate may be

“Reestablishing Actual Impartiality as the Fundumental Value of Judicial Ethics: Lessons from ‘Big Judge Davis’," 99
Ky. L.J. 259, 291 (2010-11) (nineteenth century judge universally recognized as impartial despite off-bench alliances,
especially with Abraham Lincoln); Schwartz, supra note 9 (“Judges do nat drop out of society when they become
judges.... The people who were their friends before they went on the bench remained their ffiends, and many of them
were lawyers.”) (quoting New York University Prof. Stephen Gillers).

13 See Ethics Committee of the Ky, Jud. Formal Jud. Eth. Op. JE-119 (2010) (designation as an ESM follower does not,
in and of itself, indicate the degree or intensity of judge's relationship with the person).

14 See, e.g., New York Judicial Ethics Advisory Opinion 08-176, supra n. 8. See also Ashby Jones, “Why You
Shouldn’t Take It Hard If a Judge Rejects Your Friend Request,” WALL ST. J. LAW BL0OG (Dec. 9, 2009) (“‘friending’
may be more than say an exchange of business cards but it is well short of any true friendship™); Jennifer Ellis, “Should
Judges Recuse Themselves Because of a Facebook Friendship?” (Nov. 201 1) (state attorney general requested that
judge reverse decision to suppress evidence and recuse himself because he and defendant were ESM, but not actual,
(viends), available at http://www jlellis.net/blog/should-judges-recuse-themselves-because-of-a- facebook-friendship/.

15 See Jeremy M. Miller, “Judicial Recusal and Disqualification;: The Need for a Per Se Rule on Friendship (Nol
Acquaintance),” 33 PEPPERDINE L. REv. 575, 578 (2012) ("Judges should nol, and are not, expected to live isolated
lives separate from all potential lawyers and litigants who may appear before them.... However, it is also axiomatic that
justice, to be justice, must have the appearance of justice, and it appears unjust when the opposing side shares an
inlimate (but not necessarily sexval) relationship with the judge").

' Rule 2.11 cmt. 5.

"7 Jn a recent survey, for judges who stood for political election, 60.3% used social media sites. 2012 CCPIO New
Media and Courts Survey: A Reporl of the New Media Committee of the Conference of Court Public Information
Officers (July 31, 2012), available at htip:/icepio.org/blog/2010/08/26/judges-and-courts-on-social-media-report-
released-on-new-medias-impact-on-the-judiciary/.
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established and maintained by campaign committees to obtain public statements of support for the judge's
campaign so long as these sites are not started or maintained by the judge or judicial candidate personal Iy, "t

Sitting judges and judicial candidates are expressly prohibited from “publicly endarsing or
apposing a candidate for any public office.”" Some ESM sites allow users to ihdicate approval by applying
“like" labels to shared messages, photos, and other content. Judges should be aware that clicking such
buttons on others' political ¢ampaign ESM! sites could be perceived as a violation of judicial ethics rules
that prohibit judges from publicly endorsing or opposing another candidate for any public office.™® On the
other hand, it is unlikely to raise an ethics issue for a judge if someone "likes" or becomes a “fan” of the
judge through the judge's ESM political campaign site if the campaign is not required to accept or reject a
request in order for a name to.appear on the campaign’s page.

Judges miay privately express thiir views on judicial or other candidates for political offics, but
must take appropriate steps tosensure that their views do not become pubfiei#! This may require managing
privacy settings on ESM sifes by restricting the circle of those having access to the judge’s ESM page,
limiting the ability of some connections to see others, limiting who can see the contact list, or blocking a
connection altogether,

Conclusion

Judicious use of ESM can benefit judges in both their personal and professional lives. As their use
of this technology increases, judges can take advantage of its utility and potential as a valuable tool for
public outreach. When used with proper care, judges' use of ESM does not necessarily compromise their
duties under the Model Code any more than use of traditional and less public forms of social connection
such as 1).8. Mail, telephone, email or texting.

% Florida Sup. Ct. Jud. Eth. Adv. Comm, Op. 2010-28 (July 23, 2010).

19 Model Code Rule 4.1(A)(3).

20 See "Kansas judge causes stir with Facebook 'like’,” The Associated Press, July 29, 2012, available at
ittp:/fweww.realclearpolitics.com/news/ap/polities/20 12/)ul/29/kansos_judpe_causes:stiv_with_focebook ke html,

3 ee Nevadn Comm'n on Jud. Dise. Op, JE98-006 (Oct. 20, 1998) ("In expressing his or her views about other
candidates for judicial or other public office in letters or other recorded forms of communication, the judge should
exercise reasonable caution and restraint to ensure that his private endorsement is not, in fact, used as a public

endorsement.").
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Committee on Codes of Conduct Advisory Opinion
No. 112: Use of Electronic Social Media by Judges and Judicial Employees

This opinion provides the Committee's guidance on an array of ethical issues that
may arise from the use of social media by judges and judicial employees, particularly
members of a judge’s personal staff. This guidance is intended to supplement
information the Committee developed in 2011 to assist courts with the development of
guidelines on the use of social media by judicial employees. See Resource Packet for
Developing Guidelinas on Use:of Social Media for Judicial Employees. The Committee
noted in the Resource Packet that “[tihe Code of Conduct for Judicial Employees
applies to all online activities, including social media. The advent of social media does
not broaden ethical restrictions; rather, the existing Code extends to the use of social
media.” The Committee also recognizes that electronic social media may provide
valuable new tools for the courts, and that some courts have begun to use social media
for official court purposes. This opinion is not intended to discourage the official use of
social media by the courts in a manner that does not otherwise raise ethics concerns.
Nor is this opinion intended to supplant any social media policy enacted within each
judge’s chambers which may govern that specific judge’s internal chambers’ operation.
If an individual judge's personal chambers’ policy is stricter than that set forth below, the

individual judge’s policy should prevail.

l. Ethical Implications of Social Media

The use of social media by judges and judicial employees raises several ethical
considerations, including: (1) confidentiality; (2) avoiding impropriety in all conduct; (3)
not lending the prestige of the office; (4) not detracting from the dignity of the court or
reflecting adversely on the court; (5) not demonstrating special access to the court or
favoritism; (6) not commenting on pending matters; (7) remaining within restrictions on
fundraising; (8) not engaging in prohibited political activity; and (9) avoiding association
with certain social issues that may be litigated or with organizations that frequently
litigate. These considerations implicate Canons 2, 3D, 4A, and 5 of the Code of
Conduct for Judicial Employees, and Canons 2, 3A(6), 4, and 5 of the Code of Conduct
for United States Judges. The Committee recognizes that due to the ever-broadening
variety of social media forums and technologies available, different types of social
media will implicate different Canons and to varying degrees. For that reason, many of
the proscriptions set forth in this opinion, like those set forth in the Employees’ and
Judges’ Code, are cast in general terms. The Committee’s advice is to be construed to
further the objective of “[a]n independent and honorable judiciary.” Canon 1.

Social media include an array of different communication tools that can mimic
interpersonal communication on the one hand, and act as a news broadcast to a larger
audience on the other. For example, some social media sites can serve primarily as
communication tools to connect families, friends, and colleagues and provide for
sharing private and direct messages, posting of photos, comments, and articles in a
tight-knit community limited by the user's security preferences. The same media,
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however, can serve to broadcast to a broader audience with fewer restrictions.
Similarly, some social media sites can serve as semi-private communication media
depending on how they are used, or can instantly serve as a connection to a large
audience. Aside from social communication sites, users also have access to others’
sites where they may comment on everything from the posting of a photograph, to a
legal or political argument, or to the quality of a meal at a restaurant. This type of media
can implicate other concerns since the user is now validating or endorsing the image,
person, product, or service. Finally, there are media where the user is personally
publishing commentary in the form of blogs. The Committee recognizes that the
Canons cover all aspects of communication, whatever form they may take, and
therefore offers general advice that can be applied to the specific mode. In short,
although the format may change, the considerations regarding impropriety,
confidentiality, appearance of impropriety and security remain the same.

1. Appearance of Impropriety

Canon 2 of the Employees’ Code provides: “A judicial employee should not
engage in any activities that would put into question the propriety of the judicial
employee’s conduct in carrying out the duties of the office.” Similarly, Canon 2 of the
Judges’ Code states that “a judge should avoid impropriety and the appearance of
impropriety in all activities.” The Codes forbid judges and judicial employees from
lising, or appearing to use, the prestige of the office to advance the private interests of
others. Canon 2 therefore is implicated when an employee or judge engages in the use
of social media while also listing his or her affiliation with the court. For example, the
Committee has advised that a law clerk who chooses to maintain a blog should remove
all references to the clerk’s employment. The Committee concluded that such reference
would implicate Canon 2 concerning the use of the prestige of the office and the
appearance of impropriety. The same can be true for a judge if she is using the
prestige of the office in some manner in social media that could be viewed as advancing
the private interest of another. For example, if the judge is using the media to support a
particular establishment known to be frequented by lawyers near the courthouse, and
the judge identifies herself as the supporter, the judge has used her office to aid that
establishment's success. Similarly, if a judge comments on a blog that supports a
particular cause or individual, the judge may be deemed as endorsing that position or
individual. The Committee therefore cautions judges to analyze the post, comment, or
blog in order to take into account the Canons that prohibit the judge from endorsing
political views, engaging in dialogue that demeans the prestige of the office,
commenting on issues that may arise before the court, or sending the impression that
another has unique access to the Court.

1. Improper Communications with Lawyers or Others

Another example of social media activity that raises concerns under Canon 2 is
the exchange of frequent messages, “wall posts,” or “tweets” between a judge or judicial
employee and a “friend” on a social network who is also counsel in a case pending
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before the court. In the Committee’s view, social media exchanges need not directly
concern litigation to raise an appearance of impropriety issue; rather, any frequent
interaction between a judge or judicial employee and a lawyer who appears before the
court may "put into question the propriety of the judicial employee’s conduct in carrying
out the duties of the office.” Employees’ Code, Canon 2. With respect to judges,
communication of this nature may "convey or permit others to convey the impression
that they are in a special position to influence the judge.” Judges’ Code, Canon 2B. A
similar concern arises where a judge or judicial employee uses social media to
comment—favorably or unfavorably—about the competence of a particular law firm or
attorney. Of course, any comment or exchange between an attorney and the judge
must also be scrutinized so as not to constitute an ex parte communication. At all
times, the Court must be screening for potential conflicts with those she communicates
with on social media, and the Canon 3C provisions which govern recusal situations may

be implicated and may require analysis.

The connection with a litigant need not be so direct and obvious to raise ethics
concerns. The same Canon 2 concern arises, for example, when a judge or judicial
employee demonstrates on a social media site a comparatively weak but obvious
affiliation with an organization that frequently litigates before the court (i.e., identifying
oneself as a “fan” of an organization), or where a judge or judicial employee circulates a
fundraising appeal to a large group of social network site “friends” that includes
individuals who practice before the court.

. Extrajudicial Actlvities

Circumstances such as those described above also implicate Canon 4 of both
the Employees’ and Judges’ Codes, which govern participation in outside activities.
Canon 4 of the Employees’ Code provides that “[ijn engaging in outside activities, a
judicial employee should avoid the risk of conflict with official duties, should avoid the
appearance of impropriety, and should comply with disclosure requirements.” Canon 4
of the Judges’ Code states that a judge should not participate in extrajudicial activities
that detract from the dignity of the judge’s office, interfere with the performance of the
judge’s official duties, reflect adversely on the judge’s impartiality, or lead to frequent
disqualification. Invoking Canon 4 of the Employees’ Code, the Committee has advised
that maintaining a blog that expresses opinions on topics that are both politically
sensitive and currently active, and which could potentially come before the employee's
own court, conflicts with Canon 4. Such opinions have the potential to reflect poorly
upon the judiciary by suggesting that cases may not be impartially considered or
decided. This advice would also apply to judges’ use of social media. A judge would be
permitted to discuss and exchange ideas about outside activities that would not pose
any conflict with official duties, (e.g., gardening, sports, cooking), yet the judge must
always consider whether those outside activities invoke a potentially debatable issue
that might present itself to the court, or an issue that involves a political position.
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V. Identification of the Judge or Judicial Employee

Canons 2 and 4 are also implicated when a judge or judicial employee identifies
himself as such on a social hetworking site. Through self-description or the use of a ‘
court email address, for example, the judge or employee highlights his affiliation with the
federal judiciary in a manner that may lend the court’s prestige. This issue has
previously been presented to the Committee, and it is the Committee’s view that judicial
employees should, at the very least, be restricted from identifying themselves with a
specific judge. See Resource Packet, at 23 (describing a policy allowing judicial
employees to identify themselves as an employee of the federal courts generally,
without specifying which court or judge, as the “least restrictive” of several suggested
recommendations). The Committee also advises against any use of a judge’s or judicial
employee's court email address to engage in social media or professional social
networking. The court employee or judge should consult the court’s policies on
permitted and prohibited use of court email, and the court's guidance on the employee’s
conduct while using a court email server and court email address. Similarly, the court
email address should not be used for forwarding “chain letter type” correspondences,
the solicitation of donatians, the posting of property for sale or rent, or the operation of a
business enterprise. See Guide to Judiciary Policy, Vol. 15, § 525.50 (“Inappropriate
personal use of government-owned equipment includes ... using equipment for.
commercial activities or in support of commercial activities or in support of outside
employment or business activity....” This policy also prohibits use of the email system
for “fund-raising activity, endorsing any product or service, participating in any lobbying
activity, or engaging in any partisan political activity.”)

VI. Dignity of the Court

Furthermore, Canan 4A of the Employees’ Code provides that “[a] judicial
employee’s activities outside of official duties should not detract from the dignity of the
court, interfere with the performance of official duties, or adversely reflect on the
operation and dignity of the court or office the judicial employee serves.” Certain uses
of social media raise concerns under Canon 4A that are not within the ambit of Canon
2. For example, a judge or judicial employee may detract from the dignity of the court
by posting inappropriate photos, videos, or comments on a social networking site. The
Committee advises that all judges and judicial employees behave in a manner that
avoids bringing embarrassment upon the court. Due to the ubiquitous nature of
information transmitted through the use of social media, judges and employees should
assume that virtually all communication through social media can be saved,
electronically re-transmitted to others without the judge’s or employee’s knowledge or
permission, or made available later for public consumption.

VI Confidentiality

Canon 3D of the Employees’' Code provides in relevant part that a “judicial
employee should avoid making public comment on the merits of a pending or impending
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action ...." Canon 3D further states that a judicial employee “should never disclose any
confidential information received in the course of official duties except as required in
performance of such duties, nor should a judicial employee employ such information for
personal gain.” Canon 3A(6) of the Judges’ Code provides that “[a] judge should not
make public comment on the merits of a matter pending or impending in any court.”
Canon 4D(5) of the Judges’' Code provides that “a judge should not disclose or use
nonpublic information acquired in a judicial capacity for any purpose unrelated to the
judge’s official duties.” Most social media forums provide at least one-—and often
several—tools to communicate instantaneously with anywhere from a few to thousands
of individuals. Any posting on a social networking site that, for example, broadly hints at
the likely outcome in a pending case, divulges confidential case processing procedures,
or reveals non-public information about the status of jury deliberations violates Canon
3D. Such communications need not be case-specific to Implicate Canon 3; even
commenting vaguely on a legal issue without directly mentioning a particular case may
raise confidentiality concerns and impropriety concerns. Thus the Committee advises
that in all online activities involving social media, the employee may not reveal any
confidential, sensitive, or non-public information obtained through the court. The
Committee further advises that judicial employees who are on the Judge's personal staff
refrain from participating in any social media that relate to a matter likely to resuit in
litigation or to any organization that frequently litigates in court. Lastly, the Committee
reminds that former judicial employees should also observe the same restrictions on
disclosure of confidential information that apply to a current judicial employee, except as
modified by the appointing authority.

VIll. Political Activity

Canon 5 of the Employees’ Code specifically addresses political activity: "A
judicial employee should refrain from inappropriate political activity.” Similarly, Canon 5
of the Judges' Code states that a "judge should not ... publicly endorse or oppose a
candidate for public office” or "engage in any other political activity.” Judges’ Code,
Canon 5A(2), 5(C). In the social media context, judges and judicial employees shouid
avoid any activity that affiliates the judge or employee to any degree with political
activity. This includes but is not limited to posting materials in support of or endorsing a’
candidate or issue, “liking” or becoming a “fan” of a political candidate or movement,
circulating an online invitation for a partisan political event (regardless.of whether the
judge/employee plans to attend him/herself), and posting pictures on a social
networking profile that affiliates the employee or judge with a political party or partisan
political candidate. Furthermore, the Committee advises that while there is not an
obligation for a judicial employee to search out and modify or delete endorsements or
statements of political views that predate the judicial employment, the Committee
recommends that if such endorsements or statements appear to be current, they be
modified to clarify that they predate the judicial employment. To the extent that it is
impractical or impossible to modify such previous endorsements or statements, the
Committee suggests posting the following statement on the applicable website: “| have
taken a position that precludes me from making further public political comments or
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endorsements and this site will no longer be updated concerning these issues.” For
example, on some social media it may be possible to remove one's political affiliation,
and replace it with the above statement, when it is impractical or impossible to remove
all posts or likes that appear to be current political endorsements or statements. The
Committee reminds that while Canon 5B of the Employees’ Code permits certain
nonpartisan political activity for some judicial employees, the Codes specify-that all
judges, members of judges’ personal staffs, and high-level court officers must refrain
from all political activity.

IX. Conclusion

In light of the reality that users of social media can control what they post but
often lack control over what others post, judges and judicial employees should regularly
screen the social media websites they participate in to ensure nothing is posted that
may raise questions about the propriety of the employee’s conduct, suggest the
presence of a conflict of interest, detract from the dignity of the court, or, depending
upon the status of the judicial employee, suggest an improper political affiliation. We
also note that the use of social media also raises significant security and privacy
concerns for courts and court employees that must be considered by judges and judicial
employees to ensure the safety and privacy of the court.

While the purpose of this opinion is to provide guidance with respect to ethical
issues arising ffom the use of social media by judges and judicial employees, the
Committee also notes that social media technology is subject to rapid change, which
may lead to new or different ethics concerns. Each form of media and each factual
situation involved may implicate numerous ethical Canons and may vary significantly
depending on the unique factual scenario presented in this rapidly changing area of
communication. There is no “one size fits all” approach to the ethical issues that may
be presented. Judges and judicial employees who have questions related to the ethical
use of sacial media may request informal advice from a Committee member or a
confidential advisory opinion from the Committee.

Notes for Advisory Opinion No. 112

"The Code of Conduct for Judicial Employees (“the Employees’ Code”)
defines a member of a judge’s personal staff as “a judge’s secretary, a
judge’s law clerk, and a courtroom deputy clerk or court reporter whose

_ assignment with a particular judge is reasonably perceived as being
comparable to a member of the judge’s personal staff.” The term judicial
employee also covers interns, externs, and other court volunteers.

November 2015
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Opinion
RIDGELY, Justice:

Defendant-below/Appellant, Tiffany Parker, appeals from a
Superior Court jury conviction of Assault Second Degree.
Parker claims that the Superior Court erred in admitting
statements posted on her Facebook *683 profile. The
Superior Court admitted the evidence under Rule 901 of the
Delaware Rules of Evidence. Parker argues that we should
adopt the rule set forth in Griffin v. State, a Maryland Court
of Appeals decision, to authenticate social media evidence.
Under the Maryland approach, social media evidence may
only be authenticated through the testimony of the creator,
documentation of the internet history or hard drive of
the purported creator's computer, or information obtained
directly from the social networking site. Unless the proponent
can demonstrate the authenticity of the social media post to
the trial judge using these exacting requirements, the social
media evidence will not be admitted and the jury cannot use
it in their factual determination. Under this approach, social
media eviderice is only authenticated and admissible where
the proponent can convince the trial judge that the social
media post was not falsified or created by another uset.

Conversely, the State advocates for the Texas approach,
under which a proponent can authenticate social media
evidence using any type of evidence so long as he or she can
demonstrate to the trial judge that a jury could reasonably find
that the proffered evidence is authentic, The Texas approach
involves a lower hurdle than the Maryland approach, because
itis for the jury—not the trial judge—to resolve issues of fact,
especially where the opposing party wishes to challenge the
authenticity of the social media evidence,

The Superior Court adopted the Texas approach and found
that Parker's social media post was sufficiently authenticated
by circumstantial evidence and by testimony explaining how
the post was obtained. On appeal, Parker claims that social
media evidence requires greater scrutiny than other evidence
and should not be admitted unless the trial judge is convinced
that the evidence has not been falsified. We disagree. We
conclude that the Texas approach better conforms to the
requirements of Rule 104 and Rule 901 of the Delaware Rules
of Evidence, under which the jury ultimately must decide the

authenticity of social media evidence. A trial judge may admit
a relevant social media post where the proponent provides
evidence sufficient to support a finding by a reasonablc juror
that the proffered evidence is what the proponent claims it
to be. We find no abuse of discretion by the trial court in
admitting the social media evidence in accordance with the
Delaware Rules of Evidence. Accordingly, we affirm.

Facts and Procedural History

On December 2, 2011, Tiffany Parker and Sheniya Brown
were engaged in a physical altercation on Clifford Brown
Walk in the City of Wilmington. The disagreement was
over Facebook messages regarding a mutual love interest.
Felicia Johnson was driving by when she observed the
confrontation and later testified that Parker appeared to be
“getting the best of the pregnant girl [Brown].” Bystanders
eventually separated the twa, but the fight resumed when
Brown returned with a knife. Bystanders again intervened,
and shortly thereafter officers from the Wilmington Police
Department separated the women.

Parker was indicted on one count of Assault‘ Second Degree
and one count of Tertoristic Threatening. Parker argued that
her actions were justified because she was acting in self-
defense. The State sought to introduce Facebook entries that
were allegedly authored by Parker after the altercation to
demonstrate her role in the incident and discredit Parker's
self-defense argument. The Facebook entries originated from
Parker's Facebook account and stated:

%684 bet tht [sic] bitch didnt [sic] think [I] was going
to see her ass ... bet she wont [sic] inbox me no more, #
caughtthatbitch

e

... [etfu). this gir! is crazy. she really got these ppl [sic]
thinkin [sic] that [I] was on some nut shit ... first of all she
hit me first ... if you really want to put it out there since you
shared i ... See more

... [1] told you go head [sic] and you inboxed [sic] me back
still being disrespectful ... [I] told you say no more [sic] ...
[1] seen [sic] you today ... we said our words you put your

hands on me ... [I] hit you back. WE [sic} ... See more '

The State's exhibit depicting Parker's Facebook posts also
included her picture, the name “Tiffanni Parker,” and a
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time stamp for each entry, stating that they were posted

on December 2, 201 1.2 Brown “shared,” or reposted, this
Facebook post on her own Facebook page.

The State used testimony from Brown, as well as
circumstantial evidence, to authenticate the Facebook entries.
Over Parker's objection, the trial court admitted the
Facebook post into evidence, finding that the State had
sufficiently authenticated it. The court noted that there was
ample Delaware case law that relied upon distinguishing
characteristics to appropriately authenticate emails and

handwritten letters,® As a result, Brown's testimony
explaining how she viewed and shared Parker's post and
the post itself, which contained distinctive circumstances
or characteristics, satisfied Rule 901's authentication

requirements. The trial court concluded that “[a]ny further

inquiry was for the jury to decide.” 4

The jury acquitted Parker of the Terroristic Threatening
charge and convicted her of Assault Second Degree. This
appeal followed.

Discussion

11 2]
abuse of discretion.® “An abuse of discretion occurs when
a court has ... exceeded the bounds of reason in view of the
circumstances, [or] ... so ignored recognized rules of law or

practice ... to produce injustice.” g

Under the Delaware Rules of Evidence, “[a]ll relevant
evidence is admissible, except as otherwise provided,” and

“[e]vidence which is not relevant is not admissible.” 7 All
preliminary questions related to the admissibility of evidence

are dctermined under Rule 104 by the trial judge.S *685
But where “the relevancy of evidence depends upon the
fulfillment of a condition of fact, the court shall admit it
upon, or in the court's discretion subject 1o, the introduction
of evidence sufficient to support a finding of the fulfillment

»n9

of the condition.”” Nonetheless, where evidence is admitted,

a party may introduce additional relevant evidence to support

or discount its weight or credibility. i

By their nature, social media posts and other similar
electronic communications are creatures of, and exist on,
the Internct. Rule 901(a) provides that “[t]he requirement of

We review a trial judge's evidentiary rulings for

authentication or identification as a condition precedent to
admissibility is satisfied by evidence sufficient to support
a finding that the matter in question is what its proponent

ctaims.” ' Rule 901 (b) provides examples of authentication
that comply with the rule. In relevant part, authentication
of social media evidence can include: (1) testimony from a
witness who states that the evidence is what it is claimed

to be, 12 (2) distinctive characteristics of the evidence itself,
such as “[a]ppearance, contents, substance, internal patterns
or other distinctive characteristics, taken in conjunction
with circumstances,” that can authenticate the documentary

evidence, 13 or (3) evidence that shows that the documentary
evidence is accurately produced through a process or

system. 14 These are not the exclusive ways to authenticate

social media posts. s

Soclal Media Evidence Defined

Social media has been defined as “forms of electronic
communications ... through which users create online
communities to share information, ideas, personal messages,

and other content (as videos).” o Through these sites, usets

can create a personal profile, which usually includes the user's

name, location, and often a picture of the user. 17 on many
sites such as Facebook or Twitter, a user will post content
—which can include text, pictures, or videos—to that user's

profile page delivering it to the author's subscribers. 12 Often
these posts will include relevant evidence for a trial, including
party admissions, inculpatory or exculpatory photos, or online
communication between users. But there is a genuine concern
that such evidence couid be faked or forged, leading some
courts to impose a high bar for the admissibility *686 of

such social media evidence. ' Other courts have applied a
more traditional standard, “determining the admissibility of
social media evidence based on whether there was sufficient
evidence of authenticity for a reasonable jury to conclude

that the evidence was authentic.” 2° This approach recognizes
that the risk of forgery exists with any evidence and the rules
provide for the jury to ultimately resolve issues of fact.

The Maryland Approach

The higher standard for social media authentication is best
exemplified by the Maryland Court of Appeals' decision in



Parker v. State, 85 A.3d 682 (2014)

Griffin v. State. There, the state sought to introduce a post
from the MySpace profile of Jessica Barber, the defendant's

girlfriend, stating, “snitches get stitches.” 2l 1 order to prove
that the post was written by Barber, the state sought to
authenticate the evidence using the picture of Barber, coupled
with her birth date and location, displayed on her MySpace

profile. 2 The state did not ask Barber to authenticate the
page on the stand or introduce electronic records definitively
showing that Barber had authored the post.

The Maryland Court of Appeals held that the state failed
to properly authenticate Barber's post and thus did not
adequately link both the profile and the “snitches get stitches”

posting to Barber.2? As the Court explained, the trial court
“failed to acknowledge the possibility or likelihood that
another user could have created the profile in issue or

authored the ‘snitches get stitches’ posting.” = Thus, to
properly authenticate similar social media posts, the Court
held that the admitting party should either (1) ask the
purported creator if she created the profile and the post, (2)
search the internet history and hard drive of the purported
creator's computer “to determine whether that computer was
used to originate the social networking profile and posting in
question,” or (3) obtain information directly from the social
networking site to establish the appropriate creator and link

the posting in question to the person who initiated it. 23
Several courts have followed the reasoning of Griffin out of
the concern that social media evidence could be a fake, a
digital alteration of an alleged creator's profile, or a posting

by another using the alleged creator's profile, 2

The Texas Approach

The alternative line of cases is best represented by a Court

of Criminal Appeals of Texas case, Jienda v. State. &l

In Tienda, the state introduced into evidence the names
and account information associated with three MySpace
profiles that tended to indicate the defendant's knowledge

of or %687 responsibility for a murder.?® Several of

the posts comptained about the author's electronic monitor,

which the defendant wore prior to trial. 2° On appeal, the
defendant argued that the state did not properly authenticate
the MySpace profile or the individual posts to attribute
them to the defendant, The Court explained that “the best
or most appropriate method for authenticating electronic
evidence will often depend upon the nature of the evidence

and the circumstances of the particular case.”*® This could
include “direct testimony from a witness with personal
knowledge, ... comparison with other authenticated evidence,

or ... circumstantial evidence.” ! And rather than imposing
a requirement that the proponent prove that the social media
evidence was not fraudulent, the Texas Court explained that

the standard for determining admissibility is whether “a jury

could reasonably find [the] proffered evidence authentic.” N

Ultimately, the Texas Court found that the state had
sufficiently authenticated the defendant's MySpace posts and
pictures. The Court explained that the combination of facts—
including photos, contextual references to the defendant's life,
and the posts about his ankle monitor—was circumstantijal
evidence “sufficient to support a finding by a rational jury that
the MySpace pages that the State offered into evidence were

created by the [defendant].”33 Further, the Court explained
that it was the province of the jury to assess and weigh
the evidence presented by the state to determine whether it
was the defendant, rather than some unidentified conspirators
or fraudsters, who created and maintained the MySpace

pages.34 Courts in Arizona and New York have followed

the rationale of Tienda v. Siate, 3> The premise of the Texas
approach is that the jury—and not the trial judge—ultimately
resolves any factual issue on the authentication of social
media evidence.

The Jury Should Make the Ultimate
Finding on Social Media Evidence

131 We conclude that social media evidence should be
subject to the same authentication requirements under
the Delaware Rules of Evidence Rule 901(b) as any
other evidence. “The requirement of authentication or
identification as a condition precedent to admissibility
is satisfied by evidence sufficient to support a finding
that the matter in question is what its proponent

claims.” ¢ Although we are mindful of the concem that
social media evidence could be falsified, the existing
Rules of Evidence provide an appropriate framework for
determining admissibility. Where a proponent seeks to
introduce social media evidence, he or she may use any
form of verification available under Rule 90)—including
witness testimony, corroborative circumstances, distinctive
characteristics, *688 or descriptions and explanations of the
technical process or system that generated the evidence in
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question—to authenticate a social media post. Thus, the trial
judge as the gatekeeper of evidence may admit the social
media post when there is evidence “sufficient to support a
finding” by a reasonable juror that the proffered evidence is

what its proponent claims it to be.37 This is a preliminary
question for the trial judge to decide under Rule 104, If the

Judge answers that question in the affirmative, the jury will

then decide whether to accept or reject the evidence. B

No Abuse of Discretion in
Admitting Parker’s Facebook Post

[4] Applying this rule to the proceeding below, the trial
court did not abuse its discretion when it admitted Parker's
Facebook posts. The trial court specifically rejected the

Maryland approach and adopted the Texas rule. 39 At trial,
the court explained that Delaware follows the “distinguishing
characteristics” rationale, noting that Delaware courts have
authenticated handwritten letters from inside prison based
on the nicknames of the parties involved and references to

the crimes.*® The trial court further noted that the Court

of Chancery has authenticated an email through distinctive

characteristics using only the sender’s email address. 4!

As a result, the trial court concluded that the State had

adequately authenticated Parker's social media post using

witness testimony and circumstantial evidence. 2

Having applied the same rule of law that we validate today,
we agree with the trial court that the post was sufficiently
authenticated in accordance with Rules 104 and 901. First,
the substance of the Facebook post referenced the altercation
that occurred between Parker and Brown. Although the post
does not mention Brown by name, it was created on the
same day after the altercation and referenced a fight with
another woman. Second, Brown's testimony provided further
authenticating evidence. Brown testified that she viewed
Parker's post through a mutuai friend. Thereafter, Brown
“shared” the post and published it on her own Facebook page.
Collectively, this evidence was sufficient for the trial court to
find that a reasonable juror could determine that the proffered

evidence was authentic.*> The trial court did not abuse its
discretion in admitting Parker's Facebook post.

Conclusion

The judgment of the Superior Court is AFFIRMED.
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Advisory Opinion Concerning Social Media

Introduf.tion

(1} Because of the prevalence of the use of social media in current social and
business activity, the Advisory Committee on the Code of Judicial Conduct’ has been
asked to express guidelines for judges’ in their use of social media. As discussed in
this advisory opinion, the Code of Judicial Conduct applies to a judge’s use of social
media in the same manner as it would apply to other activities of the judge. Because
of the nature of social media, however, its use by judges may raise ethical issues that

may not be as apparent as the traditional issues that judges commonly address. The

'The Code of Judicial Conduct Committee and its staff counsel, Jennifer L.
Scott, assisted the Advisory Committee on the Code of Judicial Conduct with this
endeavor. Members of the Code of Judicial Conduct Committee were Robert O. Beck,
John P, Burton, Hon. Joel ‘Cano, Frank N. Chavez, Hon. Sandra Engel, Harvey
Fruman, Michael H. Keedy, Hon. Jim Summers, Hon. James J. Wechsler, and Hon,
Briana H. Zamora.

*This advisory opinion also applies to judicial candidates when applicable
under the Code.



Committee therefore advises that judges be circumspect in their-use of social media
and be continually vigilant of their compliance with the requirements of the Code.

22  The following is a list and location of the topics discussed:

Page

Preamble to the Code of Judicial Conduct 2
Other Relevant Provisions of the Code of Judicial Conduct 3
Definition of Social Media 3
Traditional Communication versus Social Media Communication 4
Ex parte Communications and Comments about Pending Cases 6
New Mexico Judicial Standards Commission’s Position

on Ex parte Communications and Comments about Pending Cases 11
Use of Social Media Blogs by Judges 11
Impression that a Person is in a Position to Influence the Judge 12
Advisory Opinions from other States — Judges “Friending” Attorneys 13
Abuse of the Prestige of Judicial Office 15
“PFriending” and “Liking” 16
Ownmership of Social Media Activity, including the Use of Aliases,

Pseudonyms, or Surrogates 17
Supervisory Responsibility for Court Staff 18
Promoting Confidence in the Judiciary 19
Extrajudicial Activity 20
Disqualification after a Judge’s Use of Social Media 22
Political Campaigns and Activities 24
Conclusion 29

Preamble to the Code of Judicial Conduct

3y The preamblg to the Code of Judicial Conduct stresses the significance of an
independent, impartial, and fair judiciary to the public’s confidence in our legal
system, Rule 21-001(A) NMRA, It notes that judges “should maintain the dignity of
judicial office at all times and avoid both impropriety and the appearance of

impropriety in their professional and personal lives.” Rule 21-001(B). It provides that

2



“[jJudges and judicial candidates are also encouraged to pay extra attention to issues
surrounding emerging technology, including those regarding social media, and are
urged to exercise extreme caution in its use so as not to violate the Code.” Rule 21-
001(C).

Other Relevant Provisions of the Code of Judicial Conduct

4y The Code does not specifically discuss social media other than in its preamble.
Nevertheless, the Code otherwise” addresses conduct pertaining to social media use
in the context of its broader rules. In particular, thg rules concerning independence,
integrity, and impartiality; abuse of prestige of office; the impression of being in a
position to influence a judge; ex parte communications; statements affecting a
pending or impending case; disqualification; promoting public confidence in the
judiciary; and extrajudicial activities, have bearing on a judge’s use of social media.
Simply put, a judge may not communicate on a social media site in a manner that the
judge could not otherwise communicate. But, further clarification and guidance,
along with examples, may prove helpful to judges when making decisions regarding
social media use,

/

Definition of Social Media
55 Social media has been defined in numerous ways, depending on its use and
context. For the purposes of this advisory opinion, social media refers to “the wide

array of Internet-based tools and platforms that increase and enhance the sharing of



information,” the “common goal [being] to maximize user accessibility and self-
publication through a variety of different formats.” See Resource Packet Jor
Developing Guidelines on Use of Social Media by Judicial Employees, Committee
on Codes of Conduct, Judicial Conference of the United States, Administrative Office
of th&,e United States Courts, April 2010, . at 9, available at
hrtp://www.uscourts.gov/rules—policies/judiciary-polic'ies/code-conduct.

6}  Examples of social media include, but are not limited to, sites for “social and

33

professional networking” (such as Facebook, LinkedIn, and:\'Yelp), sites for photo and
video sharing (such as Instagram and YouTube), sites for blogs, sites for micro-blogs
(such as Twitter), sites for wikis (such as Wikipedia), online discussion groups and
threads, and other web-based applications of this nature.? I4, at 9-12.

Traditional Communication versus Social Media Communication

{7 Social media formats raise issues different from traditional means of
communication because of their ready access and interactive nature, These formats
are designed in many respects to foster mass communication and engage large groups
of users in open discussions or information sharing, Thus, communications that may
seem to be limited in scope to the named participants are available to others, or may

be re-transmitted, often without specific knowledge of at least one of the original

3See Norman H. Meyer, Jr., Social Media and the Courts: Innovative Tools or
Dangerous Fad? A Practical Guide for Court Administrators,Int’l. ], for Ct. Admin.,
Vol. 6, No. 1, June 2014, at 3; available at http://www.iacajournal.org.
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participants. For example, Twitter is a popular free social networking service that
enables users to send and read short 140-character messages called “tweets” and
permits registered users to read and re-transmit tweets.* Although unregistered
Twitter users cannot re-transmit tweets, they still have access to Twitter.com and may
read registered users’ tweets.’ Similarly, Facebook is another free popular social
networking website that allows registered users to create profiles, upload photos and
videos, and send public or private messages to friends, family, and colleagues.
Unlike Twitter, only registered users n;xay access facebook.com to _view registered
users’ profile pages, uploaded photos and videos, and public messages posted on
registered users’ profiles. But, if a registered Facebook user fails to implement
adequate privacy controls concerning his or her Facebook profile, other registered
users may access and re-transmit the content without notifying the registered user.®
For these reasons, while advisory opinions in other states have allowed judges to
participate in Internet social media exchanges, they advise judges to do so cautiously.

While judges may participate in social media, they must do so with
caution and with the expectation that their use of the media likely will

“‘See New User FAQs, available at hitps://support.twitter.com/articles/13920;
FAQs about Retweets (RT), available at https://support.twitter.com/articles/77606.

*See FAQs about Retweets (RT), available at
https://support.twitter.com/articles/77606. :

*See Basic Privacy Settings & Tools, available at
https://www.facebook.com/help/325807937506242; How to Post & Share, available
at https://www.facebook.com/help/333140160100643,

5



be scrutinized [for] various reasons by others . . . . [J]udges must be
constantly aware of ethical implications as they participate in social
+ media and whether disclosure must be made. In short, judges must
decide whether the benefit and utility of participating in social media
Jjustify the attendant risks.
Cynthia Gray, Juéges and social networks, Judicial Conduct Reporter, Vol. 34, No,
3, Fall 2012, at 5, available at http://www.ncsc.org (quoting Tennessee Advisory
Opinion 12-1, at 3-4). See also Kentucky Advisory Opinion JE-119 (2010), New
York Advisory Opinion 08-176, and Maryland Advisory Opinion Request 2012-7
(urging judges to exercise caution in the'use of social media). Additionally, the
American Bar Association has recently issued an opinion noting the benefits of thjs
technology, concluding that judges ma); participate in the use of social media if
Jjudges take proper care not to violate the Model Code of Judi;ial Conduct. See ABA
Comm. on Ethics & Professional Responsibility, Formal Op. 462 (2013). We endorse
the same approach.
Ex parte Communications and Comments about Pending Cases
8) A typical problem that has led to the discipline of Jjudges in other states has
stemmed from communications concerning pending cases. See Lefrer of Suspension
and Removal from Qjfice re Judge Michael A. Maggio, Arkansas Judicial Discipline
and Disability Comrtiission, Case No. 14-136, as adopted by the Arkansas Supreme
Court in Judicial Discipline and Disability Comm'n v. Maggio, 2014 Ark. 366, 440

S.W.3d 333 (recommending removal of judge from bench for various acts of



misconduct, including the posting of inappropriate comments on a public website
regarding a closed adoption matter and pending divorce and publicintoxication cases,
as well as “gender, race, and sexuvality lrelated statements™); /n re Bass, Public
Reprimand (Georgia Judicial Qualifications Commission March 18, 2013)
(suspending judge for, among other violations, engaging “in a private Facebook chat
with a worman who contacted [the judge] on behalf of her brother about a DUI matter”
that ultimately came before the judge); /n the Matter of Alired, Reprimand and
Censure (Alabama Court of the J udicjary March 22, 2013) (reprimanding and
censuring judge for making comments on his Facebook page about contempt
proceedings against a particular lawyer and for sending an email to all s&ate judges
about the proceedings); In the Matter of Senior Judge Edward W. Bearse, Public
Reprimand (Minnesota Board on Judicial Standards Nov. 20, 2015) (reprimanding
a senior judge, a position similar to a ju‘dge pro tempore in New Mexico, for posting
cominents on pending caées on his Facebook page because, among other reasons, the
comments undermined the judge’s appearance of lack of impartiality and, in two
cases, the posts impaired the fairness of the cases); In the Matter of Fowler, Public
Admonishment (West Virginia Judicial Investigation Commission March 14,2014)
(admonishing judge for “sexudlly suggestive” Facebook posts and other improper
communications with a woman appearing before him in pending proceedings); Public

Reprimand of Terry (North Carolina Judicial Standards Commission April 1, 2009)



(reprimanding judge for “friending” a party’s lawyer in a custody proceeding before
the judge and communicating about the proceeding with the lawyer through Facebook
posts). But see In re Hon. Michelle Slaughter’ (Special Court of Review of Texas
Sept. 30, 2015) (dismissing admonishment of Texas State Commission on Judicial
Conduct for posting of comments on a Facebook page about a high-profile case
during trial that, although “amount[ing] to an error in judgment,” did not violate the
Texas Code in the absence of evidence that the “extrajudicial statements would
suggest to a reasonable person the judge’s probable decision on any particular case
or that would cause reasonable doubt on the judge’s capacity to act impartially as a
judge” as required by the canons pertaining to comments on pending cases and
impartiality).

99 Rule 21-209(A) NMRA states that a “judge shall not:initiate, permit, or
consider ex parte communications, or consider other communications made to the
judge outside the presence of the parties or their lawyers, concerning a pending or
impending matter . . . .” Rule 21-210(A) NMRA prohibits a judge from making “any
public statement that might reasonably be expected to affect the outcome or impair
the fairness of a matter pending or impending in any court, or make any nonpublic

statement that might substantially interfere with a fair trial or hearing.” Social media

"The Committee believes that the outcome of this case is inconsistent with
judicial disciplinary commission activity pertaining to social media use in other
states.



sites, like Twitter and Facebook, fall squarely within these prohibitions, and they
provide an easy means to communicate with not only a single individual but with
many othets often beyond the scope of the original intent. A Tweet or Facebook post
inte;xded for a limited audience may likely be read and re-transmitted by unintended
and/or unimagined parties.

(10  The interactive nature of social networking sites presents an additional issue
under Rule 21-209. Social networking sites generally enable others with access to the
social medja webpage to post content (statements, photos, videos, or website links)
that are then available for anyone with access to the site to view. If contént
concerring a pending case is posted on a judge’s social media webpage or on a site
that a judge accesses, the judge may then receive an ex parte communication that may
be prohibited by Rule 21-209. A judge has the obligation under Rules 21-209(A) and

21-210(A) to avoid such communications.?

8 Twitter and Facebook currently provide security and privacy features that may
resolve this issue. At this time, Twitter allows users the ability to limit who can see
a user’s tweets. See About Public and Protected Tweets, available at
https://support.twitter.com/articles/14016, The default setting for Twitter user pages
is public (i.e. a user’s tweets are visible to anyone, regardless whether they have a
Twitter account). A user may change this default feature and protect one’s tweets (i.e.
tweets may only be visible to a user’s approved Twitter followers), by doing the
following: (1) go to the user’s security and privacy settings, (2) scroll down to the
‘Tweet privacy’ section and check the box next to ‘Protect my Tweets’, and (3) click
the blue ‘save’ button at the bottom of the page, which will prompt the user to enter
his or her password to confirm the change. See Protecting and unprotecting your
Tweets, available at https://support.twitter.com/articles/20169886,

Facebook offers slightly more privacy features. Judges using Facebook should
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(1) Ifajudge is unable to avoid such an ex parte communication that relates to the
substance of a pending case, the judge has the obligation to disclose the
communication to the parties and provide them the opportunity to respond. See Rule

21-209(B) (“If a judge inadvertently receives an unauthorized ex parte

communication bearing upon the substance of a matter, the judge shall make

provision promptly to notify the parties of the-substance of the communication and
provide the parties with an opportunity to respond.”).

{12}  An additional aspect of the ex parte communicat?ons prohibition of Rule 21-
209 concems a judge’s investigation of facts in a pending case. Rule 21-209(C)
provides that a judge “shall not investigate facts in a matter independently, and shall
consider only the evidence presented and any facts that may properly be judicially
noticed.” The ease of obtaining factual information from Internet sites has led to

discipline of judges in other states. See e.g., Public Reprimand of Terry (North

become aware of the privacy settings Facebook offers, They may currently do so by
the following: (1) click the blue bottom arrow in the upper-right corner of any
Facebook page; (2) select ‘Settings’ from the dropdown menu; (3) select ‘Privacy’ on
the left; and (4) click a setting (e.g. “Who can see your future posts?’; “Who can send
you friend requests?’; or ‘Limit the audience for posts you’ve shared with friends of
friends or Public?’). See Basic Privacy Settings & Tools, available at
https://www.facebook.com/help/325807937506242. Familiarity with these safety and
privacy features may help judges avoid many ex parte communications.

10



Carolina Judicial Standards Commission April 1, 2009) (reprimanding judge in part
for obtaining information about a party from a “Google” site).

{133  Because social media sites provide the ability to communicate broadly, some
judges ha\:e used these sites to disseminate information to the public concerning the
judiciary. When this type of information relates to a pending or impending case,
however, a judge is prohibited from making a statement “that might reasonably be

expected to affect the outcome or impair the fairness” of the case. Rule 21-210(A).

New Mexico Judicial Standards Commission’s Position on Ex parte
Communications and Comments about Pending Cases :

(144 The New Mexico Judicial Standards Commission issued an informal caution
to a judge after the judge allegedly made public and ex parte comments on a social
networking site about a pending case that included a comment about the jury’s
verdict. See New Mexico Judicial Standards Commission Annual Report, 2013, p. 41.
Use of Social Media Blogs by Judges

ps)  Rules21-209(A)and 21-210(A) also pertain to a judge’s maintaining of a blog.
A judge may seek to inform the public about court procedures, even in connection
with a pending case. Rule 21-210(D). See also Rule 21-102 NMRA, Comment 6
(allowing a judge_3.z}qting in a manner consistent with the Code, to “initiate and
participate in community outreach activities for the purpose of promoting public

understanding of and confidence in the administration of justice”). In providing such

Iy



information, however, it would be inappropriate for the judge to express an opinion
that may have bearing on the judge’s impartiality or faimess or that may be related
to the merits of any pending or impending case. Because of the public nature of most
blogs, it is even more critical for judges to remain cognizant of Rules 21-209(A) and .
21-210(A). To the extent that a judge may be expressing opinions concerning non-
legal matters, the judge must act in conformity with the dignity of judicial office and
avoid activity that will lead to frequent disqualification. See Rule 21-102 (stating that
a j}xdge “shall act at all times in a manner that promotes public confidence in the
independence, integrity, and impartiality of the judiciary . . .”); see also Rule 21-
301(B) NMRA (prohibiting a judge from engaging in extrajudicial activities “that
will lead to frequent disqualification of the judge”). See Washuington Ethics Advisory
Committee Opinion 09-05 (stating that a judge may blog about “the law, the legal
system and the administration of justice” within the parameters of the Code of
Judicial Conduct).

Impression that a Person is in a Position to Influence the Judge

@6 Rule 21-204(C) NMRA states that a judge “shall not convey or permit others
to convey the impression that any person or organizationisina position to influence
the judge.” Social media sites, such as Facebook, permit a user to access the
information posted by other users and thereby interconnect their posted information.

On Facebook, a user may “friend” another user in order to make this interconnection.
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Users may also “like” postings of others in order to express approval or support of a
posting by another user.

Advisory Opinions from other States — Judges “Friending” Attorneys

g7y The question has arisen in advisory opinions of other states whether judges
may be Facebook “friends” with attorneys who appear, or may appear before them in

court. The advisory opinions have reached opposite results.

(18)  The strict view, as expressed by advisory committees in Florida Advisory
Opinions 2009-20 and 2010-6, Massachuset‘ts Advisory Opinion ‘201 1-6, and
Oklahoma Advisory Opinion 2011-3, focuses on the impression that can be conveyed
when judges and lawyers are “friends” even if the word is not used in its traditional
way. See Gray, supra at 5. The Oklehoma advisory opinion stresses that the “public
trust in the impartiality and fairness of the judicial system is so important that it is
imperative to err on the side of caution . . . .” OK Jud. Ethics Op. 2011-3, 9.

19 Advisory opinions of other states take a less restrictive position. See Gray,
supra at 5-6. See Arizona Advisory Opinion 14-01; California Advisory Opinion 66
(2010); Kentucky Advisory Opinion J E-119 (2010); Maryland Advisory Opinion 12-
1; New York Advisory Opinion 08-176; Ohio Advisory Opinion 2010-07; Utah
Informal Advisory Opinion 12-1.

20y Generally, the less restrictive position recognizes the different, non-traditional

meaning of “friend” on a social media site, as well as the fact that even a judge’s
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professional or social friends may not be in a position to influence a judge. See Gray,
supra at 5-6. The advisory opinions adopting this view consider the question to
depend on the particular facts and circumstances. /d. By way of example, the
California committee set forth four relevant factors: (1) “[t]he nature of the social
networking site,” (2) “[tlhe number of “friends” on the page,” (3) “[t]he judge’s
practice in determining whom to include,” and (4) “fhJow regularly the attorney

appears before the judge.” CA Judges Assoc. Jud. Ethics Comm. Op. 66, at 8.

@1y This Committés agrees with the less restrictive approfich, Given the ubiquitous
use of social ‘networking, the mete fact that a judge and an attorney who may appear
before the judge are linked in some manner on a social networking site does not in
itself give the impression that the attorney has the ability to influence the judge.
Other facts are necessary in order to reasonably reach such a conclusion. The factors
discussed in the California advisory opinion, as well as others, may be helpful in
determining whether there is a reasonable impression, or whether the judge has
permitted the impression, that the attorney is in a position to influence the judge.

@21 Professional networking sites, such as LinkedIn, also require a similar analysis.
Use of these types of sites carry the same risk of creating an impression that someone
is in a special posi't:mn to influence the judge. As with Facebook, some states have
specifically addressed this type of site in ethics opinions. Florida, for example, sees

no distinction between LinkedIn and Facebook and has taken a strict approach
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prohibiting judges from adding those lawyers who may appear before them as
“connections” on the site. See FL Sup. Ct. Jud. Ethics Advisory Comm. Op. 2012-12.
Utah, on the other hand, takes a more permissive approach and appears to allow
judges to maintain a LinkedIn profile and possibly include lawyers who may appeat
before the judge as “connections” depending on the specific circumstances. See Utah
Informal Advisory Opinion 2012-1, But, although Uta; implicitly appears to permit
a judge to “connect” with a lawyer who may appear before the judge, the judge may
not “recommend” or endorse the lawyer on LinkedIn if the lawyer regularly appears
before the judge. /d. Florida’s opinion does not address the difference between
“connecting” with a lawyer versus “recommending” or “endorsing” a lawyer.

23)  Again, we take a similar approach as that of Utah and recognize the value of
professional networking sites, but urge judges to exercise the same caution as that
exercised in the use of all social networking sites. And, although a site may be
deemed “professional,” we caution judges that this label does not automatically make
the site permissible or advisable.

Abuse of the Prestige of Judicial Office

24y Rule 21-103 NMRA provides that a judge “shall not abuse the prestige of
judicial office to ad;;'%nce the personal or economic interests of the judge or othets,

or allow others to do so.” Professional and social networking sites, such as LinkedIn,

Facebook, Twitter, and Yelp, raise concerns about the potential abuse of the prestige
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of judicial power. With LinkedIn, for example, if a judge “recommends” or
“endorses” someone, this act may be considered akin to a letter of recommendation,
expressing favor toward that individual over others, and requesting that someone act
upon that favor. With Facebook, a judge may be inadvertently advancing the views
of attorneys and parties by “liking” or commenting on other users’ posts. Similarly,
with Twitter, a judge may also be inadvertently affecting the views of attorneys and
parties by re-tweeting tweets made by users. With Yelp’, ajudge rm{y beinadvertently
advancing the Seconomic interests of a restaurant upon giving his or her review.
Judges must be mindful of these activities and not make any statements or comments
that would violate Rule 21-103 or any other provision of the Code. i
“Friending” and “Liking”

25y As previously discussed, the use of the word “friend” on social media is
different from the traditional meaning of the word, The same is true for the word
“like.” In the social media context, “friending” and “liking” are methods of
exchanging, both by sending and receiving, information. For example, on Facebook,
a person may “friend” a user to obtain access to the user’s “news feed” and “profile,”
which includes the ability to “like” and comment on a user’s posts. A person may

el

“like” a user’s page to access the page’s information and allow it on his or her own

%Yelp is a website connecting users with businesses, allowing for the sharing
of opinions and reviews. See http://www.yelp.com/factsheet.
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“news feed.” Merely “friending” a person on Facebook or “liking” a particular page,
does not necessarily mean the two are friends in the traditional sense or that anyone
actually likes, in the traditional way, the user’s posts. In this manner, “friending,”
“liking,” or subscribing to a particular page or posting may not be seen as an
endorsement, Of course, judges are cautioned that in some circumstances those
activities could be construed as such.

g6y Judges should look to the nature of the social media sites they are using to
determine the meaning of the terms L{ged on each particular site and ensure that their
participation on the site is in compliance with the Code. A judge should monitor the
judge’s social media activity in the same manner as the judge monitors the judge’s
other activities and behaviors. Indeed, a judge should engage in the same deliberative
analysis process with regard to potential violations of the Code when deciding
whether to engage in social media use as the judge would engage with regard to the
judge’s other activities and behaviors.

Ownership of Social Media Activity, including the Use of Aliases, Pseudonyms,
or Surrogates

27 If a judge decides to participate in social media use, the judge must take
ownership of his or her use. Typically, a social media user will adopt a user name for
the social media site. There is no requirement that a user provide the user’s correct
identity. Thus, a judge using social media may do so without disclosing the judge’s

true name by using an alias or a pseudonym. When doing so, however, the judge’s
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actions are nonetheless subject to the requirements of the Code. The judge must not
act in a manner that undermines the dignity of judicial office or would conflict with
the Code, even if the judge’s identity may not be readily apparent. That is to say, the
judge may not hide behind an alias or pseudonym. See Judicial Discipline and
Disability Comm'n v. Maggio; 2014 Ark. 366, 440 S, W.3d 333 (removing judge
from bench for improper comments and misconduct on a public website under a
pseudonym). In addition, a judge must not ask others, such as family members,
friends, or staff, to post or share it}fonnation for them thatl they otherwise would not
be allowed to post. |

Supervisory Responsibility for Court Staff

@8} Rule21-212(A)NMRA instructs a judge to “require court staff, court officials,
and others subject to the judge’s direction and control to act in a manner consistent
with the judge’s obligations” under the Code of Judicial Conduct. Asaresult of Rule
21-212(A), a judge’s supervisory duties include ensuring that court staff do not
participate in social networking that would undermine the judge’s responsibilities.
Examples of such activity include engaging in social media exchanges that either

involve ex parte communications or statements concerning pending or impending

Ccases.
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Promoting Confidence in the Judiciary

299 Rule 21-102 provides that a judge “shall act at all times in a manner that
éromotes public confidence in the independence, integrity, and impartiality of the
judiciary and shall avoid impropriety and the appearance of impropriety.” Asaresult,
a judge who uses social media must be mindful of the dignity of judicial office and
the impact the judge’s personal activities may have on the public’s view of the
judiciary. When assuming the position of judge, an individual accepts restrictions
upon his or her behavior in ox:der to comply with the ethical requirements (_J;f the
office. See Rule 21-102, Comment 2 (stating that a judge “should expect to be the
subject of public scrutiny that might be viewed as burdensome if applied to other
citizens and must accept the restrictions imposed by the Code and should do so freely
and willingly”). In a judge’s use of social media, it would therefore be improper for
the judge to include or allow material (such as pictures, videos, or linked material)
that could call into question the dignity of the judge and the judicial office. See Letter
of Suspension and Removal from Office re Judge Michael A. Maggio, Arkansas
Judicial Discipline and Disability Commission, Case No. 14-136, as adopted by the
Arkansas Supreme Court in Judicial Discipline and Disability Comm’n v. Maggio,
2014 Ark. 366, 440°S.W.3d 333 (recommending removal of judge from bench for
various acts of misconduct that undermined public confidence in the judiciary,

including the posting of inappropriate “gender, race, and sexuality related statements”
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on a public website). In general, a judge may identify himself or herself as a judge
when using social media unless doing so would impair the judge’s obligations under
any provision of the Code of Judicial Conduct,

Extrajudicial Activity

@30y Judges are encouraged to participate in community activities, provided that
their involvement does not undermine the judge’s independence, integrity, or
impartiality; does not create an appearance of impropriety; and does not improperly
lend“thc prestige of judicial Pﬁice. See Rule 21-001/(A),(B); Rule 21-103; Rule 21-
301, Tothe extentthat ajudge’s extrajudicial activities involve social networking, the
restraints of the Code of Judicial Conduct apply.

pn  Extrajudicial activities frequently involve a judge’s serving as an officer,
director, or member of a charitable, educational, or non~profit organization. See Rule
21-307(A) NMRA (allowing a judge to participate in activities sponsored by certain
charitable, educational, and non-profit organizations). Such organizations, or
individuals associated with them, may participate on social networking sites in
connection with the purposes or operations of the organizations. Judges associated
with such organizations must scrutinize this social media usage to avoid situations in
which the judge’s independence, integrity, and impartiality or the judge’s official
position may be compromised. By way of example, an organization in which a judge

is a director, may be using social media to raise funds. Although the judge may be
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identified as a director of the organization, it would be improper for it to appear that
the judge was soliciting funds for the organization. See Rule 21-307(A)(2) (limiting
the manner in which a judge may solicit funds for a charitable, educational, or non-
profit organization); Rule 21-307, Comment 4 (stating that it is permissible for a
judge’s name to appear on an organization’s letterhead for solicitation of funds as
long as the judge is not personally soliciting funds, but that the judge’s title may not
appear on the letterhead for any purpose). See Private Reprimand of a Justice of the
Peace (Texas State Commission on Judicial Conduct April 23, 2013) (repwrimanding
judge for soliciting funds for a non-profit corporation by allowing the non-profit to
send out a letter that included the judge’s name and position encouraging supporters
to buy raffle tickets, contacting a state senator to secure grant funding, and soliciting
public participation through the use of Facebook and the non-profit’s website);
Private Warning and Order of Additional Education of a Municipal Court Judge
(Texas State Commission on Judicial Conduct Aug. 23, 2012) (issuing a private
warning to judge for otganizing a charitable fundraiser under circumstances in which
judge was aware his name and position were being used to promote, sell tickets, and
solicit funds for the organization, and his involvement was apparent from numerous
Facebook posts). In addition, an organization’s social networking site could draw
postings that could bear upon subject matter or pending or impending cases that could

infringe upon the judge’s impartiality.
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Disqualification after a Judge’s Use of Social Media
$32) Rule 21-211 NMRA requires a judge’s disqualification “in any proceeding in
which the judge’s impartiality might reasonably be questioned . . . .” Depending upon
the specific circumstancc;, ajudge’s social media participation could lead to ajudge’s
disqualification. See Domville v. State, 103 So.3d 184 (Fla. Dist. Ct. App. Sept. 5,
2012) (affirming grant of criminal defendant’s motion to disqualify judge who was
a Facebook “friend” with prosecutor in case); Chace v. Loisel, 170 So0.3d 802 (Fla.
! Dist. Ct. App. Jan. 24, 2014) (holding that jud gg’s initiating ex parte communications
with a party by sending a Facebook “friend” request that the party did not accept,
were sufficient grounds for disqualification by creating a well-founded fear in the
party’s mind that the party would not receive a fair trial). But see In re Hon. Michelle
Slaughter (Special Court of Review of Texas Sept. 30, 2015) (dismissing
admonishment of judge who was disqualified from high-profile criminal case after
Facebook postings).
33)  There are circumstances, however, in which Facebook “friendships” have not
resulted in a judge’s disqualification, See State v. Forguson, 2014 WL 631246 (Tenn.
Crim. App. Feb. 18, 2014) (holding that there was not a sufficient showing of proof
that trial judge could not be impartial as “thirteenth juror” when trial judge was
Facebook “friend” of confidential informant and the record did not show the length

of the Facebook relationship or the extent or nature of the interactions); State v.
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Madden,2014 WL 931031 (Tenn. Crim. App. March 11, 2014) (holding that criminal
defendant failed to establish bias of trial court judge although judge had numerous
community ties and a Facebook connection with one of the State’s witnesses).
Youkers v. State is an example of the steps a judge should take to avoid
disqualification when faced with ex parte communications on a social media site (400
S.W.3d 200 (Tex. Ct. App. May 15, 2013)). In that case, the trial judge was a
Facebook “friend” with the father of a criminal defendant’s girlfriend. According to
the judge, the extent of the relationship between the judge and the father was the fact
that they ran for office at the same time, nothing more. The father sent the judge a
Facebook message requesting leniency for the defendant. The following describes the
actions taken by the judge in response to the father’s message:

The judge responded online formally advising the father the

communication was in violation of rules precluding ex parte

communications, stating the judge ceased reading the message once he

realized the message was improper, and cautioning that any further

communications from the father about the case or any other pending

legal matter would result in the father being removed as one of the

judge’s Facebook “friends.” The judge’s online response also advised

that the judge was placing a copy of the communications in the court’s

file, disclosing the incident to the lawyers, and contacting the judicial

conduct commission to determine if further steps were required.
Id. at 204. The Texas Court of Appeals concluded that there was no evidence that the

judge and the father had a relationship that would “influence the judge and lead to

bias or partiality” and that the judge had fully complied with the procedures for
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handling ex parte communications as recommended by the Texas Committee on
Judicial Ethics. Id. at 206-207.

Political Campaigns and Activities

34 The Code of Judicial Conduct permits judges to engage in certain campaign
and political activity, particularly when ajudge is a candidate for judicial office. Non-
judge judicial candidates are also subject to the rules of the Code with respect to
campaigns for judicial office. See Rule 21-003(0) NMRA (defining a “judicial
candidate” to inc]u:i’e “any person” seekin% selection foror e]ectio:: tojudicial office).
$35)  Rule 21-400 NMRA precludes a judge from engaging in political or campaign
activity “that is inconsistent with the independence, integrity, or impartiality of the
judiciary.” Rule 21-402(A)(1)(2) NMRA requires a judicial candidate to “act at all
times in a’manner consistent with the independence, integrity, and impartiality of the
judiciary.”

@36;  An election campaign will frequently include a website or social media page
regarding the campaign and the candidate that also includes a fundraising effort.
Such sites are typically interactive and enable the public to access the sites and post
comments. They also enable the public to make campaign contributions. Because of
the interactive namre"t;fsuch sites, there is potential for non-parties to post comments
on pending cases. Such postings may lead to the appearance that the judge is

participating in ex parte communications or statements concerning pending or
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impending cases contrary to Rules 21-209(A) and 21-210(A). A judge must guard
against such an appearance. If an incident of this nature does occur, the judge must
take appropriate remedial action as required under the Code..

31 A judge accepting or expending funds in excess of $1000 in a political
campaign must form a campaign committee for the campaign. Rule 21-402(A)(1)(e)
NMRA; Rule 21-404(A) NMRA. A campaign social media site maintained by a
campaign committee may present a buffer for the judge as opposed to a site
maintained by t}ie judge. Nevertheless{a judicial candidate retains responsibility to
“review and approve the content of all non-financial campaign statements and
materials produced by the candidate or his or her campaign committee,” Rule 21-
402(A)(1)(c). A committee maintaining a social media site must vigilantly serutinize
. the site to avoid any appearance that the judge is receiving ex parte communications
and/or patticipating in improper communications.'’

@38) The question remains as to the degree in which a campaign committee that
maintains a social media site may act to fully insulate the judge. Specifically, the
question is whether a committee must inform the judge of an improper
communication that has been made on the site. If the judge has no knowledge of a

communication and the communication can be removed without comment, the

YA judge may also delegate responsibility to a third person other than a
campaign committee to maintain a social media site, in which event, the judge would
continue to have full responsibility for all aspects of the site,
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committee can arguably remove the communication in its maintaining of the site. On
the other hand, if the communication necessitates a response, Rule 21-402(A)(1)(c)
requires a judge to approve the content of statements from the judge’s campaign
committee, which would include those made on a social media site. The judge, in
turn, may be required to notify the parties of such a communication from a third-party
as an inadvertent ex parte communication under Rule 21-209(B).

39)  The content of a social quia site maintained by a campaign committee, and
any social mfzdia communications on behalf of a campaign f:ommittce or the judggi
must maintain the dignity demanded of judicial office. Furthermore, communications
may not involve any activity not'permitted by the judge. See Rule 21-402(A)(1)(d)
(requiring a judicial candidate to “take reasonable measures to ensure that other
persons do not undertake” actions on behalf of the candidate that the candidate or a
campaign committee may not take under the Code). By way of example, a site may
not endorse or solicit funds for another candidate for public office because a judge
may not take such action under Rule 21-401(C)(2)(a), (4). Similarly, a judge, or
anyone acting on behalf of the judge, may not use a social media site to express
public support for another candidate for public office, even if the judge is also
currently a candidate. See Rule 21-401(C)(2)(a) (prohibiting a judge from publicly
endorsing a candidate for public office); Rule 21-402(A)(2)(b), (c); and (C)

(prohibiting a candidate from engaging in behaviors or activities that are prohibited
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by judges under Rule 21-401(C)(2) and prohibiting a candidate from soliciting funds
for another candidate or a political organization, or making a contribution to another
candidate subject to certain exceptions). But see Rule 21-402(C) (providing that
“judicial candidates may, however, run for election as part of a slate of judicial
candidates and may patticipate in joint fundraising events with other judicial
candidates”). Some social media sites provide the opportunity for users to indicate
their approval or support for the site of another. A judge’s communication of approval
or support for another candidate’s social media site Pas the effect of publicly
communicating the judge’s support for the candidate, an action generally
impermissible under the Code. |
{(40) A judicial campaign social media site will commonly include a fundraising
component. Fundraising for a judicial campaign has strict restrictions. “Candidates
shall not personally solicit or personally accept contributions for their own
campaigns, Nor shall candidates solicit personally, or through campaign committees,
contributions for the campaigns of other candidates or offices:” Rule 21-404(A)
NMRA. A judicial candidate may not personally receive any contributions and must
refrain from seeking to discover who has contributed to the candidate’s campaign.
Rule 21-404(A); Rule 21-402(A)(2)(a). A campaign committee “may solicit and
accept reasonable campaign contributions” on behalf of a judicial candidate subject

to certain restrictions. Rule 21-404(A). In particular, a campaign committee may not
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knowingly solicit a contribution from a litigant with a case pending blefore thejudicial
candidate. Rule 21-402(E). A committee may not disclose identifying information
conceming contributions to the judicial candidate. /d.

(41)  As a result of these restrictions, a judicial candidate who maintains a social
media site may not engage in fundraising on the site. Any financial contributions
must be donated directly to the candidate’s campaign committee. A campaign
committee may use a social media site to raise funds, but it must seek to avoid
soliciting contributions from litigants in pending cases and must scrutinize
contributions to avoid accepting such contributions. The judicial candidaté must
ensure that his or her campaign committee is complying with these restrictions. Rule.,
21-404(A). The committee, however, must avoid sharing fundraising results with the
judicial candidate, and the candiflate must avoid accessing fundraising information

L3

on the site.
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Conclusion

@42)  With the popularity of social media, judges may wish to use it for personal,
campaign, or professional purposes. But, judges should be mindful that many
provisions of the Code of Judicial Conduct could be compromised, Because of the
potential pitfalls and its evolving nature, judges should be cautious in using social

media and constantly monitor their use for compliance with the Code.

es J. Wechafer, Cha‘if
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RED FLAGS IN WORKERS COMPENSATION CLAIMS THAT CAUSE INVESTIGATION

1. There are no witnesses to the injury or the only witnesses are the claimant’s “close” co-
workers.
2. The claimant and witness staternents offer conflicting information.
3. The report of the injury is not timely.
4, The accident report, statements and other documents contain numerous cross-outs, white out,
erasures or are incomplete.

.5. The claimant cannot recall specific details about the accident.
6. The injured worker is a new employee.
7. The claimant has a poor attendance record at work.
8. The claimant has a history of discipline issues.
9, The accident occurs immediately before or after a vacation.
10. The accident occurs immediately prior to an employee’s retirement.
11. The employee is injured prior to a strike, company layoff, termination or the employer
closing or relocating the business.
12. The employee is injured after giving notice.
13. The employee is injured after receiving a disciplinary action, demotion, being passed over for
promotion or being placed on probation.
14, The claimant has problems with workplace relationships.
15. The claimant has a history of reporting subjective claims or has more than one claim at a
time.
16. The claimant’s job history reflects a series of jobs held for relatively short periods of time.
17. The claimant’s alleged injury relates to a pre-existing health problem.
18. The claimant is involved in hobbies, sports home improvement or auto repair activities.
19. The claimant has a part-time job that is labor intensive, i.e. building outdoor decks, installing
tile, etc.
20. The injury occurs on a Friday but is not reported until the following Monday, or the injury
happens early Monday morning or at the beginning of a weekly shift.
21. The incident report and the medical evaluation offer conflicting information.
22. The claimant refuses or delays treatment to diagnose the injury.
23. The claimant is difficult to reach- won’t come to the telephone, is sleeping and can’t be
disturbed or is never home.
24, The claimant misses physical therapy, occupational therapy or other medical appointments.
25. The claimant provides a telephone number but doesn’t live at the address associated with it.
26. The claimant provides his friends, parents or other family members address or a hotel or post
office box.

e — e ——————————
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27. The claimant’s family doesn’t know anything about the claim or they are extremely helpful
to the point of the information sounding rehearsed.

28. The claimant is involved in domestic litigation.

29. The claimant is having financial difficulties.

30. Tips or anonymous information from co-workers, relatives or neighbors suggest that the
claimant’s injuries are exaggerated or not legitimate.

31. The claimant’s lifestyle is incompatible with his known income.

32. The claimant’s family members are on workers’ comp or have a history of claims or lawsuits.
33. The claimant’s injuries are subjective (soft-tissue injuries, phantom pain, emotional injuries,
etc.).

34. The claimant changes physicians frequently.

35. The claimant is healthy, tanned or sunburned.

36. The claimant and other workers from the same employer use the same attorney, doctor,

chiropractor or clinic.
37. The claimant is familiar with the claims handling protocol and workers comp in general.
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Discovery and Preservation of Social Media

=¥

The ubiqujlous nature 6f soctal media
has made it an unrivaled source of evi-
dence: Particularly in the arcas of criminal,
personal-injucy; cmployment, and family
Jaw, social media evidence hasplayed a key
role in countless eases, But the use of social
media is not limited to these practice areas.
Businesses of every size can be affected by
social-media — both in the duty to preserve
social media content and in the desire to
nccess relevant social medin evidence in
litigation.

The Duty to Preserve Social Media
Evidence

Data residing on social media platforms
is subject to the same duty to preserve as
other types of clectronically stored infor-
mation (ESI), The duty to preserve is trig-
gered when a party rcasonably foresces that
cviderice may be relevant to issues in litiga-
tion. All evidence in a party's “"possession,
custody, or control” is subjcct to the duty
to preserve. Evidence generally is consid-
ered to be within a party's “conirol™ when
the party has the legal authority or practical
ability to access it,

As an initial matter, social media con-
tent should be included in litigation-hold
notices instructing the preservation of all

Evidence

reiévant evidence. Once the litigation-hold
notice has been issucd, parties have avail-
ableito them o number of ways to prescrve
social media data, depending on the partic-
ular platform or application at issue,

Methads of Preservaiion .
Facebook offers the ability 10 "D

: Jd Your Info” With just one click af the

mouse, users can download a zip lile con-
taining timeline information, posls, mes-
sages, und photos. Information that is not
available by merely logging inio an ac-
count also is included, such as the ads on
which the user has clicked, IP nddresses
that arc logged when the user accesses his
or her Facebook account, ag well as allier

Twitter offers o similar, nlthough sonie-
what limited, option. Twitter users can
download all Tweets posted to an account
by requesting a copy of the user's Twitter
“wrchive.” Twitler docs not, however, olfer
uscrs a self-serve method of obtaining oth-
er, non-public information, such as IP logs.
To obtain this additional information, us-
ers must request it directly from Twilter by
sending an e-mail to privacy @twitler.com
with the subjeet line, “Request for Own
Account Information.” Twitler will respond

1o the c-mail with further instructions.
Although these self-help methods can be

an excellent start, they do nol address all

possible data, Therefore, it may be prudent

‘to 'employ the assistance of a third-party

vendor in order o ensure complel@ pres-
ervation. ClondPreserviion and X1 Social
Blssoyery are two examples of commer-
einlly availible wonls that are specifically
designed for archiving and collecting social
media content,

Consequences of Failing lo Preserve
Repardless of the method cmployed,
preservation of social media cvidence is
critically important and the consequences
of tailing 10 preserve can be significant, In
the worst case, both counsel and client may
be subject to sanctions for a failure 10 pre-
serve relevant evidence, In the livst reported
decision involving sanctions in the social
medin context, Lesnar v Allivd Conelriste
Cu., No, CL08-150 (Va, Cir. Ct. Sept. 01,
2011), aff 'd, No. 120074 (Va. Cl App. Jan.
10, 2013), the court sanctioned both the
plaintiff and his counsel based. in large part,
on its determination that they had engaged
in spolimion of social media cvidence, In
that casc, the lawyer told his paralegal to
make surc the plaintiff “cleaned up” his
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Facebook page. The paralegal helped the
plaintiff to deactivate his page and delete
16 pictures from his account. Although the
pictures were later recovered by forensic
experts, the court found that sanctions were
warranted based on the misconduet.

In contrast to Lester, a federal count in
New Jersey imposed a significanily less se-
vere remedy for the removal of Facebook
posts. In Kativoll Company, Inc. v. Kari
Roll and Platters, Inc., No. 10-3620 (GEB)
(D.N.J. Aug. 3, 2011), the court determincd
that the defendant committed technical
spoliation when he changed his Facebook
profile picture, where thie picture al issoe
was alleged to show infringing irade dress.
Because the defendant had “control” over
his Facebook page, he had the duty to pre-
serve the pholos.

Because the photos were relevant to the
litigation, their removal was “somewhat
prejudicial” to the plaintiff. Insicad of harsh
monelary or evidentiary sanctions though,
thé court ordercd a more practical-driven
resolution. Specifically, the court ordered
the defendant to coordinate with the plain-
liff*s counscel to change the picture back to
the allegedly infringing picture for a bricf
time during which the plaintiff could print
whatcver posts it belicved lo be relevant,

Critical to the court’s decision not to
awurd sanctions was its {inding that the
plaintiff had not explicitly requested that
the defendunt preserve his Facebook ac-
count as evidence. The court concluded,
instead, that it would not have been imme-
diately clear to the defendant that changing
his Faccbook profile picture would consti-
tute the destruction of*evidence. Thus, any
spoliation was unintentional. This deci-
sion supports the idea that counsel should
consider issuing a litigation-hold notice to
opposing partics, as well as to one’s own
clicnt.

Even inadvertent negligence for which
sunctions arc not warranted, can result in
the loss of potentially relevant social me-
dia evidence. For example, in In re Plizen;
Inc. Seenrities Litigation, 288 FR.D. 297
(S.D.N.Y. Jan. 8, 2013), the plaintiff-share-
holders soaght sunctions against Plizer for
failing 10 preserve data from “e-rooms.”

The “e-rooms™ were internal colluboration
applications maintained by the company
for use by employccs in sharing documents
and calendars, archiving c-mails, and com-
municating via discussion boards and in-
stant messaging. Although the company
had preserved (and produced) a tremendous
amount of ESI, il had failed o preserve the
data associated with the relevant c-rooms,

The court took issue with the scope of
Plizer’s litigation-hold measures beeause
they did not include e-rooms. Although
documents and information included in
the c-rooms were likely also maintained
clsewhere and had likely been prescrved
and produced, the deletion of the c-rooms
had resulied in the loss of discoverable
information concerning the manner in
which the cmployces internally organized
information.

The court found that this information was
reJevant because it would allow the plain-
liffs to draw connections and understand
the narrative of events in a way “fiot nce-
cssarily afforded by custodial production.”
Thas, the court concluded, the company
breached its duty to preserve because the
scope of its litigation hold did not include
the e-rooms. Sanctions, however, were not
warranted because the conduct. was merely
negligent and the plaintifls had not shown
that any Jost data was, indeed, rclevant 1o
their claims.

Preservation in a "BYOD" World

Onc question that remains unanswered
rclates to the obligation of a company 1o
preserve the potentially relevant social me-
dia content of ity employees. In Cotton v.
Costeo Whotesale Corp., No. 12-273] (D.
Kan. July 24, 2013), the couri denicd the
employee-plaintiff's motion to compel text
messages sent or received by cmployees
on their personal cell phones. linding thal
the employce hud failed to show that the
cmployer had any lcgal right to obtain the
text messages. In other words, the phones
and the data they contained were not in the
“possession, custody. or control” of the em-
ployer. This recent discussion is one of the
fivst ol its Kind and observers will have W
wail to scc whether the approach is adopledd

by other courts in cases Lo come.

The Discoverability of Social Media

Preservation of social media evidence, of
course, is only one part of the process, Pur-
ties will want to obtain relevant social me-
dia cvidence as part of their informal and
formal discovery cfforts, Although some
courls continue 10 struggle with disputes
involving such clforts, discovery of social
media merely requires the application of
basic discovery principles in a someivhat
novel context.

No Reasonahle Expectation of Privacy

The user’s right 10 privacy is commonly
an issue in discovery disputes involving
social media, Litigants continuc lo be-
licve that messages sent and; posts made
on their Facebook pages are “‘private” and
should not be subjeet to discovery during
litigation. In support of this, litigants claim
that their Facebook pages are not publicly
availubfe but, instead, arc available onfy to
a Jimited number of deslgnated Facebook
“friends.”

Courts consistently reject this argument,
however. Instead, courts geperally find that
“private” is not necessarily the same as “not
public.” By sharing the conlent with others
—cven if only a limited number of specially
selected friends — the litigant has no rea-
sonable expectation of privacy with respect
to the shared content. Thus, the very pur-
pose of sacial media — to share content with
others — préchides thé Tinding ol an objec-
tively reasonablé expectation that conient
will rcmain “private,” Conscquently, dis-
coveribility of social media is governed by
the standard analysis and is not subject to
any “sociul media” or “privacy” privilege.

Relevancy as the Threshold Analysis
Relcvancy, therefore, becomes the focus
of the discoverability analysis. Courts are
wary about granting discovery of sociul
media content where the requesting party
has not idemilicd some specific evidence
tending to show that relevant information
cxists. However, a requesting party is only
able to satisfy this burden if ot lcast some
part of producing parly's social media con-
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tent is publicly available, Thus, when a
litigant's social-networking account is not
publicly available, the likelihood of its dis-
covery diminishes significantly. As more
and morc uscrs understand the importance
of privacy settings, the burden on the re-
guesting party becomes more and more
dilficult o satisly.

Methods of Access to Soclal Media
Evidence

Assuming a litigant is able to mect its
burden to establish the relevancy of social-
networking content, the question hecomes
a practical onc —how to obtain the sought-
after information? Currently, this question
has no good answer. There have been a va-
ricty of methods requested by litigants and
ordered by the courts, with mixed degrees
of suceess.

Direct Access lo Social Media Accounis

One of the most intrusivé methods of
discovery is to permit the requesting party
aceess lo the entire account, 1t analogized
to traditional discovery, this would be the
equivalent of granting access to a litigant’s
entire office mevely because a relevant file
is stored there. Not surprisingly, this meth-
od of “praduction” has not been popular
with parties or with courts.

Nevertheless, there now are several deci-
sions in which a court has ordered a party
to produce his or her login and password
information to the other side in response to
a discavery request. One of thesc decisions,
Largent w. Reed, No.2009-1823 (Pa. C.C.P.
Nov, 8, 2011), illustrates some of the pro-
cedural challenges that can result.

In Largent, the court ordercd the plain-
HEf to turn over her Facebook login infor-
mation to defense counsel within 14 days
of the datc of the order. Defense counsel
then would have 21 days to “inspect [the
plaintit™s] profile” Alier that period, the
plaintiff coutd change her password to pre-
vent any further aceess to her account by
defeuse counsel. Although the order spe-
cifically identificd the defendant’s lawyer
as the only purty who would be given the
login intormation, it did not specify wheth-
er the defendant was permilted to view the

accounl’s contents once the attorney had
logged in.

Another case involving the exchange of
login information resulted in morc seri-
ous and permanent harm, In Gatie v Uhit-
ed, Airlines, Inc., No. 10-1090-ES-SCM
(D.N.J. Mar. 25, 2013), the plainiiff vol-
untarily provided his Facebook password
to the defendunts’ counseél during a settle-
ment conference facilitated by the court.
When the defendants’ attomey later logged
into the account and printed portions of
the plaintitt®s peofile page as préviously
agreed, Facebook sent an automated mes-
sage to the plaintiff, alerling him that his
account had been accessed from an unau-
thorized ISP address.

The plaintiff attempled to deactivate the
account but deleted it instead. As a result,
all of thie datn associated with the account
was automalically and permanently deler-
ed 14 days later. The court found that the
plaintiff had failcd to preserve relevant evi-
dence and granted the defendants’ request
for un udversc-inference instruction as &
sanction.

Not all courts have endorsed the idea of
dircct access to a party's social media ac-
count. One court went so far as to hold that
a blanket request for login information is
per se unreasonable. In Tvail v, Lesko, No.
GD-10-017249 (Pa. C.C.P. July 3, 2012),
both sides sought to obtain Facebook posts
and piclures from the other, Neither com-
plicd and both purties filed motions seeking
1o compel the other to turn over its Face-
book password and username.

The court explained that a party is not
entitled to frec-reign access to thenon-pub-
lic social-nctworking posis of an opposing
party merely because he asks the courl for
it. "To cnnble a party to roam around in an
adversary's Facebook account would result
in the parly to gain access 1o a great deal
of information that has nothing to do with
the litigation and (] cause embarrassment jf
viewed by persons who are not ‘Friends.'”

One court went even further. In Chauvin
w State Furm Muinal Awromobile Insur-
ance Company, No. 10-117335, 2011 U.S.
Dist. LEXIS 121600 (S.D. Mich. Oct. 20,
201 1. the court alfirmed an awird of sane-

tions against the defendont due to its mo-
tion to compel production of the plaintiff's
Facebook password. The court upheld the
decision of the magistrate judge, who had
concluded that the content the défendant
sought to discover was available “through
less intrusive, less annoying and less spec-
ulative means,” cven if relevant, Further-
more, there was no indication that granting
access to the account would be reasonably
caleulated to lead 1o discovery of admissi-
ble information, Thus, the motion to com-
pel warranted an award of sanctions,

In Camera Review

In an effort to guard aguinst overly broad
disclosure of a party’s social media infor-
mation, some courls have conducted an
in camera review prior to production. For
exemple, in Offenback v. Bowman, a No.
1:10-cv-1789, 201} U.S. Dist. LEXIS
66432 (M.D. Pa, Junc 22, 201), the magis-
trale judge conducied an in camera xeview
of the plaintiff's Facebook account and or-
dered the production of a “small scgment”
of the account as relevant to the plaintiff's
physical condition,

In Douglas v. Riverwalk Grill, LLC, No.
11-15230, 2012 U.S. Dist. LEXIS 120538
(E.D. Mich. Aug. 24, 2012), the court or-
dered the_pluiniiff to provide the contents
for in camera review. After conducting its
revicw of “literally thousands of entries,”
the court noted that “majority of the issucs
bear absolutcly no rélevance” to the case.
In particular; the court found that the only
entrics that could be considered discover-
able were -those written by the plaintiff,
which could be in the form of "comments”
hc made on another’s post or updales (o
his own “stas.” The count identiticd the
specific entries 11 bad determined were
discoverable.

Muny courts, understandably, have been
less than enthusiastic about the idea of
doing the parties’ burdensome discovery
work. For example, in Tomkins v. Detroil
Menopolitan Airport, 278 FER.D. 387 (E.D.
Mich. 2012), the court declined the par-
ties’ supgestion that it conduct an in cam-
era review, explaining that “such review is
ordinarily utilized only when necessary 1o
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resolve dispules concerning privilege; it is
rarely used o determine relevance.”

At Icast one court has agreed to *‘friend”
a litigant for the purposc of conducting an
in camera review of the litigant's Face-
book page. In Barnes v. CUS Nashville,
LLC, No. 3:09-cv-00764, 2011 U.S. Dist,
LEXIS 143892 (M.D. Tenn. June 3, 2010),
the magistrate judge offered to expedite
the partics” discovery dispute by ¢reating a
Faccbook account and then “friending’ two
individuals “for the sole purpose of review-
ing photographs and related comments in
camere The judge then would “properly
review and disseminate any relevant infor-
mation to the parties . . . [and would) then
close Facebook nccount.™

Attorneys’ Eyes Only

In Thompson v. Autoliv ASP, Inc., No.
2:09-cv-01375 (D. Nev. Junt 20, 2012),
the defendant obtained information from
the plaintiff’s publicly available social-
networking profiles thut was relevant 1o
the case, but asserted that the plaintiff: had
since changed her account sctlings to pre-
vent the defendant from further aceess and

had failed to produce (or had produced in-

overly-redacted form) information from
these pralilés in response (o the defendant’s
formal discovery requests.

The defendant sought to have the: court
conducl an in camera review ol the profiles
in their entirety to determine wheiher the
plaintiff's discovery:responses were com-
plete. Instead, the court ordered the plain-
iff to provide the requested information to
the defendant’s counsel for an attorney’s-
eyes-only review for the Jimited purposc of
identifying whether information had been
improperly withheld from production. The
defendant's counsel was instructed that it
could not usc the information for any oth-
cr purpose without a further ruling by the
courl.

Third-Parly Subpoenas

While the discoverability analysis is 4
product of the common law, there is at least
one statule relevant to the discussion. The
Stored Communications Act (SCA) limits
the ability of Internet-scrvice providers

to voluntarily disclose information about
their customers and subscribers. Although
providers may disclose electronic commu-
nications with the consent of the subscrib-
er, the SCA docs not contain an exception
for disclosure- pursnant to civil -discovery
subpoena. The application of the SCA 10
discavery of communications slored on so-
cial-networking sites has produced mixed
results.

Providers, including Facebook, take the
position that the SCA prohibits them from
disclosing social medin contents, even by
subpoena. From Fucebook's website:

Federal law prohibits Facebook from dis-
closing "uscr content (such o3 messiges,
Wall (timelinc) posts, photos, elc.), in re-
ApRNSE 1o 4 civil subpoena. Specilically, the
Stored Communicntions Act, 18 U.S.C. §
2701 et seq., prohibits Facebook from dis-
closing the contents ol*an necount to any
non-governmental entity pursuant to a sub-
poena or conrt order.

One of the earlicst cases to address the
issue, Crispin v Christian Aundigier, Inc.,
717 F. Supp. 2d 965 {(C.D. Cal. 2010), con-
cluded thmt the SCA prohibited a social-
networking site from producing a user’s
account contents in response o a civil
discovery subpoena. In that case, the de-
fendants served subpoenas on several third
parties, including Facebook and MySpace,
sccking communications between  the
plaintiff and another individual. The plain-
1iff moved to quash the subpoenas.

The court held that plaintiff had standing
to bring the motion, explaining thal “an in-
dividual has a personal right in information
in his or her profile and inbox on a sucial-
networking site and his or her webmail in-
box in the same way that an individual has
a personal right in employment and bank
records.”” Morcover, the court determined
that the providers were electronic com-
munication service (ECS) providers under
the SCA and were thus prohibited from
disclosing information contained in “clec-
tronic storiuge.”

The SCA does not override a party’s ob-
lipation to produce relevant ESI, though. To

the contrary, a party must produce informa-
tion that is within its possession, custody,
or control. Thus, a court can compel a parly
to execule an authorization for the rclease
of social media content. With an executed
authorization, a properly issued subpeena,
and, in most cascs, a reasonably small pay-
ment for associuted costs, litigants can ob-
tain all information related to a user's so-
cial media account,

Lessons Learned

Although the world of social media and
other new technology continues to present
novel questions, the answers are ofien de-
rived by applying a “'pre-Faccbook™ analy-
sis. For example, busingsses understand
that they have an obligation (o preserve
potentially relevant-evidence., Social media
evidence is no diffcrent and should be pre-
served in the same way as paper documents
and emails,

Similarly, parties in litigation arc entitled
10 discovery of all relevant, non-privileged
information. Thus, social media content
is subject to discovery, despite the priva-
cy settings imposed by the: account uscr.
Nevertheless, only relevant information
must be produced and it is the responsi-
bility of counsel to make the relevancy
determination.

Partics and counsel arc: well advised to
adjust their thinking so that socisl media
becomes just another type of ESI. And, like
cmails and other forms of electronic data,
social media must be preserved and js sub-
ject to discovery if relevant to the dispule,

Margaret (Molly) DiBfianea is an at-
torney with Young Conaway Starjatt
& Taylor, LLP, in Wilmington, Dela-
ware, and-author of the award=win-
ning Dultware Employingit Law Blog.
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SOCIAL MEDIA WARNING

In this modern world, many of us communicate using the internet, email or other forms of digital
communication. Now that you are pursuing a legal claim for monetary damages, it is critical that you
understand that any communications you have with anybody (other than your attorney), may be subject to
disclosure at some point in the process. Any information you post to an internet website, write In an
email or instant message, or otherwise {ransmit electronically may someday be requested by the
other side as evidence in your case, If you malntain an intemet website or & space on internet portals
such as Facebook, Twitter, Skype etc., there is nothing that prevents the other side from accessing those
sites and obtaining all of the information you have placed there,

For these reasons, it is critical that from now until the time that your case is finally resolved, you
refrain from communlcating about your case, or disclosing any of the facts relating to your case on any
internet website, email or other digital format, The only exception iz that you may, of course,
communlcate with us using email if you so choose. Unlike other digital communications, anything you
send us (so long as it is sent to us only and copied to no one else) is covered by the attorney/client
privilege, and Is therefore confidential.

You must be very careful about any other information you communicate through the intemet or
email, even if it is not specifically about the facts of your case. Even information relating to your personal
Interests, lifestyle choices, associations or other types of information will be accessible to the other side
and available for them to use against you In the case. This does not mean that you should stop using the
internet o email, or worry about shopplng or providing basic information on commercial websites, What
it does mean is that you should be very careful about what information, Including videotape,
photographs, ete., you post onany anline forui, blog or social networking website. Moreover, you
should be careful about what sort of Information you place in e-mail. You do not want there to be
embarrassing or profane materials that the other side can attempl to use to impeach your character.

In short, what we suggest is that you (I§g

noyiind when vourcase I finally resolved.

By signing below, you acknowledge that you have been advised by your
attorney of the foregoing information.

Signature Date
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- Managing Your Clients’ Social-Media Evidence

By Margaret (Molly) DiBianca

Fon represenc the plaingiff in a pepsanal-
L injury €uit. Your client seeks damages: for
injuries sustained s a resule of o multiple-
vehicle aceident. Duving your clienty deposi-
dion, she iy asked by the knvyer for one of the
defuindants ibour her socinlamiedin use. The cli-
ent eestifies that she has s Tivitter and Facebook
aceount and that she posts to both on u regulag
basis. '
The defense lawyer asks shether your client
has ever posted about her accident on any of her
sociul-media accounts, *Nao, never” your client

Margarct (Molly) DiBianca, a lawyer at Young
Conaway Stargatt & Taylor, LLP, maintains a legal
practice consisting of cqual parts litigation and client
counseling. Ms. DiBianca represents employers in a
varicty of industries and presents customized craining
to managers and executlves durlng on-site seminars and
workshops. She is a frequenc speaker and teaches best
employment practices to human resource professionals,
oxecutives, and in-house counsel. Ms. DiBjanca also
serves as editor of and primary contributor to
the Delaware Employment Law Blog and is a monthly
contributor to the Defaware Emplopinent Law Letter.

sesponds, “And how about your injuries? Have
you ever posted about your injuries, on Twitter
or Facebook?™ the lawyer inguires, “Well, maglie,”
yeir elivnt says.,

You' (bel mildly nanseous as the defénse law-
yer pulls out an exhibic and slides ig across the
table. Your clivnt grimaces as she reads the paper.
You pick up the page and see a sereenshot of
Twiteer fevd. Next o the nweet is your client’s
vny picture. The tweet was posted from your cli-
ent’s Tavitter account.

The tweet says, “Follow-up appoinoments
are the stupidest vhing ever! My wreck was
forever ago! 1'm FINEU The defunse Tawyer
launches into a series ol questions abour the
tveet and about other communts your client
may have pasted to her social-media sccounts.
Your client admits that she posted the tweet,
that she may have posted others like i, and that
she has nar made any effores o colleet or oth-
erwise preserve online content relating to the
accident ar her injuries.

At the conclusion ol the deposition, the delense
Tasvver puts a request on the yecord. seeking all
other radevine social-medin coneent. You dismiss
that defendant the following day. And then you
dumk your lucky sars thae nothing worse came

2m), Wolters Kluwer




Social Media

out of your failure to preserve your client’s social-media
content.

Current Issues

Content posted onto online social-media sites, such
as Facebook and Twiteer, is subject to the same duty o
preserve as other types of electronienlly stored informa-
tion, such as ¢nail and electronic documents. The duty
to preserve is triggered when a party reasonably foresees
that evidence may be relevant to issues in litigation. All
evidence in a party’s “possession, custody, or contol™ is
subject to the duty to preserve.

Soclal Media as Potential Evidence

Parties in litigation are entitled to discovery of all
relevant, non-privileged information. Thus, social-
medin content is subject to discovery, despite the
privacy scttings imposed by thue user. Nevertheless,
the user’s right to privacy is commonly an issue in
discovery disputes involving social media. Litigants
continue to contend that their Facebook content is
“private” and should not be subject to discovery dur-
ing litigation. They argue that privacy protections are
available because theiv Facebook pages are not publicly
available but are available only to a limiied number of
designated Facebook “friends.”

Content posted onto online social-
media sites, such as Facebook and
Twitter, is subject to the same

duty to preserve as other types of
electronically stored information, such
as emaijl and electronic documents.

This argument s rejected  consistently by counts.
Instead, cowrts have found that Mprivate™ is not neces-
sarily the same as “not public” By sharing content with
others, even in limited numbers, the user has lost his or
her right to kecp such information “private.” The logic is
compelling—social medin gews its nune from the social
nature of the medivm. 1M users truly desired to keep the
information private, chey would not have posted it to o

socinl-media account, Consequenty, discoverabilicy ol

sacial media is governed by the typical relevaney analysis
applied to any other type of evidence and is nor subject
to any “social median” or privacy™” privilege.

Why Preservation of Social Media Matters
Due to the broad scope of discovery, lawyers niust

be diligent in ensuring thac all potentally relevine evi-

dence scored on their Sients” social-medin accounts e
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preserved for litigntion. Failure to properly preserve
social-media evidence can resule in significant conse-
quences, including sanctions. When it comes to the dury
to preserve, ignorance of the client or of the I1wyu' s
not a defense. For example, in Painter v Anvood,! the
defense sought to compel certain comments and pic-
tures posted to the plaintiff’s Facebook page.

The logic is compelling—social media
gets its name from the social nature
of the medium. If users truly desired
to keep the information private, they
would not have posted it to a social-
media account.

When the pliintifl’ denivd that the content existed, thé
defense produced copies of the pictures and comments,
which had been obtained from ane of the plaintift's
Facchook friends. The plaintiff adnitted that, although
the content had once been posted to her account, it had
since been deleted, claiming that she “regularly” deleted
pictures and posts. The defense moved for sanctions for
the plaindf’s failure to preserve relevant evidence.

n response to the motion, the phintff’s counsel
arpued that the planv® h'ld nat understood the duty to
preserve beeause she was a ! ymmg pixl" The court was
not meeed T Hndlng thoetheplain “Badspoligted the
evidenee, the court reasoned that age nor-genderavere
refeviant ol thar, in any event, it was the digy ol counsel
Tt v clieht abeut the EcdTto proserve.

Aldsoudrdeeonit determined that spolintion had
occurred, it did not order sanctions because the defense
had been able to obtain copies of the deleted content.
A similar approach was tiken in Kutiroll Conpany, Inc. v
Kati Roll and Platrers, Ine® In that case, the court deter-
mined that the defendant had committed technical spo-
liation when he changed his Facebook profile picture,
whure the picture atissue was alleged to show infringing
trade dress. Beeause the defendant had “control” of his
Facebook page, he had the duty to preserve the photo.

The cowrt found that the photw was relevant to the
litigation and, therefore, its removal was “somewhat
prejudicial” to the plintiffs nstead of wwarding harsh
monctary or evidentiary sanctions, though, the court
took & more pracdcal approach. Specifically, the court
orcdered the defendant to change the picture back to the
allegedly infvinging picture fur a briel period of time,
thereby enabling the pliindfi to prine copies of what-
cver she believed 1o be relevan,

Criticul o the cowrt’s ruling was its Hinding that the
plainatl had nou explicitly reguested that the defendant
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preserve his Facebook account as evidence. Unlike the
court in Painter, here the court concludéd that it would
not have been immediately clear to the defendant that
changing his Facebook profile picture would constitute
the destruction of evidence, Thus, the court found, any
spoliation was unintentional.

In Pajuter and Katiroll, the courts held that no sanc-
tions were necessary because the defense had been
able to obrain copies of the deleted content. But not
all courts have adopted this no-harm-no-foul approach.
For example, in Gatto v. United Airlines, Inc.,® the plain-
dff attempted to deactivate his Facebgok account bue
deleted it instead. As a result, all of the data associated
with the account was automatically and permanenty
deleted 14 days later. The court found that the plaintiff
had failed to preserve relevant evidence and ordered an
adverse-inference instruction as sanctions.

In Lester v. Allied Concrete Company,” the court sanc-
tioned both the plaintiff and his counsel based, in large
part, on its determination that they had engaged in spo-
liation of social-media evidence. In that case, upon learn-
‘ing that bis client had posted less=than-flatiering photos
't/ his Facebool & el 1wyermstn=cted hi.\s pnmleg.ﬂ

orte : . go
pamlégﬂ-éséi!tcd—dr:‘pimmﬁm;; 16 pictures &om
his account and then deactivating his account.

Although all but one of the photos were later recov-
ered by forensic experts, the court found that sanctions
were warranted. The plaintiff’s Jawyer was ordered to pay
$542,000 in attorney fees and was referred to the state
bar’s disciplinary counsel, which resulted in an agreed-on
five~year suspension of the attorney's law license.

The duty to preserve applies only
to evidence that is in the party’s

“possession, custody, or control.”

Future lssues

e et . B R
It seems inevitable that parties and their counsel will,

continue to face the general challenge of complying
with the duty to preserve social-media evidence for
samie time to come. But there are some specific issues
that counsel can expect to face in the more immediate
furure.

One such issue deals with the question of “control.”
The duty to preserve applies only to cevidence that is
in the party's “possession, custody, or contro).” Evidence
generally is considered to be within a party’s “'control”
when the party has the legal authority or practical
ability to access it. In the conwxt of online evidence,
including social-media coneent, the concept ol control

is less obvious than in the context of traditional paper
documents or other tangible items.

In the context of online ¢vidence, there is a question
of whether an entity "“controls” (and, therefore, has
a duty to preserve) potentially relevant social-media
content of its employees. Although there is not yet
a published opinion addressing this question, other
recent cases give an indication of how the law may be
applied.

‘For example, in Cotion v. Costco Wholesale Corp.," the
plaintiffs, who were former employees, sought to com-
pel their former employer 1o produce textamessages sent
or received by former coworkers. There was no question
about the relevancy of the text messages at issue, but
there was a question about “control” because the mes-
sra&gs were sent via the coworkurs pcmm] cell pjr_qg:;.

-_cponestm d:n:n

y contanied were not in the ' possession, custody, or
control” of the employer.

A-Uiffetent approach was used in BR. Telephone Co.,
Ine. v. San Juan Cable, LLC.? In this case, the court held
that the employer did have a duty to preserve relevant
email from the personal email accounts of three of the
company's former officers. The only facts given by the
court as the basis for its decision was that the com-
pany “presumably knew" thac its officers had used their
personal email accounts to conduct company business,
The court found that the company had failed to pre-
serve the emails sent through the officers’ personal
accounts.

It would seem that the duty to preserve social-media
evidence should not be nearly as difficult when the evi-
dence is within the client’s possession, custody, or con-
trol. But many lawyers continue to struggle with the
logistics of how to preserve a client’s social-media con-
tent. There are several “entry-level” methods to preserve
social-media evidence, which require minimal techno-
logical knowledge.

Facebook is an excellent example. To obtain all of the
content and related meradata from a Facebook account,
the user must sign an authorization form, which must
be submitted o Facebook, along with a check for $150.
Faccbuuk will then provide 7ol (he dam con@ined in
unt., This is.the gmprehensive
_ consider having clivnts execute
the authorization form at the ourset of the engagement.

But there a6 575 Widie immediate way to pre-
serve Facebook content. After logging into his or her
Facebook account, the user (client) clicks a button called,
"Download Your Informarion.” With just one click, the
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client will download a zip file containing timeline infor-
mation, posts, messages, and photos. Information that is
not available by merely Jogging into the account also
is included in the zip file, such as the ads on which the
user has clicked, IP addresses that are logged when the
user accesses his or her account, and other potentially
relevant information. This method offers the lawyer and
client the ability to preserve content immediately and
without any cost.

Twitter offers a similar, although somewhat lim-
ited, option. Twitter users can download all tweets
posted to an account by requesting a copy of the
user’s Twitter “archive.” Twitter does not offer users
a sclf-serve method of obtaining other, non-public
information, such as 1P logs. To obtain this addi-
tional information, users must request it directly from
Twitter by sending an email to privacy@uwitter.com
with the subject line, “Request for Own Account
Information.” Twitcer will respond to the email with
further instructions.

This method does have its limitations, though. For
example, it does not provide for content that is posted
afler the user has downloaded his information. But,
fear not, new apps are in the works to provide for such
collection.

Cloud Preservation and X| Social
Discovery are two examples of
commercially available tools that are
designed specifically for archiving and
collecting social-media content.

One such app is called Tweet Keeper. Once installed
on a user’s smartphone or tablet, the app can be used
to download the mast recent 3,200 tweets posted from
the accounc. Once downloaded, the tweets can be fil-
tered, searched, and exported into various formats for
use in other applications, such as Microsoft Excel. But
perhaps the most unique feature of this particular app is
its ability to continue to download new tweets as they
are posted to the account, thus resolving the problem
of preserving content posted during litigation, after the
initial preservation has occurred.

Although these self-help preservation methods can
be an excellent start and certainly are better than tak-
ing no steps to preserve, they do not address all pos-
sible data associated with a user’s social-media accounts.
There may be some instances when it is advisable to
employ the assistance of a third-party vendor in order to
ensure complete preservation. Cloud Preservation and

X1 Social Discovery ate two examples of commercially
available tools that are designed specifically for archiving
and collecting social-media content. The downside to
such tools, of course, is that they come with a price tag
significantly larger than Tweet Keeper's $1.99 price or
even the $150 Facebook method.

Conclusion

The unavoidable reality is that social media is here to
stay. Consequently, lawyers are well-advised to embrace
the reality and endeavor to learn the minimal skills neces-
sary to comply with cheir ethical duties, The good news
is that this can be accomplished without the investment
of much time or money. Here are three key things every
litigator should remember about social-media evidence:

1. Be aware of its existence. Do not pretend that
social-media evidence does not exist. Ask your clients
about their social-media usage immediately upon
engagement and then throughout the litigation.

2. Preserve immediately. Once you know that your
client uses social media, take immediate steps to pre-
serve any and all potentially relevant content.

3. Preserve more, not less. What may be relevant
in any particular case can be an incredibly complex
question. The safer practice, by far, is to preserve
more than you need, rather than less.

The duty to preserve is a serious one and is no less
serious in the context of social media, Although social
media may be an unfamiliar source of evidence, it is a
critical one. Thus, lawyers should acknowledge the real-
ity and work toward development of a level of familiar-
ity that satisfies the ethical duty of competence.
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Michael O'Rourke

"Soclal networking” has been around forever. It's the simple act of expanding the number of people you know by
meeting your friends' friends, their friends' friends and so on. In fact, many of us today use Twitter and Facebook to
promote our existing and upcoming businesses. And people looking to connect with other business-associated contacts
usually move to sites like LinkedIn, but one need to understand that social media is beyond Twitter, Facebook, Linkedin
and Blogs. After observing and running an analysis on hundreds of Social Networking sites [ have listed down 40 most
popular social networks across countries.

1. Facebook: To access Facebook.com, you must create an account on the site which is free. Facebook's terms of use
state that members must be at least 13 years old with valid email ID’s. After updating you're details, your Facebook
profile is generated. Using Facebook.com you can:

o Browse and join networks, which are organized into four categories: regions, colleges, workplaces and high schools.
o Pull contacts from a Web-based e-mail account, into Facebook.com.

o Find friends in several ways, including search engine to look for a specific person and lot more.

o Facebook has recently crossed 500 million users and is the most popular Social Networking site of the world.

2. MySpace: On MySpace, your social network starts growing from the first day. When you join MySpace, the first step is
to create a profile. You then, invite friends to join there and search for your friends on already profiled on MySpace
these friends become your initial Friend Space. Once the friendship is confirmed all the people in your friends' Friend
Space become part of your network. In that sense, everyone on MySpace is in your Extended Network. As part of terms
of MySpace, the user must be at least 14 years old to register.

3. Twitter: Twitter is a very simple service that is rapidly becoming one of the most talked-about social networking
service providers. When you have a Twitter account, you can use the service to post and receive messages to a network
of contacts, as opposed to send bulk email messages. You can build your network of contacts, and invite others to
receive your Tweets, and can follow other members' posts. Twitter makes it easy to opt into or out of networks.
Additionally, you can choose to stop following a specific person’s feed.

4, LinkedIn: LinkedIn is an online social network for business professionals, which is designed specifically for professional
networking, to help them find a job, discover sales leads, connect with potential business partners. Unlike most of the
other social networks, LinkedIn does not focus on making friends or sharing media like photos, videos and music. To
start using LinkedIn you need to register and create a profile page. To register to LinkedIn, you need to provide personal
information. You can update the profile with your education and job details and a summary. Additionally, you can also
give and receive recommendations from co-workers and bosses. There are more than 75 million professionals registered
on LinkedIn.

5. Bebo: In the United Kingdom, Bebo is the second best social network. Bebo allows users to create social networking
profiles for free. It offers many of the same features as other social networking sites. You can register a free account
with Bebo and upload photos, videos and information. The site lets you connect with old friends and make new ones
using a unique user interface. The site boasts users from more than a dozen countries, including the United States,
Australia, Canada, Poland, France and Germany.

6. Friendster: Friendster was one of the first Web sites to bring it into mass culture. It was designed as a place to connect
with friends, family, colleagues and new friends over the Intemet. However, it went beyond just a one-way
communication. Using Friendster, you can connect with friends and family, meet new people through the connections
you already have, find people with similar interests, backgrounds or geographical locationrs, join groups by activity,

.school or interest, interact through message posts, games, blogs and application sharing, and share your details with the
Internet community.
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7. Hi5: Hi5 shares many similarities with many social network sites; however, it introduces some twists that make it
worthwhile for people who love trying out new and interesting online communities. However, it is not one of the
popular sites in the United States. This was a strategic rove from the founder, therefore, Hi5 claims around 60 million
members from more than 200 countries other than the US. One of the site's biggest transformations is the addition of
many entertainment options, including games.

8. Habbo: The Habbo online community is inhabited by pixelated, cartoon-character alter egos. You can meet others in
public rooms (nightclubs, restaurants, shops) and create private rooms for selected friends. Habbo employees heavily
moderate the site, catering to its solid teen user base. Most of the users of Habbo are between the age group of 13 - 18
years. Although, a major part of the users are from the U.S., Habbo social networks is very popular in places like the
United Kingdom, Japan, Sweden, Spain, Italy, Finland and more.

9. NING: Ning is the leading online platform for the world's organizers, activists and influencers to create social
experiences that inspire action. It helps you create a safe and secure place online for like-minded people. Ning takes the
idea of groups to a whole new level. The ability to create your own community makes Ning a great home away from
home for organizaticns and groups looking to fill the social void.

10. Classmates: Classmates.com is different from most social networks, in the sense that most of its features are
available to premium member. The price for premium members depends on the length of the agreement — shorter term
results in a higher cost per month. Classmates.com is primarily used to reconnect with old classmates. The site features
a search engine that lets you view other people who went to the same school you attended. Creating a basic
Classmates.com profile is free and easy. However, most of the advanced features in Classmates.com are only available
to paid users.

11. Tagged: Tagged is a blend of social networking features that MySpace and Facebook users will find very familiar.
Tagged was designed to help users meet lots of new people with similar interests in a short amount of time. You can
access and register directly or be invited by a friend to join Tagged. This is a free social network that allows you to view
your friends’ newly uploaded Tagged photo album. Tagged encourages its users to meet strangers based on shared
interests, with the idea of growing your network to meet as many people as possible.

12. myYearbook: myYearbook, the best place to meet new people and one of the 25 most-trafficked sites in the United
States. myYearbook has Flash-based games, and the games incorporate Lunch Money {the myYearbook virtual
currency). It includes a virtual economy through which people can purchase of gifts which members send to each other.
Lunch Money is also donated by meémbers to their favourite charity. In 2010, myYearbook donated money to the Haiti
Relief Fund to help victims of the earthquake in Haiti.

13. Meetup: Meetup is an online social networking portal that facilitates offline group meetings in various localities
around the world. It makes it easy for anyone to organize a local group or find one of the thousands already meeting up
face-to-face. More than 2,000 groups get together in local communities each day, each one with the goal of improving
themselves or their communities. \

14. Mylife: Mylife (formerly Reunion.com) is a social network service. MyLife can search over 60 social-networking sites
and other information resources on the Web. Mylife searches the web to deliver accurate and timely results. Even in
cases when you don't immediately find who you're looking for, MyLife continues searching and provides updates and
alerts. MyLife suggests friends and contacts you may know based on your profile information and existing contacts. It
also intimates you when someone else is looking for you. MyLife gives you a global view into the most popuiar sites your
friends are part of, including Linked!n, Facebook and MySpace as well as 50 other sites.

15. Flixster: Flixster is a social networking site for movie fans. Users can create their own profiles, invite friends, rate
movies and actors, and post movie reviews as well. From the site, people can also get information about movies, read
user-generated movie reviews and ratings, converse with other users, get movie show times, view popularcelebrity
photos, read the latest movie news, and view video clips from popular movies and TV shows. Flixster.com also operates
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leadiralg‘ movie applications on Facebook, MySpace, iPhone, Android, and BlackBerry.

16. myHeritage: MyHeritage is a family-oriented social network service and genealogy website. It allows members to
create their own family websites, share pictures and videos, organize family events, create family trees, and search for
ancestors. There are more than 15 million family trees and 91 million photos on the site, and the site is accessnble in
over 35 languages

17. Multiply: Multiply is a vibrant social shopping destination, but faster and more convenient, where sellers and buyers
interact. A user's network is made up of their direct contacts, as well as others who are closely connected to them
through their first-degree relationships. Users are also encouraged to specify the nature of their relationship with one
another, making it possible to share content based on relationship. Many shoppers in the Philippines, Indonesia,
Malaysia, Singapore, Thailand and Vietnam have made the Multiply Marketplace a favourite shopping destination.

18. Orkut; Orkut is a free social networking website where you can create a profile, connect with friends, maintain an
online scrapbook and use site features and applications to share your interests and meet others. The prerequisite for
logging on to Orkut Is that the user must be‘over 18 years old. Currently, Orkut is the most popular in Brazil. The number °
of orkut users in India is almost equrvalent to those in its original home in the United States.

18. ga-dan: Badoo is a multi-lingual social networking website. It is gaining popularity in emerging markets like Russia and-
Brazil. The site allows users to create profiles, send each other messages, and rate each other’s profile pictures at no
cost. However, features that are designed to make user profile more visible to other users are provided at a cost. Badoo
includes geographic proximity feature that identifies users’ locations based on analysis of their network connectlon This
lets users know if there are people near their current location who may wish to meet.

20. Gaia Opline: Gaia Online is a mix of soclal networking and massive multiplayer online role-playing games. It is a
leading online hangout for teens and young adults, and offers a wide range of features from discussion forums and
virtual towns to fully customizable profiles and avatars. It provides a fun, social environment that inspires creativity and
helps people make meaningful connections around shared interests such as gaming, arts and anime.

21. BlackPlanet: Initially, BlackPlanet was designed as a way for African-American professionals to network. Since then,
it's grown and evolved as a site operating under the principles of Web 2.0. Members can read other members' blogs,
watch music videos, chat with one another, look for new careers and discuss news. Though BlackPlanet is not restricted
to any community, this site is more popular amongst African-American. This site helped Obama to connect to nearly
200,000 potential supporters.

22. SkyRock: SkyRock.com is a social networking site that offers its members free web space where they can create a
blog, add a profile, and exchange messages with other registered members. The site also offers a specific space for
members who create blogs showcasing their original musical compositions. SkyRock is very popular in France and French
speaking markets including Switzerland and Belgium. The site Is also available in English, German, Dutch and Spanish. It’s
very popular in the European Union.

23. PerfSpot: PerfSpot provides a web portal for people of any age, gender, or background to share their interests and
favourite things on the web. PerfSpot currently publishes its site in 37 different languages, with comprehensive
moderator team based in the U.S. and the Philippines that screens through up to a million pictures ona daily basis.

24. Zorpia: Zorpia.com is a social network that has a large international community. Zorpia’s features include profile
customization, networking features and an incredibly detailed search. Zorpia has an impressive music section featuring
popular artists like Ashlee Simpson, Vanessa Hudgens, Alanis Morissette and more. You can purchase a Royal
Membership for extra networking options such as an ad—free profile, extra profile design features and unlimited
messaging.

25. Netlog: Netlog (formerty known as Facebox and Bingbox) is a Belgian social networking website specifically targeted
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at the European youth demographic. On Netlog, you can create your own web page with a blog, pictures, videos, events
and much more to share with your friends. Netlog is pageview market leader in Belgium, taly, Austria, Switzerland,
Romania and Turkey. In the Netherlands, Germany, France and Portugal, Netlog covers the second place. Pan European,
Netlog is the market leader. Netlog is Jocalized in over 25 languages, to enable users from around the world to access
the network. '

26. Tuenti: Tuenti is an invitation-only private social networking website. It has been referred to as the "Spanish
Facebook”, by many social network watchers. itis one of the largest social networking sites in Spain. It allows you to set
up a profile, upload photos, link videos and connect and chat with friends. Many other utilities, such as the ability to
create events, are also offered. From 2009, utilizing a simple interface, Tuenti user can change their language to Catalén,
Basque, Galician, and English. Tuenti is also available as an iPhone App.

27. Nasza-Klasa.pl: nasza-klasapl is considered one of the largest and most used social networking sites in Poland. It
primarily brings together school's students and alumni. The site is in polish therefore restricting its popularity only to
Poland and polish speaking people. Nevertheless, it claims to be the most popular networking site in Poland, and
therefore, has found its niche in the competitive social networking space. The site where one might say, new meets old,
where the intractability is like Facebook, yet traditional with old styled forums.

28. |IRC-Galleria; IRC Gallery has been one of the most popular social networking sites for over 10 years, in Finland; with
over 5.5 lakh registered users, 90% of which use the site regularly. IRC-Galleria is papular within the age group of 18-22.
To be able to create an account with this site, at least one of the uploaded images must be accepted by the
administrator. While regular users can upload only up to 60 visible images, you have the option to upgrade to VIP status
that enables you to upload 10,000 visible images. Using this site, users can communicate with other users, comments on
photos, and join over a 100 communities.

29. StudiVZ: StudiVZ is the biggest social networking site in Germany. It is also popular in German-speaking countries like
Switzerland and Austria. This site works as a student directory in particular for college and university students in Europe.
The site allows students to maintain a personal page that containing their personal information like name, age, study
subjects, interests, courses and group memberships (within Studivz). '

++30. Xing: Xing, (formally known as openBC/Open Business Club) is a professional networking tool. It is popularin
countries like Germany, Spain, Portugal, ltaly and France. Xing is similar to LinkedIn and claims to have professionals
from over 200 countries. Xing has two features Basic and Premium, depending on weather the user wants to use the site
forfres orata cost. It is available in‘'different languages including English, German, Spanish, Portuguese, Italian, French,
Dutch, Chinese, Finnish, Swedish, Korean, Japanese, Russian, Polish, Turkish and Hungarian; French and.German being
the most popularly. ‘ 8

31. Renren: Renren (formerly called Xiaonei Network) is one of the largest social networking sites in China, and caters to
people of Chinese origin. It is very popular amongst college students. Renren also has a WAP version, which users can
access through mobile phones. It features an instant messaging service for its users. Users can use the same usemame
to log in both Renren and Kaixin. Renren appeals more to Chinese college students who use internet cafes, while
Kaixin001 targets Chinese white-collar workers who have internet access at work.

32. Kaixin001: KaixinOO1 is a popular professional networking tool in China. The target audience for Kaixin’s, are typically
white-collar middie class who come from a first tier city. This site in China is extremely popular among people who work
for multinational companies, ad agencies and other white collar companies. Kaixin001 has gained much more popularity
since 2009, because social networking sites, such as Myspace, Facebook, Twitter and Youtube were blocked in China.

33. Hyves.nl: Hyves, pronounced hives (from beehives) is the largest social network in Netherlands, with many Dutch
visitors and members. Hyves Payments and Hyves Games, allows you to play games and pay friends through the social
network. Hyves provides usual amenities of a social networking site, including profiles, blogs, photos, and so on. ‘Hyven’
(Hyving) becamne a common'word in Dutch, and Is gaining popularity across Europe.
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34. Millat Facebook: MillatFacebook is a Muslim-oriented social networking website. Originally launched in Pakistan, it
has gained popularity in Arab counties as well. This site came into existence after Facebook was banned in Pakisthan.
Millatfacebook offers video chat, bulletins, blogs, polls, shout box, and customization of profile page. Members can
change the page CSS and design it on their own will.

35. Ibibo: Ibibo stands for iBuild, iBond. It is an Indian social networking site. It is an umbrella site that offers a variety of
applications under its social network, The services offered include games, blogs, photo unlimited storage, mall,
messenger, videos, free SMS service, mail, polls and surveys.

36. Sonico: Sonico is a free-access social networking website focused on the Latin American audience. You can do ato
rage of things in this site including search and add friends, interact with friends over message, update their own personal
profile, manage their privacy, upload photos and videos, organize events, play games with other users. Sonico, more
importantly, let’s its members more control over their profile by giving them three distinct profiles that the user can
organize based on the need: a private profile, a public profile, and a professional profile. This site is popular in Latin
America and other Spanish and Portuguese Speaking Regions.

37. Wer-kennt-wen: Wer-kennt-wen, is one of the most popular social networking website in Germany. It is by an
invitation-only social networking website, and only for people over 14 years old. The site provides the user to write
blogs, chat with friends, and write in their guestbook. It provides users a social community for people, to interact with
anybody they want. .

38. Cyworld: Cyworld is a South Korean social network service. It has had a big effect on Korea’s internet culture. Many
renowned Korean socialites and celebrities have accounts where they post upcoming tours and works. Cyword has
networks in South Korea, China, and Vietnam and is gaining popularity across Asia and the Pacific Island. Users have
access to a profile page, photos, drawings and images uploading, an avatar, neighbourhoods, and clubs.

39, Mixi: Mixi is primarily for Japanese. Mixi offers options to meeting new people, send and receive messages, writing
in a diary, read and comment on others' diaries, organize and join communities and invite their friends. The site requires
users to own a Japanese cell phone which bars anyone who is not or has not been a resident of Japan.

40. IWIW: IWIW (abbreviation for International Who is Who) is a Hungarian social networking web service. The site is an
invite-only website, where a user can provide personal information. Users can search for friends using the search tool.
iWiW allows users to log in to external websites using their IWiW credentials. iWiW is also available for iPone and
Android.
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// Tap Into the Crowd Resource List //

By Mandy Jenkins & Robert Hernandez
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Michael O'Rourke

Reverse Image Search

With Google's reverse image search, you can scour the Internet for any instances in which a particular photo
has been published. It will find the exact matching photo or any similar photo that has been posted on
Facebook, Instagram, blogs or anywhere else on the Internet, for that matter.

[Tineve
is also another reverse image search.
Facebook Graph Search

Facebook Graph Search, which is effectively a search engine within Facebook to help find information more
easily.

To find someone, you can use a variety of search terms, such as:

e Friends of people named “first.name last.name”
» Photos of people named “first.name last.name”
+ People who have visited “place name”

Even if the person you are looking for has blocked himself or herself from public view, you may be able to find
him or her through family members.

Spokeo

Spokeo it can search 60 of the top social media sites to determine whether a particular email address or
person is linked to a social media profile utilizing an email address. This is especially helpful when the person

may be using some type of pseudonym.

Knowem

With Knowem, you can search over 500 popular social networks to see whether that particular screen name
has been taken.

Instagram Search

Utilizing Instagram for Chrome, we can search hashtags, GPS tags and user tags in order to develop photos of
the Subject, relatives and associates. Instagram also contains Locator Services.
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THIS IS NOT A STATEMENT OF GOOD STANDING

‘Incorporation Date  7/29/2004

ANl i LEormation Date;  (mmdyyyy)
Entlty Nathe: FACEBOOK, INC.

Etity, Kind; Corporation Entity Typa; General
Residanoy; Domestic State: DELAWARE
REGISTERED AGENT INFORMATION

Name; CORPORATION SERVICE COMPANY

Address: 2711 CENTERVILLE RD SUITE 400

City: WILMINGTON County: New Castle
State: DE Postal Code: 19808
Phone: 302-636-5401

Additional Information is available for a fee. You can retrisve Status for a fee of $10.00 or
more detailed information including current franchise tax assessment, current filing history
and more for a fee of $20.00, -

Would you like * Status ' Status,Tax & History Information Submit

contact us |

" Back to Entity Search |
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