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    A single piece of information with a probability of being true. 

A uthenticating electronic evidence such as email, 

text messages and Facebook postings offer 

unique challenges for parties and the courts.  Recent-

ly, in State v. Eleck, 2011 WL 3278663 (Conn.App. 

August 9, 2011), the court held that authentication 

requires more than simply printing out a copy of the 

proffered Facebook postings.    As impeachment evi-
dence in Eleck, defense counsel sought to introduce a 

printout from the defendant’s computer of his Face-

book account showing that the state’s key witness 

had “friended” him on Facebook and sent him three 

messages following the crime he was charged with 

committing.  The witness denied sending the messag-

es to the defendant, claiming her computer had been 

“hacked.”  Although skeptical of the witness’ veracity, 

the appellate court affirmed the trial court’s exclusion 

of the Facebook messages holding that the defendant 

was required “to advance other foundational proof to 

authenticate” that the messages came from the wit-

ness herself and “not simply from her Facebook ac-

count.” 

 

In this case, the defendant was charged and convicted 

of aggravated assault involving an altercation at a par-

ty which resulted in multiple stabbings of two victims, 

and was sentenced to five years’ imprisonment.   At 

the trial, the state’s key witness testified that prior to 

the party, the defendant told her that if anyone 

“messed” with him, he was “going to stab them.”  On 

cross-examination by defense counsel, the witness 
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testified that she had not communicated by tele-

phone or computer with the defendant since the in-

cident. For purposes of impeachment, the defendant 

testified that she had both “friended” him on Face-

book after the incident, and sent him three messages 

on Facebook, including the message that “the past is 

the past,” and attempted to offer into evidence a 
printout from his computer containing the Facebook 

message.  The defendant also subsequently testified 

the witness had removed him as a Facebook “friend” 

after his testimony.   The witness then testified that 

she hadn’t sent any of the messages to the defendant 

and that her Facebook account had been “hacked.”  

The court suggested that the witness’ claim was 

“dubious under the particular facts at hand, given 

that the messages were sent before the alleged hack-

ing of the account took place…”  Notwithstanding 

this skepticism, the court stated that the witnesses’ 

“testimony highlights the general lack of security of 

the medium and raises an issue as to whether a third 

party may have sent the messages via [her] account.” 

 

The Eleck court began its legal analysis by noting that 

there were no appellate decisions directly on point 

in Connecticut, and cited In Re F.P., 878 A.2d 91 

(Pa.Super. 2005) a Pennsylvania Superior Court case  

 

“To impeach the witness’ testimony, the defendant testified that she had both  

‘friended’ him on Facebook after the incident, and sent him three messages on Fa-

cebook, including the message that ‘the past is the past.’”   
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for the principle that electronic communications (in 

that case instant messages) can be properly authenti-

cated within the existing framework of the rules of 

evidence.   On this point, the Eleck court stated: 
 

We agree that the emergence of social me-

dia such as e-mail, text messaging and net-

working sites like Facebook may not require 

the creation of new rules of authentication 

with respect to authorship.  An electronic 

document may continue to be authenticated 

by traditional means such as the direct testi-

mony of the purported author or circum-

stantial evidence of “distinctive characteris-

tics” in the document that identify the au-

thor. 

 

The Eleck court, however, added that “the circum-

stantial evidence that tends to authenticate a commu-

nication is somewhat unique to each medium.”  See 

e.g.  People v. Clevenstine, 891 N.Y.S.2d 511 (2009) 

[MySpace messages authenticated by police retrieval 

of conversations from victim’s hard drive and testi-

mony that the defendant had created the account 

sending the messages.] 

 

In this case, because the state’s witness testified that 

she had not sent the Facebook messages to the de-

fendant, the trial court properly ruled that “it was 

incumbent on the defendant, as the proponent, to 

advance other foundational proof to authenticate that 

the proffered messages did, in fact, come from [the 

witness] and not simply from her Facebook account.” 

 

The defendant argued on appeal that the exchange of 

messages with the witness was “distinctive evidence 

of the interpersonal conflict between” them, i.e. the 

witness’ statement that “the past is the past.”  The 

appellate court, however, rejected this argument stat-

ing that more was required, and cited numerous cases 

where additional “distinctive” evidence was offered 

including United States v. Safavia,  435 F. Supp.2d 36, 

40 (D.D.C. 2007) (distinctive content of email mes-

sages included discussions of identifiable personal and 

profession matters) and  Dickens v. State, 927 A.2d 32 
(Md.App. 2007) (threatening text messages on vic-

tim’s cell phone contained details “few people” would 

know and were sent from the defendant’s cell phone 

in his possession at the time). 

 

 According to the Eleck court, the exchange of Face-

book messages “could have been generated by any 

person” using the witness’ account and did “not re-

flect distinctive information that only [the witness] 

would have possessed regarding the defendant or the 

character of their relationship.”   The court also 

pointed out that distinctive evidence of the author 

could have been provided by “forensic computer evi-

dence.”  Accordingly, the appellate court concluded 

that “the reference...to an acrimonious history, with 

nothing more” did not sufficiently establish that the 

witness had “authored the messages such that it 

would be an abuse of discretion to exclude [them].” 
 

◊ ◊ ◊ ◊ ◊ 

 

For questions or comments regarding this issue of qubit, please 

contact us at info@bit-x-bit.com. 
 

qubit \’kyü -bit\ n. a quantum bit, the counterpart in quantum 

computing to the binary digit or bit of classical computing.  Just 

as a bit is the basic unit of information in a classical computer, a 

qubit is the basic unit of information in a quantum computer.   

whatis.com 
 

This publication is for informational purposes only and is not 

meant to be, nor should it be, construed as legal advice. 

© 2011  bit-x-bit, LLC.  All rights reserved. 
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“According to the Eleck court, the exchange of Facebook messages  

‘could have been generated by any person’ using the witness’ account and did ‘not 

reflect distinctive information that only [the witness] would have possessed  

regarding the defendant or the character of their relationship.’” 



AN OVERVIEW OF COMMONLY USED SOCIAL MEDIA  

 
 
FACEBOOK  (https://www.Facebook.com)  
 
Facebook is a social networking service co-founded by Mark Zuckerberg that 
was launched in February 2004.  As of September 2012, there were one billion 
active users, more than half of them using Facebook on a mobile device.  The 
United States accounts for the most users worldwide, with about 168.8 million 
members or 53.97% of all worldwide users.  According to the Nielsen Media 
Research study released in December 2011, Facebook is the most accessed 
website in the United States, behind Google. 
 
Users can create profiles with photos, lists of personal interests, contact 
information, and other personal information.  Users can communicate with friends 
and other users through private or public messages and a chat feature.  They 
can also create and join interest groups and “like pages”. 
 
Facebook has affected the social life and activity of people in various ways, 
including the ability to stay continuously in touch with friends, relatives and other 
acquaintances wherever a person is in the world, as long as there is internet 
access.  It also unites people with common interests and or beliefs through 
groups and other pages.  Facebook has also had a political impact as when 
Facebook teamed up with ABC and Saint Anselm College before the 2008 New 
Hampshire primary.  Facebook also allows politicians and campaign organizers 
to understand the interests and demographics of their Facebook fan bases, as 
with Wisdom for Facebook, to better target voters.  Facebook retains a 
proprietary interest in the information that has been shared. 
 
To address fears about privacy, Facebook allows users to choose their own 
privacy settings and choose who can see specific parts of their profile.  Facebook 
requires that users give their true identity, a demand that MySpace does not 
make; however, a teacher was just arrested for “Catfishing” on Facebook in that 
he pretended to be a female and young boys sent explicit photos to him. 
 
Facebook requires that users be at least thirteen (13) years old, but a study in 
the online journal First Monday found that parents consistently enable children as 
young as ten (10) years old to sign up for accounts, directly violating this policy.  
The 1998 Children’s Online Privacy Protection Act (COPPA) requires that a 
minor aged 13 or younger must obtain parental consent to access commercial 
websites.  In the study 1,000 households were surveyed and 76% of parents 
reported that their child joined Facebook when he or she was younger than 13.  
Facebook currently removes 20,000 people a day, including many underage 
users. 
 

https://www.facebook.com/


In November 2012, several Facebook users reported that their accounts were 
hacked and their profile pictures were replaced with pornographic images.  For 
more than a week, users’ news feeds were spammed with pornographic, violent 
and sexual content.  It has been reported that more than 200,000 accounts in 
Bangalore, India were hacked, but Facebook has denied these claims. 
In December 2008, the Supreme Court of the Australian Capital Territory ruled 
that Facebook is a valid protocol to serve court notices to defendants.  It is 
believed that this was the world’s first legal judgment that defines a summons 
posted on Facebook as legally binding.  In March 2009, the New Zealand High 
Court allowed for the serving of legal papers on Craig Axe of the company Axe 
Market Garden via Facebook.   
 
In Trail v. Lesko, No. GD-10-017249, the Honorable R. Stanton Wettick, Jr., in 
his opinion and order of Court took the opportunity to address the issue of 
defendants seeking access to Plaintiff’s Facebook profiles.  Judge Wettick 
identified and discussed Pennsylvania cases in which parties have requested 
access to information on Facebook.   Judge Wettick’s opinion contains a 
description of how the information placed on Facebook is transmitted and stored 
(Case included in materials).  Judge Wettick denied the discovery requests of 
both parties asking for access to the other party’s Facebook pages. 
 
In Part III of his opinion, Judge Wettick summarizes the following Pennsylvania 
cases relating to discovery motions and Facebook issues. The disposition of 
each case is included and comments are included for some of the cases. 
 
 McMillen v. Hummingbird Speedway Inc., 2010 WL4403285, No. 113-
2010 CD (Jefferson C.P. Sep.9, 2010) (Foradora, P.J.).  Because the public 
profile on Facebook indicated that there might be relevant information that would 
impact this personal injury suit,  the court directed the plaintiff to provide the 
defendant’s counsel with the login and password information on a read-only 
basis.  No information was to be divulged to any defendants in the case unless 
pursuant to a further order of court. 
 
 Zimmerman v. Weis Markets, Inc., 2011 WL 2065410, No. CV-09-1535 
(Northumberland C.P. May 19, 2011) (Saylor, J.).  On the basis of information 
contained in the publicly available information , the court concluded that it was 
reasonable to infer the existence of additional relevant information within the 
private portion of the plaintiff’s profile.  Although the court ordered the plaintiff to 
provide the defendant with all login and password information, the court did note 
that the order should not be construed as a blanket entitlement to this type of 
information. 
 
 Largent v. Reed, 2011 WL 5632688, No. 2009-1823 (Franklin C.P. Nov. 8, 
2011) (Walsh, J.).   The court granted access to Facebook information, making 
the point that if the party seeking discovery is able to articulate in good faith that 
further discovery will lead to relevant discovery.  The court also said that because 



non-public information posted is shared with third parties (“friends”), there is no 
reasonable privacy expectation.  The court reasoned that the since the very 
purpose of Facebook is to share information with others, that purpose abrogates 
any claim of privilege. 

Arcq v. Fields, No. 2008-2430 (Franklin C.P. Dec. 2011) (Herman, J.).  
Access denied because the defendant had not articulated some reasonable, 
good-faith basis for believing the private profile contained relevant information.  
The mere fact that the plaintiff had an account was categorically insufficient to 
justify the discovery sought by the defendant. 

 
Martin v. Allstate Fire & Casualty Ins. Co., Case ID 1104022438 (Phila. 

C.P. Dec. 13, 2001) (Manfredi, J.). Access to Facebook denied because the 
defendant failed to make any threshold showing that the plaintiff’s profile might 
contain relevant information. 

 
Kennedy v. Norfolk Southern Corp., Case ID 100201473 (Phila. C.P. Jan. 

4, 2011) (Tereshko, J.).  Motion denied. 
 
Kalinowski v. Kirschenheiter, No. 2010-6779 (Luzerne C.P. 2011) (Van 

Jura, J.).  Motion denied, but the plaintiff was ordered to refrain from deleting any 
content from his profile. 
 
 Piccolo v. Paterson, No. 2009-04979 (Bucks C.P. Marc. 2011) (Cepparulo, 
J.).  Motion denied because the defendant failed to establish a threshold need for 
the information or articulate any prejudice that could result from nondisclosure.   
 
 Gallagher v. Urbanovich, No. 2012-33418 (Montgomery C.P. Feb. 27, 
2012) (Carpenter, J.).  The defendant was ordered to provide plaintiff’s counsel 
with the requested information for a period of seven days.  Judge Wettick 
considers this to be the outlier as access was granted without any factual basis 
for an investigation or what an investigation of the account might uncover.  
 
 
TWITTER (https://twitter.com/) 
 
Twitter is an online social networking service and microblogging service that 
enables its users to send and read text-based messages of up to 140 characters, 
known as “tweets”.  It was created in 2006 and now has over 500 million 
registered users as of 2012, generating over 340 million tweets daily and 
handling over 1.6 billion search queries daily. Twitter is one of the ten most 
visited websites on the Internet, and has been described as the “SMS (Short 
Message Service) of the Internet”.  Unregistered users can read tweets, while 
registered users can post tweets through the website interface SMS, or a range 
of apps for mobile devices. 
 

https://twitter.com/


Users can group posts together by topic or type by use of hashtags, which are 
words or phrases prefixed with a “#” sign.  Similarly, the “@” sign followed by a 
username is used for mentioning or replying to other users.  To repost a 
message from another Twitter user, and share it with one’s own followers, the 
retweet function is symbolized by “RT” in the message.  A word, phrase or topic 
that is tagged at a greater rate than other tags is said to be a trending topic. 
Trending topics become popular either through a concerted effort of Twitter users 
or because of an event that prompts users to discuss that event.  The logo of 
Twitter is a bird that is said to be internationally identifiable.  If Twitter 
experiences an outage, users see the “fail whale” error message.  Twitter will 
censor hashtags that other users find offensive. 
 
Twitter messages are public but users can also send private messages.  Twitter 
collects personally identifiable information about its users and shares it with third 
parties and Twitter reserves the right to sell this information as an asset if the 
company changes hands. 
 
Twitter has a verification program, which allows celebrities to get their accounts 
verified and has been used to verify accounts of businesses and accounts for 
public figures who do not tweet themselves, but wish to maintain control over 
their accounts. 
 
Twitter has been used for a variety of purposes, such as, to organize protests 
(“Twitter Revolutions”), as a form of civil disobedience, as an emergency 
communication system for breaking news, and as a way of making television 
more interactive and social. 
 
Twitter has had security breaches on several occasions and The Federal Trade 
Commission brought charges against Twitter which was settled in 2010.  Twitter 
must maintain a information security program to secure users’ private 
information.  The US Department of Justice issued a subpoena in 2010 directing 
Twitter to provide information for accounts registered to or associated with 
WikiLeaks.  Individual countries can now remove tweets selectively, i.e., anti-
Semitic French tweets or neo-Nazi German tweets. 
 
Tweets are publically visible by default, but senders can restrict message 
delivery to just their followers.  Users can tweet via the Twitter website, smart 
phones, or by SMS in certain countries.  Users may subscribe to other users’ 
tweets. This is known as “following” and subscribers are known as “followers” or 
“tweeps”.  Users can also check the people who are un-subscribing them on 
Twitter better known as “unfollowing” in other services.  Users also have the 
ability to block those who have followed them.  Users can also update their 
profiles by using their mobile phones or using apps for certain smart phones and 
tablets. 
 



The first unassisted off-earth Twitter message was posted from the International 
Space Station in January 2010.  Twitter usage spikes during prominent events, 
such as sporting events, deaths of prominent celebrities (Twitter crashed after 
Michael Jackson died), and the Japanese New Year.  Japan is more popular in 
Japan than Facebook.  Since 2013, after Twitter acquired a video clip company, 
users can create and share six second looping video clips. 
 
 
FOURSQUARE (http://foursquare.com) 
 
Foursquare is a location-based social networking website for mobile devices, 
such as smartphones.  Users “check in” at venues using a mobile website, text 
messaging or a devise-specific application by selecting from a list of venues the 
application locates nearby.  Each time a user checks in, the user is awarded 
points and sometimes “badges”. 
 
Foursquare has approximately 20 million users and as of April 2012 there have 
been more than 2 billion check-ins.  Users are encouraged to be hyper-local and 
very specific with their check-ins (i.e., a specific floor or a specific activity) while 
at a venue.  Users can choose to have their check-ins posted on their accounts 
on Twitter, Facebook, or both.  These check-ins can also notify friends of these 
updates and they are called “pings”. 
 
A user can be crowned “mayor” if a user has checked-in at a venue on more 
days that anyone else in the past 60 days.  Foursquare confers “Superuser 
status” on users who have been selected by the staff for their helpful 
contributions to the community. 
 
Companies can create pages of tips for users so that a user can follow the 
company and receive special expert tips when they check in at certain locations.  
Businesses (in excess of 750,000 of them) also use “Specials” that include 
discounts and freebies when you check in.  Some stores now post the 
Foursquare sign on their door to attract new customers. 
 
In February 2010, a site known as “Please Rob Me” was launched, which took 
data from public Twitter messages that had been pushed through Foursquare, to 
list people who were not at home.  The purpose was to raise awareness about 
the potential thoughtlessness of location sharing. 
 
 
PINTEREST (http://pinterest.com)  
 
Launched in March 2010, Pinterest is a pinboard-style photo sharing website that 
allows users to create and manage theme based image collections, such as 
events, interests, hobbies, recipes and more.  Users can upload, save, sort and 
manage images, known as pins, and other media content (i.e., videos) through 

http://foursquare.com/
http://pinterest.com/


collections known as pinboards.  Pinboards are generally themed so that pins 
can easily be organized, categorized and discovered by other users.  Pinterest 
acts as a personalized media platform, whereby your own content as well as 
anyone else’s uploaded pins can be browsed on the main page. Users can save 
their favorite pins to one of their own boards using the “Pin It” button and content 
found outside of Pinterest can also be uploaded to a board via the “Pin It” button.        
 
Despite a slow start, in December 2011, the site became one of the top 10 
largest social network services and in January 2012 the site had 11.7 million 
unique users.  Most of the users are female.  In March 2012 it was reported that 
Pinterest became the third largest social network in the United States behind 
Facebook and Twitter.  Both Ann Romney and Michelle Obama created accounts 
during the 2012 campaign.  Businesses create pages aimed at promoting their 
businesses online and shoppers seem to spend more money when accessing 
items through the company’s pinboard rather than through the company’s 
website. 
 
Scammers have used Pinterest to promote surveys promising free products.  
Scam images, linked with well-known companies, offer incentives such as gift 
cards for completing a survey.  Once the link in the description is clicked, users 
are taken to an external site and asked to re-pin the scam image.  Victims are 
phished for their personal information and the free product is never delivered. 
 
 
INSTAGRAM (http://instagram.com)  
 
Instagram is an online photo-sharing and social networking service that allows its 
users to take pictures, apply digital filters to it, and share them on a variety of 
social networking services, including Facebook and Twitter.  The photos are 
confined to a square shape, similar to Kodak Instamatic images. 
 
Instagram has rapidly grown since its launch in 2010 to one hundred million 
users in January 2013.  By May 2012, 58 photographs were  being uploaded and 
a new user was added every second.  On September 2012 Facebook bought 
Instagram for approximately $1 billion in cash and stock. 
 
Instagram has an age requirement of 13 years old or older, restrictions against 
posting violent, nude/partially nude, or sexually suggestive photographs, and 
users must be responsible for their account and all activity conducted with it.  
Instagram does not claim any ownership rights to the content that users post on 
or through Instagram Services. 
 
 
____________ 

http://instagram.com/


PLEASE NOTE:  The above material has been condensed from information 
found on Wikipedia, the free encyclopedia.  Each article contains extensive 
references, which have been omitted here. 
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Preserving and Authenticating Social Media:  

 Why Hitting “Download” Isn’t a Defensible Process and May 

Result in the Exclusion of Valuable Electronic Evidence 

 

By Joseph Decker, Esq. and Susan A. Ardisson, Esq. 
 

 

 The Problem with Printouts of Electronic Social Media Evidence 
 

Consider the following scenario:   Henry, the owner of a very successful three star restaurant, 

was sued for sexual harassment and age discrimination by Grace, a 42 year old sommelier, who 

was terminated for poor performance.  Henry replaced Grace with Jane, who is 29 years old.   At 

the initial client meeting, Henry informed his counsel that he had not harassed Grace, but in fact 

had rejected Grace’s overtures, and had proof.   According to Henry, Grace “friended” him on 

Facebook under the name “gracyluscious” and sent him at least three very suggestive posts six 

months earlier, to which he did not respond.  Having clicked “download” Henry gave his lawyer a 

printout of his Facebook account which included the three posts from “gracyluscious.”  No electronic 

discovery was conducted by the parties, including any discovery regarding Facebook.  At trial one 

year later, as impeachment evidence while cross-examining Grace, Henry’s counsel attempted to 

introduce the suggestive Facebook posts from “gracyluscious.”  Grace denied having a Facebook 

account and denied having sent the posts to Henry.  The Court rejected counsel’s efforts to 

authenticate Henry’s Facebook printout, and excluded the three “gracyluscious” Facebook posts.  

That evening, Henry checked his Facebook account, and found that there were no longer any posts 

from “gracyluscious.”  Henry couldn’t recall the last time that he had viewed the “gracyluscious” 

posts on his Facebook account.  

 

How the Courts See It – The Rules of Evidence 

 

This all too common set of facts raises the pitfalls associated with the failure to properly 

preserve and authenticate electronic evidence from social media.   As pointedly stated by the court 

in Griffin v. State of Maryland, 19 A.3d 415 (2011), “[t]he concern arises because anyone can 

create a fictitious account and masquerade under another person’s name or can gain access to 

another’s account by obtaining the user’s username and password.”  A party’s reliance on a 

download or printout of the electronic information from a particular type of social media may not 

provide an adequate foundation for the admission into evidence.  
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In Griffin, the Maryland Court of Appeals reversed a murder conviction because the trial court 

admitted evidence of a MySpace posting - “snitches get stitches”- allegedly made by Griffin’s 

girlfriend, Jessica Barber.  The prosecutor did not attempt to authenticate the MySpace posting 

through Ms. Barber, and instead offered the posting “snitches get stitches” through the police officer 

who had “downloaded” the MySpace page and provided a printout for the court.   Outside the 

presence of the jury, the trial court accepted the testimony of the police officer’s  authentication of 

the  “snitches get stitches” posting  based on his viewing of the MySpace account which included 

the evidence that Ms. Barber’s MySpace profile contained her photograph, references to her children 

and birthdate.    The appellate court, however, found that the evidence did not amount to 

“sufficient distinctive characteristics” of a MySpace profile to authenticate the printout.  The Griffin 
court concluded that: 

 

 

The potential for abuse and manipulation of a social networking site by someone 

other than its purported creator and/or user leads to our conclusion that a printout of 

an image from such a site requires a greater degree of authentication than merely 

identifying the date of birth of the creator and her visage in a photograph on the 

site in order to reflect hat Ms. Barber was its creator and the author of the 

“snitches get stitches” language. 

 

Similar results have been reached by the courts in Connecticut and Massachusetts.  See, e.g., 

State of Connecticut v. Eleck, 23 A3d 818 (Conn. 2011) [Facebook download and printout 

obtained by the defendant of key witness’ Facebook messages purportedly sent to the defendant, 

which appeared to contain statements that would impeach witness’s testimony, were properly 

excluded as evidence due to improper authentication] and  Commonwealth v. Williams, 926 N.E.2d 

1162 (Mass. 2010) [trial court properly excluded download of MySpace messages regarding a 

pending criminal case because there was no authenticating evidence regarding the security of the 

MySpace page or purported author’s exclusive access].    

 

In federal cases, authentication is addressed by Rules 901(a) and 901(b)(4) of the Federal 

Rules of Evidence.  Rule 901(a) provides that at trial, the proponent of the evidence must offer 

“evidence sufficient to support a finding that the matter in question is what its proponent claims.”  

Electronically stored information, such as evidence from Facebook, MySpace, Twitter and text 

messages, may be authenticated by offering evidence that would establish the “contents, substance, 

internal patterns or other distinctive characteristics.”   

 

Similarly, Pennsylvania Rule of Evidence 901(a)  provides that “authentication or identification as 

a condition precedent to admissibility is satisfied by evidence sufficient to support a finding that the 

matter in question is what its proponent claims.”  Like the federal rule, Pennsylvania Rule of 

Evidence 901(b)(4) provides for evidence of “distinctive characteristics and the like.”  Notably in 

In re F.P., 878 A.2d 91 (Pa.Super.Ct. 2005), the appellate court stressed that there is:  

 

no justification for constructing unique rules for admissibility of electronic communication 

such as instant messages; they are to be evaluated on a case-by-case basis as 
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any other document to determine whether or not there has been an adequate 

foundational showing of their relevance and authenticity.   

 

[The F.P court affirmed the trial court’s admission of threatening instant messages where 

circumstantial evidence included purported author’s accusations, threats against the recipient of instant 

messages, reference to theft of DVD, and calling the recipient “vile” names.] 

 

The Solution:  Proper Collection and Preservation of Social Media 

 

What should our fictitious counsel in the Henry- Grace case have done to avoid the exclusion 

of valuable impeachment evidence at trial, and how can these evidentiary issues be avoided in the 

future?   

 

1. Proper Collection of Social Media Evidence:  Instead of relying on Henry’s paper printout, 

which he tucked away in a file, Henry’s counsel should have arranged for collection of his 

Facebook account in electronic form at the outset of the litigation, and requested in discovery 

that Grace also preserve her Facebook account in electronic form in a forensically sound 

manner.  With the use of proper forensic collection tools, all available Facebook metadata is 

preserved, validating “hash values” are generated, and a defensible chain of custody is 

maintained throughout the capture and export, thereby providing evidence of “distinctive 

characteristics” for authentication purposes.   Additionally, Harry could have established that 

the alleged posts were sent to him during a time period important to the events in question, 

thereby providing further evidence of “distinctive characteristics” for authentication of Grace’s 

posts. 

 

2. Preservation of Metadata Fields:  When Facebook and other social media are properly 

collected and preserved, multiple potentially relevant metadata fields are preserved.  The 

metadata fields may be searched for relevant evidence and also serve to authenticate the 

electronic evidence to be offered at trial.  See, e.g. Lorraine v. Markel American Insurance 
Company, 241 F.R.D. 534, 547 (D.Md. 2007). The  

available metadata fields for Facebook include: user account ID; URL (the web address) of 

where the user profile image is located; the created date of a message or post; when a 

post or message was revised or updated; all the recipients of a message identified by name; 

all the recipients of a message identified by user ID; unique numeric identifier for posted 

photographs or videos; and unique numeric identifier for each wall post and more.    

 

3. Addressing  “Hacking” Claims and Other Denials:  Failing to properly preserve and seek 

discovery of social media like Facebook, allows witnesses like our fictional Grace, and the 

witnesses in Griffin and Eleck, to claim that either they did not create the Facebook account 

or did not post or send the message(s) at issue.   Such arguments can, however, be 

easily countered by (1) proper collection and preservation of the accounts through pre-trial 

discovery; and/or (2) a forensic examination of the author’s computer.  For example, a 

forensic examination of Grace’s computer, including a review of information in the unallocated 

areas of her computer where deleted items and evidence of web pages resides and web 

browser cache, would likely reveal information establishing the creation of her “gracyluscious” 
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Facebook account, as well as fragments of web pages containing drafts of the three posts 

sent to Henry.  Such additional electronic evidence offered by a computer forensic expert 

should serve as evidence of “distinctive characteristics” sufficient to authenticate the proffered 

Facebook posts.    

 

4. Disappearing Facebook Posts or Messages:  If the parties fail to properly preserve the 

electronic data contained in their Facebook accounts at the outset of the litigation, or as 

soon as litigation is reasonably likely, then recovery of deleted posts can raise challenging 

issues for the parties.  In the case of deleted wall posts, once the account user deletes a 

post on a wall, then that the post is deleted from all of the Facebook accounts/users that 

originally received it, and cannot be recovered from the recipients’ Facebook accounts.  

However, as noted above, a forensic examination of the unallocated space on the computer, 

which was used to create or view the account and postings, may well reveal additional 

corroborating evidence of the creation and sending of the posts.   Email messages sent via 

Facebook, and subsequently deleted by the sender/account holder, however do not 

“disappear” from recipients’ accounts.  Like all web based email and domain based 

accounts, the email messages are retained by the recipients until deleted by the recipients or 

automated email deletion process.  

 

5. Searching for Relevant Evidence:  Had Grace and Henry preserved their respective Facebook 

accounts at the commencement of litigation, as potential repositories of electronically stored 

information, both accounts could have been searched for other potentially relevant metadata 

which would establish when Grace created and posted the suggestive dates, and when Henry 

received the suggestive posts.  Additionally, Grace’s Facebook could have been searched for 

other potentially relevant evidence such as email and postings sent to “friends” regarding 

Henry or his restaurant.  With the proper tools, the search and review and can be restricted 

to certain dates, acceptable to the parties, and a protocol established to protect privacy 

interests and other concerns.   

 

Social media is an important source of evidence.  It cannot be overlooked in discovery.   

However, admissibility at trial should not be assumed simply because a paper copy was printed.  A 

paper printout of social media postings may not contain the corroborating evidence of “distinctive 

characteristics” necessary to clear the initial hurdle of admissibility – authentication.   A properly 

preserved and captured electronic version of the social media posting provides much more 

information than a paper copy, and could be crucial in satisfying the requirements of authentication 

at trial. 
 

 
For questions or comments, please contact us at info@bit-x-bit.com.This article is for informational purposes only 

and is not meant to be, nor should it be, construed as legal advice.© 2012 bit-x-bit, LLC.  All rights reserved. 
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