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Background: Defendant’s motion to preclhude intro-
duction of audio tapes was granted by the Court of
Common Pleas, Cumberland County, No(s). Criminal
Division, No(s). CP-21-CR-0001907-2006,
CP-21-CR-0001908-2006, CP-21-CR-0001913-2006,
Oler, J., in prosecution for statutory sexual assault,
involuntary deviate sexual intercourse, aggravated
indecent assault, indecent assault, and sexual abuse of
children. The Commonwealth appealed.

Holdings: The Superior Court, Laily~Green, J., No.
884 MDA 2007, held that:

(1) recording by victim of telephone conversation with
defendant was prohibited by Wiretap Act, and

(2) prohibition on interception of wire communica-
tions without consent of all parties had no exception
for teenage assault victim.

Affirmed.
West Headnotes
{1] Criminal Law 110 €21134.17(2)

110 Criminal Law
110XXTV Review
110XX1V(L) Scope of Review in General
110XXIV(L)2 Matters or Evidence Con-
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sidered
110k1134.17 Evidence
110k1134.17(2) k. Evidence wrong-
fully obtained. Most Cited Cases

Criminal Law 110 €5°1134.49(4)

110 Criminal Law
110XXIV Review
110XXEV(L) Scope of Review in General
110XXIV(L)4 Scope of Inquiry
110k1134.49 Evidence
110k1134.49(4) k. Tilegally obtained
evidence. Most Cited Cases

Criminal Law 110 €-71144,12

110 Criminal Law
110XXIV Review
110XXIV(M) Presumptions
110k1144 Facts or Proceedings Not Shown
by Record
110k 1144.12 k. Reception of evidence.
Most Cited Cases

When the Commonwealth appeals from a sup-
pression order, the Superior Court follows a clearly
defined standard of review and considers only the
evidence from the defendant's witnesses together with
the evidence of the prosecution that, when read in the
context of the entire record, remains uncontradicted;
the suppression court’s findings of facts bind an ap-
peliate court if the record supports those findings, but
the suppression court's conclusions of law are not
binding on an appellate court, whose duty is to de-
termine if the suppression court properly applied the
law 1o the facts.

|2] Telecommunications 372 €~1428
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372 Telecommunications
372X Interception or Disclosure of Electronic
Communications; Electronic Surveillance
372X(A) In General
372kt427 Constitutional and Statutory
Provisions
372k1428 k. In general. Most Cited
Cases

Because the Wiretap Act focuses on the protec-
tion of privacy, its provisions must be construed
strictly, 18 Pa.C.8.A. § 5701 et seq.

|3] States 360 €=18.81

360 States
3601 Political Status and Relations
3601(B) Federal Supremacy; Preemption
360k18.81 k. Telecommunications; wiretap.
Most Cited Cases

Telecommunications 372 £1433

372 Telecommunications
372X Interception or Disclosure of Electronic
Communications; Electronic Surveillance
372X(A) In General
372k1433 k. Preemption. Most Cited Cases

Wiretap Act is modeled on Title IIT of the Om-
nibus Crime Control and Safe Streets Act of 1968,
which authorizes states to adopt wiretap statutes that
trigger greater, but not lesser, protection than that
available under federal law. 18 U.S.C A, § 2516(2)18
Pa.C.8.A. § 5701 et seq.

i4] Telecommunications 372 €1440

372 Telecommunications
372X Interception or Disclosure of Electronic
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' Comimnunications; Electronic Surveillance

372X (A) In General
372k1435 Acts Constituting Interception or
Disclosure
372k1440 k. Persons concerned; con-
sent. Most Cited Cases

Tape recording by a 15 year old sexual assault
victim of her telephone conversation with defendant,
her mother's 40 year old boyfriend, without defend-
ant's knowledge or consent, was prohibited by Wire~
tap Act as a wire communication intercepted without
consent of all parties, although defendant may not
have had an expectation of privacy in a conversation
he was told would be conducted over victim’s speak-
erphone, and while he had the door to his own office
open. 18 Pa.C.S.A. §§ 5702, 5703, 5704,

[8] Telecommunications 372 €~1437

372 Telecommunications
372X Interception or Disclosure of Electronic
Communications; Electronic Surveillance
372X(A)} In General
372k1435 Acts Constituting Interception or
Disclosure
372k1437 k. Telephone communica-
tions. Most Cited Cases

The Wiretap Act prohibits the interception, dis-
closure or use of a telephone conversation as a wire
communication under, even if the telephone conver-
sation is not also an oral communication as defined in
the Act. 18 Pa.C.5.A. §§ 5702, 5703.

|6] Telecommunications 372 €=>1440

372 Telecommunications
372X Interception or Disclosure of Electronic
Communications; Electronic Surveillance
372X(A) In General
372k1435 Acts Constituting Interception or
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+ Disclosure
372k1440 k. Persons concerned; con-
sent, Most Cited Cases

The Wiretap Act's prohibition on the interception
of wire communications without consent of all the
parties had no exception for a teenage assault victim
who tape recorded a telephone conversation with
defendant, her mother's boyfriend, in trying to con-
vince the authorities of her truthfulness. 18 U.S.C.A. §
2516(2)18 Pa.C.5.A. § 5701 et seq.

[7] Statutes 361 €=1111

361 Statutes
36111 Construction
361HI(C) Clarity and Ambiguity; Multiple
Meanings
361k1107 Absence of Ambiguity; Applica-
tion of Clear or Unambiguous Statute or Language
361k1111 k. Plain language; plain, or-
dinary, common, or literal meaning. Most Cited Cases
(Formerly 361k183)

Statutes 361 €~—1138

361 Statutes
. 3611 Construction
361HI1(D) Particular Elements of Language
361k1138 k. Departing from or varying
language of statute. Most Cited Cases
{Formerly 361k190)

Statutes 361 €~1163

361 Statutes
361 1 Construction
361 [{I(E) Statute as a Whole; Relation of Parts
to Whole and to One Another
361k1162 Exceptions, Limitations, and
Conditions
361k1163 k. In general. Most Cited
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. Cases

(Formerly 361k228)

Superior Court does not have the authority to
ignore clear statutory language, even in pursuit of a
statute's spirit, or to add exceptions to statitory rules
that the General Assembly has chosen not to include in
an enactment, 1 Pa.C.S.A. § 1921(b).

[8] Criminal Law 110 €=1129(3)

110 Criminal Law
110XXIV Review
110XXIV(H) Assignment of Errors
110k1129 In General
110k1129(3) k. Specification of errors.
Most Cited Cases

Issue regarding admissibility of recording of a
telephone conversation that was prohibited by the
Wiretap Act, under the inevitable discovery doctrine,
but which was not raised by Commonwealth in its
statement of errors under the Rules of Appellate Pro-
cedure, was waived on appeal. 18 Pa.C.S5.A. §
5721.1(cX6); Rules App.Proc., Rule 1925(b), 42
Pa.C.5.A.

*605 Michelle H. Sibert, Asst. Dist, Atty., for Com.,
appellant.

Matthew R. Gover, Harrisburg, for Deck, appellee.

BEFORE: STEVENS, LALLY-GREEN, and
FITZGERALD ™, JJ.

FN* Former Justice specially assigned to the
Superior Court.

OPINION BY LALLY-GREEN, J.:
94 1 Appellant, the Commonwealth of Pennsylva-
nia, appeals from the trial court's order entered on
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| April. 23, 2007, granting the motion to preclude in-
troduction of audio tapes filed by Appellee, David C.
Deck (*Deck™). We affirm.

9 2 The relevant facts and procedural history may
be summarized as follows. In July of 2006, Deck
resided with his girlfriend and her minor daughter,
C.P. C.P. sought to prove to her mother and the police
that Deck was engaging in sexual relations with her.
C.P. knew that the police used recording devices to
monitor conversations, based on her participation in a
previous police investigation. On July 6, 2006, C.P,
telephoned Deck at his place of work. Deck was in his
office with the door open when he took C.P.'s call. At
the start of their conversation, C.P. told Deck that she
had placed him on the speakerphone. Without Deck's
knowledge or consent, C.P, recorded the conversation
on a cassette tape in an answering machine. Later in
the day, C.P. went to the Fairview Township Police
Department and gave the tape of the telephone con-
versation to Officer Tyson Baker.

93 On September 1, 2006, at Criminal Action No.
CP-21-CR-0001907-2006, Deck was charged with
statutory sexual assault, involuntary deviate sexual
intercourse, aggravated indecent assault, indecent
assault, and sexual abuse of children, 18 Pa.C.S.A. §§
3122.1, 3123(a)7), 3125, 3126(a)(8), 6312, 306.”™"'

FN1. On September |, 2006, the Common-
wealth also charged John F. Georgiadis, Jr.
and Traci M. Georgiadis with engaging in
involuntary deviate sexual intercourse with
C.P, at Criminal Action No.
CP-21-CR~0001908-2006 and Criminal
Action No. CP-21-CR-0001913-2006, re-
spectively. On September 1, 2006, the
Commonwealth filed a notice of trial joinder,
nolifying the parties that it intends to try
these two cases and Deck's case together.

9 4 On December 20, 2006, Deck filed a motion to
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* preciude introduction of the audio tape. Deck asserted

that the tape recording of his telephone conversation
with C.P. was inadmissible at any proceeding against
him because it was made in violation of the Wiretap-
ping and Electronic Surveillance Contro} Act
(“Wiretap Act” or “Act”), 18 Pa.C.S.A. § 5701 et seq.

9 5 Following a hearing, on April 23, 2007, the
trial court granted Deck's motion and suppressed the
tape recording. The trial court determined that the
telephone conversation between Deck and C.P. was a
wire communication under Section 5702 of the
Wiretap Act, and that as such, it was protected from
interception under Section 5703, See 18 Pa.C.S.A. §§
5702, 5703. The trial court also determined thaf the
exception in Section 5704(4), which allows for the
interception of wire communications where all the
parties to the recording have consented, did not apply
because Deck’s prior consent was not obtained. See 18
Pa.C.S.A. § 5704(4). Further, the trial court declined
the Commonwealth's request to extend other excep-
tions set *606 forth in Section 5704 to the circum-
stances of this case. This appeal followed. "™

FN2. In its notice of appeal, the Common-
wealth certified that the trial court's order
will terminate or substantially handicap
Deck's prosecution, The Commonwealth's
appeal, although interfocutory, was properly
taken under Pa.R.A.P. 311(d).

On May 23, 2007, the trial court ordered
the Commonwealth to file a
Pa.R.A.P.1925(b) statement within 14
days. The Commonwealth complied, filing
a Ruie 1925(b) statement on May 29, 2007.
The trial court filed a Rule 1925(a) opinion
on June 19, 2007,

9 6 The Commonwealth raises the following is-
sugl
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i. Did the trial court err in suppressing an audio tape
of a telephone conversation between the 40 year-old
defendant and the 15 year-old victim where, the
defendant did not have an expectation of privacy
which society is willing to recognize as reasonable?

Commonwealth's Brief at 4.

{11 § 7 In reviewing the grant of a moticn to
suppress, we are guided by the following standard of
review:

When the Commonwealth appeals from a suppres-
sion order, we follow a clearly defined standard of
review and consider only the evidence from the
defendant’s witnesses together with the evidence of
the prosecution that, when read in the context of the
entire record, remains uncontradicted. The sup-
pression court's findings of facts bind an appellate
court if the record supports those findings. The
suppression court's conclusions of law, however,
are not binding on an appellate court, whose duty is
to determine if the suppression court property ap-
plied the law to the facts.

Commonwealth v. Scott, 916 A2d 695, 696
(Pa.Super.2007) (quotation omitted). Further, the
construction of a statute raises a question of law, On
questions of law, our standard of review is de novo,
and our scope of review is plenary. Commonwealth v.
Bavusa, 574 Pa. 620, 832 A.2d 1042, 1052 (2003).

9 8 In this appeal, the trial court’s decision to
suppress the recording of Deck's telephone conversa-
tion with C.P. was premised on the court's construc-
tion and application of the Wiretap Act's provisions.
Therefore, our review is guided by the rules set forth
in the Statutory Construction Act of 1972 (“SCA”™). 1
Pa.C.8.A. § 1501 er seq. The SCA instructs that “the
object of all interpretation and construction of statutes
is to ascertain and effectuate the intention of the
General Assembly. Every statute shall be construed, if
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possible, to give effect to all its provisions.” |

Pa.C.S.A. § 1921(a), Further, “[w}hen the words of a
statute are clear and free from all ambiguity, the letter
of it is not to be disregarded under the pretext of
pursuing its spirit.” ! Pa.C.S.A. § 1921(b). When,
however, the words of the statute are not explicit, the
intention of the General Assembly may be ascertained
by considering other matters. 1 Pa.C.8.A. § 1921(c).

99 Under the SCA, “[w]ords and phrases shall be
construed according to the rules of grammar and ac-
cording to their common and approved usagef.]” 1
Pa.C.8.A. § 1903(a). If the General Assembly defines
words that are used in a statute, those definitions are
binding. Commonwealth v. Kimmel, 523 Pa. 107, 565
A.2d 426, 428 (1989). A court may presume that in
drafting the statute, the General Assembly intended
the entire statute to be effective. 1 Pa.C.8.A. §
1922(2). Thus, when construing one section of a stat-
ute, courts must read that section not by itself, but with
reference to, and in Hght of, the other sections,
*607Commonwealth v. Mayhue, 536 Pa. 271, 639
A.2d 421, 439 (1994),

[2][3] 9 10 Our review is also guided by certain
pronouncements the Supreme Court has made re-
garding the Wiretap Act's construction. Specifically,
the Court has instructed that because the Act focuses
on the protection of privacy, its provisions must be
construed strictly. Commonweaith v. Spangler, 570
Pa. 226, 809 A.2d 234, 237 (2002). In addition, the
Court has emphasized that the Wiretap Act is modeled
on Title 111 (“Title III"") of the Omnibus Crime Control
and Safe Streets Act of 1968. Title [1l authorizes states
to adopt wiretap statutes that trigger greater, but not
lesser, protection than that available under federal faw.
Id at 237, citing 18 U.S.C. § 2516(2) and Common-
wealth v. Birdseye, 543 Pa. 251, 670 A.2d 1124, 1126
(1996).

{41 1 11 With these principles in mind, we begin
with the Wiretap Act's framework. As a general rule,
in Section 5703, the Act prohibits the interception,

© 2014 Thomson Reuters. No Claim to Orig. US Gov. Works,
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disclosure or use of any wire, electronic or oral
communication, 18 Pa.C.S.A. § 5703. In Section
5704, however, the Act sets forth several exceptions to
Section 5703's prohibitions and allows for the inter-
ception of a wire, electronic or oral communication in
designated circumstances. 18 Pa.C.S.A. § 5704, In
Section 5721.1, the Act provides a statutory exclu-
sionary rule that authorizes the suppression of inter-
ceptions that were not carried out in compliance with
Section 5704's exceptions. 18 Pa.C.S.A. § 5721.1(b);
Commonwealth v. Spangler, 809 A2d at 238 & n. 7.

9 12 Turning to the Wiretap Act's specific terms,
we start with Section 5703, which states:

Except as otherwise provided in this chapter, a
person is guilty of a felony of the third degree if he:

(1) intentionally intercepts, endeavors to intercept,
or procures any other person to intercept or en-
deavor to intercept amy wire, electronic or oral
communication;

(2) intentionally discloses or endeavors to disclose
to any other person the contents of any wire, elec-
tronic or oral communication, or evidence derived
therefrom, knowing or having reason to know that
the information was obtained through the intercep-
tion of a wire, electronic or oral communication; or

(3) intentionally uses or endeavors to use the con-
tents of any wire, electronic or oral communication,
or evidence derived therefrom, knowing or having
reason to know, that the information was obtained
through the interception of a wire, electronic or oral
communication,

18 Pa.C.5.A. § 5703.

9 13 The Act's definitions for “intercept,” “oral
communication,” “wire communication,” and “aural
transfer” are as follows:

Page 6

As used in this chapter, the following words and
phrases shall have the meanings given to them in
this section unless the context clearly indicates
otherwise:

* % ok

“Intercept.” Aural or other acquisition of the con-
tents of any wire, electronic or oral communication
through the use of any electronic, mechanical or
other device. The term shall include the point at
which the contents of the communication are mon-
itored by investigative or law enforcement officers.

*“Qral communication.” Any oral communication
uttered by a person possessing an expectation that
such communication is not subject to interception
under circumstances justifying such expectation.
The term does not include any electronic commu-
nication,

*608 * % Kk

“Wire communication.” Any aural transfer made
in whole or in part through the use of facilities for
the transmission of communication by wire, cable
or other like connection between the point of origin
and the point of reception, including the use of such
a connection in a switching station, furnished or
operated by a telephone, telegraph or radio company
for hire as a communication common carrier. The
term includes any electronic storage of such com-
munication.

¥ Kk

“Aural transfer.” A transfer containing the human
voice at any point between and including the point
of origin and the point of reception.

18 Pa.C.S.A. § 5702.

7 14 One of the exceptions in Section 5704 to
Section 5703's prohibitions states in relevant part that
“[i]t shall not be unlawful and no prior court approval

© 2014 Thomson Reuters. No Claim to Orig. US Gov. Works.
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shall be required under this chapter for ... a person to
intercept a wire, electronic or oral communication,
where all parties to the communication have given
prior consent to such interception.” 18 Pa.C.85.A. §
5704(4).

9 15 Presently, the Commonwealth does not
dispute that the telephone conversation between C.P.
and Deck is a wire communication under Section 5702
of the Wiretap Act ™™ or that Section 5703 prohibits
the interception of wire communications. 18
Pa.C.S.A. §§ 5702, 5703. Nevertheless, the Com-
monwealth argues that the telephone conversation
recording should not be suppressed because Deck had
no reasonable expectation that his telephone conver-
sation with C.P. was private. In other words, the
Commonwealth contends that Section 5703 does not
protect a telephone conversation from interception
merely because it constitutes a wire communication
under Section 5702, According to the Commonwealth,
for a telephone conversation f{o be protected under
Section 5703, it must also be an oral communication
under Section 5702, i.e., made by a person who pos-
sessed an expectation that the conversation was pri-
vate and not subject to interception. /d

FN3, In Commonwealth v. DeBlase, 357
Pa.Super. 71, 515 A.2d 564, 566 (1986),
appeal dismissed as improvidently granted,
517 Pa. 323, 536 A.2d 339 (1988), this Court
concluded that wire communications as de-
fined in Section 5702 of the Wiretap Act in-
clude telephone conversations.

9 16 Based on the definitions in and language of
the Wiretap Act, we disagree. Section 5702 clearly
and explicitly differentiates between oral communi-
cations and wire communications, giving a distinct
definition for each. 18 Pa.C.S.A. § 5702. Section
5702's definition of wire communication does not
include an expectation of privacy on the part of the
speaker, as does its definition of oral communication.
Id Section 5703 is written in the disjunctive, and
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protects “wire, electronic or oral communications”
from interception, disclosure or use. 18 Pa.C.5.A. §
5703 (emphasis added). See in re Paulmier, 594 Pa,
433, 937 A.2d 364, 372 (2007} (recognizing that the
word “or” when used in a statute is disjunctive, used to
connect alternative words or phrases). Section 5703
does not state that a wire communication must also be
an oral communication to be protected. fd

9 17 Moreover, we remain mindful of our Su-
preme Court's admonition in Spangler that the Wire-
tap Act is modeled on Title I and that the Wiretap
Act may not grant less protection than that available
under the federal statute. Accordingly, *609 we ob-
serve that the language of the definitions of wire
communication and oral communication in the Wire-
tap Act and those in Title Il are virtually identical,”™"
and that the federal courts have held that telephone
conversations are wire communications which, unlike
oral communications, are protected against intercep-
tion without regard to the speaker's expectation of
privacy. See, e.g., Briggs v. American Air Filter Co,,
Ine., 630 F2d 414, 417 & n. 4 (5th Cir. 1980},

FN4. Title II} defines “wire communication”
and “oral communication” as follows:

As used in this chapter—

(1) “wire communication” means any aural
transfer made in whole or in part through
the use of facilities for the transmission of
communications by the aid of wire, cable,
or other like connection between the point
of origin and the point of reception (in-
cluding the use of such connection in a
switching station) furnished or operated by
any person engaged in providing or oper-
ating such facilities for the transmission of
interstate or foreign communications or
communications affecting interstate or
foreign commerce;

© 2014 Thomson Reuters. No Claim to Orig. US Gov. Works.
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(2) “oral communication™ means any oral
communication uitered by a person exhib-
iting an expectation that such communica-
tion is not subject to interception under
circumstances justifying such expectation,
but such term does not include any elec-
tronic communication[.]

18 U.S.C. § 2510(1), (2).

[51 9 18 In light of Spangler and the discussion
above, we conclude that Section 5703 of the Wiretap
Act prohibits the interception, disclosure or use of a
telephone conversation as a wire communication un-
der Section 5702, even if the telephone conversation is
not also an oral communication under Section 5702,
18 Pa.C.S.A. §§ 5702, 5703. This, in turn, leads us to
conclude that Section 5703 prohibited the intercep-
tion, disclosure or use of the telephone conversation
between C.P. and Deck. /d Deck's expectation of
privacy is irrelevant.

9 19 The Commonwealth's remaining arguments
are unavailing., First, the Commonwealth contends
that Deck's consent was not required under Section
5704(4) of the Act for the recording of the telephone
conversation 1o be lawful and, therefore, admissible.
Again we disagree. The trial court's decision to sup-
press is compelled by the terms of Section 5704(4)
itself, which clearly state that it is not unlawful to
intercept a wire communication “where all parties to
the communication have given prior consent to such
interception.” 18 Pa.C.8.A. § 5704(4) (emphasis
added).

[6][7] § 20 Next, the Commonwealth argues that
this Court should create an exception in the Wiretap
Act for a teenage assault victim who was trying to
convince the authorities of her truthfulness, We cannot
do so. This Court, like the trial court, does not have the
authority to ignore clear statutory language, even in
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pursuit of a statute's spirit, or to add exceptions to
statutory rules that the General Assembly has chosen
not to include in an enactment. See | Pa.C.S.A. §
1921(b); Lewis v. Erie Ins. Exchange, 753 A.2d 839,
850 (Pa.Super.2000) (“Our duty to interpret statutes
does not include the right to add provisions that the
legislature has omitted.”)

[8] 9§ 21 Last, the Commonwealth claims that the
recording is admissible under the inevitable discovery
doctrine at common law or under Section
5721.1(c)(6), which states that evidence will not be
excludable “if the Commonwealth or the respondent
had a basis independent of the excluded comnmunica-
tion for discovering such evidence, or that such evi-
dence would have been inevitably discovered by the
Commonwealth or the respondent absent the excluded
communication.” 18 Pa.C.8.A. § 5721.1(c)6). See
*610Commonwealth v. Ingram, 814 A2d 264, 272
(Pa.Super.2002) (explaining that the inevitable dis-
covery doctrine provides that evidence is admissible if
it would be discovered through means that are suffi-
ciently purged of the original illegality). The Com-
monwealth did not, however, raise the admissibility of
the recording under the inevitable discovery doctrine
or Section 5721.1{c)(6), in its Rule 1925(b) statement.
Therefore, under Rule 1925(b), this issue is waived.
Pa.R.AP.1925(b);, Kilos v. Klos, 934 A2d 724, 732
{(Pa.Super.2007) (“[Appellant's] first and second is-
sues do not appear in his Pa.R.A.P.1925(b) statement,
and, as such, these issues are waived due to his failure
to comply strictly with Pa.R.AP.1925(b).").

9 22 Accordingly, we conclude that the trial
court's decision to grant Deck's motion to suppress the
tape recording was correct. Accordingly, we affirm.

23 Order affirmed.

Pa.Super.,2008.
Com, v. Deck
954 A.2d 603, 2008 PA Super 150
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OPINION

[*134] [**1007] In this Opinion we are called
upon to determine whether the tria court properly
ordered the suppression of tape recordings of
conversations between the appellee and his deceased
estranged wife in the prosecution of the appellee for
criminal homicide pursuant to 18 Pa.C.SA. § 5721. The
tapes and derivative evidence in controversy was
uncovered through the unconsented recording of
conversations between the appellee and his estranged

wife, which occurred in an apartment on the night of her
death. The tapes were made through the use of an
improvised interception system consisting of an
electronic baby monitor and tape recorder that was
surreptitiously installed by the appellee's girlfriend in the
apartment where she resided with the appellee. We
affirm.

The relevant facts for the purposes of this appeal as
discerned [***2] from the stipulations of the parties and
the transcript of the preliminary hearing are as follows.
The appellee, Victor M. Parrella, Jr., is charged with
criminal homicide in connection with the death of his
estranged wife, Donna Jean Parrella. In Count 11l of his
Application for Omnibus Pre-Tria Relief, the appellee
motioned to suppress the contents of tape recordings of
conversations between himself and his estranged wife,
which were recorded on the night of her death, January
19-20, 1990. The tape recordings were taken by private
individuals acting without color of state authority in an
apartment located directly above the Mountain House
Tavern in Point Borough, Somerset County. The
apartment was orally leased by Shelly Lea Horner on a
week by week basis where the appellee also resided.

[*135] On January 19, 1990, after having been
advised by the appellee that he intended to meet with his
estranged wife that evening in the apartment, Ms. Horner
purchased a Fisher Price Baby Monitor and severa blank
tapes at a local department store. The baby monitor
consisted of two parts, a [**1008] monitor which would
pick up al sounds in the room where it was placed, and a
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receiver, [***3] which would transmit the sound. Ms.
Horner then installed the monitor in a drop ceiling in the
apartment bedroom and placed the receiver next to atape
recorder on a porch adjacent to one of the apartment
windows.

At approximately 11:30 p.m. on January 19, 1990,
Ms. Horner turned on the receiver and the tape recorder.
Ms. Horner then returned to the Mountain House Tavern
below and sat with two friends, Sandra Feldbauer and
William Hill. Neither the appellee nor the decedent had
any knowledge that their conversations inside the
apartment were being recorded.

At approximately 1:00 am. on January 20, 1990, Ms.
Horner and Ms. Feldbauer testified that they heard a loud
thumping noise emanating from the apartment. Ms.
Feldbauer also testified that while she was changing the
tape in the tape recorder outside the apartment, she heard
the appellee say, "Why am | holding a gun to the head of
someone | redly want to be with?' Additionaly,
Raymond Wiencek, who resided in the apartment next
door, testified that he had previoudy heard arguing
coming from the Horner-Parrella apartment. Mr. Wiencek
further testified that at approximately 1:00 am., he heard
a loud noise which sounded like [***4] a gunshot and
then heard the appellee repeating over and over, "Donna,
are you al right?' However, the police were not notified
at that time. Ms. Horner subsequently retrieved the tapes
and went to Ms. Feldbauer's brother's apartment where
she, Ms. Feldbauer and severa others listened to the
tapes. Sometime later on the morning of January 20,
1990, Ms. Horner and Ms. Feldbauer returned to the
Horner-Parrella apartment to remove Ms. Horner's
personal belongings. At that time, Ms. Horner [*136]
discovered blood on the carpet in the apartment. The
police were subsequently contacted and the tapes were
turned over to them.

Shortly thereafter, the appellee was arrested and
charged with criminal homicide. A preliminary hearing
was held before District Justice Joseph A. Cannoni who
ordered the appellee held for trial. The appellee then
filed a motion to suppress the tapes and all derivative
evidence aleging the tapes were recorded in violation of
the Wiretapping and Electronic Surveillance Act, 18
Pa.C.SA. 8§ 5701 et seq. (the Act); thus, the tapes and all
derivative evidence must be suppressed pursuant to 18
Pa.C.SA. 8§ 5721. A hearing was held before the
Honorable John [***5] M. Cascio. Judge Cascio then

granted the appellee's motion to suppress the tapes and all
derivative evidence. The Commonwealth filed a timely
appeal wherein it has alleged that the trial court's order
suppressing the tapes serioudly impairs its ability to
present its case and prove the charges of criminal
homicide against the appellee. 1

1 When the Commonwealth has certified that the
suppression of evidence substantially handicaps
the prosecution, "that certification is not
contestable" and "in and of itself precipitates and
authorizes the appeal." Commonwealth v. Dugger,
506 Pa. 537, 545, 486 A.2d 382, 386 (1986); see
also Commonwealth v. DeMarco, 396 Pa.Super.
357, 578 A.2d 942 (1990).

On appeal, the Commonwealth raises two issues for
our review.

I. WHETHER THE LOWER COURT
ERRED IN RULING THAT THE
CONVERSATION BETWEEN THE
DEFENDANT AND THE ALLEGED

DECEDENT/VICTIM WAS A
PROTECTED "ORAL
COMMUNICATION"  WITHIN THE

MEANING [***6] OF THE WIRETAP
AND ELECTRONIC SURVEILLANCE
CONTROL ACT, 18 Pa.C.SA. SECTION
5701, ET SEQ., THAT IS, THAT THE
ORAL COMMUNICATION  WAS
UTTERED BY A PERSON WHO
POSSESSED A REASONABLE
EXPECTATION OF PRIVACY SUCH
THAT THE COMMUNICATION
WOULD NOT BE SUBJECT TO
INTERCEPTION [*137] UNDER
CIRCUMSTANCES JUSTIFYING
SUCH EXPECTATION WHERE THE
CONVERSATION OCCURRED UNDER
CIRCUMSTANCES WHERE
INDIVIDUALS NOT PARTY TO THE

CONVERSATION [**1009] ARE
ABLE TO HEAR THE
CONVERSATION WITHOUT

ELECTRONIC OR MECHANICAL
DEVICES.

I1. ASSUMING ARGUENDO THAT
THE CONVERSATION AT ISSUE IS A



Page 3

416 Pa. Super. 131, *137; 610 A.2d 1006, ** 1009;
1992 Pa. Super. LEXIS 1471, ***6

PROTECTED "ORAL
COMMUNICATION," WHETHER
SUCH AN INTERPRETATION OF THE
WIRETAP AND ELECTRONIC
SURVEILLANCE CONTROL ACT
UNCONSTITUTIONALLY INFRINGES
ON THE RIGHT OF AN APARTMENT
TENANT TO BE AWARE OF
ACTIVITIES IN HER APARTMENT AS
PART OF HER RIGHTS OF
"POSSESSING AND PROTECTING
PROPERTY" AS GUARANTEED BY
ARTICLE I, SECTION 1 OF THE
PENNSYLVANIA CONSTITUTION.

(Commonwealth's Brief at 2).

We note at the outset that because Ms. Horner and
Ms. Feldbauer were private individuals who were not
acting under color of state authority, their non-consensual
recording of the appellee's and decedent's conversation
was not "state [***7] action,” and therefore, is not
subject to suppression under the exclusionary rule of the
United Sates Condtitution's Fourth Amendment
prohibition against unreasonable search and seizure or
under Article |, Section 8 of the Pennsylvania
Constitution. See Commonwealth v. Kean, 382 Pa.Super.
587, 556 A.2d 374, appeal denied, 525 Pa. 596, 575 A.2d
563 (1989); Commonwealth v. Borecky, 277 Pa.Super.
244, 419 A.2d 753 (1980).

The Commonwealth contends in its first issue that
the trial court erred in suppressing the tapes under 18
Pa.C.SA. § 5721. The Commonwealth argues that the
fact the appellee may have had expectation that his
conversation with his estranged wife was not subject to
interception is not conclusive, as the expectation of
privacy must aso be [*138] reasonable. The
Commonwealth asserts that because limited portions of
the appellee's and decedent's conversations were clearly
audible through the naked ear to people standing outside
the apartment, the parties lost any reasonable expectation
of privacy; thus, their conversations were [***8]
properly recorded. We disagree.

The focus and purpose of the Wiretapping and
Electronic Surveillance Control Act is the protection of
privacy. Commonwealth v. DeMarco, 396 Pa.Super.
357, 371, 578 A.2d 942 (1990) (emphasis in original).
Section 5703 of the Act sets forth the law concerning the

interception, disclosure, or use of wire, electronic, or oral
communication as follows.

Except as otherwise provided in this
chapter, a person is guilty of a felony of
the third degreeif he:

(D] intentionally
intercepts, endeavors to
intercept, or procures any
other person to intercept or
endeavor to intercept any
wire, electronic or ord
communication;

2 intentionally
discloses or endeavors to
disclose to any other person
the contents of any wire,

electronic or oral
communication, or
evidence derived
therefrom, knowing or

having reason to know that
the information was
obtained  through  the
interception of a wire,
electronic or oral
communication; or(3)
intentionally  uses  or
endeavors to use the
contents of any wire,
electronic or ord
communication, or
evidence derived
therefrom, knowing or
having reason to know, that
the information [***9]
was obtained through the
interception of a wire,
electronic or oral
communication.

The statute defines "intercept” as the "aural acquisition or
other acquisition of the contents of any wire or oral
communication through the use of any electronic,
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mechanical or other device. 18 Pa.C.SA. § 5702. See
also Commonwealth v. Henlen, 522 Pa. 514, 516, 564
A.2d 905, 906 (1989); Commonwealth v. Kean, supra,
382 Pa.Quper. at 597 n. 2, 556 A.2d 374. Accordingly,
we find that Ms. Horner's and Ms. Feldbauer's use of an
electronic baby monitor and receiver in conjunction with
a tape recorder in [*139] order to record the
conversations of the appellee and the decedent in
[**1010] the apartment to be an interception pursuant to
18 Pa.C.SA. § 5702 and 5703.

However, the Act provides exceptions to the general
prohibitions on the interceptions and disclosure of wire
and oral communication. 18 Pa.C.SA. § 5704(2) permits
properly authorized investigative or law enforcement
officers to intercept wire or oral communications
involving criminal activities. 18 Pa.C.SA. § 5704(2)(ii)
aso permits the [***10] interception of ora
communication by a private individual who is one of the
parties to a communication, if that private individua has
given their prior consent and the attorney general, district
attorney, or their specifically designated deputy attorney
generas, or assistant district attorneys have reviewed the
facts and are satisfied that the consent was freely and
voluntarily given and have given their approva before
the interception occurs. See Commonwealth v. Blystone,
519 Pa. 450, 549 A.2d 81 (1988); Commonwealth v.
Rodriguez, 519 Pa. 415, 548 A.2d 1211 (1988). Other
than as provided in 18 Pa.C.SA. § 5704(2)(ii), a private
citizen may not intercept a wire or oral communication
unless all parties to the communication have given their
prior consent to such interception. Barasch v. Bell
Telephone Company of Pennsylvania, 529 Pa. 523, 533,
605 A.2d 1198, 1203 (1992) (emphasis added);
Commonwealth v. DeBlase, 357 Pa.Super. 71, 76, 515
A.2d 564, 566 (1986) (This Court refuses to create an
exception [***11] when the private citizen who violated
the Act is subsequently murdered.); 18 Pa.C.SA. §
5704(4). Under the act, any aggrieved person may move
to suppress the contents of any intercepted wire,
electronic or ora communications or the evidence
derived therefrom if the communications were unlawfully
intercepted. Commonwealth v. DeMar co, supra, 578 A.2d
at 948, 949; Commonwealth v. DeBlase, supra, 515 A.2d
at 566; 18 Pa.C.SA. § 5721.

Instantly, the Commonwealth has attempted to rely
upon Commonwealth v. Cooper, 240 Pa.Super. 477, 362
A2d 1041 (1976) for the proposition that because
portions of [*140] the appellee's and decedent's

conversation were easily overheard outside the
apartment, the appellee lost all reasonable expectation of
privacy, thus enabling Ms. Horner and Ms. Feldbauer to
tape record their conversations inside the apartment. We
find the Commonwealth's reliance upon Commonwealth
v. Cooper, supra, to be misplaced.

In Commonwealth v. Cooper, supra, [***12] a
police officer, lawfully entitled to be in the adjacent hotel
room, overheard appellant Cooper's conversations
concerning the sale of marijuana, unaided by any
mechanical or electronic amplification device. Therefore,
this Court properly held that because the conversations
were carried on in a tone quite audible to a person
standing outside the hotel room, the conversations were
knowingly exposed to the public and were not subject to
the protection under the Fourth Amendment as the risk of
being overheard by an eavesdropper is an inherent
condition and a risk assumed whenever we speak. See
Katz v. United Sates, 389 U.S. 347, 351, 88 S.Ct. 507,
511, 19 L.Ed.2d 576, 582 (1967); Hoffa v. United Sates,
385 U.S 293, 301-03, 87 S.Ct. 408, 413-14, 17 L.Ed.2d
374, 381-82 (1966).

In the case at bar, unlike Commonwealth v. Cooper,
supra, only limited excerpts of the appellee's and
decedent's conversations were able to be overheard by
parties outside the apartment without the aid of the
improvised interception system. [***13] Accordingly,
the appellee and decedent only lost their reasonable
expectations of privacy as to the limited portions of their
conversations which were overheard outside the
apartment without the aid of the improvised interception
system. The appellee and decedent did not lose their
reasonable expectations of privacy to al of ther
conversations which occurred in the apartment on the
January 19-20, 1990 night, merely because some portions
of their conversations were able to be heard outside the
apartment. If we were to adopt the Commonwealth's
argument, we would be enabling any eavesdropper to
immediately begin the unconsented mechanical or
electronic amplification and interception of the
conversations of anyone in their [*141] home once a
portion of their conversation was able to be overheard
outside the home with the [**1011] naked ear. Clearly,
this was not the result intended by the legislature when
they adopted the Act, whose primary focus and purpose
was the protection of privacy. Thus, we find no merit in
the Commonwealth's contention that Ms. Horner and Ms.
Feldbauer were entitled to surreptitiously record al of the
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conversations between the appellee and the decedent
[***14] which occurred inside the apartment on the
night of January 19-20, 1990, because limited portions of
their conversations inside the apartment were overheard
by persons outside the apartment.

Moreover, the conduct of Ms. Horner and Ms.
Feldbauer clearly violated the Act as neither the appellee
or the decedent had given their prior consent to the
interception and tape recording of their conversation
inside the apartment as required by 18 Pa.C.SA. §
5704(4). The fact that excerpts of the appellee's and the
decedent's conversations were subsequently overheard
outside the apartment is immaterial because Ms. Horner
and Ms. Feldbauer had set up their improvised
interception equipment in the apartment before the
appellee and the decedent had even begun their
conversations. Thus, Ms. Horner and Ms. Feldbauer had
already decided to intercept the appellee's and decedent's
conversation in violation of the Act before the appellee
and decedent arrived at the apartment. Accordingly, the
appellee and the decedent could not have possibly lost
their reasonable expectation of privacy and impliedly
consented to the interception of their conversations when
the interception of their conversations inside [***15] the
apartment had already commenced before any portion of
their conversations were overheard outside the apartment
without the aid of the improvised interception system.

In its second issue on appeal, the Commonwealth
contends that any interpretation of the Act which
prohibits a person with a possessory interest in a premises
from monitoring  activities on the premises
unconstitutionally infringes upon their rights to possess
and protect their property, [*142] and therefore, is
unconstitutional under Article 1, Section 1 of the
Pennsylvania Congtitution. 2 The Commonwealth argues
that under Commonwealth v. Goldberg, 208 Pa.Super.
513, 224 A.2d 91 (1966), a person having an interest in a
property has a paramount right with regard to the use of
the property. The Commonwealth asserts that when a
person possessing a paramount interest consents to the
use of her premises, there is an implied condition that the
premises will not be used to the detriment of the
paramount possessor's interest; thus, the paramount
possessor may monitor the activities of subordinate
possessor to ensure that the premises are not being used
to her detriment. [***16] We disagree.

2 Articlel, section 1:

All men are born equaly free
and independent, and have certain
inherent and indefeasible rights,
among which are those of enjoying
and defending life and liberty, of

acquiring, possessing and
protecting property and reputation,
and of pursuing their own
happiness.

We find that the Commonwealth's reliance upon
Commonwealth v. Goldberg, supra, to be misplaced as
the case is both factually and legally distinguishable from
the case before this Court. The Goldberg case arose
under the long repealed Pennsylvania Anti-Wiretapping
Statute, Act of Jduly 16, 1957, P.L. 956 No. 411,
(repealed). In Goldberg, the appellant was the named
subscriber to a telephone in the marital home he shared
with his wife. The appellant, suspecting his wife of
infidelity, tapped his own phone in order to monitor the
telephone calls between his wife and her purported
paramour. The appellant was subsequently arrested and
convicted of violating the [***17] Anti-Wiretapping
Statute. This Court reversed the appellant's conviction
holding that the purpose of the Anti-Wiretapping Statute
was to protect a telephone subscriber's phone calls from
being intercepted by a third person and not to protect the
telephone line from being monitored by its own
subscriber. Thus, the appellant, as the subscriber,
possessed a paramount interest to intercept telephone
conversations on the line when persons he permitted to
use the telephone were doing so in detriment to the
appellant's business, household [*143] or marital
interests. Therefore, [**1012] the appellant, as the
subscriber and possessor of a paramount interest in the
telephone line, could not be convicted under the
Anti-Wiretapping Statute for tapping his own line.
Commonwealth v. Goldberg, supra, 208 Pa.Superior Ct.
at 517, 224 A.2d at 93. However, this case was only
concerned with whether the appellant violated the
Anti-Wiretapping Statute and did not discuss whether the
conversations intercepted by the appellant without the
consent of the intercepted parties were admissible in any
legal proceedings. 3

3 Moreover, the principle on which the Goldberg
court relied upon, that a telephone subscriber
possesses an absolute right to record his own
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conversations and to protect the use made of his
own telephone, which was first set forth in People
v. Appelbaum, 277 App.Div. 43, 97 N.Y.S.2d 807,
aff'd 301 N.Y. 738, 95 N.E.2d 410 (1950), is no
longer the law of Pennsylvania. See Barasch v.
Bell Telephone Company of Pennsylvania, supra
(caller 1.D. service held to be violative of 18
Pa.C.SA. § 5704(4) as cdling party has not
consented to the capture of his or her phone
number by the caled party). See also
Commonwealth v. Jung, 366 Pa.Super. 438, 531
A2d 498 (1987) (highly critica  of
Commonwealth v. Goldberg, suprain dicta).

[***18] Subsequently, however, this exact issue has
been addressed by our Supreme Court in Commonwealth
v. Papszycki, 442 Pa. 234, 275 A.2d 28 (1971), which
was decided under the repealed Anti-Wiretapping Statute
and by this Court in both Commonwealth v. DeBlase,
supra, and Commonwealth v. Baldwin, 282 Pa.Super. 82,
422 A.2d 838 (1980), which were decided under an
earlier version of our current act and the repealed
Anti-Wire Tapping Act, respectively. In each of these
cases, both our Supreme Court and this Court have held
that unless al parties have given their consent to the
interception of their telephone conversations by a private
individual, the evidence elicited through the illega
interception is inadmissible in any legal proceeding and
must be suppressed. Furthermore, our current act requires
that all parties to a communication must give their
consent before any interception may occur. See Barasch
v. Bell Telephone Company of Pennsylvania, supra.
Finally, the Act permits any aggrieved person to move
[***19] to suppress the contents of any intercept wire,
electronic or oral [*144] communication, or evidence
derived therefrom, taken in violation of the Act. See 18
Pa.C.SA. §5721.

Instantly, Ms. Horner is not on trial for violating 18
Pa.C.SA. § 5704(4), rather it is the appellee who is on
trial for murder. Thus, we are not called upon to
determine whether Ms. Horner may be prosecuted for the
unconsented recording of conversations in her own
apartment, but rather whether the fruits of her
unconsented interception of the conversations inside the
apartment may be admitted into evidence against her

roommate, the  appellee. Accordingly, the
Commonwealth's argument that the Act
unconstitutionally infringes upon Ms. Horner's rights
under Article 1, Section 1 of the Pennsylvania
Constitution to protect her property is not in issue as she
is not being prosecuted for violating the act; therefore,
this interesting issue cannot be resolved until it is raised
by a party who is being prosecuted under the Act for the
unconsented interception of conversations in their own
dwelling. But see Commonwealth v. Murray, 423 Pa. 37,
51, 223 A.2d 102, 109 (1966) [***20] (under Article I,
Section 1 of the Pennsylvania Constitution, "[t]he right of
privacy is as much property of the individual as the land
to which he holds title and the clothing he wears on his
back."). Here, the tapes and derived evidence sought to
be utilized as evidence by the Commonwedth in its
criminal homicide prosecution of the appellee were
recorded by Ms. Horner and Ms. Feldbauer without the
consent of either the appellee or the decedent. Due to this
lack of consent, the tapes were taken in violation of 18
Pa.C.SA. § 5704(4). The fact that one of the
interceptors, Ms. Horner, resided in the oraly leased
premises with the appellee is immaterial as 18 Pa.C.SA.
§ 5721 clearly specifies that upon motion, any wire,
electronic, or ora communication intercepted in the
violation of the Act must be suppressed. Thus, the tria
court properly suppressed the tapes and all derivative
evidence pursuant to 18 Pa.C.SA. § 5721.

Finally, when the tria court entered the order
granting the appellee's motion to suppress, the trial court
suppressed only the tapes of the conversations between
the [**1013] appellee [*145] and the decedent, and the
testimony from any person regarding [***21] what he or
she heard on the tapes. The trial court's order did not
suppress at trial the testimony of any person regarding
what he or she may have overheard outside the apartment
without the aid of any electronic or mechanical
amplification device; thus, the Commonwealth is free to
present such evidence at trial.

Based upon the foregoing, the trial court's order
suppressing the tapes and al derivative evidence is
affirmed.

Order AFFIRMED.
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Down the Rabbit’s Hole: Baby
Monitors, Family Movies and Wiretap
Law

by
Elisabeth Pridet

Your client is in the middle of a heated divorce, and a pri-
mary issue is the custody of his nine-year-old daughter and
seven-year-old son. Historically well-adjusted, in recent months
the daughter has shown dismaying behavioral changes. Her
grades have fallen precipitously and she has been disrupting the
classroom. She has been acting out at home as well, including
frequent violent and prolonged tantrums without obvious expla-
nation. Your client has eavesdropped on the children over a
baby monitor for insight into his daughter’s behavior, and,
alarmed by comments he believes suggest sexual abuse of his
daughter by the child’s mother’s new fiancé, has surreptitiously
videotaped interactions of the children. He would like to pro-
vide the recordings to a psychologist, and has asked you to try to
introduce the recordings into evidence at trial,

How do you advise your client?

Under the Supremacy Clause of the U.S. Constitution, states
are precluded from adopting eavesdropping statutes that are less
restrictive in allowing interceptions of communications than the
federal wiretap statute; thus state wiretap statutes may be
broader and more restrictive than the federal statute and less re-
strictive in no respect.! Under the federal wiretap law, Title III
of the Omnibus Crime Control and Safe Streets Act of 1968
(“the Act”),2 there is no violation where the interception is by a
party to the communication or one party consents to it.* While
most state wiretapping laws generally track the federal Act, con-

1 Elisabeth Pride has practiced family law since joining the Pittsburgh
law firm of Wilder & Mahood in 1999,

1 See Commonwealth v. Birdseye, 670 A.2d 1124, 1126 (Pa. 1996), cert
denied, 518 U.S. 1019 (1996).

2z 18 US.C. §§ 2510-13, 2515-22 (2006).

3 Id. §2511(2)<)-(d).
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sent standards vary.# The first question is whether your client
has violated the federal Act and the possible consequences
thereof, Because state statutes may be more but not less restric-
tive, whether a state wiretap law has been violated may be a dif-
ferent, and vastly more difficult, question.

What follows is a technical review and critique of the wire-
tap laws as taken to the limits of their potential in the context of
parental monitoring.s While the law was never intended for the
purpose of punishing parents for monitoring their children, his-
tory is full of examples of zealous prosecution under laws written
for another purpose but nevertheless applicable by their techni-
cal language to the matter at hand. Consider, for example, pros-
ecution for child pornography of children sending suggestive
photographs of themselves to other children,® prosecution under

4 Thirty-eight states and the District of Columbia follow the federal Act
in requiring consent of only one participant in a communication to exempt in-
terception thereof. Twelve states require consent of all participants, and the
rest lack relevant laws, have conflicting taws, or have laws that vary in standards
for different types of communications. See Washington, Reporters’ Comm. for
Freedom of the Press, “Can We Tape?”: A Practical Guide to Taping Phone
Catlls and In-Person Conversations in the 50 States and D.C. (2008), available at
http:/fwww.rcfp.org/taping/ (last visited Aprit 8, 2010).

5 Courts have expressly found that the Act applies to domestic refations
cases. See, e.g., Glazner v. Glazner, 347 F.3d 1212, 1216 (11th Cir. 2003). This
article does not attempt to survey state and federal courts for individual exam-
ples of criminal or civil cases at the extremes of application of the law as de-
scribed herein. Numerous commentators have explored the practical
application of the Act by courts. See, e.g, Daniet R. Dinger, Should Parenis Be
Allowed to Record a Child’s Telephone Conversations When They Believe the
Child Is in Danger?; An Examination of the Federal Wiretap Staiwte and the
Doctrine of Vicarious Consent in the Context of a Criminal Prosecution, 28 Se-
atrLe U. L. Rev. 955 (2005); Shana K. Rahavy, The Federal Wiretap Act: The
Permissible Scope of Eavesdropping in the Family Home, 2 J. Hicn Teca. L. 87
(2003); Parental Wiretapping: Should Federal Courts Provide a Civil Remedy in
a Family Law Maiter?, 48 U, Kan. L. Rev, 397 (2000); Richard C. Turkington,
Proteciion for Invasions of Conversational and Communication Privacy by Elec-
tronic Surveillance in Family, Marriage, and Domestic Disputes Under Federal
and State Wiretap and Store Communications Acts and the Common Law Pri-
vacy Intrusion Tort, §2 Nes. L. Rev. 693, 707-13 (2004),

6 See, e.g., Miiler v, Skumanick, 605 F. Supp. 2d 634, 637 (M.D. Pa. 2009}
aff"d sub nom. Miiler v. Mitchell, 598 F.3d 139 (3d Cir. 2010) (granting tempo-
rary injunction against district attorney from prosecuting a minor on charges of
child pornography for “sexting”}.
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RICO7 laws of political protesters,® and application of statutory
rape laws to punish teenagers for sexual activity with partners of
similar age.? Judicious prosecutorial discretion cannot be relied
upon to insulate your client from criminal prosecution.’® Among
other things, prosecutors may be motivated by political concerns,
personal bias, or limited competence,’’ Therefore, advice to
your client about the range of possible consequences of his inter-
ception must begin with an assessment whether the law has been
technically violated.

I. Reading the Law

Under the law of statutory construction, resort may be made
to legislative history for illumination of a statute’s intent only
where the words of the statute are unclear.!? Accordingly, the
first step to understanding the consequences of your client’s ac-
tions are a close reading of the plain language of the Act.

Under the relevant provisions of the Federal Wiretap Act, a
person is guilty of a violation who:

(a) intentionally intercepts, endeavors to intercept, or procures any
other person 1o intercept or endeavor Lo intercept, any wire, oral, or
clectronic communication;

(b) intentionally uses, endeavors to use, or procures any other person

to use or endeavor 1o use any electronic, mechanical, or other device
1o intercept any oral communication whep— . .,

(i) such device transmits communications by radio, or interferes
with the transmission of such communication; or

7 See The Racketeer Influenced and Corrupt Organizations Act (RICO),
18 U.S.C. § 1961, was enacted to fight organized crime,

8  See Danjel B. Kelly, Defining Extortion: RICO, Hobbs, and Statutory
Interpretation in Scheidler v. Nationai Organization for Women, Inc., 123 5. Ct.
1057 (2003), 26 Harv. J.L. & Pus. PoL'y 953 (2003).

9  See, e.g, Humphrey v. Wilson, 652 §.E.2d 501, 502 (Ga. 2007) {over-
turning ten year sentence of seventeen-year-old convicted of having oral sex
with fiffeen-year-oid).

16 See U.S. v. Stevens, —- S.CL (U.8.,2010); No. 08-769, 2010 WL
1540082, at *13 {declining to overiook overbreadth of statute on assurances of
government “to use it responsibly”).

11 See, e.g., Robert P. Mosteller, The Duke Lacrosse Case, Innocence, and
Faise Identifications: A Fundamental Failure to “Do Justice,” 76 ForDHAM L.
REev. 1337 (2007).

12 See, e.g., United States v. Gonzales, 520 U.8. 1, 6 (1997), {citing Cor-
necticut Nat, Bank v. Germain, 503 U.S. 249, 254 (1992)).
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(iif) such person knows, or has reason to know, that such device
or any component thereof has been sent through the mail or trans-
ported in interstate or foreign conunerce; . . .

{c) intentionally discloses, or endeavors to disclose, to any other per-
son the contents of any wire, oral, or electronic communication, know-
ing or having reason to know that the information was obtained
through the interception of a wire, oral, or electronic communication
in violation of this subsection; [or]

(d) intentionally uses, or endeavors to use, the contents of any wire,
oral, or electronic communication, knowing or having reason to know
that the information was obtained through the interception of a wire,
oral, or electronic communication in violation of this subsection . . 13

“QOral communication” is defined by the Act as “any oral
communication uttered by a person exhibiting an expectation
that such communication is not subject to interception under cir-
cumstances justifying such expectation.”** “Intercept” is “the ac-
quisition of the contents of any wire, electronic, or oral
communication through the use of any electronic, mechanical, or
other device,” and “contents” means “arny information concern-
ing the substance, purport, or meaning of that communication.’s
Acquisition can be aural, meaning that it need not be recorded to
violate the Act; thus, eavesdropping via any device, such as a
telephone extension, would fall within the Act.'®

II. Potential Criminal Liability Under the Federal
Act

A violation of the Act can result in up to five years impris-
onment or a fine, or both,’” and any device used in an improper
wiretap is subject to forfeit.’® Numerous exceptions are enumer-
ated in the Act, pertaining primarily to law enforcement,
telemarketing and telecommunication companies. None are rel-
evant here except the following:

It shall not be unfawlul under this chapter for a persen not acting

under color of law to intercept a wire, oral, or electronic communica-
tion where such person is a party o the communication or where one

1318 US.C.A, § 2511(1).

14 4§ 2510 (2).

15 Jd. § 2510 (4) & (8) (emphasis added).
16 Jd§ 2510 (18).

17 1d. § 2511(4).

18 Jd § 2513
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of the parties to the communication has given prior consent to such
interception unless such communication is intercepted for the purpose
of committing any criminal or tortious act in viclation of the Constitu-
tion or laws of the United States or of any State.'?

No exception is set forth for interceptions by parents of commu-
nications by children, and “consent” is not defined by the Act.

Accordingly, by the plain language of the Act, any person,
including a parent, using a device to eavesdrop on a child, and
any audio, video, or other recordation by device of an oral com-
munication of a child is federal crime if the child had a reasona-
ble expectation that the communication would not be intercepted
and did not provide prior consent, assuming that the device
transmits by radio, such as a baby monitor, wireless intercom or
cordless telephore, or has been transported in interstate or for-
eign commerce, like virtually any commercially available elec-
tronic device. Intentionally sharing, disclosing the contents of, or
using or attempting to use the contents of a communication
known to be intercepted in violation of the Act is also a federal
crime, and the language (“or”) indicates that these offenses are
disjunctive, indicating that each violation is a separate oifense
and is independent of violation of other provisions.?® There has
been no articulation by courts of the attractive proposition that a
minor child cannot, at law, have a reasonable expectation that his
communications would not be subject to interception by a
parent.

This means that the client could be criminally liable with a
maximum penalty of five years imprisonment and a fine for each
act of interception, each act of disclosure, and each attempt to
“use” the intercepted communication, plus forfeiture of any
equipment used to intercept, including the baby monitor and
video camera, or to disclose the contents of the intercepted com-
munication, such as a computer for conversion to DVD and a
DVD player and television for playback. The Act does rot con-
tain a limiting definition of “use”; thus providing the recordings
to a psychologist or an attorney for their use could violate the

19 Jd § 2511(2)(d).

20 J4. § 2511¢1). See Reiter v. Sonotone Corp., 442 U S. 330, 339 (1979)
(noting that terms connected by disjunctive are ordinarily given separate
meanings).
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statute.2! Taken to the extreme, your client could be held crimi-
nally liable for a separate count for each interception including
both eavesdropping and recording, each instance of conveying
any information to anybody about what he observed thereby,
and each instance of trying to use this information in litigation,
for diagnosis and treatment of the child, or for any other pur-
pose. Each one of these instances carries a maximum penalty of
five years, so, were penalties imposed consecutively, your client
could potentially spend the rest of his life in federal prison for his
use of a baby monitor or video recorder to observe his own chil-
dren. This, of course, is an extreme, bizarre, and unlikely scena-
rio. It does not, however, make the technical violation of the
statute less troubling, nor does it illuminate how to advise your
client,

[il. Potential Civil Liability Under the Federal
Act

The client’s jeopardy is compounded by the civil liability set
out by the Act which provides, in relevant part, that “any person
whose wire, oral, or electronic communication is intercepted, dis-
closed, or intentionally used in violation of this chapter may in a
civil action recover from the person or entity, other than the
United States, which engaged in that violation such relief as may
be appropriate.”??

Authorized relief includes “such preliminary and other equi-
table or declaratory relief as may be appropriate[,} . . . a reasona-
ble attorney’s fee and other Ilitigation costs reasonably
incurred[,]punitive damages in appropriate cases[,]” and the
greater of either “the sum of the actual damages suffered by the
plaintiff and any profits made by the violator as a result of the
violation; or statutory damages of whichever is the greater of
$100 a day for each day of violation or $10,000.”3

21 Note that while attorney-client privilege may provide an obstacle to
prosecution for this disclosure, this evidentiary rule is irrelevant to whether or
not the statute has been technicaliy violated inasmuch as there is no exception
for disclosure to legal or medical professionals set out among the enumerated
exceptions.

22 I, § 2520(a).

23 Jd § 2520(b)~(c}.
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To establish a civil claim under the Federal Wiretapping Act,
a plaintiff must prove that “(1) his [communicafions were] inter-
cepted, (2) he had an expectation that his communications were
not subject to interception, and (3) that his expectations were
justified under the circumstances.”?* To recover punitive dam-
ages, a plaintiff “must show that defendants acted wantonly,
recklessly, or maliciously.”23

Here, the only potential plaintiffs are your client’s nine and
seven-year-old children. That means that the person making the
decision whether to press a claim against your client is not, ide-
ally, a dispassionate prosecutor, but an angry opposing party in a
nasty divorce action, If the claim is successful, the client could
be liable for damages of at least the higher of $100 for each “day”
of violation or $10,000, plus punitive damages and Ilitigation
costs.26 In the unlikely event his young children could establish
actual damages in excess of the statutory minimum liquidated
damages, they would be entitled to actual damages in addition to
litigation costs and any punitive damages.?” Here, it is difficult to
imagine what actual damages the children could suffer, not to
mention a finding that surreptitiously observing one’s children to
assess their mental state amounts to wanton, reckless or mali-
cious conduct. Thus, it is more likely that in this case, if the
plaintiff prevailed, the award would be limited to liquidated dam-
ages and litigation costs. Since the Act does not define “day of
violation,” this would presumably be calculated as each twenty-
four hour period in which a violation can be proven to have oc-
curred.?8 Since each interception, disclosure and use of the inter-
cepted communication is a separate violation, the children’s
damages would be limited by the number of individual instances
of violation that could be proven on their behalf at trial?® Even
so, your client’s civil exposure could amount to many tens of

24 Bradford v. Robert Peitier Nissan Pontiac, No.6:06-CV-477, 2007 WL
865685, *4 (E.D. Tex. Mar, 15, 2007), {citing Cross v. Alabama Dept. Mental
Health & Mental Retardation, 49 F.3d 1499, 1508-09 (11th Cir.1995)).

25 Quigley v. Rosenthal, 327 F.3d 1044, 1068 (10th Cir. 2003), quoting
Jacobson v. Rose, 592 F.2d 515, 520 (9th Cir.1978)); see Bess v. Bess, 929 F.2d
1332, 1335 (8th Cir.1991}.

26 18 US.C. 2520 (b)-{c).

27 See id.

28 Smoot v. Uniled Transp, Union, 246 F.3d 633, 646 (6th Cir. 2001).

29 Jd
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thousands of dollars in liquidated damages and litigation costs
alone, without regard to his own litigation costs and the possibil-
ity of punitive damages.

IV. Use at Trial

Regardless of your client’s exposure to civil and criminal lia-
bility, the tapes will not be admissible at trial nor the testimony
of any witness or any other evidence derived from the communi-
cation as to “any information concerning the substance, purport,
or meaning of that communication.”?® This, of course, includes
the psychologist’s report and testimony to the extent it relies
upon any information derived from the recordings, because the
Act provides that

Whenever any wire or oral communication has been intercepted, no
part of the contents of such communication and no evidence derived
therefrom may be received in evidence in any trial, hearing, or other
proceeding in or before any court, grand jury, department, cfficer,
agency, regulatory bedy, legislative committee, or other authority of
the United States, a State, or a political subdivision thereof if the dis-
closure of that information would be in violation of this chapter.?!
For all his exposure for having created the tapes, they are useless
to him.

V. Potential Exposure of Third Parties

Equally troubling, it is not only your client who may be jeop-
ardized by the recordings. The civil and criminal liability of the
psychologist, of you, and of anyone else receiving information
about the recordings mirrors the Hability of the client.* The Act
makes no distinction in seriousness or penalty between the initial

30 18 U.S.C. § 2510 {emphasis added).

31 18 U.S.C. § 2515

32 Counsel hoping to be insulated from prosecution by attorney-client
privilege should remember that the priviiege belongs to, and can be waived by,
the client, and may not apply to communications in furtherance of criminal ac-
tivity such as disclosure of illegally obtained recordings. See, e.g. In re Grand
Jury Proceedings, 87 F.3d 377, 381 (9th Cir. 1996) (discussing crime/fraud ex-
ception to attorney client privilege). For purposes of this discussion, however,
the privilege is beside the point. While it may present an obstacte to prosecu-
tion of attorneys under wiretap laws for use of illegally obtained recordings, this
evidentiary rule is irrelevant to whether the law has been vioiated.
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interception and other violations flowing from it, including actual
or attempted disclosure or use of intercepted communications.?
While it does prohibit procuring another person to intercept a
communication in violation of the Act?#, the Act does not ex-
pressly preclude receipt or review of a disclosure of an already
intercepted communication even where it is known that the inter-
ception and/or disclosure is in violation of the Act, as long as the
receiver was not involved in the interception and cannot be con-
strued to have procured it or conspired to obtain it.35 At least
one court, however, has interpreted “use” to include review.3
Even given the requirement of intent, this construction may well
be overbroad, and certainly violates public policy by impediment
to your representation of your client, since it would be all but
impossible to advise him without receiving his disclosure as to
the “substance, purport or meaning”*’ of the recordings. Ac-
cordingly, by itself, your review of the recordings, or review by
the psychologist or other persons, should not be implicated by
the plain language of the Act, but this view is not universally
accepted.

By contrast, any use or attempted use of the recordings or
their contents, with the actual or imputed knowledge (“knowing
or having reason to know”)® that the information was obtained
by unfawful interception of an oral communication would be a
federal criminal offense.® This is very broad language, and while

33 18 US.C. § 2511,

3 Id § 2511 {1)(a).

35 Reynolds v. Spears, 857 F. Supp. 1341, 1345-46 (W.D. Ark. 1994) aff’d,
93 F.3d 428 (8th Cir, 1996); Fields v. Atchison, Topeka and Santa Fe Ry. Co,,
985 F. Supp. 1308 (D. Kap. 1997); Dorris v. Absher, 179 F.3d 420, 426 (6th Cir.
1999)

36 Thompson v. Duianey, 838 F. Supp. 1535, 1547 (D. Utah 1993).

37 18 US.C.A. § 2510(8).

38 Nix v. O'Malley, 160 F.3d 343, 348 (6th Cir. 1998).

39 Courts have declined to find immunity for attorneys for use or disclo-
sure. See, e.z. id. (no immunity for attorneys), (citing United States v. Wuliger,
081 F.2d 1497, 1505 (6th Cir.1992) {declining to permit attorney to receive spe-
cial jury instruction for Title HI's “reason to know” standard, explaining,
“Itthere is nothing in the Act which affords attorneys special treatment™}, cert.
denied, 510 U.S. 1191 {1994)); Rodgers v. Wood, 910 F2d 444, 447 (7th Cir.
1990) (no immunity for attorneys). See also Noel v. Hali, 568 F.3d 743, 752 (9th
Cir. 2009) {lawyer not liable because plainiff was interceptor of communication
claimed to be used by attorney). Commentators have noted the absence of
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it would certainly include any attempt to directly use the infor-
mation in a legal context and reliance on it in a psychologist’s
report, 0 it could conceivably, at the extreme, even include indi-
rect reliance in formulation of a therapeutic protocol or legal
strategy, for example, or by reference in settlement negotiations.
Therefore, by its plain language, the Act renders review of any
intercepted communication pointless and, worse, could expose
the reviewer to criminal liability for even indirect “use” if it can
be shown to be intentional and with knowledge the communica-
tion was improperly obtained, assuming the underlying intercep-
tion violated the Act.s?

From your perspective as legal counsel, review and/or use of
the recordings could also be implicated by the Rules of Profes-
sional Conduct. The Model Rules provide:

A lawyer shall not counse a client to engage, or assist a client, in con-

duct that the lawyer knows is criminal or fraudulent, but a lawyer may
discuss the legal consequences of any proposed course of conduct with

a client and may counsel or assist a client to make a goed faith effort
to determine the validity, scope, meaning or application of the law."*?

The comments to this rule go on to clarify that where the client’s
illegal conduct continues, even if it was not initially known to
violate the law, the attorney must avoid assistance in any respect,
including by advice as to how to conceal the violation, and ulti-
mately the attorney must withdraw from representation or even
more.4* In this context, in the most rigid interpretation, volun-
tary receipt from the client of any information regarding the con-
tents of the recordings, inasmuch as it can only be accomplished
through the client’s violation of the Act by the disclosure, could

privileges or immunities for attorneys disclosing unlawfuily intercepted commu-
nications and the resulting criminal ability. See, e.g, John C. Mayoue & Den-
nis G. Collard, Third Party Blame: Novel and Expanding Claims, 27 Fam.
Apvoc. 44, 47 (Spring 2005); Mark Gruber, Wher a Client Files Suit, 27 Fam,
ADvoc, 48 (Spring 2005).

40 See Thompson, 838 F. Supp. at 1547-48 {acknowledging potential liabil-
ity of psychological expert in custody trial for use of illegally intercepled
comnunications).

41 Byt see Bast v. Cohen, Dunn & Sinclair, PC, 59 F.3d 492, 495 {4th Cir.
1995} (halding that liability of attorneys depended on actual or imputed knowl-
edge that client “had a criminal or tortious motive in creating the tapes.”)

42 Monetr RuLes orF Prer't Conpucr R. 1.2 (d).

43 Id, at R. 1.2, Comment [10].
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be construed as assisting a client to commit a crime.*d Counsel-
ing the client on concealment of his actions could likewise impli-
cate the Rules.*5 Moreover, the client’s continued violation of
the Act, by continued disclosure to counsel or any other person,
for example, could necessitate withdrawal from representation, 6
Of course, initial receipt of the information, and perhaps review
of the recordings, may be necessary to determine the lawfulness
and potential consequences of the interception, which is permis-
sible under the Model Rules*” and required by good practice.

Ultimately, the Act expressly provides that “no person shall
disclose the contents of any wire, electronic or oral communica-
tion, or evidence derived therefrom, in any proceeding in any
court, board or agency of this Commonwealth.”*® That means
that not only can the recordings not be admitted at trial or used
by a psychologist who will testify at trial, no information about
their contents can be used or disclosed at a//, and any attempt to
do so could potentially subject not only your client, but you, the
psychologist, and anybody else who divulges information about
the videotapes, the eavesdropped conversations, or what your cli-
ent learned thereby, to all of the same civil and criminal liabilities
of your client.

V1. Consent

All of this, of course, depends on whether the interceptions
violated the Act. This depends on two factors: whether either of
your client’s children can be said to have consented to the inter-
ceptions, and whether the children had a reasonable expectation
that the communications would not be intercepted. As to
whether the children consented, inasmuch as the interceptions
were made without their knowledge, they cannot be said to have
personally and affirmatively consented. Nevertheless, a question
remains whether your client, as their parent, was empowered to
consent on his children’s behalf.

a4 Id. at R, 1.2 (d).

45 Jd. at R. 1.2 Comment [30].

46 Jd.

47 Id at R. 1.2(d) (good faith effort permissible to determine applicability
of law}.

48 See 18 US.C.A. § 2511.
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This concept is known as the doctrine of vicarious consent.
The primary authority on this issue is Pollock v. Pollock>° Like
the majority of cases where this issue arises, the intercepted com-
munication was a telephone conversation between a child and his
non-custodial parent. There, the court held:

[Als long as the guardian has a good faith, objectively reasonable basis
for believing that it is necessary and in the best interest of the child to
consent on behalf of his or her minor clild to the taping of telephone
conversations, the guardian may vicariously consent on behalf of the
child to the recording. Such vicarious consent will be exempt from lia-
bility under Title 111, pursuant to the consent exception contained in
18 US.C. § 2511(2)(d).>!

The Pollock court aptly noted that “[w]e cannot attribute to Con-
gress the intent to subject parents to criminal and civil penalties
for recording their minor child’s phone conversations out of con-
cern for that child’s well-being.”52 Nonetheless, the court
stressed that “this doctrine should not be interpreted as permit-
ting parents to tape any conversation involving their child simply
by invoking the magic words: ‘I was doing it in his/her best inter-
est,’” but acknowledged the necessity for allowing parents to act
for the protection and welfare of their children®® Accordingly,

49 There is a wealth of secondary authority on this doctrine. See, eg,
Debra Bogosavlievic, Can Parents Vicariously Consent to Recording a Tele-
phone Conversation on Behalf of a Minor Child?: An Examination of the Vicari-
ous Consent Exception Under Title Il of the Omnibus Crime Control and Safe
Streets Act of 1968,2000 U. ILL. L. Rev. 321; Daniel R, Dirger, supra note 5, at
956; Julieann Karkosak, Tapping into Family Affairs: Examining the Federal
Wiretapping Statute As It Applies to the Home, Poliock v, Pollock, 154 F.3d 601
{6th Cir. 1998), 68 U. Cav. L. Rev. 995 (2000); Laura 3. Killian, Concerned or
Just Plain Nosy? The Consequences of Parental Wiretapping Under the Federal
Wirelap Act in Light of Pollock v. Pollock, 104 Dick. L. Rev. 561 (2000).

50 154 F.3d 601 (6th Cir. 1998).

51 4. at 610 (internal citations omitted).

52 Jd. at 610 (quoting Scheib v, Grant, 22 F.3d 149, 154 (7th Cir.1994)),

53 Relevant cases typically arise in the context of a custody proceeding,
with one parent intercepting communications between the child and the other
parent. Courts have not found that a parent’s intent to use intercepted commu-
nications in litigation is incompatible with the child’s best inferests. See, e.g.
Pollock, 154 F.3d 601. See also, e.g,, Wagner v. Wagner, 64 F. Supp. 2d 8953, 896
(D. Minn, 1999) (holding vicarious consent valid defense in civil action under 18
U.S.C.A. § 2520), Campbell v. Price, 2 F. Supp. 2d 1186, 1191-92 (E.D. Ark,
1998} (noting that Congress intended the consent exception to be interpreted
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under Pollock and its progeny, whether the doctrine may be val-
idly invoked is a question of fact.

Pollock references the power of a guardian to consent on a
child’s behalfs4, rather than to the power of a “parent,” which
both broadens and restricts the application in jurisdictions that
follow parallel reasoning. Black’s Law Dictionary defines
“gnardian” as “[o]ne who has the legal authority and duty to care
for another’s person or property, esp. because of the other’s in-
fancy, incapacity, or disability,”s3 This would indicate that a par-
ent must have legal custody to consent on a child’s behalf, but
does not address whether shared legal custody requires agree-
ment of both parents, or whether an objection by one parent can
void the consent of the other.

The definition of legal custody is a matter of state law. In
Pennsylvania, for example, legal custody is defined by law as
“[t]he legal right to make major decisions affecting the best inter-
est of a minor child, including, but not limited to, medical, relig-
ious and educational decisions.”’® Although the state General
Assembly has declared it the public policy of the Commonwealth
to promote the sharing between parents of rights and responsibil-
ities of childrearing, the statute does not require prior agreement
of parents to every exercise of decision-making, especially where
it is “in the best interest of the child.”s” Rather, it is only major
decisions which must be shared.’® Here, there is little doubt that
the decision to seck psychological treatment for the child may be
considered a major decision. A decision to permit the child to be
filmed is probably not a major decision, nor do schools and other
agencies seeking permission for this very purpose typically seek
the signature of more than one parent.”

broadly); Thompson, 838 F. Supp. at 1544 (holding vicarious consent is a de-
fense to claim under the federal wiretapping statutes).

54 Potlock, 154 F.3d at 610.

55 BrLack’s Law DicTionary (8th ed. 2004) (emphasis added).

56 23 Pa. Cows. Stat. § 5302 (2001}

57 Id § 5301,

58  Grossman v. State Bd. of Psychology, 825 A.2d 748, 759 (Pa. 2003).

59 Requirement of consent of both parents is unusual. In Pennsylvania,
for example, the consent of only cne parent is required to waive confidentiality
of psychological records of a child under fourteen. 55 Pa. Cope § 5310.142
(1982). The consent of only one parent is required to employ a child under
sixteen. 43 Pa. STAT. AnnN, § 44.2 (2002). The consent of only one parent pre-
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Whether one parent can void the valid consent of the other
might be answered by reference to the Act, which excepts from
the statute interceptions that have been accomplished on “prior
consent” of at Jeast one party thereto.*® That is, consent can only
exempt an interception from liability under the statute if it is ob-
tained in advance. By this reasoning, it may follow that the ob-
jection, too, would have to be raised prior to the interception to
timely negate vicarious consent that is otherwise valid.s* In the
many federal and state cases that have addressed vicarious con-
sent, fegal custody has never expressly been part of the analysis,
and only four mention “legal custody” at all.*? In fact, the ques-
tion frequently arises in the context of custody litigation, and
most often the intercepted communication is between the child
and the other parent, for use against the non-consenting parent.
Courts have not found vicarious consent inapplicable in this con-
text even where the other parent objects.®* Accordingly, while
there may be legitimate debate whether vicarious consent may be
invoked by a parent without legal custody or in the face of timely

cludes conviction for luring a child into a motor vehicie. 18 Pa. Cons. StaT.
§ 2910 {2005).

60 18 U.S.C. § 2511(2)(d).

61  Courts have generally treated the right 1o give vicarious consent as be-
longing to the parent in whose home the child resides when the interception is
made, See, e.g., Babb v. Eagleton, 616 F. Supp. 2d 1195, 1200 (N.D. Okla. 2007);
Smith v. Smith, 923 So. 2d 732, 740 (La. Ct. App. 2005); D’Onofrio v.
D*Onofric, 780 A.2d 593 {N.J. Super. Ct. 2001). Some courts have reascned
that vicarious consent can override obligations to consuit on major decisions
where given in pood {aith for the child’s weifare, See, e.g., Robinson v. Johnson,
3:07-CV-77 RM, 2008 WL 830729 (N.D. Ind. Mar. 26, 2008}. Presumably where
consent properly given by one parent is revoked by the other, inferceptions
made prior to revocation would be fawful.

62 See Wagner, 64 F. Supp. 2d at 897 (intercepting parent had legal cus-
tody but legal custody not part of court’s analysis of vicarious consent); G.J.G.
v, LK.A., No. CN93-09835, 2006 WL, 2389340, at *9 {Del. Fam. Ct. Apr. 11,
2006} (legal custody shared at time of interception); D’Onofrio, 780 A.2d 593,
599 (no legal custody award at time of interception; joint legal custody awarded
in affirmed decision that applied vicarious consent); West Virginia Dept. of
Health & Human Resources v. David L., 453 §.E.2d 646, 654 (W.Va. 1994} (no
award of legal cusiody noted in decision at time of interception but court de-
clined to apply doctrine against parent with physical custody in her own home).

63 See, e.g,. Pollock, 154 F.3d at 610; Wagner, 64 F. Supp. 2d at 8%6;
Thompson, 838 F. Supp. at 1544, Siias v, Silas, 680 So. 2d 368, 371-72 (Ala. Civ,
App.199¢).
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opposition by another parent who shares legal custody, there is
no authority for limiting the doctrine to parents with sole Jegal
custody or prior consent of the other parent.

As set forth in Pollock, vicarious consent depends on a find-
ing that the “guardian has a good faith, objectively reasonable
basis for believing that it is necessary and in the best interest of
the child to consent on behalf of his or his minor child.”%* Here,
assuming it can be proven, your client’s intent to investigate and
deal with possible sexual abuse of his young daughter would
seem to meet that requirement, at least as to his daughter. As
experience teaches, though, no matter how compelling the cir-
cumstances, factual findings can never be predicted with com-
plete reliability. For all that, another route exists to liberation of
your client’s interception from the constraints of the federal Act.

VII. Expectation of Privacy

To be covered by the Act at all, an interception must be of a
“wire, oral, or electronic communication.”®® An “oral communj-
cation” is “any oral communication uttered by a person exhibit-
ing an expectation that such communication is not subject to
interception under circumstances justifying such expectation.”®
That is, a primary requirement for liability under the Act is that
the children exhibited a reasonable expectation that the commu-
nication would not be subject to interception. Citing the legisia-
tive history of the Act, which “shows that Congress intended this
definition to parallel the ‘reasonable expectation of privacy test’
articulated by the Supreme Court in Katz,”s? courts have inter-
preted the requirement of an expectation that a communication
would not be “subject to interception” as an expectation of pri-
vacy under the Fourth Amendment.®® This means that for your
client’s recordings to violate the Act, his children would have to

64 Pollock, 154 F.3d at 610.

65 1B U.S.C. § 2511{1){a).

66 Id. § 2510(2).

67 United States v. Dunbar, 553 F.3d 48, 57 (Ist Cir, 2009) (quoting
United States v. Turner, 209 F.3d 1198, 1200 {10th Cir.2000) {(quoting Katz v,
United States, 389 U8, 347 (1967}). .

68 [4. See also, e.g., Quon v. Arch Wireless Operating Co., 529 F.3d 892,
906 (9th Cir, 2008); Doe v. Smith, 429 F.3d 706, 709 (7th Cir. 2005); United
States v. Peoples, 250 F.3d 630, 637 (8th Cir, 2001); Kee v, City of Rowiett, 247
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have exhibited a subjective expectation that their conversations
were secret and, if so, that the expectation was one that society
would consider reasonable under the circumstances.

Whether the children exhibited a subjective expectation of
privacy is necessarily a question of fact. If the baby monitor was
in plain view and the children were aware of its purpose, the ab-
sence of any eifort to escape the range of the device would weigh
against a finding that they shared a subjective expectation of pri-
vacy, at least as to the conversations monitored by that device.
In fact, absent an affirmative exhibition of secrecy, such as swear-
ing one another to secrecy and closing the door to the room, the
children’s interactions may be found to fall outside the definition
of “oral communication” set forth in the Act, which requires ex-
hibition of an expectation, rather than simple possession of one.5®
Even if the children did exhibit an expectation of privacy, how-
ever, the expectation must be found to be reasonable. Tt is
tempting to conclude that society would unequivocally decline to
elevate a child’s subjective expectation of privacy above a par-
ent’s right and responsibility to care for and control the child,
which is itself grounded in a constitutional right of privacy. This
is a similar question to application of the doctrine of vicarious
consent, but it is not the same.

Repeatedly, the United States Supreme Court has “recog-
nized the fundamental right of parents to make decisions con-
cerning the care, custody, and control of their children,””" but it

F.3d 206, 211 {5th Cir. 2001); United States v. McKinnon, 985 F.2d 525, 527
{11th Cir. 1993).

69 18 US.C. § 2510.

70 Troxel v. Granville, 530 U.S. 57, 66 (2000}, {citing Stanley v. Illinois,
405 1J.S. 645, 651 (1972)) (“It is plain that the interest of a parent in the com-
panionship, care, custody, and management of her or her children ‘come[s] to
this Court with a momentum for respect lacking when appeal is made to liber-
ties which derive merely from shifting economic arrangements’”} (citation omit-
ted); Washington v. Glucksberg, 521 U.8. 70Z, 720 (1997) (“In a long line of
cases, we have held that, in addition fo the specific freedoms protected by the
Bil! of Rights, the ‘iiberty’ specially protected by the Due Process Clause in-
cludes the righ[t] . . . to direct the education and upbringing of one’s chil-
dren.”); Santosky v, Kramer, 455 U.S. 745, 753 (1982) {discussing “[t}he
fundamental liberty interest of natural parenis in the care, custody, and man-
agement of their child™); Parham v. J. R, 442 U.S. 584, 602 (1979) ( “Our juris-
prudence historically has reflected Western civilization concepts of the family as
a unit with broad parental authority over minor children. Our cases have con-
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remains an open question how far that right goes under the wire-
tap statutes. In Commonwealth v. Baldwin,” for example, which
disavowed earlier precedent setting forth an implied “extension
exception” under the state wiretap statute, a Pennsylvania father
was determined to have violated the Pennyslvania wiretap law
when he eavesdropped on his son’s marijuana transaction from
another extension of his telephone.” This case may appear to
undermine an argument that a child cannot af law have a reason-
able expectation of privacy from a parent of communications
made in his parent’s home, but it can be distinguished. First, the
appellants against whom the intercepted communications had
been used at trial were not the son, but the other party to the
telephone conversations and his co-defendant based on a search
predicated on the intercepted communication. Because consent
of both parties to the conversation was necessary to exempt it
from the Pennsylvania Act, the son’s expectation of privacy was
not at issue, and the ability of his parent to consent on his behalf
was not raised. Therefore, Baldwin is inapposite to the expecta-
tion of privacy of your client’s child.

In interpretation of state and federal wiretap statutes, the
balancing of the rights of children and parents has centered not
on whether society accepts as reasonable a child’s subjective ex-
pectation of privacy, but on whether a parent has the power to
consent on the child’s behalf. The Pollock court stressed that a
parent’s authority to vicariously consent is limited to where he
has “a good faith, objectively reasonable basis for believing that
it is necessary and in the best interest of the chiid,””* which at
first glance might appear to undermine an argument that courts
should not recognize a child’s expectation of privacy in relation
to her parents. Generally, the relevant caselaw has evolved in
the context of communications between children and third par-

sistently foliowed that course”); Quilloin v. Walcott, 434 U.S. 246, 255 (1978)
{“We have recognized on numerous occasions that the relationship between
parent and child is constitutionally protected”); Wisconsin v. Yoder, 406 U.5.
205, 232 (1972} (“The history and culture of Western civilization reflect a strong
tradition of parental concern for the nurture and upbringing of their children.
This primary role of the parents in the upbringing of their children is now estab-
lished beyond debate as an enduring American tradition™).

71 422 A.2d 838 {Pa. Super. Ct. 1980),

72 Id at 843.

73 Pollock, 154 F.3d at 610,
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ties whose expectation of privacy is also at issue. However, in
considering the authority of school officials to strip-search a 13-
year-old girl for an ibuprofen tablet, Justice Clarence Thomas
observed

There can be no doubt that a parent would have had the authority to
conduct the search at issue in this case. Parents have “immunity from
the strictures of the Fourth Amendment” when it comes to searches of
a child or that child’s belongings,

As acknowledged by this Court, this principle is based on the “so-
cietal understanding of superior and inferior” with respect to the “par-
ent and child” relationship. In Jight of this relationship, the Court has
indicated that a parent can authorize a third-party search of a child by
consenting to such a search, even if the child denjes [her] consent. Cer-
tainly, a search by the parent himself is no different, regardless of
whether or not a child would prefer to be left alone.™

It stands to reason that a society in which a parent’s right to strip
search a child surmounts the child’s subjective expectation of
bodily privacy will not recognize as reasonable a child’s expecta-
tion of privacy from a parent as to communications, which the
parent finds prudent for the child’s welfare to monitor by
whatever means including electronic interception. This, of
course, is a much more satisfying result than the potential long-
term imprisonment of a parent for listening in on his own child’s
conversations, but so far the principle not been articulated by the
federal courts,

74 Safford Unified Schooi Dist. No. 1 v. Redding, 129 S. Ct. 2633, 2656
(2009) (Thomas, J., dissenting ) (internal citations omitted), {citing New Jersey
v. T.L.O., 469 U.S. 325, 337 (1985)} (A parent’s authority is “not subject to the
limits of the Fourth Amendment”); Georgia v. Randolph, 547 U.S, 103, 114
(2006)(implying parent’s right to overrule refusal of child to consent to search);
Griffin v. Wisconsin, 483 U.S. 868, 876 (1987) (“[P]arental custodia} authority”
does not require “judicial approval for {a] search of a minor child’s room™);
WAYNE R, LAFAVE, SEARCH anD SEIZURE § 8.3(d), at 160 (4th ed. 2004) {“[A]
father, ’as the head of the household® with "the responsibility and the authority
for the discipline, training and control of his children,’ has a superior interest in
the family residence to that of his minor son, so that the father’s consent to
ssarch would be effective notwithstanding the son’s contemporaneous on-the-
scene objection.”)(citations omitted); Id., § 8.4(b) (“[Wlhile ’even a minor
child, living in the bosom of his family, may think of a room as ‘his,’ the overall
dominance wili be in his parents.’ ")(citations omitted).
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VIII. State Laws

Whether your client has violated state wiretap laws is a simi-
lar but necessarily distinct question. Generally speaking, the
state wiretap laws are modeled on the federal Act and substan-
tially mirror its language, but may be more restrictive in many
respects to an individual’s ability to lawfully intercept the com-
munications of another individual, whether or not they have a
familial relationship, and may impose different penalties if the
law has been violated. Where the federal Act requires the con-
sent of one party to a communication to exempt from the statute
an interception thereof, numerous states require the consent of
all parties.”> As fo your client, as parent to both participants in
the conversation, the analysis may not change in a state that ap-
plies the doctrine of vicarious consent, as long as the interception
was believed to be in the best interests of both children. How-
ever, in the majority of cases involving interception by parents of
the communications of children, the communication is between
one child and another individual whose consent cannot be vicari-
ously provided by the child’s parent, In these cases, eavesdrop-
ping by device on a conversation between a child and her other
parent, playmate or nanny may violate a state law that requires
two-party consent regardless of the parent’s “good faith, objec-
tively reasonable basis for believing that it is necessary and in the
best interest of the child.””® The law may be violated even in a
one-party consent state, or where both parties are children of the
interceptor, if the state will not apply vicarious consent.

States that have considered the question have mostly ap-
proved vicarious consent with regard to state wiretapping stat-
utes.”” They generally note the constitutional interest in the care
and control of one’s children and the intent that their own wire-

75 See note 4, supra.

76 Pollock, 154 F.3d at 610,

77 See, e.g,. Thompson, 838 F. Supp. at ; Stinson v. Larson, 893 So. 2d 462,
469 (Ala. Civ. App. 2004); G.J.G., 2006 WL 2389340, at *8; State v. Spencer,
737 N.W.2d 124, 134 (Towa 2007); Smith, 923 So. 2d at 740; D’'Onefrio, T80
A2d at 597, People v. Clark, 855 N.Y.S.2d 809, 813 (2008); Kroh v. Kroh, 567
S.E.2d 760 {(N.C. Ct, App. 2002); Alameda v. State, 235 5, W.3d 218, 223 (Tex.
Crim. App. 2007); State v. Duchow, No. 2005AP2175-CR, 2007 WL 968795, at
*1 (Wis. Ct. App. 2007}, rev'd on other grounds State v. Duchow, 749 N.W.2d
913 (Wis. 2007); see also West. Va. Dep't of Health & Human Res., 453 S E.2d at
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tapping statutes were meant to track the federal statute. Only
two dissenters have emerged. In Georgia, the court declined to
adopt the doctrine,”® but the Georgia statute was subsequently
amended to contain it.7? Consequently, Michigan stands alone in
refusing to apply the vicarious consent doctrine in Williams v.
Williams.B® That decision has been distinguished on the grounds
that, since Michigan is a fwo-party consent state, vicarious con-
sent of the child to interception of a conversation with the non-
custodial parent was insufficient to except it from Michigan’s
wiretap statute.® Thus Williams can be distinguished in states
with one-party consent requirements, or where, like here, vicari-
ous consent would apply to all parties to the conversation. That
may not help, however, in states that have not considered the
question at all.

In addition to the uncertainty whether state courts will apply
vicarious consent or accept a child’s subjective expectation of pri-
vacy, state wiretapping statutes may also contain idiosyncrasies
that further complicate advice to your client. For example, while
the federal Act defines an “oral communication” as an utterance
by someone “exhibiting” an expectation of privacy,2 which is
generally understood to mean “to show outwardly,”®® the defini-
tion of “oral communication” under the Penmsylvania law re-
quires only possession of an expectation, which is a much more
subjective determination. Perhaps more troubling still, while the
federal Act proscribes intentional disclosure or use or intentional
attempted disclosure or use of any information about an oral
communication where the actor knows or has reason to know the
information was obtained in violation of the Act#* Penn-
sylvania’s provisions criminalizing actual or attempted disclosure
or use of intercepted communications, are not limited to unlawful
interceptions, nor are lawful interceptions otherwise exempted

648 {approving doctrine but refusing to apply it where tape recording was made
in the home of the non-consenting custodial parent}.

78 Bishop v. State, 526 S.E.2d 917, 920 {Ga, Ct. App. 1599).

7 Ga. Cope Ann. § 16-11-66 (2000},

80 581 N.W.2d 777, 779-80 (Mich, Ct. App.1998).

Bl See Spencer, 737 N.W.2d at 133,

82 18 U.S.C. § 2510(2).

8  Tue AMERICAN HERITAGE Dicrionary oF THE EnGLISH LANGUAGE
{4th ed, Houghton Mifflin Company, 2004) (defining *“exhibit”).

84 18 US.C. §2511(1).
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from liability. Like the federal Act, the Pennsylvania Wiretap-
ping and Electronic Surveillance Control Act®* does not distin-
guish in sanctions between an interception and its disclosure and/
or use, each of which would be a third degree felony carrying a
maximum prison sentence of seven years in Pennsylvania.8¢ By
the plain language of the Pennsylvania Act, even if your client
has not violated the law by monitoring and videotaping his chil-
dren, disclosure of any information about these lawful intercep-
tions or what he learned thereby, or any attempt to use them for
any purpose, may still constitute a felony notwithstanding your
client’s good faith intent.

This, of course, sounds like a preposterous result, but it is
the technical reading of the Pennsylvania Act, which the state’s
highest court has expressly held to require strict construction.8”
Nevertheless, in statutory construction a Pennsylvania court must
assume that legislators did not intend “a result that is absurd . . .
or unreasonable”®® and did not intend to violate the Constitu-
tion,® and a federal court is bound to the same principles.®®
Here, since your client intercepted his children’s communications
entirely without government participation, there can have been
no violation of the children’s Fourth Amendment rights against
unreasonable search and seizure. Your client, conversely, has a
well established right to care for and control his children,”® which
is inarguably infringed by a statute proscribing him from moni-
toring and conveying information about his children’s communi-
cations in acquittal of his responsibility to act for their welfare
and protection, and in fact the children also have an undeniable
interest in preservation of their parent’s liberties to do so. Partic-
ularly where, as here, no participant in an intercepted communi-
cation has a competing interest, nor is it possible to imagine a
state interest in preventing parents from surreptitiously listening

85 18 Pa. Const, STaT. §§5701-5782,

86 18 Pa. ConsT. STaT, § 106,

87 Kopko v. Miller, 892 A.2d 766, 780 (Pa. 2006) {quoting Commonwealth
v. Spangler, 509 A.2d 234, 237 (2002} (“Because of this privacy concern, the
provisions of the Wiretap Act are sirictly construed.™)).

88 1 Pa. Const. STaT. § 1922(1).

89 Id at § 1922(3).

90  United States v, X-Citement Video, Inc, 513 U.S. 64, 69-70 (1994} (cit-
ing Public Citizen v. Dept. of Justice, 491 U.S. 440, 453-455 (1989)).

91 See supra notes 70, 74 .
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to or observing their own children, interpretation of the Act to
proscribe acts taken in exercise of the client’s fundamental right
to “make decisions concerning the care, custody, and contrel” of
the child, would run afoul of the Due Process Clause of the Four-
teenth Amendment,®2

Fortunately, it is not necessary to interpret state or federal
wiretap laws in a way that raises this difficult constitutional ques-
tion, and perhaps it is impermissible as well. Courts have at least
two alternatives: to universally recognize a parent’s right to con-
sent on a child’s behalf to interception of the child’s communica-
tions®* and, more comprehensively, to articulate a principle that
a child cannot possess a reasonable expectation of privacy as to
interceptions by a parent,

IX. Conclusion

Most practitioners of custody and divorce law can attest that
the hypothetical on which this analysis is grounded is entirely
conceivable and many may have encountered similar conun-
drums, Importantly, though, the conduct potentially proscribed
by these laws can be ubiquitous. In fact, by the rigid interpreta-
tion set forth here, it is safe to say that most parents have proba-
bly violated federal and state wiretap laws time and time again.
Absent application of the principles of vicarious consent and/or
findings that children’s subjective expectation of privacy as to
their parents cannot at law be reasonable, state and federal wire-
tap laws could subject a parent to felony sanctions for conduct
including, but not limited to, the following:

o Eavesdropping on a child with a baby monitor, intercom

or “nanny-cam’;

o Bavesdropping from another extension on a child’s tele-

phone conversation to gather information about develop-
ment or risk taking behavior;

e Video or audiotaping any child too young to consent,

92 Troxel, 530 U.5. at 66,

93 This, of course, may not guard against legistative landmines like provi-
sions in the Pennsylvania statute that ostensibly criminalize disclosure and use
of interceptions that are themselves lawful,
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e Video or audiotaping any child, at any time, who is unable
to consent because of physical, mental or psychological
impairment;

e Videotaping family activities to document children’s de-
velopment or family events for any purpose, including
posterity or family entertainment, without prior consent
of all parties to any communication so recorded;

e Sharing any of these family recordings; and

¢ Discussing the contents of any communication of the child
intercepted by telephone extension, baby monitor or
video recorder with doctors, lawyers, priests, psycholo-
gists, or even the other parent, even when the recordings
were made with the consent of the child.

Obviously legislatures, in passing the wiretap laws, had no
intention of intruding so completely on the sanctity of the family
relationship. Lawmakers cannot have intended to prevent par-
ents from taking steps to monitor the activities of the children in
their care, even where the children themselves actively conceal
this information, nor from acting on the information they have
obtained by sharing it with appropriate third persons reasonably
deemed by parents to be necessary to the goal of protecting the
best interests of their children. The legislature cannot have in-
tended to make it illegal for parents to make recordings of their
children at play without express prior consent. Congress and
state legislatures, in passing these laws, never intended to subject
a parent to felony sanctions for secretly documenting the behav-
ior of a child for illustration to a mental health professional. If
this had been the intent of lawmakers, these laws could not sur-
vive constitutiona}l scrutiny. However, by the law of statutory in-
terpretation, since there exists an interpretation of the wiretap
laws that does not implicate the Constitution nor compel an ab-
surd and unintended result, the questions need not be reached.

So, how do you advise your client? Under the federal law,
as long as he can show that he had a good faith belief that the
interceptions were in the best interests of at least one of the chil-
dren, he is insulated from criminal and civil liability, and may
freely use the recordings and information obtained by intercep-
tion. His liability under state laws is much murkier: In Penn-
sylvania, for example, by the plain language of the wiretap law of
that state, he has aiready committed multiple felonies by eaves-
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dropping on his children and making the recordings, by telling
you about them, and even by simply asking you introduce them
at trial. Worse, he has no use for them that does not expose you
and any reviewing psychologist to criminal and civil liability as
well. They cannot be admitted at trial or used for assessment or
treatment of the child, and your representation of the client may
itself be in jeopardy.

Realistically, while it is likely the recordings would be ex-
cluded from evidence in a state court, together with any report or
testimony of the psychologist reliant on them, it seems exceed-
ingly uniikely a prosecutor would reach so far as to prosecute a
parent for eavesdropping upon and secretly videotaping his own
children, and it seems equally unlikely a civil jury would be will-
ing to assign blame. Unfortunately, though, as long as wiretap
laws fail 1o expressly exempt interception by parents of their chil-
dren’s communications and courts fail to uniformly adopt princi-
ples to otherwise insulate parents for this kind of routine act of
parenting, enforcement of wiretap laws against parents may re-
main as unpredictable as falling down a rabbit hole.
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Sec. 2510, Definitions
As used in this chapter -

(1) "wire communication” means any aurai transfer made in whole or in part through the use of
facilities for the transmission of communications by the aid of wire, cable, or other iike connection
between the peint of origin and the point of reception (including the use of such connection in a
switching station) furnished or operated by any person engaged in providing or operating such
facilities for the transmission of interstate or fareign communications or communications affecting
interstate or foreign commerce;

{2) "oral communication" means any oral communication uttered by a person exhibiting an
expectation that such communication is not subject to interception under circumstances justifying
such expectation, but such erm does not include any electronic communication;

{3) “State" means any State of the United States, the District of Columbia, the Commonwealth of
Puerto Rico, and any territory or possession of the United States;

(4) "intercept” means the aural or other acquisition of the contents of any wire, electronic, or oral
communication through the use of any electronic, mechanical, or other device.

(5) "efectronic, mechanical, or other device" means any device or apparatus which can be used to
intercept a wire, orai, or etectronic communication other than -

(a) any telephone or telegraph instrument, equipment or facility, or any component thereof, (i)
furnished to the subscriber or user by a provider of wire or electronic communication service

in the ordinary course of its business and being used by the subscriber or user in the ordinary
course of its business or furnished by such subscriber or user for connection to the facllities of
such service and used in the ordinary course of its business; or (ii) being used by a provider of
wire or electronic communication service in the ordinary course of its business, or by an
investigative or law enforcement officer in the ordinary course of his dulies;

{b) a hearing aid or similar device being used to correct subnormal hearing to not better than
normal;

{6) "person” means any employee, or agent of the United States or any State or political subdivision
thereof, and any individual, partnership, association, joint stock company, trust, or corporation;

{7} “tnvestigative or law enforcement officer” means any officer of the United States or of a State or

http://uscode.regstoday.com/18USC_CHAPTER119.aspx 3/4/2014
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_ pohtlcal subdivision thereof, who is empowered by law to conduct investigations of or to make arrests
. for offenses enumerated in this chapter, and any attorney auzhonzed by taw to prosecute oF . :
s part;mpate in the prosecution of such offenses;

(8) "contents”, when used with respect to any wire, orai, or electromc communlcatlon mcludes any
. information concerning the substance, purport, or meaning of that communication; :

"{9) "Judge of competent jurisdiction" means -
{a) a judge of a United States district court or a United States court of appeals; and

{b) a judge of any court of general criminal jurisdiction of a State who is authotized by a
statute of that State to enter orders authorizing interceptions of wire, oral, or electronic
communications;

(10 "communication comman carrier" has the meaning given that term in section 3 of the
Communications Act of 1934,

(11} *aggrieved person” means a person who was a party to any intercepted wire, orat, or electronic
communication or a person against whom the interception was directed;

(12} "electronic communication" means any transfer of signs, signals, writing, images, sounds, data,
or intelligence of any nature transmitted in whole or in part by a wire, radio, electromagnetic,
photoelectronic or photooptical system that affects interstate or foreign commerce, but does not
inciude -

{A) any wire or oral communication;

(B} any communicafion made through a tone-only paging device;
{C) any communication from a tracking device {as defined in section 3117 of this itle}; or

(D) electronic funds transfer information stored by a financial institution in a communications
system used for the electronic storage and transfer of funds;

(13) "user" means any person or entity who -
{A) uses an electronic communication service; and
{B) is duly authorized by the provider of such service to engage in such use;

(14} "electronic communications system” means any wire, radio, electromagnetic, photooptical or
photoelectronic facifities for the transmission of wire or electronic communications, and any computer
facilities of related electronic equipment for the electronic storage of such communications;

{15) "efectronic communication service” means any service which provides to users thereof the
ability to send or receive wire or electronic communications;

{16) "readily accessible to the general public” means, with respect to a radio communication, that
such communication is not -

(A} scrambled or encrypted;

{B) transmitted using modutation techniques whose essential parameters have been withheld
from the public with the intention of preserving the privacy of such communication;

(C) carried on a subcarrier or other sighai subsidiary to a radio transmission;

{Dj) transmitted over a communication system pravided by a common carrier, uniess the
communication is a tone only paging system communication; or

(E) transmitted on frequencies ailocated under part 25, subpart D, E, or F of part 74, ot part
94 of the Rules of the Federal Communications Commission, unless, in the case of a
communication fransmitted on a frequency allocated under part 74 that is not exciusively
aliocated to broadcast auxiliary services, the communication is a two-way voice
communication by radio;

{17} "efectronic storage" means ~

(A) any temporary, infermediate storage of a wire or electronic communication incidentat to
the electronic transmission thereof; and

(B) any storage of such communication by an electronic communication service for purposes
of backup protection of such communication;

(18) "aural transfer" means a transfer containing the human voice at any point between and including
the paint of origin and the point of reception;

(19) “foreign intelligence information”, for purposes of section 2517{6} of this title, means -

{A) information, whether or not concerning a United States person, that relates to the ability of
the United States to protect against -

(i} actual or potential attack or other grave hostile acts of a foreign power or an agent of
a foreigh power;

(i) sabotage or international terrorism by a foreign power or an agent of a foreign
power; of

{iiiy clandestine intelligence activities by an intelligence service or network of a foreign
power or by an agent of a foreign power; or

(B) information, whether or not concerning a United States person, with respect to a foreign
power or foreign terrifory that relates to -
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(i) the national defense or the security of the United States; or
(i) the conduct of the foreign affaits of the United States;
-+ (20) "protected computer” has the meaning set forth in section 1030; and
(21} "computer trespasser” -

(A) means a person Who accesses a profected computer without authorization and thus has
no reasonable expectation of privacy in any communtication transmitted fo, through, or from
the protected computer; and

(B) does not include a person known by the owner or operator of the protected computer to
have an existing contractuat relationship with the owner or operator of the protected computer
for access fo all or part of the protected computer.

Display Notes»>

Sec. 2511, Interception and disclosure of wire, oral, or electronic communications prohibited
{1} Except as otherwise specifically provided in this chapter any person who -

(a) intentionally intercepts, endeavors to intercept, or procures any other person fo intercept or endeavor to
intercept, any wire, orai, or electronic communication;

(b) intentionally uses, endeavors to use, or procures any other person to use or endeavor to use any
electronic, mechanical, or ofher device to intercept any oral communication when -

() such device is affixed to, or otherwise transmits a signal through, a wire, cable, or other like
connection used in wire communication; or

(ii) such device transmits communications by radio, or interferes with the transmission of such
communication; of

{ii) such person knows, or has reason to know, that such device or any component thereof has been
sent through the mail or transported in interstate or foreign commerce; or

{iv) such use or endeavor o use {A) takes place on the premises of any business or other
commercial establishment the operations of which affect interstate or foreign commerce; or

{B) obtains or Is for the purpose of obtaining information relating to the operations of any business or other
commerciat establishment the operations of which affect interstate or foreign commerce; or

{v} such person acts in the Disirict of Columbia, the Commonwealth of Puerte Rico, or any territory or
possession of the United Stales;

(¢} intentionally discloses, or endeavors to disciose, to any other person the contents of any wire, oral, or
electronic communication, knowing of having reason to know that the information was obtained through the
interception of a wire, orai, or electronic communication in violation of this subsection;

(d) intentionaily uses, or endeavors to use, the contents of any wire, oral, or electronic communication,
knowing or having reason to know that the information was obtained through the interception of a wire, oral,
or electronic communication in violation of this subsection; or

{e)(i) intentionaily discloses, or endeavors to disclose, to any other person the contents of any wire, oral, or
slectronic communication, intercepted by means authorized by sections 2511(2)(a)(ii}, 2511(2){b}-(c), 2511
{2)(e), 2518, and 2518 of this chapter, (i) knowing or having reason to know that the information was
obtained through the interception of such a communication in connection with a criminai investigation, (i}
having obtained or received the information in connection with a criminal investigation, and (iv) with intent to
improperly obstruct, impede, or interfere with a duly authorized criminal investigation, shall be punished as
provided in subsection (4) or shall be subject to suit as provided in subsection (5).

(2)(a)(i) it shall not be unfawful under this chapter for an operator of a switchboard, or an officer, employes, or
agent of a provider of wire or electronic communization service, whose facilities are used in the fransmission of a
wire or electronic communication, to infercept, disclose, or use that communication in the normal course of his
ermployment while engaged in any activity which is a necessary incident to the rendition of his service or to the
protection of the rights or property of the provider of that service, except that a provider of wire communication
service to the pubtic shall not utilize service observing or random monitoring except for mechanical or service
quality conirol checks.

(i) Notwithstanding any other law, providers of wire or electronic communication service, their officers, employees,
and agents, landlords, custodians, or other persons, are authorized to provide information, facilities, or technical
assistance to persons authorized by law to intercept wire, oral, or electronic communications or to conduct
etectronic surveillance, as defined in section 101 of the Foreign Intelligence Surveillance Act of 1978, if such
provider, its officers, employees, or agents, landiord, custodian, or other specified person, has been provided with

{A} a court order directing such assistance or a court order pursuant to section 704 of the Foreign
Intelligence Surveillance Act of 1978 signed by the authorizing judge, or

(B} a certification in writing by a person specified in section 2518(7) of this title or the Aftorney General of
the United States that no warrant or court order is required by taw, that all statutory requirements have been
met, and that the specified assistance is required, setting forth the period of time during which the provision
of the information, facilities, or technical assistance is authorized and specifying the information, facilities, or
technical assistance required. No provider of wire or electronic communication service, officer, employee, or
agent thereof, or landlord, custadian, or other specified person shali disclose the existence of any
interception or surveiflance or the device used to accomplish the interception or surveillance with respect o
which the person has been furnished a court order or certification under this chapler, except as may
otherwise be required by legal process and then only after prior notification to the Aftorney Generat or to the
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principal prosecuting attorney of a State or any political subdivision of a State, as may be appropriate. Any

. .such disclosure, shall render such person iiable for the civil damages provided for in section 2520. No
.cause of action shall lie in any court against any provider of wire or electronic communication service, its

- -officers, employees, or agents, landlord, custodian, or other specified person for providing information,

.. facitities, or assistance in accordance with the terms of a court order, statutory authorization, or certification
under this chapter.

(ifi} ¥ a certification under subparagraph (ii)(B) for assistance to obtain foreign intelligence information is based on
statutory authority, the certification shall identify the specific statutory provision and shall certify that the staiutory
requirements have been met.

(b It shall not be unlawfui under this chapter for an officer, employee, or agent of the Federal Communications
Commission, in the normal course of his empioyment and in discharge of the monitoring responstbiiities exercised
by the Commission in the enforcement of chapter 5 of titfe 47 of the United States Code, {o intercept a wire or
electronic communication, or oral communication transmiited by radio, or to disclose or use the information
thereby obtained.

{c) It shall not be unlawful under this chapter for a person acting under color of law to intercept a wire, oral, or
electronic communication, where such person is a party to the communication or one of the parties to the
communication has given prior consent to such interception.

{d) It shall not be unlawful under this chapter for a person not acting under color of law {0 infercept a wire, oral, or
elecironic communication where such person is a party to the communication or where one of the parties to the
communication has given prior consent to such interception unless such communication is intercepted for the
purpose of committing any criminal or fortious act in violation of the Gonstitution or laws of the United States or of
any State.

() Notwithstanding any other provision of this title or section 705 or 706 of the Communications Act of 1934, it
shall not be unlawfui for an officer, employee, or agent of the United States in the normal course of his official duty
to conduct electronic surveiliance, as defined in section 101 of the Foreign Intelligence Surveillance Act of 1978,
as authorized by that Act.

{f) Nothing contained in this chapter or chapter 121 or 206 of this fitle, or section 705 of the Communications Act of
1934, shalt be deemed to affect the acquisition by the United States Government of foreign intelligence information
from international or foreign communications, or foreign intelligence activities conducted in accordance with
otherwise applicable Federa! law involving a foreign electronic communications system, utilizing a means other
than electronic surveillance as defined in section 101 of the Foreign intelligence Surveiifance Act of 1978, and
procedures in this chapter or chapter 121 and the Foreign Intelligence Surveillance Act of 1978 shall be the
exclusive means by which electronic surveiflance, as defined in section 101 of such Act, and the interception of
domestic wire, oral, and efectronic communications may be conducted.

(@) It shall not be unlawful under this chapter ot chapter 121 of this title for any person -

(i) to intercept or access an electronic communication made through an electronic communication system
that is configured so that such electronic communication is readily accessible fo the general public;

(iiy to intercept any radio communication which is transmitted -

(1) by any station for the use of the general public, or that relates to ships, aircraft, vehicles, o
persons in distress;

(11 by any governmental, law enforcement, civil defense, private land mobite, or public safety
communications system, including police and fire, readily accessible to the generat public;

(I1) by a station operating on an autherized frequency within the bands allocated to the amateur,
citizens band, or general mobile radic services; or

{IV) by any marine or aeronautical communications system;
{iii} to engage in any conduct which -
{t} is prohibited by section 633 of the Communications Act of 1934; or

{i1) is excepted from the application of section 705(a) of the Communications Act of 1934 by section
705(b) of that Act;
(iv) to intercept any wire or electronic communication the transmission of which is causing harmful
interference to any lawfully operating station or consumer electronic equipment, to the extent necessary to
identify the source of such interference; or

(v) for other users of the same frequency to intercept any radio communication made through a system that
utilizes frequencies monitored by individuals engaged in the provision or the use of such system, if such
communication is not scrambied of encrypted.

(h) # shalt not be unlawful under this chapter -

(i) to use a pen register or a trap and trace device {as those terms are defined for the purposes of chapter
206 (relating to pen registers and trap and trace devices) of this title); or

(ii} for a provider of electronic communication service to record the fact that a wire or electronic
communication was inttiated or completed in order to protect such provider, another provider furnishing
service toward the compietion of the wire or electronic communication, or a user of that service, from
fraudulent, unlawful or abusive use of such service.

() It shall not be unlawfut under this chapter for a person acting under color of taw to intercept the wire or
electronic communications of a computer frespasser transmitted to, through, or from the protected computer, if -

(1) the owner or operator of ine protected computer authorizes the interception of the computer trespasser's
communications on the protected computer;
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{Il) the person acting under color of law is lawfully engaged in an investigation;

“{Il) the person acting under color of law has reasonable grounds to belfieve that the contents of the . -
computer respasser's communications will be relevant to the Investigation;and .~ . - T
- {IV) such interception does not acquire communications other than those transmitted {o or from the
computer trespasser.
(3)(a) Except as provided in paragraph (b) of this subsection, a person or entity providing an electronic
communication service to the public shall not intentionatly divulge the contents of any communication (cther than
one to such person or entity, or an agent therecf) while in transmission on that service to any person or entity
other than an addressee or intended recipient of such communication or an agent of such addressee or intended
recipient,
(b} A person or entity providing electronic communication service to the public may divulge the contents of any
such communication -
(i) as otherwise authorized in section 2511(2)(a) or 2517 of this title;
(i with the Jawfu! consent of the originator or any addressee or intended recipient of such communication;

{iif) to a person employed or authorized, or whose facitities are used, to forward such communication to its
destination; or

{iv) which were inadvertently obtained by the service provider and which appear to pertain to the
commission of a crime, if such divulgence is made to a law enforcement agency.

(4)(a) Except as provided in paragraph (b) of this subsection or in subsection (5), whoever violates subsection (1)
of this section shall be fined under this title or imprisoned not more than five years, or both.

(b) Conduct otherwise an offense under this subsection that consists of or refates to the interception of a satellite
transmission that is not encrypted or scrambled and that is transmitted -

{i} to a broadcasting station for purposes of retransmission to the general public; or

(i) as an audio subcarrier intended for redistribution to facilities open to the public, but not including data
transmissions or telephone calls, is not an offense under this subsection unless the conduct is for the
purposes of direct or indirect commerciat advantage or private financial gain.

{5)(a)(i} If the communication is -

{A) a private satellite video communication that is not scrambied or encrypted and the conduct in violation of

this chapter is the private viewing of that communication and is not for a tortious or itlegal purpose or for
purposes of ditect or indirect commercial advantage or private commercial gain; or

(B) a radio communication that is transmitted on frequencies allocated under subpart D of part 74 of the
rules of the Federal Communications Commission that is not scrambled or encrypted and the conduct in

violation of this chapter is not for a tortious or illegal purpose of for purposes of direct or indirect commerciat

advantage or private commercial gain, then the person who engages in such conduct shall be subject to
suit by the Federal Government in a court of competent jurisdiction.

(if) In an action undes this subsection -

(A} if the violation of this chapter is a first offense for the person under paragraph (a) of subsection (4) and
such person has not been found liable in a civil action under section 2520 of this title, the Federal
Government shal be entitled to appropriate injunctive relief, and

{B) if the violation of this chapter is a second or subsequent offense under paragraph (a) of subsection (4)
or such person has been found liable in any prior civil action under section 2620, the person shall be
subject to a mandatory $500 civil fine.

{b) The court may use any means within its authority to enforce an injunction issued under paragraph (i){A), and

shall impose a civil fine of not less than $500 for each violation of such an infunction.

Display Notes>>

Sec. 2512, Manufacture, distribution, possession, and advertising of wire, oral, or electronic
communication intercepting devices prohibited

(1) Except as otherwise specificalty provided in this chapter, any person who intentionally -

(a) sends through the mail, or sends or carries in interstate or foreign commerce, any electronic,
mechanical, or other device, knowing or having reason fo know that the design of such device renders it
primarily usefut for the purpose of the surreptitious interception of wire, oral, or electrenic communications;

(b) manufactures, assembles, possesses, or sells any electronic, mechanical, or other device, knowing or
having reason to know that the design of such device renders it primarily usefut for the purpose of the
surreptitious Interception of wire, oral, or electronic communications, and that such device or any
component thereof has been or will be sent through the mail or transported in interstate or foreign
commerce; or

{c) places in any newspaper, magazine, handbili, or other pubfication or disseminates by elecfronic means
any advertisement of -

(i) any electronic, mechanical, or other device knowing or having reason to know that the design of

such device renders it primarily useful for the purpose of the surreptitious inferception of wire, oral, or

electronic communications; or

{ii} any other electronic, mechanical, or other device, where such advertisernent promaotes the use of

such device for the purpose of the surreptitious interception of wire, oral, or electronic
communications, knowing the content of the advertisement and knowing or having reason to know
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that such advertisement will be sent through the mail or transported in interstate or foreign
commerce, shal be fined under this title or imprisoned not more than five years, or both.

- (2_) it shall not be unlawfuf under this section for -

{a) a provider of wire or elecronic communication service or an officer, agent, or employee of, or a person
under contract with, such a provider, in the normai course of the business of providing that wire or
electronic communication service, or

(b) an officer, agent, or employee of, ar a person under coniract with, the United States, a State, ora
political subdivision thereof, in the normal course of the activities of the United States, a State, ora politicat
subdivision thereof, to send through the mail, send or carry in interstate or foreign commercs, or
manufaciure, assemble, possess, or sell any electronic, mechanical, or other device knowing or having
reason to know that the design of such device renders it primarily useful for the purpose of the surreptitious
interception of wire, oral, or electronic communications.

{3) it shall not be unlawful under this section to advertise for sale a device described in subsection (1) of this

section if the advertisement is mailed, sent, or carried in interstate or foreign commerce solely to a domestic

provider of wire or electronic communication service or to an agency of the United States, a State, or a pofitical

subdivision thereof which is duly authorized fo use such device.

Display Notes»>

Sec, 2513. Confiscation of wire, oral, or electronic communication intercepting devices

Any electronic, mechanical, or other device used, sent, carried, manufactured, assembled, possessed, sold, or
advertised in viotation of section 2511 or section 2512 of this chapter may be seized and forfeited to the United
States. All provisions of law relating to (1) the seizure, summary and judiciai forfeiture, and condemnation of
vessels, vehictes, merchandise, and baggage for violations of the customs laws contained in title 19 of the United
States Code, {2} the disposition of such vessels, vehicles, merchandise, and baggage or the proceeds from the
sale thereof, (3 the remission or mitigation of such forfeiture, (4) the compromise of claims, and (5} the award of
compensation to informers in respect of such forfeitures, shail apply to seizures and forfeitures incurred, or alleged
to have been incurred, under the provisions of this section, insofar as applicable and not inconsistent with the
provisions of this section; except that such duties as are imposed upon the collector of custorns or any other
person with respect to the seizure and forfeiture of vessels, vehicles, merchandise, and baggage under the
provisions of the customs laws contained in title 19 of the United States Code shall be performed with respect to
seizure and forfeiture of electronic, mechanical, of other intercepting devices under this section by such officers,
agents, or other persons as may be authorized or designated for that purpose by the Attorney Generat.

Display Notes>>

Sec. 25'4. Repealed.
Sec, 2515. Prohibition of use as evidence of intercepted wire or oral communications

Whenever any wire or orat communication has been intercepted, no part of the contents of such communication
and no evidence derived therefrom may be received in evidence in any trial, hearing, or other proceeding in or
before any court, grand jury, department, officer, agency, regulatory bady, legislative committee, or other authority
of the United States, a State, or a political subdivision thereof if the disclosure of that information would be in
violation of this chapter.

Sec. 2516. Authorization for interception of wire, oral, or electronic communications

(1) The Attorney General, Deputy Attorney General, Associate Attorney General, or any Assisiant Attorney
Generat, any acting Assistant Attorney General, or any Deputy Assistant Attorney General or acting Deputy
Assistant Attorney General in the Criminal Division or Nationai Security Division specially designated by the
Attorney General, may authorize an application to a Federat judge of competent jurisdiction for, and such judge
may grant in conformity with section 2518 of this chapter an order authorizing or approving the interception of wire
or oral communications by the Federai Bureau of Investigation, or a Federal agency having responsibility for the
investigation of the offense as to which the application is made, when such interception may provide or has
provided evidence of -

{a) any offense punishable by death or by imprisonment for more than one year under sections 2122 and
2274 through 2277 of title 42 of the United States Code (relating to the enforcement of the Atomic Energy
Act of 1954}, section 2284 of title 42 of the United States Code {relating to sabotage of nuclear faciiities or
fuel), or under the following chapters of this title: chapter 10 (relating fo biological weapons) chapter 37
(relating to espionage), chapter 55 (relafing fo kidnapping), chaptes 90 (reiating to protection of trade
secrets), chapter 105 (relating to sabotage), chapter 115 (relating to treason), chapter 102 (relating o riots),
“chapter 65 (relating to malicious mischief), chapter 111 {relating to destruction of vessels}, or chapter 81
(relating o piracy);

{b} a violation of section 186 or section 501(c) of title 29, United States Code (dealing with restrictions on
payments and loans to labor arganizations), or any offense which involves murder, Kidnapping, robbery, or
extortion, and which is punishable under this title;

{c) any offense which is punishable under the following sections of this title: section 37 (refating to violence
at international airports), section 43 (relating to animal enterprise terrorism), section 81 (arson within special
maritime and territorial jurisdiction), section 201 (bribery of public officials and witnesses), section 215
(refating to bribery of bank officiais), section 224 (bribery in sporting coniests), subsection (d), (e}, (), (g),
(), or {i) of section 844 (unlawful use of explosives), section 1032 (relating to concealment of assets),
section 1084 (transmission of wagering information), section 761 (relating to escape), section 832 (relating
to nuclear and weapons of mass destruction threats), section 842 {relating to explosive materiais), section
930 {relating to possession of weapans in Federal facilities}, section 1014 {relating to ioans and credit
applications generally; renewals and discounts), section 1114 (relating to officers and employees of the
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. United States), section 1116 {relating to protection of foreign officials}, sections 1503, 1512, and 1513

_ (influencing or injuring an officer, juror, or witness generally), section 1510 (obstruction of eriminat }
nvestigations), section 1511 (obstruction of State or local law enforcement), section 1591 (sex trafficking of

- children by force, fraud, or coercion), section 1751 {Presidential and Presidential staff assassination, Lo
kidnapping, and assault), section 1951 {interference with commerce by threats or violence), section 1952

{interstate and foreign travel or transportation in aid of racketeering enterprises}, section 1958 (relating to use of
interstate commerce faciiities in the commission of murder for hire), section 1959 (relating fo violent crimes in aid
of racketeering activity), section 1954 (offer, acceptance, or solicitation to influence operations of employee benefit
plan), section 1955 {prohibition of business enterprises of gambling), section 1956 (faundering of manetary
instruments), section 1957

{refating to engaging in monetary transactions in property derived from specified unlawful activity), section 659
(theft from interstate shipment), section 664 (embezzlement from pension and welfare funds), section 1343 (fraud
by wire, radio, or television), section 1344 (relating to bank fraud}, section 1992 {refating to terrorist attacks against
mass transportation), sections 2251 and 2252 {sexual exploitation of children), section 2251A (selling or buying of
children), section 2252A (relating to material constituting or containing child pornography), section 14664 (refating
to child obscenity), section 2260 (production of sexually explicit depictions of a minar for importation into the
United States}, sections 2421, 2422, 2423, and 2425 {relating to transportation for ilegal sexual activity and
related crimes), sections 2312, 2313, 2314, and 2315 (interstate transportation of stolen property}, section 2321
{relating to trafficking in certain motar vehicles or motor vehicle paris}, section 2340A (refating to torture}, section
1203 (refating to hostage taking}, section 1029 (relating to fraud and refated activity in connection with access
devices), section 3146 (relating to penalty for failure to appear), section 3521(b)(3) (relating to witness refocation
and assistance), section 32 (relating to destruction of aircraft or aircraft facilities), section 38 (refating to aircraft
parts fraud), section 1963 (violaions with respect to racketeer infiuenced and corrupt organizations), section 115
{relating to threatening or retaliating against a Federal official), section 1341 (relating to mail fraud), a felony
violation of section 1030 (relating to computer fraud and abuse), section 351 (violations with respect o
gongressional, Cabinet, or Supreme Court assassinations, kidnapping, and assault}, section 831 (refating to
prohibited transactions involving nuclear materiais), section 33 (relating to destruction of motor vehicles or motor
vehicle facilities), section 175 (relating to biological weapons), section 175¢ (relating to variola virus) section 956
(conspiracy to harm persons or property overseas),, section a felony violation of secticn 1028 (reiating to
production of false identification documentation;, section 1425 {relating to the procurement of citizenship or
nationaiization uniawfully), section 1426

(relating to the reproduction of naturalization or citizenship papers), section 1427 (refating to the sate of
naturalization or citizenship papers), section 1541 (relating to passport issuance without authority), section 1542
(relating to false statements in passport applications), section 1543 {relating to forgery or false use of passports),
section 1544 (relating to misuse of passparts), or section 1546 (refating to fraud and misuse of visas, permits, and
other documents};

(d) any offense invoiving counterfeiting punishable under section 471, 472, or 473 of this titie;

(e) any offense involving fraud connected with a case under title 11 or the manufacture, importation,

receiving, conceaiment, buying, selling, or otherwise dealing in narcotic drugs, matihuana, or other

dangerous drugs, punishable under any law of the United States:

(7) any offense including extorticnate credit transactions under sections 892, 893, or 894 of this title;

(g} a violation of section 5322 of title 31, United States Code (dealing with the reporting of cusrency

{ransactions), or section 5324 of title 31, United States Code (relating o structuring transactions to evade

reporting requirement prohibited);

{h) any felany violation of sections 2511 and 2512 (relating fo interception and disclosure of certain

communications and to certain intercepting devices) of this title;

() any felony violation of chapter 71 {relating to obscenity) of this title;

(i) any violation of section 80123(b) (relating to destruction of a natural gas pipeline,} section 46502 (relaling

to aircraft piracy), the second sentence of section 46504 (relating to assault on a flight crew with dangerous

weapon), or section 46505(b){3} or (c} (relating to explosive or incendiary devices, or endangerment of

human life, by means of weapons on aircraft) of fitle 49;

(k) any criminai viotation of section 2778 of title 22 (refating to the Arms Export Control Act);

(N the location of any fugitive from justice from an offense described in this section;

{m) & violation of section 274, 277, or 278 of the Immigration and Nationality Act (8 U.8.C 1324, 1327, or
1328) (relating to the smuggling of aliens);

{n} any felony violation of sections 922 and 924 of title 18, United States Code (relating to firearms};
{0} any violation of section 5864 of the internal Revenue Code of 1986 (relating to firearmsy);

{p) a felony violation of section 1028 (relating to production of false identification documents), section 1542
{relating to false statements in passport applications}, section 1546
(relating to fraud and misuse of visas, permits, and other documents, section 1028A (relating %o aggravated
identity theft)}
of this title or a violation of section 274, 277, or 278 of the immigration and Nationality Act (relating to the
smuggling of aliens); or
(q) any criminal violation of section 229 (relating to chemical weapons) or section 2332, 2332a, 2332b,
23324, 2332f, 2332g, 2332h 2339, 2339A, 23398, 2339C, or 2338D of this title (relating to terrosismy;

(r) any criminal vialation of section 1 {relating to ilegal restraints of trade or commerce), 2 {relating to illegai
monopolizing of trade or commerce), or 3 {relating to illegal restraints of trade or commerce in territories or
the District of Columbia) of the Sherman Act (15 U.S5.C. 1, 2, 3); or
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-{s) any conspiracy fo commis any offense described in any subparagraph of this paragraph.

(2) The principal prosecuting attorney of any State, or the principal prosecuting attorney of any pofitical subdivision

-thereof, if such attorney is authorized by a statute of that State to make application to a State court judge of
competent jurisdiction for an order authorizing or approving the interception of wire, oral, or electronic
communications, may apply to such judge for, and such judge may grant in conformity with section 2518 of this
chapter and'with the applicable State statute an order authorizing, or approving the interception of wire, orat, or
electronic communications by investigative or law enforcement officers having responsibility for the investigation of
the offense as to which the application is made, when such interception may provide or has provided evidence of
the commission of the offense of murder, kidnapping, gambiing, robbery, bribery, extortion, or dealing in narcotic
drugs, marihuana or other dangerous drugs, or other crime dangerous to life, limb, or property, and punishable by
imprisonment for more than one year, designated in any appficable State statute authorizing such interception, or
any conspiracy to commit any of the foregoing offenses.

{3} Any attorney for the Government (as such term is defined for the purposes of the Federal Rules of Criminal
Procadure) may authorize an eppiication to a Federal judge of competent jurisdiction for, and such judge may
grant, in conformity with section 2518 of this tifle, an order authorizing or approving the interception of electronic
communications by an investigative or faw enforcement officer having responsibility for the investigation of the
offense as to which the application is made, when such interception may provide or has provided evidence of any
Federal felony.

Display Notes>>»

Sec. 2517. Authorization for disclosure and use of infercepted wire, oral, or electronic communications

{1) Any investigative or law enforcement officer who, by any means authorized by this chapter, has obtained
knowledge of the contents of any wire, oral, or electronic communication, or evidence derived therefrom, may
disclose such contents to another investigative or law enforcement officer fo the extent that such disclosure is
appropriate to the proper performance of the official duties of the officer making or receiving the disclosure.

{2) Any investigative or faw enforcement officer who, by any means autherized by this chapter, has obtained
knowiedge of the contents of any wire, orai, or electronic communication or evidence derived therefrom may use
such contents to the extent such use is appropriate to the proper performance of his official duties.

(3} Any person who has received, by any means authorized by this chapter, any information concerning a wire,
oral, or electronic communication, or evidence derived therefrom intercepted in accordance with the provisions of
this chapter may disclose the contents of that communication or such derivative evidence while giving testimony
under oath or affirmation in any proceeding held under the authority of the United States or of any State or potitical
subdivision thereof.

{4) No otherwise privileged wire, oral, or electronic communication intercepted in accordance with, or in viclation
of, the provisions of this chapter shall lose its privileged character.

(5) When an investigative or law enforcement officer, while engaged in intercepting wire, oral, or electronic
communications in the manner authorized herein, intercepts wire, oral, or electronic communications relating to
offenses other than those specified in the order of authorization or approval, the contents thereof, and evidence
derived therefrom, may be disclosed or used as provided in subsections (1) and (2) of this section. Such contents
and any evidence derived therefrom may be used under subsection (3) of this section when authorized or
approved by a judge of competent jurisdiction where such judge finds on subsequent application that the contents
were otherwise intercepted in accordance with the provisions of this chapter. Such application shall be made as
soon as practicable,

{6) Any investigative or law enforcement officer, or attorney for the Government, who by any means authorized by
this chapter, has obtained knowledge of the contents of any wire, oral, or electronic communication, oz evidence
derived therefrom, may disciose such conients to any other Federal law enforcement, intelligence, protective,
immigration, national defense, or national security official to the extent that such contents include foreign
intelligence or counterintelligence (as defined in section 3 of the National Secusity Act of 1947 (50 U.S.C. 401a)),
ar foreign intelligence information {as defined in subsection {19) of section 2510 of this title), to assist the official
who is to recelve that information in the performance of his official duties. Any Federal official who receives
information pursuant to tiis provision may use that information only as necessary in the conduct of that person's
official duties subject to any limitations on the unauthorized disclosure of such information.

(7) Any investigative or law enforcement officer, or other Federal officiat in carrying ouf official duties as such
Federa official, who by any means autharized by this chapter, has obtained knowledge of the contents of any
wire, oral, or elecironic communication, or evidence derived therefrom, may disciose such contents or derivative
evidence to a foreign investigative or faw enforcement officer to the extent that such disclosure is appropriate to
the proper performance of the official duties of the officer making or receiving the disciosure, and foreign
investigative or law enforcement officers may use or disclose stch contents or derivative evidence to the extent
such use or disciosure is appropriate to the proper performance of their official duties.

(8) Any investigative or iaw enforcement officer, or other Federal official in carrying out official duties as such
Federal official, who by any means authorized by this chapter, has obtained knowledge of the contents of any
wire, oral, or efectronic communication, or evidence derived therefrom, may disclose such contents or derivative
evidence o any appropriate Federal, State, local, or foreign government official to the extent that such contents or
derivative evidence reveals a threat of actual or potential attack or other grave hostile acts of a foreign power or an
agent of a foreign power, domestic or international sabotage, domestic or internatonal terrorism, o cla ndestine
intelligence gathering activities by an inteiligence service or network of a foreign power or by an agent of a foreign
power, within the United States or elsewhere, for the purpose of preveniing or responding to such a threat. Any
official who receives information pursuant to this provision may use that information only as necessary in the
conduct of that person's officiat duties subject to any limitations on the unauthorized disclosure of such
information, and any State, local, or foreign official who receives information pursuant to this provision may use
that information only consistent with such guidelines as the Attorney General and Director of Central Intelligence
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'_ shall jointly issue,
Bisplay Notes>> -

. Display Notes>> -

Sec. 2518. Procedure for interception of wire, oral, or electronic communications

(1} Each appiication for an order authorizing or approving the interception of a wire, oral, or electronic
communication under this chapter shall be made in writing upon oath or affirmation to a judge of competent
jurisdiction and shall state the appticant's authority to make such apptication. Each application shall include the
following information:

(a) the identity of the investigative or law enforcement officer making the application, and the officer
authorizing the application;

{b) a full and complete statement of the facts and circumstances relied upon by the appiicant, to justify his
belief that an order should be issued, including {i) details as to the particular offense that has been, is being,
or is about fo be committed, (i) except as provided in subsection (11), a particular description of the nature
and location of the facilities from which or the place where the communication is to be intercepted, (i) a
particular description of the type of communications scught to be intercepted, (iv) the identity of the person,
if known, committing the offense and whose communications are to be intercepted;

{c) a full and complete statement as to whether or not other investigative procedures have been tried and
falled or why they reasonably appear to be unlikely to succeed if tried or fo be foo dangerous;

{d) a statement of the period of time for which the interception is required fo be maintained. If the nature of
the investigation is such that the authorization for intercepfion shouid not automatically terminate when the
described type of communication has been first obtained, a particular description of facts establishing
probabie cause to believe that additional communications of the same type will occur thereafter;

(e) a full and complete siatement of the facts concerning all previous applications known to the individuaj
authorizing and making the application, made {o any judge for authorization to intercept, or for approval of
interceptions of, wire, oral, or electronic communications invoiving any of the same persons, facilities or
places specified in the application, and the action taken by the judge on each such appication; and

(f) where the application is for the extension of an order, a statement setting forth the results thus far
obtained from the inferception, or a reasonabie explanation of the faiiure to obtain such results.

{2} The judge may require the applicant to furnish additional testimony or documnentary evidence in support of the
application.

{3) Upon such application the judge may enter an ex parte order, as requested or as modified, authorizing or
approving Interception of wire, oral, or electronic communications within the territorial jurisdiction of the court in
which the judge is sitting {and outside that jurisdiction but within the United States in the case of a mobile
interception device autharized by a Federal court within such jurisdiction), if the judge determines on the basis of
the facts submitted by the applicant that -

{a) there is probabie cause for belief that an individual is commitéing, has committed, or is about to commit a
particular offense enumerated in section 2516 of this chapter;

(b) there is probabie cause for belief that particular communications concerning that offense will be
obtained through such interception;

(c) normat investigative procedures have been fried and have faited or reasonably appear to be unikely to
succaed if tried or to be oo dangerous;

(d) except as provided in subsection {11), there is probable cause for belief that the facifities from which, or
the place where, the wire, oral, or electronic communications are to be intercepted are being used, or are
about to be used, in connection with the commission of such offense, or are leased to, listed in the name of,
or commonly used by such person.

(4} Each crder authorizing or approving the interception of any wire, oral, or electronic communication under this
chapter shal specify -

(a) the identity of the person, if known, whose communications are to be infercepted;

(b) the nature and location of the communications facilities as to which, or the place where, authority to
intercept is granted, :

(c) a particular description of the fype of communication sought to be intercepted, and a statement of the
particular offense to which it relates;

{d} the identity of the agency authorized to intercept the communications, and of the person authorizing the
application; and

{e) the period of time during which such interception is autherized, inciuding a statement as to whether or
not the interception shall automatically terminate when the described communication has been first
obtained. An order authorizing the interception of a wire, oral, or elecironic communication under this
chapter shall, upon request of the applicant, direct that a provider of wire or electronic communication
service, landlord, custodian or other person shall furnish the applicant forthwith all information, facilities, and
technical assistance necessary to accomplish the interception unobfrusively and with a minimum of
interference with the services that such service provider, landlord, custodian, or person is according the
person whose communications are to be intercepted. Any provider of wire or electronic communication
service, fandiord, custodian or other person furnishing such facilities or technical assistance shail be
compensated therefor by the applicant for reasonable expenses incursed in providing such facifities or
assistance. Pursuant to section 2522 of this chapter, an order may also be issued {o enforce the assistance
capability and capacity requirements under the Communications Assistance for Law Enforcement Act.
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{5) No order entered under this section may authorize or approve the interception of any wire, orai, or electronic
. communication for any period longer than is necessary to achieve the objective of the authorization, norin any ... .

-.event longer than thirty days. Such thirty-day period begins on the earlier of the day on which the investigative or
.- law enforcement officer firs{ begins to conduct an interception under the order or ten days after the orderis = -

- entered. Extensions of an order may be granted, but only upon application for an extension made in accordance
with subsection {1) of this section and the court making the findings required by subsection (3} of this section. The
period of extension shall be no fonger than the authorizing judge deems necessary to achieve the purposes for
which it was granted and in no event for longer than thirty days. Every order and extension thereof shall contain a
provision that the authorization fo infercept shall be executed as soon as practicable, shall be conducted in such a
way as to minimize the interception of communications not otherwise subject to interception under this chapter,
and must terminate upon attainment of the authorized objective, or in any event in thirty days. In the event the
intercepted communication is in a code or foreign language, and an expert in that foreign ianguage or code is not
reasonably available during the interception period, minimization may be accomplished as soon as practicable
after such interception. An interception under this chapter may be conducted in whole or in part by Government
personnel, or by an individual operafing under a contract with the Government, acting under the supervision of an
investigative or law enforcement officer authorized fo conduct the interception.

{6} Whenever an order autharizing interception is entered pursuant to this chapter, the order may require reports
t0 ba made to the judge who issued the order showing what progress has been made toward achievement of the
authorized objective and the need for continued interception. Such reports shali be made at such intervals as the
judge may require.

{7) Notwithstanding any other provision of this chapter, any iﬁvestigative or law enforcement officer, specially
designated by the Attorney General, the Deputy Attorney General, the Associate Attorney General, or by the
principal prosecuting attorney of any State or subdivision thereof acting pursuant to a statute of that State, who
reasonably determines that -

(a) an emergency situation exists that involves -
{) immediate danger of death or serious physical injury to any person,
(i) conspiratorial activities threatening the national securify interest, or

(i#9) conspiratorial activities characteristic of organized crime, that requires a wire, oral, or electronic
communication to be intercepted before an order authorizing such interception can, with due
diligence, be obtained, and

(b} there are grounds upon which an order could be entered under this chapter to authorize such
interception, may intercept such wire, oral, or electronic communication if an appfication for an order
approving the interception Is made in accordance with this section within forty-eight hours after the
interception has occurred, or begins to occur. In the absence of an order, such interception shall
immedIately terminate when the communication sought is obtained or when the application for the order is
denied, whichever is eatlier. in the event such application for approval is denied, or in any other case where
the interception is terminated without an order having been issued, the contents of any wire, oral, or
electronic communication intercepted shall be freated as having been obtained in violation of this chapter,
and an inventory shail be served as provided for in subsection (d) of this section on the person named in
the application.

(8)(a) The contents of any wire, oral, or electronic communication intercepted by any means authorized by this
chapter shall, if possible, be recorded on tape or wire or other comparable device. The recording of the contents of
any wire, oral, or electronic communication under this subsection shall be done in such a way as will protect the
recording from editing or other alterations. Immediately upon the expiration of the period of the order, or
extensions thereof, such recordings shall be made available to the judge issuing such order and sealed under his
directions. Custody of the recordings shall be wherever the judge orders. They shall not be destroyed except upen
an order of the issuing or denying judge and in any event shall be kept for ten years. Duplicate recordings may be
made for use or disciosure pursuant to the provisions of subsections (1) and (2) of section 2517 of this chapter for
investigations. The presence of the seal provided for by this subsection, or a satisfactory exptanation for the
absence thereof, shall be a prerequisite for the use or disciosure of the contents of any wire, oral, or électronic
communication or evidence derived therefrom under subsection (3) of section 2517,

{b) Applications made and orders granted under this chapter shall be sealed by the judge. Custody of the
applications and orders shall be wherever the judge directs. Such applications and orders shaii be disclosed only
upon a showing of good cause before a judge of competent jurisdiction and shall not be destroyed except on order
of the issuing or denying iudge, and in any event shall be kept for ten years.

{c) Any viotation of the provisions of this subsection may be punished as contempt of the issuing or denying judge.

{d) Within a reasonabie time but not later than ninety days after the filing of an application for an order of approval
under section 2518{7)(b) which is denied or the termination of the period of an order or extensions thereof, the
issuing or denying judge shatll cause to be served, on the persons named in the order or the application, and such
other parties to intercepted communications as the judge may determine in his discretion that is in the interest of
justice, an inventory which shail include notice of

(1) the fact of the entry of the order or the application;

{2) the date of the entry and the period of authorized, approved or disapproved interception, or the deniat of
ihe application; and

{3) the fact that during the period wire, orai, or electronic communications were or were not intercepted. The
judge, upon the filing of a motion, may in his discretion make available to such person or his counsel for
inspection such portions of the intercepted communications, applications and orders as the judge
determines to be in the interest of justice. On an ex parte showing of good cause to a judge of competent
jurisdiction the serving of the inventory required by this subsection may be postponed.
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_(9) The contents of any wire, oral, or electronic communication intercepted pursuant to this chapter or evidence .
- derived therefrom shall not be received in evidence or otherwise disclosed in any trial, heating, or other
. proceeding in a Federal or State court unless each party, not less than fen days before the trial, hearing, or
~.‘proceeding, has been furnished with a copy of the court order, and accompanying application, under which the
interception was authorized or approved. This ten-day period may be waived by the judge if he finds that it was not
possible to furnish the party with the above information ten days before the trial, hearing, or proceeding and that
the party will not be prejudiced by the delay in receiving such information.

{10)(a) Any aggrieved person in any trial, hearing, or proceeding in or before any court, department, officer,
agency, reguiatery body, or other authority of the United States, a State, or a political subdivision thereof, may
move to suppress the contents of any wire or oral communication intercepted pursuant to this chapter, or evidence
dertived therefrom, on the grounds that -

(i} the cormmunication was uniawfully intercepted,
(i) the order of authorization or approval under which it was intercepted is insufficient on its face; or

(i) the interception was not made in conformity with the order of authorization or approval. Such motion
shall be made before the trial, hearing, or proceeding unless there was no opportunity fo make such motion
or the person was not aware of the grounds of the motion. If the motion is granted, the contents of the
intercepted wire or oral communication, or evidence derived therefrom, shall be treated as having been
obtained in violation of this chapter. The judge, upon the filing of such motion by the aggrieved person, may
in his discretion make available to the aggrieved person or his counsel for inspection such portions of the
intercepted communication or evidence derived therefrom as the judge determines to be in the interests of
justice,
{b) In addition to any cther right to appeal, the United States shail have the right to appeat from an order granting a
rnotion to suppress made under paragraph (a} of this subsection, or the deniat of an applicatien for an order of
approval, if the United States aftorney shall certify to the judge or other official granting such motion or denying
such application that the appeal is not taken for purposes of delay. Such appeal shall be taken within thirty days
after the date ¢he order was entered and shall be diligently prosecuted.

{c) The remedies and sanctions described in this chapter with respect to the interception of electronic
communications are the only judicial remedies and sanctions for nonconstitutional viotations of this chapter
involving such communications.

(11) The requirements of subsections (1){b}(i}) and (3){d) of this section relating to the specification of the facilities
from which, or the place where, fhe communication is to be intercepted do not apply if -

{a} in the case of an application with respect to the interception of an oral communication -

(i} the apptication is by a Federal investigative or law enforcement officer and is approved by the
Adtorney General, the Deputy Attorney General, the Associate Attorney General, an Assistant
Attorney Genera, or an acting Assistant Attorney General;

(ii) the application contains a full and complete statement as to why such specification is not practical
and identifies the person committing the offense and whose communications are fo be intercepted;
and

{iii} the judge finds that such specification is not practical; and
(b) in the case of an application with respect to a wire or electronic communication -

(i) the application is by a Federai investigative or law enforcement officer and is approved by the
Aftorney Genetal, the Deputy Attorney General, the Associate Attorney General, an Assistant
Attorney General, or an acting Assistant Attorney General;

(i) the application identifies the person believed fo be committing the offense and whose
communications are to be infercepted and the applicant makes a showing that there is probable
cause to believe that the person's actions could have the effect of thwarting interception from a
specified facility;

(iii the judge finds that such showing has been adequately made; and

(iv) the order authorizing or approving the interception is limited to interception only for such time as
it is reasonable to presume that the person identified in the application is or was reasonably
proximate fo the instrument through which such communication wili be or was transmitted.

(12) An interception of a communication under an order with respect to which the requirements of subsections (1)
(b)}(ii) and

{3)(d) of this section do not apply by reason of subsection (11){a} shalt not begin until the place where the
communication is to be intercepted is ascertained by the person implementing the interception order. A provider of
wire or electronic communications service that has received an order as provided for in subsection (11)(b) may
move the court to modify or quash the order on the ground that its assistance with respect to the interception
cannot be performed in a timely or reasonable fashion. The court, upen notice to the government, shall decide
such a motion expeditiously.

Display Notes>>

Sec. 2519. Reports concerning intercepted wire, orai, or electronic communications

(1} In January of each year, any judge who has issued an order (or an extenston thereof) under section 2518 that
expired during the preceding year, or who has denied approval of an interception dusing that year, shail report to
the Administrative Office of the United States Courts -

(a) the fact that an order or extension was applied for;
(b) the kind of order or extension applied for {including whether or not the order was an order with respect

http://uscode.regstoday.com/18USC_CHAPTERI119.aspx 3/4/2014



U.S. Code - Title 18 Chapter (§2510 - §2522) Page 12 0of 14

to which the requirements of sections 2518(1){b) (i} and 2518(3){d} of this titie did not apply by reason of
section 2518(11) of this title); it o

(©) the_ fact that the order or extension was granted as appiied for, was modified, or was dehied;

(d) the period of interceptions authorized by the order, and the number and duration of any extensions of -
the order;

(e} the offense specified in the order or application, or extension of an order;

(f) the identity of the applying investigative or law enforcement officer and agency making the application
and the person authorizing the application; and

{g) the nature of the facilities from which or the ptace where communications were to be infercepted.

{2) In March of each year the Attorney General, an Assistant Attorney General specially designated by the
Attorney General, or the principai prosecuting attorney of a State, or the principal prosecuting attorney for any
political subdivision of a State, shall report to the Administrative Office of the United States Courts -

{a) the information required by paragraphs {a} through (g} of subsection (1) of this section with respect t0
each application for an order or extension made during the preceding calendar year,

(b) a general description of the interceptions made under such order or extension, including (i) the
approximate nature and freguency of incriminating communications intercepted, (i) the approximate nature
and frequency of other communications intercepted, (jii) the approximate number of persons whose
communications were intercepied, (iv) the number of orders in which encryption was encountered and
whether such encryption prevented law enforcement from obtaining the plain text of communications
intercepted pursuant to such order, and {v) the approximate nature, amount, and cost of the manpower and
other resources used in the interceptions;

(c) the number of arrests resulting from interceptions made under such order or extension, and the offenses
for which arrests were made;

(d} the number of trials resutting from such interceptions;

{e} the number of motions to suppress made with respect to such interceptions, and the number granted or
denied;

{f) the number of convictions resulting from such interceptions and the offenses for which the convictions
were obtained and a general assessment of the importance of the interceptions; and

{g) the information required by paragraphs (b} through () of this subsection with respect to orders or
extensions obtained in a preceding calendar year.

(3) In June of each year the Director of the Administrative Office of the United States Courts shall transmit to the
Congress a full and complete report concerning the number of applications for orders authorizing or approving the
interception of wire, oral, or etectronic communications pursuant to this chapter and the number of orders and
extensions granted or denied pursuant to this chapter during the preceding calendar year, Such report shall
inciude a summary and analysis of the data required to be filed with the Administrative Office by subsections (1)
and {2) of this section. The Director of the Administrative Office of the United States Courts Is authorized to issue
binding regulations dealing with the content and form of the reports required to be fiied by subsections

(1) and (2) of this section.
Display Notes>>

Sec. 2520. Recovery of civil damages authorized

{a} In General. - Except as provided in section 2511{2)(a)(ii), any person whose wire, oral, or electronic
communication is intercepted, disclosed, of intentionally used in viotation of this chapter may in a civil action
recover from the parson or entity, other than the United States, which engaged in that violation such relief as may
be appropriate,
{b) Refief. - In an action under this section, appropriate relief includes -

{1) such prefiminary and other equitable or declaratory retief as may be appropriate;

{2) damages under subsection (c) and punitive damages in appropriate cases; and

(3) a reasonabie attorney’s fee and other fitigation costs reasonably incurred.
(c} Computation of Damages. - (1) In an action under this section, if the conduct in violation of this chapter is the
private viewing of a privaie satellite video communication that is not scrambled or encrypted or if the
communication is a radic communication that is transmitted on frequencies ailocated under subpart D of part 74 of
the rules of the Federal Communications Commission that is not scrambled or encrypted and the conduct is not for

a tortious or illegal purpose or for purposes of direct or indirect commercial advantage or privaie commercial gain,
then the court shall assess damages as follows:

(A} ¥ the person who engaged in that conduct has not previcusly been enjoined under section 2511{5) and
has not been found lable in a prior civil action under this section, the court shall assess the greater of the
sum of actual damages suffered by the plaintiff, or statutory damages of not less than $50 and not more
than $500.

{B) If, on one prior occasion, the person who engaged in that conduct has been enjoined under section
2511(5} or has been found liable in a civil action under this section, the court shall assess the greater of the
sum of actual damages suffered by the plaintiff, or statutory damages of not less than $100 and not more
than $1000.

{2) In any other action under this section, the court may assess as damages whichever is the greater of -
{A) the sum of the actual damages stiffered by the piaintiff and any profits made by the violator as a result
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of the violation; or
:+. - {B) statutory damages of whichever is the greater of $100 a day for each day of violation or $10,000. .
. ._{d)DEfe_nse)»Agoodfaithrelianoeon~ P S
{1} a court warrant or order, a grand jury subpoena, a legisiative authorization, or a statutory authorization;
(2} a request of an investigative or law enforcement officer under section 2518(7) of this title; or

{3} a good faith determination that section 2511{3) or 2511(2)j} of this title permitted the conduct
complained of; is a complete defense against any civit or criminal action brought under this chapter or any
other law. )

(e) Limitation, - A civil action under this section may not be commenced iater than two years after the date upon
which the claimant first has a reasonabile opportunity o discover the violation.

(f) Administrative Discipline. - If a court or appropriate department or agency determines that the United States or
any of its departments or agencies has violated any provision of this chapter, and the court or appropriate
department or agency finds that the circumstances surrounding the violation raise serious questions about
whether or not an officer or employee of the United States acted willfully or infentionally with respect to the
viclation, the department o7 agency shall, upon receipt of a true and correct copy of the decision and findings of
the court or appropriate department or agency promptly initiate a proceeding fo determine whether disciplinary
action against the officer or employee is warranted. If the head of the department or agency involved determines
that disciplinary action is not warranted, he or she shalt notify the Inspector General with jurisdiction over the
department or agency concerned and shall provide the inspactor Generai with the reasons for such determination.

{q) Improper Disclosure Is Violation. - Any willfu disclosure or use by an investigative or law enforcement officer or
governmental entity of information beyond the extent permitted by section 2517 is a violation of this chapter for
purposes of section 2520(a}.

Displtay Notes>>

Sec. 2621, Injunction against Hlegal interceptiion

Whenever it shall appear that any person is engaged or is about fo engage in any act which constitutes or wili
constitute a felony violation of this chapter, the Attorney General may nitiate a civil action in a district court of the
United States to enjoin such violation. The court shall proceed as soon as practicable to the hearing and
determination of such an action, and may, at any time before final determination, enter such a restraining order or
prohibition, or take such other action, as is warranted to prevent a continuing and substantial injury to the United
States or fo any person or ¢iass of persons for whose protection the action is brought. A proceeding under this
section is governed by the Federal Rules of Civil Procedure, except that, if an indictment has been returned
against the respondent, discovery is governed by the Federal Rules of Criminat Procedure.

Display Notes>>

Sec. 2522. Enforcement of the Communications Assistance for Law Enforcement Act

(a) Enforcement by Court Issuing Surveilance Order. - If a court authorizing an interception under this chapter, a
State statute, or the Foreign Intelligence Surveiliance Act of 1978 (50 U.8.C, 1801 et seq.) or authorizing use of a
pen register or a trap and trace device under chapter 206 or a State statute finds that a telecommunications carrier
has failed to comply with the requirements of the Communications Assistance for Law Enforcement Act, the court
may, in accordance with section 108 of such Act, direct that the carrier comply forthwith and may direct that a
provider of support services to the carrier or the manufacturer of the carrier's transmission or switching equipment
furnish forthwith modifications necessary for the carrier to comply.

(b) Enforcement Upon Application by Attorney General. - The Attorney General may, in a civil action in the
appropriate United States district court, obfain an order, in accordance with section 108 of the Gommunications
Assistance for Law Enforcement Act, directing that a tefecommunications carrier, a manufacturer of
telecommunications transmission or switching equipment, or a provider of telecommunications support services
comply with such Act.

(c) Civil Penalty, -

(1) In general. - A court igsuing an order under this section against a telecommunications carrier, a
manufacturer of telecommunications transmission of switching equipment, or a provider of
telecommunications support services may impose a civil penaity of up to $10,000 per day for each day in
violation after the issuance of the order or after such future date as the court may specify.

(2) Considerations. - In determining whether fo impose a civil penatty and in determining its amount, the
court shall take into account -

{A) the nature, circumstances, and extent of the violation;

{B) the violator's abilily to pay, the violator's gocd faith efforts to comply in a timely manner, any
effect on the violator's ability io continue to do business, the degree of culpability, and the length of
any delay in undertaking efforts to comply; and

{C} such other matters as justice may reguire,

{d) Definitions. - As used In this section, the terms defined in section 102 of the Communications Assistance for
Law Enforcement Act have the meanings provided, respectively, in such section.
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2701. Unlawful access to stored communications.
2702. Voluntary disclosure of customer communications or records.
2703. Required disclosure of customer communications or records.
2704, Backup preservation.
2705. Delayed notice.
2706. Cost reimbursement.
2707. Civil action.
2708. Exclusivity of remedies.
2709. Counterintelligence access to telephone toll and transactional records.
2710. Wrongful disclosure of video tape rental or sale records.
2711. Definitions for chapter.
2712. Civil actions against the United States.

AMENDMENTS

2002~-Pub, L, 107-273, div, B, title IV, §4005(b), Nov. 2, 2002, 116 Stat. 1812, made technical correction
to directory language of Pub. L. 107-56, title 11, §223(c)(2), Oct. 26, 2001, 115 Stat. 295, effective Oct. 26,
2001, See 2001 Amendment note below,

2001—Pub. L. 107-56, title 11, §§223(c)(2), 224, Qct. 26, 2001, 115 Stat. 295, as amended by Pub. L. 107
273, div. B, title I'V, §4005{b), Nov. 2, 2002, 116 Stat, 1812, temporarily added item 2712,

Pub, L. 107-56, title I1, §§212(a)(2), (b}(2), 224, Oct. 26, 2001, 115 Stat. 285, 295, temporarily substituted
“Voluntary disclosure of customer communications or records” for “Disclosure of contents” in item 2702 and
“Required disclosure of customer communications or records” for “Requirements for governmental access” in
item 2703,

1988—Pub, L. 100690, title VI, §7067, Nov. 18, 1988, 102 Stat. 4405, which directed amendment of item
2710 by inserting “for chapter” after “Definitions” was executed by making the insertion in item 2711 to
reflect the probable intent of Congress and the intervening redesignation of item 2710 as 2711 by Pub. L. 100-
618, see below.

Pub. L. 100618, §2(b), Nov. 5, 1988, 102 Stat. 3197, added item 2710 and redesignated former item 2710
as 2711.

§2701. Unlawful access to stored communications

(a) Offense.—Except as provided in subsection (c) of this section whoever—

(1) intentionally accesses without authorization a facility through which an electronic
communication service is provided; or

(2) intentionally exceeds an authorization to access that facility;

and thereby obtains, alters, or prevents authorized access to a wire or electronic communication
while it is in electronic storage in such system shall be punished as provided in subsection (b) of this
section.

(b) Punishment.~The punishment for an offense under subsection (a) of this section is—
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(1) if the offense is committed for purposes of commercial advantage, malicious desfruction or - -
-damage, or private commercial gain, or in furtherance of any crzmmal or tortious act in violation of - e
the Constitution or laws of the United States or any State-— TR
© 7 (A) a fine under this title or imprisonment for not more than 5 years, or both, in the case of a S

flrst offense under this subparagraph; and

(B) a fine under this title or imprisonment for not more than 10 years, or both, for any
subsequent offense under this subparagraph; and

(2) in any other case—

(A) a fine under this title or imprisonment for not more than 1 year or both, in the case of a
first offense under this paragraph; and

(B) a fine under this title or imprisonment for not more than 5 years, or both, in the case of an
offense under this subparagraph that occurs after a conviction of another offense under this
section.

(c) Exceptions.—Subsection (a) of this section does not apply with respect to conduct
authorized-—
(1) by the person or entity providing a wire or electronic communications service;
(2) by a user of that service with respect to a communication of or intended for that user; or
(3) in section 2703, 2704 or 2518 of this title.

(Added Pub. L. 99-508, title I, §201[(a)], Oct. 21, 1986, 100 Stat. 1860; amended Pub. L. 103-322,
title XXXIII, §330016(1)(K), (U), Sept. 13, 1994, 108 Stat. 2147, 2148; Pub, L. 104-294, title VI,
§601(a)(3), Oct. 11, 1996, 110 Stat. 3498; Pub. L. 107-296, title II, §225(j)(2), Nov. 25, 2002, 116
Stat. 2158.)

AMENDMENTS

2002-—Subsec. (b)(1). Pub. L. 107-296, §225(j}(2)(A), in introductory provisions, inserted “, or in
furtherance of any criminal or tortious act in viclation of the Constitution or faws of the United States or any
State” after “commercial gain”.

Subsec. (b)(1)(A). Pub. L. 107-296, §225(3)(2)(B), substituted “5 years” for “one year”.

Subsec. (b)(1)(B). Pub. L. 107-296, §225(j)(2)(C), substituted “10 years” for “two years”.

Subsec. (b)(2). Pub. L. 107-296, §225(j)(2)(D), added par. (2) and struck out former par. (2) which read as
follows: “a fine under this title or imprisonment for not more than six months, or both, in any other case.’

1996—Subsec. (b)(1)(A), (2). Pub. L. 104294 substituted “fine under this titfe” for “fine of under this
title™.

1994—Subsec. (b)(1)(A). Pub. L. 103-322, §330016(1)(U), substituted “under this title” for “not more than
$250,0007.

Subsec. (b)(2). Pub. L. 103-322, §330016(1}(K), substituted “under this title” for “not more than §5,000”.

EFFECTIVE DATE OF 2002 AMENDMENT

Amendment by Pub. L. 107-296 effective 60 days after Nov. 25, 2002, see section 4 of Pub. L. 107-296,
set out as an Effective Date note under section 101 of Title 6, Domestic Security.

EFFECTIVE DATE

Section 202 of title II of Pub. L. 99508 provided that: “This title and the amendments made by this title
fenacting this chapter] shall take effect ninety days after the date of the enactment of this Act [Oct. 21, 1986]
and shall, in the case of conduct pursuant to a court order or extension, apply only with respect to court orders
or extensions made after this title takes effect.’

SHORT TITLE OF 1988 AMENDMENT

Pub. L. 100618, §1, Nov. 5, 1988, 102 Stat. 3195, provided that: “This Act [enacting section 2710 of this
title and renumbering former section 2710 as 2711 of this title] may be cited as the ‘Video Privacy Protection
Act of 19887

§2702. Voluntary disclosure of customer communications or records
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(a) Prohibitions.—Except as provided in subsection (b} or (¢)— o
-~ (1) a person or entity providing an electronic communication service to the public shali not - _ .
""" knowingly divulge to any person or entity the contents of a communication while in electronic ...\ ... . "
* . storage by that service; and R ' ' .
- (2) a person or entity providing remote computing service to the public shall not knowingly
divulge to any person or entity the contents of any communication which is carried or maintained
on that service—
(A) on behalf of, and received by means of electronic transmission from (or created by means
of computer processing of communications received by means of electronic transmission from),
a subscriber or customer of such service;
(B) solely for the purpose of providing storage or computer processing scrvices to such
subscriber or customer, if the provider is not authorized to access the contents of any such
communications for purposes of providing any services other than storage or computer
processing; and

(3) a provider of remote computing service or electronic communication service to the public
shall not knowingly divulge a record or other information pertaining to a subscriber to or customer
of such service (not including the contents of communications covered by paragraph (1) or (2)) to
any governmental entity,

(b) Exceptions for disclosure of communications.—A provider described in subsection (a) may
divulge the contents of a communication—
(1) to an addressee or intended recipient of such communication or an agent of such addressee
or intended recipient;
(2) as otherwise authorized in section 2517, 2511(2)(a), or 2703 of this title;
(3) with the lawful consent of the originator or an addressee or intended recipient of such
communication, or the subscriber in the case of remote computing service;
(4) to a person employed or authorized or whose facilities are used to forward such
communication to its destination;
(5) as may be necessarily incident to the rendition of the service or to the protection of the rights
or property of the provider of that service;
(6) to the National Center for Missing and Exploited Children, in connection with a report
submitted thereto under section 2258A;
(7) to a law enforcement agency—
(A) if the contents—
(i) were inadvertently obtained by the service provider; and
(ii) appear to pertain to the commission of a crime; or

[(B) Repealed. Pub. L. 108-21, title V, §508(b)(1)(A), Apr. 30, 2003, 117 Stat. 684]

(8) to a governmental entity, if the provider, in good faith, believes that an emergency involving
danger of death or serious physical injury to any person requires disclosure without delay of
communications relating to the emergency.

(c) Exceptions for Disclosure of Customer Records.—A provider described in subsection (a) may
divulge a record or other information pertaining to a subscriber to or customer of such service (not
including the contents of communications covered by subsection (a)(1) or (a)(2))}—

(1) as otherwise authorized in section 2703;

(2) with the lawful consent of the customer or subscriber;

(3) as may be necessarily incident to the rendition of the service or to the protection of the rights
or property of the provider of that service;

(4) to a governmental entity, if the provider, in good faith, believes that an emergency involving
danger of death or serious physical injury to any person requires disclosure without delay of
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- information relating to the emergency;

- (5) to the National Center for Missing and Exploited Chlldren, in connection with a report
submltted thereto under section 2258A; or - e R

(6) to any person other than a governmental entity.

(d) Reporting of Emergency Disclosures—On an annual basis, the Attorney General shall submit
to the Committee on the Judiciary of the House of Representatives and the Committee on the
Judiciary of the Senate a report containing—

(1) the number of accounts from which the Department of Justice has received voluntary
disclosures under subsection (b)(8); and
(2) a summary of the basis for disclosure in those instances where—
(A) voluntary disclosures under subsection (b)(8) were made to the Department of Justice;
and
(B) the investigation pertaining to those disclosures was closed without the filing of criminal
charges. )

(Added Pub. L. 99-508, title II, §201[(a)], Oct. 21, 1986, 100 Stat. 1860; amended Pub. L. 100690,
title V11, §7037, Nov. 18, 1988, 102 Stat. 4399; Pub. L. 105-314, title VI, §604(b), Oct. 30, 1998,
112 Stat. 2984; Pub. L. 107-56, title I, §212(a)(1), Oct. 26, 2001, 115 Stat. 284; Pub. L. 107296,
title T1, §225(d)(1), Nov. 25, 2002, 116 Stat, 2157; Pub. L. 108-21, title V, §508(b), Apr. 30, 2003,
117 Stat. 684; Pub. L. 109-177, title I, §107(a), (b)(1), (c), Mar. 9, 2006, 120 Stat. 202, 203; Pub. L.
110-401, title V, §501(b)(2), Oct. 13, 2008, 122 Stat. 4251.)

AMENDMENTS

2008--Subsecs. (b)(6), (c)(5). Pub, L. 110-401 substituted “section 2258A" for “section 227 of the Victims
of Child Abuse Act of 1990 (42 1).8.C., 13032)".

2006—Subsec. (a). Pub. L. 109~177, §107(c), inserted “or (¢)” after “Except as provided in subsection (b)”.

Subsec. (b)(8). Pub. L. 109-177, §107(b)(1)(A), struck out “Federal, State, or local” before “governmental
entity”,

Subsec. (¢)(4). Pub. L. 109-177, §107(b)(1)(B), added par. (4) and struck out former par, (4) which read as
follows: “to a governmental entity, if the provider reasonably believes that an emergency involving immediate
danger of death or serious physical injury to any person justifies disclosure of the information;”.

Subsec, (d). Pub. L. 109-177, §107(a), added subsec. (d).

2003—Subsec. (b)(5). Pub. L. 108-21, §508(b)(1)(C), which directed amendment of par. (5) by striking
“or at the end, could not be executed because “or” did not appear at the end. See 2002 Amendment note
beEow

Subsec. (b)(6). Pub. L, 108-21, §508(b)(1)(D), added par. (6). Former par. (6) redesignated (7).

Subsec. (b)(6)(B). Pub. L. 108-21, §508(b)(1)(A), struck out subpar. (B) which read as follows: “if required
by section 227 of the Crime Control Act of 1990; or”,

Subsec. (b)(7), (8). Pub, L. 108-21, §508(b)(1)(B), redesignated pars. (6) and (7) as (7) and (8),
respectively.

Subsec, (¢)(3), (6). Pub. L. 108-21, §508(b)(2), added par. (5) and redesignated former par. (5) as (6).

2002—Subsec. (b)(5). Pub. L. 107296, §225(d)(1)}(A), struck out “or” at end.

Subsec. (b)}6)(A). Pub. L. 107-296, §225(d)(1)(B), inserted “or” at end.

Subsec. (b)(6)(C). Pub. L. 107-296, §225(d)(1)(C), struck out subpar. (C) which read as follows: “if the
provider reasonably believes that an emergency involving immediate danger of death or serious physical
injury to any person requires disclosure of the information without delay.”

Subsec. (b)(7). Pub. L. 107-296, §225(d)(1)(D), added par. (7).

2001-—Pub. L, 107-56, §212(a)(1XA), substituted “Voluntary disclosure of customer communications or
records” for “Disclosure of contents™ in section catchline.

Subsec. (2)(3). Pub. L. 107-56, §212(a)(1)(B), added par. (3).

Subsec. (b). Pub. L. 10756, §212(a)(1)(C), substituted “Exceptions for disclosure of communications” for
“Exceptions™ in heading and “A provider described in subsection (a)” for “A person or entity” in introductory
provisions.

Subsec. (b)(6)(C). Pub. L. 107-56, §212(a)(1)(D), added subpar. (C).

Subsec. (c). Pub. L. 107-56, §212(a)(1)(E), added subsec. (c).

1998 —Subsec. (b)(6). Pub. L. 105-314 amended par, (6} generally. Prior to amendment, par. (6) read as

http://www.gpo.gov/fdsys/pkg/USCODE-2010-title18/html/USCODE-2010-title18-partl-c... 3/10/2014



U.S.C, Title 18 - CRIMES AND CRIMINAL PROCEDURE Page 5 of 18

 follows: “to a law enforcement agency, if such contenfs—
-+ “(A) were inadvertently obtained by the service provider; and -
2 - ¥%(B) appear to pertain to the commission of a crime.”
1988—Subsec. (b)(2). Pub. L. 100—690 substituted “2517” for “2516”.

EFFECTIVE DATE OF 2002 AMENDMENT

Amendment by Pub. L. 107-296 effective 60 days after Nov. 25, 2002, see section 4 of Pub, L. 107-296,
set out as an Effective Date note under section 101 of Title 6, Domestic Security.

§2703. Required disclosure of customer communications or records

(a) Contents of Wire or Electronic Communications in Electronic Storage.—A governmental entity
may require the disclosure by a provider of electronic communication service of the contents of a
wire or electronic communication, that is in electronic storage in an electronic communications
system for one hundred and eighty days or less, only pursuant to a warrant issued using the
procedures described in the Federal Rules of Criminal Procedure (or, in the case of a State court,
issued using State warrant procedures) by a court of competent jurisdiction. A governmental entity
may require the disclosure by a provider of electronic communications services of the contents of a
wire or electronic communication that has been in electronic storage in an electronic communications
system for more than one hundred and eighty days by the means available under subsection (b) of
this section.

(b) Contents of Wire or Electronic Communications in a Remote Computing Service.—(1) A
governmental entity may require a provider of remote computing service to disclose the contents of
any wire or electronic communication to which this paragraph is made applicable by paragraph (2) of
this subsection-—

(A) without required notice to the subscriber or customer, if the governmental entity obtains a
warrant issued using the procedures described in the Federal Rules of Criminal Procedure (or, in
the case of a State court, issued using State warrant procedures) by a court of competent
jurisdiction; or

(B) with prior notice from the governmental entity to the subscriber or customer if the
governmental entity-—

(i) uses an administrative subpoena authorized by a Federal or State statute or a Federal or

State grand jury or trial subpoena; or

(i) obtains a court order for such disclosure under subsection (d) of this section;

except that delayed notice may be given pursuant to section 2705 of this title.

(2) Paragraph (1) is applicable with respect to any wire or electronic communication that is held or
maintained on that service—

(A) on behalf of, and received by means of electronic transmission from (or created by means of
computer processing of communications received by means of electronic transmission fromy), a
subscriber or customer of such remote computing service; and

(B) solely for the purpose of providing storage or computer processing services to such
subscriber or customer, if the provider is not authorized to access the contents of any such
communications for purposes of providing any services other than storage or computer processing.

(¢) Records Concerning Electronic Communication Service or Remote Computing Service.~—(1) A
governmental entity may require a provider of electronic communication service or remote
computing service to disclose a record or other information pertaining to a subscriber to or customer
of such service (not including the contents of communications) only when the governmental entity—

(A) obtains a warrant issued using the procedures described in the Federal Rules of Criminal

Procedure (or, in the case of a State court, issued using State warrant procedures) by a court of

competent jurisdiction;

(B) obtains a court order for such disclosure under subsection (d) of this section;
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- (C) has the consent of the subscriber or customer to such disclosure;
-~ (D) submits a formal written request relevant to a law enforcement investigation concerning
- telemarketing fraud for the name, address, and place of business of a subscriber or customer of
* such provider, which subscriber or customer is engaged in telemarketing (as such term is defined
in section 2325 of this title); or '
(E) seeks information under paragraph (2).

(2) A provider of electronic communication service or remote computing service shall disclose to a
governmental entity the—

(A) name;

(B) address;

(C) local and long distance telephone connection records, or records of session times and
durations; '

(D) length of service (including start date) and types of service utilized;

(E) telephone or instrument number or other subscriber number or identity, including any
temporarily assigned network address; and

(F) means and source of payment for such service (including any credit card or bank account
number),

of a subscriber to or customer of such service when the governmental entity uses an administrative
subpoena authorized by a Federal or State statute or a Federal or State grand jury or trial subpoena or
any means available under paragraph (1).

(3) A governmental entity receiving records or information under this subsection is not required to
provide notice to a subscriber or customer.

(d) Requirements for Court Order—A court order for disclosure under subsection (b) or (c) may
be issued by any court that is a court of competent jurisdiction and shall issue only if the
governmental entity offers specific and articulable facts showing that there are reasonable grounds to
believe that the contents of a wire or electronic communication, or the records or other information
sought, are relevant and material to an ongoing criminal investigation. In the case of a State
governmental authority, such a court order shall not issue if prohibited by the law of such State. A
court issuing an order pursuant to this section, on a motion made promptly by the service provider,
may quash or modify such order, if the information or records requested are unusually voluminous in
nature or compliance with such order otherwise would cause an undue burden on such provider.

(¢) No Cause of Action Against a Provider Disclosing Information Under This Chapter.—No
cause of action shall lie in any court against any provider of wire or electronic communication
service, its officers, employees, agents, or other specified persons for providing information,
facilities, or assistance in accordance with the terms of a court order, warrant, subpoena, statutory
authorization, or certification under this chapter.

(f) Requirement To Preserve Evidence.—-

(1) In general.—A provider of wire or electronic communication services or a remote computing
service, upon the request of a governmental entity, shall take all necessary steps to preserve
records and other evidence in its possession pending the issuance of a court order or other process.

(2) Period of retention.~Records referred to in paragraph (1) shall be retained for a period of 90
days, which shall be extended for an additional 90-day period upon a renewed request by the
governmental entity.

(g) Presence of Officer Not Required.~—Notwithstanding section 3105 of this title, the presence of
an officer shall not be required for service or execution of a search warrant issued in accordance with
this chapter requiring disclosure by a provider of electronic communications service or remote
computing service of the contents of communications or records or other information pertaining to a
subscriber to or customer of such service.

(Added Pub. L. 99-508, title 1T, §201[(a)], Oct. 21, 1986, 100 Stat. 1861; amended Pub. L. 100-690,
title VII, §§7038, 7039, Nov. 18, 1988, 102 Stat. 4399; Pub. L. 103-322, title XXXIII, §330003(b),
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. Sept. 13, 1994, 108 Stat. 2140; Pub. L. 103414, title I1, §207(a), Oct. 25, 1994, 108 Stat. 4292; Pub. -
L. 104-132, title VIIL, §804, Apr. 24, 1996, 110 Stat. 1305; Pub. L. 104-293, title VI, §601(b), Oct. =+ -
11,1996, 110 Stat. 3469; Pub. L. 104-294, title VI, §605(f), Oct. 11, 1996, 110 Stat. 3510, Pub. L. =
©105-184, §8, June 23, 1998, 112 Stat. 522; Pub, L. 107-56, title I, §§209(2), 210, 212(b)(1), 220(a)
(1), (b), Oct. 26, 2001, 115 Stat, 283, 285, 291, 292; Pub. L. 107-273, div. B, title IV, §4005(a)(2),
div. C, title I, §11010, Nov. 2, 2002, 116 Stat. 1812, 1822; Pub. L. 107-296, title II, §225(h)(1), Nov.
25,2002, 116 Stat. 2158; Pub. L. 109162, title XI, §1171(a)(1), Jan. 5, 2006, 119 Stat. 3123; Pub. L.
111=79, §2(1), Oct. 19, 2009, 123 Stat. 2086.)

REFERENCES IN TEXT

The Federal Rules of Criminal Procedure, referred to in subsecs. (a), (b)(1)(A), and (c)(1)(B)(P), are set out
in the Appendix to this title.

AMENDMENTS

2009-Subsecs. (a), (D)(1HA), (c)(1)(A). Pub, L. 111-79, which directed substitution of “(or, in the case of
a State court, issued using State warrant procedures) by a court of competent jurisdiction” for “by a court with
jurisdiction over the offense under investigation or an equivalent State warrant”, was executed by making the
substitution for “by a court with jurisdiction over the offense under investigation or equivalent State warrant”
to reflect the probable intent of Congress.

2006-—Subsec. (c)(1)(C). Pub. L. 109-162 struck out “or” at end.

2002—Subsec. (¢)(1)(E). Pub. L. 107-273, §4005(a)(2), realigned margins.

Subsec. (), Pub. L. 107-296 inserted “, statutory authorization” after “subpoena™.

Subsec. (g). Pub. L. 107-273, §11010, added subsec. (g).

2001—Pub. L. 10756, §212(b)(1)(A), substituted “Required disclosure of customer communications or
records” for “Requirements for governmental access” in section catchline.

Subsec. (). Pub. L. 107--56, §§209(2)(A), (B), 220(a)(1), substituted “Contents of Wire or Electronic™ for
“Contents of Electronic” in heading and “contents of a wire or electronic” for “contents of an electronic” in
two places and “using the procedures described in the Federal Rules of Criminal Procedure by a court with
jurisdiction over the offense under investigation” for “under the Federal Rules of Criminal Procedure” in text.

Subsec. (b). Pub. L. 107-56, §209(2)(A), substituted “Contents of Wire or Electronic” for “Contents of
Electronic” in heading.

Subsec. (b)(1). Pub. L. 107-56, §§209(2)(C), 220(a)(1), substituted “any wire or electronic communication”
for “any electronic communication” in introductory provisions and “using the procedures described in the
Federal Rules of Criminal Procedure by a court with jurisdiction over the offense under investigation” for
“under the Federal Rules of Criminal Procedure” in subpar. (A).

Subsec. (b)(2). Pub. L. 107-56, §209(2)(C), substituted “any wire or electronic communication” for “any
electronic communication” in introductory provisions.

Subsec. (c)(1). Pub. L. 107--56, §§212(b)(1)(C), 220(a)(1), designated subpar. (A) and introductory
provisions of subpar, (B) as par. (1), substituted “A governmental entity may require a provider of electronic
communication service or remote computing service to” for “(A) Except as provided in subparagraph (B), a
provider of electronic communication service or remote computing service may” and a closing parenthesis for
provisions which began with “covered by subsection (a) or (b) of this section) to any person other than a
governmental entity.” in former subpar. (A) and ended with “(B) A provider of electronic communication
service or remote computing service shall disclose a record or other information pertaining to a subscriber to
or customer of such service (not including the contents of communications covered by subsection (a) or (b) of
this section) to a governmental entity”, redesignated clauses (i) to (iv) of former subpar. (B} as subpars. (A) to
(D), respectively, substituted “using the procedures described in the Federal Rules of Criminal Procedure by a
court with jurisdiction over the offense under investigation” for “under the Federal Rules of Criminal
Procedure” in subpar. (A} and ¢; or” for period at end of subpar. (D), added subpar. (E), and redesignated
former subpar. (C) as par. (2).

Subsec. (¢)(2). Pub. L. 10756, §210, amended par. (2), as redesignated by section 212 of Pub. L. 107-56,
by substituting “entity the—"" for “entity the name, address, local and long distance telephone toll billing
records, telephone number or other subscriber number or identity, and fength of service of a subscriber” in
introductory provisions, inserting subpars. (A) to (F), striking out “and the types of services the subscriber or
customer utilized,” before “when the governmental entity uses an administrative subpoena”, inserting “of a
subscriber” at beginning of concluding provisions and designating “to or customer of such service when the
governmental entity uses an administrative subpoena authorized by a Federal or State statute or a Federal or
State grand jury or trial subpoena or any means available under paragraph (1).” as remainder of concluding
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provisions. o S
Pub. L. 107-56, §212(b)(1)(C)(if), (D), redesignated subpar. (C) of par. (1) as par. (2) and temporanly e
C substltuted “paragraph (1)” for “subparagraph (B)”. 5
- -Pub. L. 107-56, §212(b)(1)B), redesignated par. (2) as (3),
- ‘Subsec. (¢)(3). Pub. L. 107-56, §212(b)(1)(B), redesignated par. (2) as (3).
_ Subsec. (d). Pub. L. 10756, §220(b), struck out “described in section 3127(2)(A)” after “court of
competent jurisdiction”.

1998-—Subsec. (c)(1)(B)(iv). Pub. L. 105~184 added cl. (iv).

1996—Subsec. (c)(1)(C). Pub, L, 104-293 inserted “local and long distance” after “address,”

Subsec. (d). Pub. L. 104-294 substituted “in section 3127(2)(A)” for “in section 3126(2)(A)”

Subsec, (f). Pub. L. 104--132 added subsec. ().

1994 —Subsec. (c)(1)}(B). Pub. L. 103-414, §207(a)(1)(A), redesignated cls. (ii) to (iv) as (¥) to (iii),
respectively, and struck out former cl. (i) which read as follows: “uses an administrative subpoena authorized
by a Federal or State statute, or a Federal or State grand jury or trial subpoena;”.

Subsec. (c)(1)(C). Pub. L. 103414, §207(a)(1)(B), added subpar. (C).

Subsec. (d). Pub. L. 103414, §207(a)2), amended first sentence generally. Prior to amendment, first
sentence read as follows: “A court order for disclosure under subsection (b) or (c) of this section may be
issued by any court that is a court of competent jurisdiction set forth in section 3127(2)(A) of this title and
shall issue only if the governmental entity shows that there is reason to believe the contents of a wire or
electronic communication, or the records or other information sought, are relevant to a legitimate law
enforcement inquiry.”

Pub. L. 103-322 substituted “section 3127(2)(A)” for “section 3126(2)}(A)".

1988—Subsecs. (b)(1(B)X(), (c)(1)(B)(D). Pub. L. 100-690, §7038, inserted “or trial” after “grand jury”.

Subsec. {d). Pub, L. 100-690, §7039, inserted “may be issued by any court that is a court of competent
jurisdiction set forth in section 3126(2)(A) of this title and” before “shall issue”.

EFFECTIVE DDATE OF 2002 AMENDMENT

Amendment by Pub. L. 107-296 effective 60 days after Nov. 25, 2002, see section 4 of Pub. L. 107-296,
set out as an Effective Date note under section 101 of Title 6, Domestic Security.

§2704. Backup preservation

(a) Backup Preservation——(1) A governmental entity acting under section 2703(b)(2) may include
in its subpoena or court order a requirement that the service provider to whom the request is directed
create a backup copy of the contents of the electronic communications sought in order to preserve
those communications. Without notifying the subscriber or customer of such subpoena or court order,
such service provider shall create such backup copy as soon as practicable consistent with its regular
business practices and shall confirm to the governmental entity that such backup copy has been
made. Such backup copy shall be created within two business days after receipt by the service
provider of the subpoena or court order.

(2) Notice to the subscriber or customer shall be made by the governmental entity within three
days after receipt of such confirmation, unless such notice is delayed pursuant to section 2705(a).

(3) The service provider shall not destroy such backup copy until the later of—

(A) the delivery of the information; or
(B) the resolution of any proceedings (including appeals of any proceeding) concerning the
government's subpoena or court order.

(4) The service provider shall release such backup copy to the requesting governmental entity no
sooner than fourteen days after the governmental entity's notice to the subscriber or customer if such
service provider—

(A) has not received notice from the subscriber or customer that the subscriber or customer has
challenged the governmental entity’s request; and
(B) has not initiated proceedings to challenge the request of the governmental entity.

(5) A governmental entity may seek to require the creation of a backup copy under subsection (a)
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- (1) of this section if in its sole discretion such entity determines that there is reason to believe that
- notification under section 2703 of this title of the existence of the subpoena or court order may result
" 'in destructjon of or tampering with evidence. This determination is not subject to challenge by the

““subscriber or customer or service provider.

* "~ (b) Customer Challenges.—(1) Within fourteen days after notice by the governmental entity to the
subscriber or customer under subsection (a)(2) of this section, such subscriber or customer may file a
motion to quash such subpoena or vacate such court order, with copies served upon the governmental
entity and with written notice of such challenge to the service provider. A motion to vacate a court
order shall be filed in the court which issued such order. A motion to quash a subpoena shall be filed
in the appropriate United States district court or State court, Such motion or application shall contain
an affidavit or sworn statement—

(A) stating that the applicant is a customer or subscriber to the service from which the contents
of electronic communications maintained for him have been sought; and

(B) stating the applicant's reasons for believing that the records sought are not relevant to a
legitimate law enforcement inquiry or that there has not been substantial compliance with the
provisions of this chapter in some other respect.

(2) Service shall be made under this section upon a governmental entity by delivering or mailing
by registered or certified mail a copy of the papers to the person, office, or department specified in
the notice which the customer has received pursuant to this chapter. For the purposes of this section,
the term “delivery” has the meaning given that term in the Federal Rules of Civil Procedure.

(3) If the court finds that the customer has complied with paragraphs (1) and (2) of this subsection,
the court shall order the governmental entity to file a sworn response, which may be filed in camera if
the governmental entity includes in its response the reasons which make in camera review
appropriate. [f the court is unable to determine the motion or application on the basis of the parties’
initial allegations and response, the court may conduct such additional proceedings as it deems
appropriate. All such proceedings shall be completed and the motion or application decided as soon
as practicable after the filing of the governmental entity's response.

(4) If the court finds that the applicant is not the subscriber or customer for whom the
communications sought by the governmental entity are maintained, or that there is a reason to believe
that the Jaw enforcement inquiry is legitimate and that the communications sought are relevant to that
inquiry, it shall deny the motion or application and order such process enforced. If the court finds that
the applicant is the subscriber or customer for whom the communications sought by the
governmental entity are maintained, and that there is not a reason to believe that the communications
sought are relevant to a legitimate law enforcement inquiry, or that there has not been substantial
compliance with the provisions of this chapter, it shall order the process quashed.

(5) A court order denying a motion or application under this section shall not be deemed a final
order and no interlocutory appeal may be taken therefrom by the customer.

(Added Pub. L. 99-508, title I1, §201[(a)], Oct. 21, 1986, 100 Stat. 1863.)

REFERENCES IN TEXT

The Federal Rules of Civil Procedure, referred to in subsec. (b){2), are set out in the Appendix to Title 28,
Judiciary and Judicial Procedure.

§2705. Delayed notice

(a) Delay of Notification.—(1) A governmental entity acting under section 2703(b) of this title
may—

(A) where a court order is sought, include in the application a request, which the court shall
grant, for an order delaying the notification required under section 2703(b) of this title for a period
not to exceed ninety days, if the court determines that there is reason to believe that notification of
the existence of the court order may have an adverse result described in paragraph (2) of this
subsection; or
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(B) where an administrative subpoena authorized by a Federal or State statute or a Federal or :
. State grand jury subpoena is obtained, delay the notification required under section 2703(b) of this
- title for.a period not to exceed ninety days upon the execution of a written certification ofa .~ .
.- supervisory official that there is reason to believe that notification of the existence of the subpoena
‘may have an adverse result described in paragraph (2) of this subsection.

(2) An adverse result for the purposes of paragraph (1) of this subsection is—
(A) endangering the life or physical safety of an individual;
(B) flight from prosecution;
(C) destruction of or tampering with evidence;
(D) intimidation of potential witnesses; or
(E) otherwise seriously jeopardizing an investigation or unduly delaying a trial.

(3) The governmental entity shall maintain a true copy of certification under paragraph (1)(B).

(4) Extensions of the delay of notification provided in section 2703 of up to ninety days cach may
be granted by the court upon application, or by certification by a governmental entity, but only in
accordance with subsection (b) of this section.

(5) Upon expiration of the period of delay of notification under paragraph (1) or (4) of this
subsection, the governmental entity shall serve upon, or deliver by registered or first-class mail to,
the customer or subscriber a copy of the process or request together with notice that—

(A) states with reasonable specificity the nature of the law enforcement inquiry; and
(B) informs such customer or subscriber—

(i) that information maintained for such customer or subscriber by the service provider named
in such process or request was supplied to or requested by that governmental authority and the
date on which the supplying or request took place;

(i) that notification of such customer or subscriber was delayed;

(iii) what governmental entity or court made the certification or determination pursuant to
which that delay was made; and

(iv) which provision of this chapter allowed such delay.

(6) As used in this subsection, the term “supervisory official” means the investigative agent in
charge or assistant investigative agent in charge or an equivalent of an investigating agency's
headquarters or regional office, or the chief prosecuting attorney or the first assistant prosecuting
attorney or an equivalent of a prosecuting attorney’s headquarters or regional office.

(b) Preclusion of Notice to Subject of Governmental Access.—A governmental entity acting under
section 2703, when it is not required to notify the subscriber or customer under section 2703(b)(1), or
to the extent that it may delay such notice pursuant to subsection (a) of this section, may apply to a
court for an order commanding a provider of electronic communications service or remote computing
service to whom a warrant, subpoena, or court order is directed, for such period as the court deems
appropriate, not to notify any other person of the existence of the warrant, subpoena, or court order.
The court shall enter such an order if it determines that there is reason to believe that notification of
the existence of the warrant, subpoena, or court order will result in—

(1) endangering the life or physical safety of an individual;

(2) flight from prosecution;

(3) destruction of or tampering with evidence;

(4) intimidation of potential witnesses; or

(5) otherwise seriously jecpardizing an investigation or unduly delaying a trial.

(Added Pub. L. 99-508, title I1, §201[(a)], Oct. 21, 1986, 100 Stat. 1864.)

§2706. Cost reimbursement
(a) Payment.—Except as otherwise provided in subsection (c), a governmental entity obtaining the
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~contents of communications, records, or other information under section 2702, 2703, or 2704 of
- this title shall pay to the person or entity assembling or providing such information a fee for - -
“reimbursement for such costs as are reasonably necessary and which have been directly 1ncurred in ..
searching for, assembling, reproducing, or otherwise providing such information. Such reimbursable
costs shall include any costs due to necessary disruption of normal operations of any electronic
communication service or remote computing service in which such information may be stored.

(b} Amount.—The amount of the fee provided by subsection (a) shall be as mutually agreed by the
governmental entity and the person or entity providing the information, or, in the absence of
agreement, shall be as determined by the court which issued the order for production of such
information (or the court before which a criminal prosecution relating to such information would be
brought, if no court order was issued for production of the information).

(¢) Exception.—The requirement of subsection (a) of this section does not apply with respect to
records or other information maintained by a communications common carrier that relate to
telephone toll records and telephone listings obtained under section 2703 of this title. The court may,
however, order a payment as described in subsection (a) if the court determines the information
required is unusuvally voluminous in nature or otherwise caused an undue burden on the provider.

(Added Pub. L. 99-508, title I1, §201[(a)], Oct. 21, 1986, 100 Stat. 1866; amended Pub. L. 100-690,
title VII, §7061, Nov. 18, 1988, 102 Stat. 4404.)

AMENDMENTS
1988—Subsec. (c). Pub. L. 100690 inserted heading.

§2707. Civil action

(a) Cause of Action.—Except as provided in section 2703(e), any provider of electronic
communication service, subscriber, or other person aggrieved by any violation of this chapter in
which the conduct constituting the violation is engaged in with a knowing or intentional state of mind
may, in a civil action, recover from the person or entity, other than the United States, which engaged
in that violation such relief as may be appropriate.

(b} Relief.—1In a civil action under this section, appropriate relief includes—

(1) such preliminary and other equitable or declaratory relief as may be appropriate;,
(2) damages under subsection (¢); and
(3) a reasonable attorney's fee and other litigation costs reasonably incurred.

(c) Damages.—The court may assess as damages in a civil action under this section the sum of the
actual damages suffered by the plaintiff and any profits made by the violator as a result of the
violation, but in no case shall a person entitled to recover receive less than the sum of $1,000. If the
violation is willful or intentional, the court may assess punitive damages. In the case of a successful
action to enforce liability under this section, the court may assess the costs of the action, together
with reasonable attorney fees determined by the court.

(d) Administrative Discipline.—If a court or appropriate department or agency determines that the
United States or any of its depariments or agencies has violated any provision of this chapter, and the
court or appropriate department or agency finds that the circumstances surrounding the violation raise
serious questions about whether or not an officer or employee of the United States acted wilifully or
intentionally with respect to the violation, the department or agency shall, upon receipt of a true and
correct copy of the decision and findings of the court or appropriate department or agency promptly
initiate a proceeding to determine whether disciplinary action against the officer or employee is
warranted. If the head of the department or agency involved determines that disciplinary action is not
warranted, he or she shall notify the Inspector General with jurisdiction over the department or
agency concerned and shall provide the Inspector General with the reasons for such determination.

(e) Defense.~—A good faith reliance on-—

(1) a court warrant or order, a grand jury subpoena, a legislative authorization, or a statutory
authorization (including a request of a governmental entity under section 2703(f) of this title);
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. (2) arequest of an investigative or law enforcement officer under section 2518(7) of this title; or
- (3) a good faith determination that section 2511(3) of this title permitted the conduct complained

is 2 complete defense to any civil or criminal action brought under this chapter or any other law.

(f) Limitation.—A civil action under this section may not be commenced later than two years after
the date upon which the claimant first discovered or had a reasonable opportunity to discover the
violation.

(g) Improper Disclosure.—Any willful disclosure of a “record”, as that term is defined in section
552a(a) of title 5, United States Code, obtained by an investigative or law enforcement officer, or a
governmental entity, pursuant to section 2703 of this title, or from a device installed pursuant to
section 3123 or 3125 of this title, that is not a disclosure made in the proper performance of the
official functions of the officer or governmental entity making the disclosure, is a violation of this
chapter. This provision shall not apply to information previously lawfully disclosed (prior to the
commencement of any civil or administrative proceeding under this chapter) to the public by a
Federal, State, or local governmental entity or by the plaintiff in a civil action under this chapter.

(Added Pub. L. 99-508, title II, §201[(a)], Oct. 21, 1986, 100 Stat. 1866; amended Pub. L. 104-293,
title VI, §601(c), Oct. 11, 1996, 110 Stat. 3469; Pub. L. 107-56, title II, §§223(b), title VIII, §815,
Oct. 26, 2001, 115 Stat. 293, 384; Pub. L. 107-273, div. B, title IV, §4005(f)(2), Nov. 2, 2002, 116
Stat. 1813.)

AMERNDMENTS

2002—Subsec. (e)(1). Pub. L. 107-273 made technical correction to directory language of Pub. L. 107-56,
§815. See 2001 Amendment note below.

2001-—Subsec. (a). Pub. L. 10756, §223(b)(1), inserted *, other than the United States,” after “person or
entity”.

Subsec. (d). Pub. L. 107-56, §223(b)(2), added subsec. (d) and struck out heading and text of former
subsec. (d). Text read as follows: “If a court determines that any agency or department of the United States has
violated this chapter and the court finds that the circumstances surrounding the violation raise the question
whether or not an officer or employee of the agency or department acted willfully or intentionally with respect
to the violation, the agency or department concerned shall promptly initiate a proceeding to determine whether
or not disciplinary action is warranted against the officer or employee.”

Subsec. (e)(1). Pub. L. 107-56, §815, as amended by Pub. L. 107-273, inserted “(including a request of a
governmental entity under section 2703(f) of this title)” after “or a statutory authorization”.

Subsec. (g). Pub. L. 107-56, §223(b)(3), added subsec. {g).

1996—Subsec. (a). Pub. L. 104-293, §601(c)(1), substituted “other person” for “customer”.

Subsec. (¢). Pub. L. 104-293, §601(c)(2), inserted at end “If the violation is wiliful or intentional, the court
may assess punitive damages. In the case of a successful action to enforce liability under this section, the court
may assess the costs of the action, together with reasonable attorney fees determined by the court.”

Subsecs. (d) to (f). Pub. L. 104-293, §601(c)(3), (4), added subsec. (d) and redesignated former subsecs. (d)
and (e} as (e} and (f), respectively.

EFFECTIVE DATE OF 2002 AMENDMENT

Pub. L. 107-273, div. B, title TV, §4005(f)(2), Nov. 2, 2002, 116 Stat. 1813, provided that the amendment
made by section 4005(f)(2) is effective Oct. 26, 2001.

§2708. Exclusivity of remedies

The remedies and sanctions described in this chapter are the only judicial remedies and sanctions
for nonconstitutional violations of this chapter,

(Added Pub. L. 99-508, title 11, §201{(a)], Oct. 21, 1986, 100 Stat. 1867.)

§2709. Counterintelligence access to telephone toll and transactional records

hitp://www.gpo.gov/fdsys/pkg/USCODE-2010-title 18/htm]/USCODE-2010-title1 8-partl-c... 3/10/2014



U.S.C. Title 18 - CRIMES AND CRIMINAL PROCEDURE Page 13 of 18

© (a) Duty to Provide—A wire or electronic communication service provider shall comply with a

request for subscriber information and toll bilimg records information, or electronic communication - -

- transactional records in its custody or possession made by the Director of the Federal Bureau of
‘Investigation under subsection (b) of this section.

(b) Required Certification.~—The Director of the Federal Bureau of Investigation, or his designee
in a position not lower than Deputy Assistant Director at Bureau headquarters or a Special Agent in
Charge in a Bureau field office designated by the Director, may—

(1) request the name, address, length of service, and local and long distance toll billing records
of a person or entity if the Director {or his designee) certifies in writing to the wire or electronic
communication service provider to which the request is made that the name, address, length of
service, and toll billing records sought are relevant to an authorized investigation to protect against
international terrorism or clandestine intelligence activities, provided that such an investigation of
a United States person is not conducted solely on the basis of activities protected by the first
amendment to the Constitution of the United States; and

(2) request the name, address, and length of service of a person or entity if the Director {or his
designee) certifies in writing to the wire or electronic communication service provider to which the
request is made that the information sought is relevant to an authorized investigation to protect
against international terrorism or clandestine intelligence activities, provided that such an
investigation of a United States person is not conducted solely upon the basis of activities
protected by the first amendment to the Constitution of the United States.

(¢) Prohibition of Certain Disclosure.—

(1) If the Director of the Federal Bureau of Investigation, or his designee in a position not lower
than Deputy Assistant Director at Bureau headquarters or a Special Agent in Charge in a Bureau
field office designated by the Director, certifies that otherwise there may result a danger to the
national security of the United States, interference with a criminal, counterterrorism, or
counterintelligence investigation, interference with diplomatic relations, or danger to the life or
physical safety of any person, no wire or electronic communications service provider, or officer,
employee, or agent thereof, shall disclose to any person (other than those to whom such disclosure
is necessary to comply with the request or an attorney to obtain legal advice or legal assistance
with respect to the request) that the Federal Bureau of Investigation has sought or obtained access
to information or records under this section.

(2) The request shall notify the person or entity to whom the request is directed of the
nondisclosure requirement under paragraph (1).

(3) Any recipient disclosing to those persons necessary to comply with the request or to an
attorney to obtain legal advice or legal assistance with respect to the request shall inform such
person of any applicable nondisclosure requirement. Any person who receives a disclosure under
this subsection shall be subject to the same prohibitions on disclosure under paragraph (1).

(4) At the request of the Director of the Federal Bureau of Investigation or the designee of the
Director, any person making or intending to make a disclosure under this section shall identify to
the Director or such designee the person to whom such disclosure will be made or to whom such
disclosure was made prior to the request, except that nothing in this section shall require a person
to inform the Director or such designee of the identity of an attorney to whom disclosure was made
or will be made to obtain legal advice or legal assistance with respect to the request under
subsection (a).

(d) Dissemination by Bureau.—The Federal Bureau of Investigation may disseminate information
and records obtained under this section only as provided in guidelines approved by the Attorney
General for foreign intelligence collection and foreign counterintelligence investigations conducted
by the Federal Bureau of Investigation, and, with respect to dissemination to an agency of the United
States, only if such information is clearly relevant to the authorized responsibilities of such agency.

(¢} Requirement That Certain Congressional Bodies Be Informed.—On a semiannual basis the
Director of the Federal Bureau of Investigation shall fully inform the Permanent Select Committee on
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Intelligence of the House of Representatives and the Select Committee on Intelligence of the

‘Senate, and the Committee on the Judiciary of the House of Representatives and the Committee on
. the Judiciary of the Senate, concerning all requests made under subsection (b) of this section:

- (P Libraries.~~A library (as that term is defined in section 213(1) of the Library Services and
‘Technology Act (20 U.S.C. 9122(1)), the services of which include access to the Internet, books,
journals, magazines, newspapets, or other similar forms of communication in print or digitally by
patrons for their use, review, examination, or circulation, is not a wire or electronic communication
service provider for purposes of this section, unless the library is providing the services defined in
section 2510(15) (“electronic communication service™) of this title.

(Added Pub. L. 99--508, title II, §201[(a)], Oct. 21, 1986, 100 Stat. 1867; amended Pub. L. 103142,
Nov. 17, 1993, 107 Stat. 1491; Pub. L. 104-293, title VI, §601(a), Oct. 11, 1996, 110 Stat. 3469;
Pub. L. 107-56, title V, §505(a), Oct. 26, 2001, 115 Stat. 365; Pub, L, 109-177, title I, §116(a), Mar.
9, 2006, 120 Stat. 213; Pub. L. 109-178, §§4(b), 5, Mar. 9, 2006, 120 Stat. 280, 281.)

AMENDMENTS

2006-Subsec. {c). Pub. L. 109-177 reenacted heading without change and amended text generally. Prior to
amendment, text read as follows: “No wire or electronic communication service provider, or officer,
employee, or agent thereof, shall disclose to any person that the Federal Bureau of Investigation has sought or
obtained access to information or records under this section.”

Subsec. (c)(4). Pub. L. 109-178, §4(b), amended par. (4) generally. Prior to amendment, par. (4) read as
follows: “At the request of the Director of the Federal Bureau of Investigation or the designee of the Director,
any person making or intending to make a disclosure under this section shall identify to the Director or such
designee the person to whom such disclosure will be made or to whom such disclosure was made prior to the
request, but in no circumstance shall a person be required to inform the Director or such designee that the
person intends to consult an attorney to obtain legal advice or legal assistance.”

Subsec. (f). Pub. L. 109-178, §5, added subsec. (f).

2001—Subsec. (b), Pub. L. 107-56, §505¢a)(1), inserted “at Bureau headquarters or a Special Agent in
Charge in a Bureau field office designated by the Director” after “Deputy Assistant Director” in introductory
provisions.

Subsec. (b)(1). Pub. L. 107-36, §505(a)(2), struck out “in a position not lower than Deputy Assistant
Director” after “(or his designee” and substituted “made that the name, address, length of service, and toll
biiling records sought are relevant to an authorized investigation to protect against international terrorism or
clandestine intelligence activities, provided that such an investigation of a United States person is not
conducted solely on the basis of activities protected by the first amendment to the Constitution of the United
States; and” for “made that—

“(A) the name, address, length of service, and tol] billing records sought are relevant to an authorized
foreign counterinteiligence investigation; and
“(B) there are specific and articulable facts giving reason to believe that the person or entity to whom

the information sought pertains is a foreign power or an agent of a foreign power as defined in section 101

of the Foreign Intelligence Surveiliance Act of 1978 (50 U.S.C. 1801); and™.

Subsec. (b)(2). Pub. L. 107-56, §505(a)(3), struck out “in a position not lower than Deputy Assistant
Director” after “(or his designee” and substituted “made that the information sought is relevant to an
authorized investigation to protect against international terrorism or clandestine intelligence activities,
provided that such an investigation of a United States person is not conducted solely upon the basis of
activities protected by the first amendment to the Constitution of the United States.” for “made that—

“(A) the information sought is relevant to an authorized foreign counterintelligence investigation; and
“(B) there are specific and articulable facts giving reason to believe that communication facilities
registered in the name of the person or entity have been used, through the services of such provider, in
communication with-
“(1) an individual who is engaging or has engaged in international terrorism as defined in section
101(c) of the Foreign Intelligence Surveillance Act or clandestine intelligence activities that involve or
may involve a violation of the criminal statutes of the United States; or
“(it) a foreign power or an agent of a foreign power under circumstances giving reason to believe
that the communication concerned international ferrorism as defined in section 101(c) of the Foreign
Intelligence Surveillance Act or clandestine intelligence activities that involve or may involve a violation
of the criminal statutes of the United States.”
1996—Subsec. (b)(1). Pub. L. 104-293 inserted “local and long distance” before “toll billing records™.
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- 1993—Subsec. (b). Pub. L. 103-142, §1, amended subsec. (b) generally. Prior to amendment, subsec. (b) .
.. read as follows: “Required Certification—The Director of the Federal Bureau of Investigation (or an

-individual within the Federal Bureau of Investigation designated for this purpose by the Director) may request . - o

:any such information and records if the Director (or the Director's designee) certifies in writing to the wire or
electronic communication service provider to which the request is made that-- '
“ %) the information sought is relevant to an authorized foreign counterintelligence investigation; and
“(2) there are specific and articulable facts giving reason to believe that the person or entity to whom
the information sought pertains is a foreign power or an agent of a foreign power as defined in section 101
of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801).”
Subsec. (¢). Pub. L. 103142, §2, inserted “, and the Committee on the Judiciary of the House of
Representatives and the Committee on the Judiciary of the Senate,” after “Senate”.

§2710. Wrongful disclosure of video tape rental or sale records

(a) Definitions.—For purposes of this section—

(1) the term “consumer” means any renter, purchaser, or subscriber of goods or services from a
video tape service provider;

(2) the term “ordinary course of business” means only debt collection activities, order
fulfillment, request processing, and the transfer of ownership;

(3) the term “personally identifiable information™ includes information which identifies a person
as having requested or obtained specific video materials or services from a video tape service
provider; and

(4) the term “video tape service provider” means any person, engaged in the business, in or
affecting interstate or foreign commerce, of rental, sale, or delivery of prerecorded video cassette
tapes or similar audio visual materials, or any person or other entity to whom a disclosure is made
under subparagraph (D) or (E) of subsection (b)(2), but only with respect to the information
contained in the disclosure.

(b) Video Tape Rental and Sale Records.—(1) A video tape service provider who knowingly
discloses, to any person, personally identifiable information concerning any consumer of such
provider shall be liable to the aggrieved person for the relief provided in subsection (d).

(2) A video tape service provider may disclose personally identifiable information concerning any
consumer-

(A) to the consumer;

(B) to any person with the informed, written consent of the consumer given at the time the
disclosure is sought;

(C) to a law enforcement agency pursuant to a warrant issued under the Federal Rules of

Criminal Procedure, an equivalent State warrant, a grand jury subpoena, or a court order;

(D) to any person if the disclosure is solely of the names and addresses of consumers and if—
(1) the video tape service provider has provided the consumer with the opportunity, in a clear
and conspicuous manner, to prohibit such disclosure; and
(ii) the disclosure does not identify the title, description, or subject matter of any video tapes
or other audio visual material; however, the subject matter of such materials may be disclosed if
the disclosure is for the exclusive use of marketing goods and services directly to the consumer;

(E) to any person if the disclosure is incident to the ordinary course of business of the video tape
service provider; or
(F) pursuant to a court order, in a civil proceeding upon a showing of compelling need for the
information that cannot be accommodated by any other means, if—
(i) the consumer is given reasonable notice, by the person seeking the disclosure, of the court
proceeding relevant to the issuance of the court order; and
(ii) the consumer is afforded the opportunity to appear and contest the claim of the person
seeking the disclosure.
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- If an order is granted pursuant to subparagraph (C) or (F), the court shall impose approprlate L
B safeguards against unauthorized disclosure. - S
L (3) Court orders authorizing disclosure under subparagraph (C) shall issue only with prior notlce to.
o _the consumer and only if the law enforcement agency shows that there is probable cause to believe
" that the records or other information sought are relevant to a legitimate law enforcement inquiry. In
"the case of a State government authority, such a court order shall not issue if prohibited by the law of
such State. A court issuing an order pursuant to this section, on a motion made promptly by the video
tape service provider, may quash or modify such order if the information or records requested are
unreasonably voluminous in nature or if compliance with such order otherwise would cause an
unreasonable burden on such provider.
(c) Civil Action—(1) Any person aggrieved by any act of a person in violation of this section may
bring a civil action in a United States district court.
(2) The court may award—
(A) actual damages but not less than liquidated damages in an amount of $2,500;
(B) punitive damages;
(C) reasonable attorneys’ fees and other litigation costs reasonably incurred; and
(D) such other preliminary and equitable relief as the court determines to be appropriate.

(3) No action may be brought under this subsection unless such action is begun within 2 years
from the date of the act complained of or the date of discovery.

(4) No liability shall result from lawful disclosure permitted by this section.

(d) Personally Identifiable Information.—Personally identifiable information obtained in any
manner other than as provided in this section shall not be received in evidence in any trial, hearing,
arbitration, or other proceeding in or before any court, grand jury, department, officer, agency,
regulatory body, legislative committee, or other authority of the United States, a State, or a political
subdivision of a State.

(¢) Destruction of Old Records.~-A person subject to this section shall destroy personally
identifiable information as soon as practicable, but no later than one year from the date the
information is no longer necessary for the purpose for which it was collected and there are no
pending requests or orders for access to such information under subsection (b)(2) or (¢)(2) or
pursuant to a court order.

(f) Preemptlon -The provisions of this section preempt only the provisions of State or local law
that require disclosure prohibited by this section.

(Added Pub. L. 100-618, §2(a)(2), Nov. 5, 1988, 102 Stat. 3195.)

REFERENCES IN TEXT

The Federal Rules of Criminal Procedure, referred to in subsec. (b)(2)(C), are set out in the Appendix to this
title.

PRIQR PROVISIONS
A prior section 2710 was renumbered section 2711 of this title.

§2711. Definitions for chapter

As used in this chapter—

(1) the terms defined in section 2510 of this title have, respectively, the definitions given such
terms in that section;

{2) the term “remote computing service” means the provision to the public of computer storage
or processing services by means of an electronic communications system;

(3) the term “court of competent jurisdiction” includes—

(A) any district court of the United States (including a magistrate judge of such a court) or
any United States court of appeals that——
(i) has jurisdiction over the offense being investigated;
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(i) is in or for a district in which the provider of a wire or electronic communication
~service is located or in which the w1re or electromc commumcataons, records or other ' o
information are stored; or © . EERT
(111) is acting on a request for forexgn assmtance pursuant to sectlon 3512 of thlS tltle or '

(B) a court of general criminal jurisdiction of a State authorized by the 1aw of that State to
issue search warrants; and :

(4) the term “governmental entity” means a department or agency of the United States or any
State or political subdivision thereof.

(Added Pub. L. 99-508, title I1, §201[(a)], Oct. 21, 1986, 100 Stat. 1868, §2710; renumbered §2711,
Pub. L. 100-618, §2(2)(1), Nov. 5, 1988, 102 Stat. 3195; amended Pub. L. 107-56, title 11, §220(a)
(2), Oct. 26, 2001, 115 Stat. 292; Pub. L. 109177, title I, §107(b)(2), Mar. 9, 2006, 120 Stat. 202;
Pub. I.. 11179, §2(2), Oct. 19, 2009, 123 Stat. 2086.)

AMENDMENTS
2009—-Par, (3). Pub. L, 111-79 substituted “includes—" and subpars. (A) and (B} for “has the meaning
assigned by section 3127, and includes any Federal court within that definition, without geographic limitation;
and”.
2006—Par, (4). Pub. L. 109-177 added par. (4).
2001—Par. (3). Pub. L. 107-56 added par. (3).
1988—Pub. I.. 100-618 renumbered section 2710 of this title as this section,

§2712. Civil actions against the United States

(a) In General —-Any person who is aggrieved by any willful violation of this chapter or of chapter
119 of this title or of sections 106(a), 305(a), or 405(a) of the Foreign Intelligence Surveillance Act
of 1978 (50 U.S.C. 1801 et seq.) may commence an action in United States District Court against the
United States to recover money damages. In any such action, if a person who is aggrieved
successfully establishes such a violation of this chapter or of chapter 119 of this title or of the above
specific provisions of title 50, the Court may assess as damages—

(1) actual damages, but not less than $10,000, whichever amount is greater; and
(2) litigation costs, reasonably incurred.

(b) Procedures.—(1) Any action against the United States under this section may be commenced
only after a claim is presented to the appropriate department or agency under the procedures of the
Federal Tort Claims Act, as set forth in title 28, United States Code.

(2) Any action against the United States under this section shall be forever barred unless it is
presented in writing to the appropriate Federal agency within 2 years after such claim accrues or
unless action is begun within 6 months after the date of mailing, by certified or registered mail, of
notice of final denial of the claim by the agency to which it was presented. The claim shall accrue on
the date upon which the claimant first has a reasonable opportunity to discover the violation.

(3) Any action under this section shall be tried to the court without a jury.

(4) Notwithstanding any other provision of law, the procedures set forth in section 106(f), 305(g),
or 405(f) of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C, 1801 et seq.) shall be the
exclusive means by which materials governed by those sections may be reviewed.

(5) An amount equal to any award against the United States under this section shall be reimbursed
by the department or agency concerned to the fund described in section 1304 of title 31, United
States Code, out of any appropriation, fund, or other account {excluding any part of such
appropriation, fund, or account that is available for the enforcement of any Federal law) that is
available for the operating expenses of the department or agency concerned.

(c) Administrative Discipline.—If a court or appropriate department or agency determines that the
United States or any of its departments or agencies has violated any provision of this chapter, and the
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- court or appropriate department or agency finds that the circumstances surrounding the violation
- raise serious questions about whether or not an officer or employee of the United States acted

. 'willfully or intentionally with respect to the violation, the department or agency shall, upon receipt of - - B

- ‘atrue and correct copy of the decision and findings of the court or appropriate department or agency
- promptly initiate a proceeding to determine whether disciplinary action against the officer or
employee is warranted. If the head of the department or agency involved determines that disciplinary
action is not warranted, he or she shall notify the Inspector General with jurisdiction over the
department or agency concerned and shall provide the Inspector General with the reasons for such
determination,

(d) Exclusive Remedy.—Any action against the United States under this subsection shall be the
exclusive remedy against the United States for any claims within the purview of this section.

(e) Stay of Proceedings.—(1) Upon the motion of the United States, the court shall stay any action
commenced under this section if the court determines that civil discovery will adversely affect the
ability of the Government to conduct a related investigation or the prosecution of a related criminal
case. Such a stay shall toll the limitations periods of paragraph (2) of subsection (b).

(2) In this subsection, the terms “related criminal case” and “related investigation” mean an actual
prosecution or investigation in progress at the time at which the request for the stay or any
subsequent motion to lift the stay is made. In determining whether an investigation or a criminal case
is related to an action commenced under this section, the court shall consider the degree of similarity
between the parties, witnesses, facts, and circumstances involved in the 2 proceedings, without
requiring that any one or more factors be identical.

(3) In requesting a stay under paragraph (1), the Government may, in appropriate cases, submit
evidence ex parte in order to avoid disclosing any matter that may adversely affect a related
investigation or a related criminal case. If the Government makes such an ex parte submission, the
plaintiff shall be given an opportunity to make a submission to the court, not ex parte, and the court
may, in its discretion, request further information from either party.

(Added Pub. L. 107-56, title 11, §223(c)(1), Oct. 26, 2001, 115 Stat. 294.)

REFERENCES IN TEXT

Sections 106, 305, and 405 of the Foreign Intelligence Surveillance Act of 1978, referred to in subsecs. (a)
and (b)(4), are classified to sections 1806, 1825, and 1845, respectively, of Title 50, War and National
Defense.

The Federal Tort Claims Act, referred to in subsec. (b)(1), is title IV of act Aug. 2, 1946, ch. 753, 60 Stat,
842, which was classified principally to chapter 20 (§§921, 922, 931--934, 941-946) of former Title 28,
Judicial Code and Judiciary. Title I'V of act Aug. 2, 1946, was substantially repealed and reenacted as sections
1346(b) and 2671 et seq. of Title 28, Judiciary and Judicial Procedure, by act June 25, 1948, ch. 646, 62 Stat.
992, the first section of which enacted Title 28. The Federal Tort Claims Act is also commonly used to refer to
chapter 171 of Title 28, Judiciary and Judicial Procedure. For complete classification of title I'V to the Code,
see Tables. For distribution of former sections of Title 28 into the revised Title 28, see Table at the beginning
of Title 28.
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" Purdon’s Pennsylvania Statutes and Consolidated Statutes
' ._ E Ti%Pa.C.S.A. Crimes and Offenses (Refs & Annos)
. "Part I1. Definition of Specific Offenses ;
Article G. Miscellaneous Offenses
* Chapter 76. Computer Offenses
Subchapter A. General Provisions

18 Pa.C.8.A. § 7601
§ 7601. Definitions

Effective: February 14, 2003
Currentness

The following words and phrases when used in this chapter shall have the meanings given to them in this section unless the
context clearly indicates otherwise:

“Access.” To intercept, instruct, communicate with, store data in, retrieve data from or otherwise make use of any resources
of a computer, computer system, cornputer network or database. '

“Computer.” An electronic, magnetic, optical, hydraulic, organic or other high-speed data processing device or systemn which
performs logic, arithmetic or memory functions and includes all input, output, processing, storage, software or communication
facilities which are connected or related to the device in a system or network.

“Computer data.” A representation of information, knowledge, facts, concepts or instructions which is being prepared or has
been prepared and is intended to be processed, is being processed or has been processed in a computer or computer network
and may be in any form, whether readable only by a computer or only by a human or by either, including, but not limited to,
computer printouts, magnetic storage media, punched card or stored internally in the memory of the computer.

“Computer network.” The interconnection of two or more computers through the usage of satellite, microwave, line or other

communication medium.

“Computer operation.” Arithmetic, logical, monritoring, storage or retrieval functions and any combination thereof, including,
but not limited to, communication with, storage of data to or reirieval of data from any device or human hand manipulation
of electronic or magnetic imputses. In reference to a particular computer, the term also includes any function for which that
computer was generally designed.

“Computer program.” An ordered set of instructions or statements and related data that, when automatically executed in actual
or modified form in a computer systern, causes il to perform specified functions.

“Computer sofiware,” A set of computer programs, procedures or associated documentatiion concerned with the operation of
a computer system.

“Computer system.” A set of related, connected or unconnected computer equipment, devices and software.

“Computer virus.” A computer program copied to, created on or installed to a computer, computer network, computer program,
computer software or computer system without the informed consent of the owner of the computer, computer network, computer
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: . program, computer software or computer system that may replicate itself al_l_d that causes or can _caﬁse__ﬁnauthp;i_zed activiies -~~~ B
within or by the computer, computer network, computer program, computer software or computer system. © .- BN

_ § 7601. Definitions, PA ST 18 Pa.C.S.A, § 7601

‘“Database.” A representation of information, knowledge, facts, concepts or instructions which are being prepared or processed

or have been prepared or processed in a formalized manner and are intended for use in a computer, computer system or computer
network, including, but not limited to, computer printouts, magnetic storage media, punched cards or data stored internally in
the memory of the computer. ' ' ' '

“Denial-of-service attack.” An explicit attempt to prevent legitimate users of a service from using that service, including, but
not limited to:

(1) flooding a network, thereby preventing legitimate network traffic;
(2) disrupting connections between two computers, thereby preventing access to a service;
(3) preventing a particular person from accessing a service; or

(4} disTupting service to a specific computer system or person.

“Deprive.” To withhold property of another permanently or for so extended a period as to appropriate a major portion of its
economic value, or with intent to restore only upon payment of reward or other compensation, or to dispose of the property so
as to make it uniikely that the owner will recover it.

“Economic value.” The market value of property or an instrument which creates, releases, discharges or otherwise affects a
valuable legal right, privilege or obligation at the time and place of the crime or, if such cannot be satisfactorily ascertained,
the cost of replacement of the property or instrument within a reasonable time after the crime.

“Electronic mail service provider.” A person who is an intermediary in sending or receiving electronic mail or who provides to
end- users of electronic mail services the ability to send or receive electronic mail.

“Electronic mail transmission information.” Information used to identify the origin or destination of a transmission or to aid
in its routing, including information recorded as part of electronic mail whether or not such information is displayed initially
to the user upon receipt of electronic mail, that purports to represent the information used to identify the origin or destination
of a transmission or to aid in its routing.

“Established business relationship.” A prior or existing relationship formed by a voluntary two-way communication inifiated by
a person ot entity and a recipient with or without an exchange of consideration, on the basis of an inquiry, application purchase
or transaction by the recipient regarding products or services offered by such persons or entity. In regard to an inquiry, the
person or entity shall obtain the consent of a recipient beyond the initial inquiry. An established business relationship does not
exist if the recipient requests to be removed from the distribution lists of an initiator.

“Fax.” The transmission of the facsimile of a document through a connection with a telephone or computer network.

“Financial instrument.” Includes, but is not limited to, any check, draft, warrant, money order, note, certificate of deposit, letter
of credit, bill of exchange, credit or debit card, transaction authorization mechanism, marketable security or any computer

system representation thereof.,
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- “Internet service provider.” A person who furnishes a service that enables users to access content, information, electronic mail
~or other services offered over the Internet.

“Person.” Any individual, corporation, partnership, association, organization or entity capable of holding a legal or beneficial
interest in property.

“Property.” Includes, but is not limited to, financial instruments, computer software and programs in either machine or human
readable form, and anything of value, tangible or intangible.

“Telecommunication device.” Any type of instrument, device, machine or equipment which is capable of transmifting,
acquiring, decrypting or receiving any telephonic, electronic, data, Internet access, audio, video, microwave or radio
transmissions, signals, communications or services, including the receipt, acquisition, transmission or decryption of all such
communications, fransmissions, signals or services over any cable television, telephone, satellite, microwave, radio or wireless
distribution systern or facility, or any part, accessory or component thereof, including any computer circuit, security module,
smart card, software, computer chip, electronic mechanism or other component, accessory or part which is capable of facilitating
the transmission, decryption, acquisition or reception of ali such communications transmissions, signals or services.

“Wireless advertisement.” The initiation of a telephone call or a message capable of providing text, graphic or image messages
by a commercial mobile service provider, unlicensed wireless services provider or common carrier wireless exchange access
service provider for the purpose of marketing goods or services. The term does not include a call or message 10 a person with
that person's prior express invitation or permission or to a person with whom the caller has an established business relationship.

“World Wide Web.” Includes, but is not limited to, a computer server-based file archive accessible over the Internet, using a
hypertext transfer protocol, file transfer protocol or other similar protocols.

Credits
2002, Dec. 16, P.L. 1953, No. 226, § 3, effective in 60 days.

Notes of Decisions (1}

18 Pa.C.S.A. § 7601, PA ST 18 Pa.C.8.A. § 760}
Current through Regular Session Act 2014-5

Lo of Document £ 2014 Thomson Reuters. No claim o originad U.S, Government Works.




§ 7602. Jurisdiction, PA ST 18 Pa.C.S.A. § 7602

Purdon’s Pennsylvania Statutes and Consolidated Statutes TR
‘Title 18 Pa.C.S.A. Crimes and Offenses (Refs & Annos) '
* Part 11, Definition of Specific Offenses '
Article G. Miscellaneous Offenses
Chapter 76. Computer Offenses
Subchapter A. General Provisions

18 Pa.C.5.A. § 7602
§ 7602. Jurisdiction

Effective: February 14, 2003
Currentness

An offense under this chapter may be deemed to have been committed either at the place where conduct constituting an element
of the offense occurred or at the place where the result which is an element of the offense occurred within this Commonwealth
in accordance with section 102 (relating to territorial applicability). It shall be no defense to a violation of this chapter that some
of the acts constituting the offense occurred outside of this Commonwealth.

Credits
2002, Dec. 16, P.L. 1953, No. 226, § 3, effective in 60 days.

18 Pa.C.S.A. § 7602, PA ST 18 Pa.C.5.A. § 7602
Current through Reguiar Session Act 2014-5

End of Docement £ 2014 Thomson Reuters. No claim ta onginal U.8. Government Works,




§ 7603. Restitution, PA ST 18 Pa.C.S.A, § 7603

) _'Purdon's Pennsylvania Statutes and Consolidated Statutes
"Title 18 Pa.C.S.A. Crimes and Offenses (Refs & Annos)
Part I1. Definition of Specific Offenses
Article G. Miscellaneous Offenses
Chapter 76. Computer Offenses
Subchapter A. General Provisions

18 Pa.C.S.A. § 7603
§ 7603. Restitution
Effective: February 14, 2003

Currentness

Upon conviction of an offense under section 7611 (relating to unlawful use of computer and other computer crimes), 7612
(relating to disruption of service) or 7616 (relating to distribution of computer virus), the sentence shall include an order for
resfitution to the victim for:

s (1) the cost of repairing or replacing the affected computer, computer system, computer network, computer software,
computer program, computer database, World Wide Web site or telecommunication device;

S (2) lost profits for the period that the computer, computer system, computer network, computer software, computer program,
computer database, World Wide Web site or telecommunication device is not usable; ot

(3) the cost of replacing or restoring the data lost or darnaged as a result of a violation of section 7611, 7612 or 7616,

Credits
2002, Dec. 16, P.L. 1953, No. 226, § 3, cffective in 60 days.

18 Pa.C.S.A. § 7603, PA ST 18 Pa.C.5,A, § 7603
Current through Regular Session Act 2(14-5

End of Document © 7014 Thomson Reuters. No claim to originat U.S. Governnment Works,

e d T : Ty e begame st In Pt
,_lu;'rJNe:n:j CUeA ey R N




§ 7604. Concurrent jurisdiction, PA ST 18 Pa.C.S.A. § 7604

. Purdon's Pennsylvania Statutes and Consolidated Statutes _
-~ Title 18 Pa.C.S.A. Crimes and Offenses (Refs & Annos) =~ .~
" Part IL Definition of Specific Offenses ~ = .
" " Article G. Miscellaneous Offenses =~
Chapter 76. Computer Offenses
Subchapter A. General Provisions

18 Pa.C.5.A, § 7604
§ 7604. Concurrent jurisdiction

> Effective: February 14, 2003
Currentness

The Attorney General shall have concwrrent prosecutorial jurisdiction with the county district attorney for violations of this
chapter. No person charged with a violation of this section by the Atiorney General shall have standing to challenge the authority
of the Attorney General to prosecute the case, and, if any such challenge is made, the challenge shall be dismissed and no relief
shall be available in the courts of this Commonwealth to the person making the chalienge.

Credits
2002, Dec. 16, P.L. 1953, No. 226, § 3, effective in 60 days.

18 Pa.C.S.A. § 7604, PA ST 18 Pa.C.8.A. § 7604
Current through Regular Session Act 2014-5

Fard of Docament £ 7014 Thomson Rewers. No clain 1o original U.S. Government Works.
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"§ 7605. Defense, PA ST 18 Pa.C.5.A. § 7605

o Purdon's Pennsylvania Statutes and Cc_)nsolidated Statutes
Title 18 Pa.C.8.A. Crimes and Offenses (Refs & Annos)
Part I1. Definition of Specific Offenses
Article G. Miscellaneous Offenses
Chapter 76. Computer Offenses
Subchapter A. General Provisions

18 Pa.C.S.A. § 7605
§ 7605. Defense

Effective; February 14, 2003
Currentness

1t is a defense to an action brought pursuant to Subchapter B (relating to hacking and similar offenses) that the actor:

“"% (1) was entitled by law or contract to engage in the conduct constituting the offense; or

,-3 (2) reasonably believed that he had the authorization or permission_of the owner, lessee, licensee, authorized holder,
authorized possessor or agent of the computer, computer neiwork, computer software, computer systemn, database or
telecommunication device or that the owner or authorized holder would have authorized or provided permission to engage
in the conduct constituting the offense. As used in this section, the term “zuthorization” includes express or implied consent,
including by trade usage, course of dealing, course of performance or commercial programming practices.

Credits
2002, Dec. 16, P.L. 1953, No. 226, § 3, effective in 60 days.

18 Pa.C.5.A. § 7605, PA ST 18 Pa.C.S.A. § 7605
Current through Regular Session Act 2014-5

End of Document © 2014 Thomson Reufers. No claim to origing! U.S. Government Works,
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§ 7606. Construction, PA ST 18 Pa.C.5.A. § 7606

‘Purden's Pe_n_nsyl_varjia Statutes and Consolidated Statutes
* " Title 18 Pa,C.S.A. Crimes and Offenses (Refs & Annos)
" Part 1L Definition of Specific Offenses
Article G. Miscellaneous Offenses
Chapter 76. Computer Offenses
Subchapter A. General Provisions

18 Pa.C.S.A. § 76006
§ 7606, Construction

Effective: February 14, 2003
Currentness

Nothing in Subchapter B (relating to hacking and similar offenses) shall be construed to interfere with or prohibit terms or
conditions in a contract or license related to a computer, computer network, computer sofiware, computer system, database
or telecommunication device or software or hardware designed to allow a computer, computer network, computer software,
computer system, database or telecommunications device to operate in the ordinary course of a lawful business or that is
designed to allow an owner or authorized holder of information to protect data information or rights in it.

Credits
2002, Dec. 16, P.L. 1953, No. 226, § 3, effective in 60 days.

18 Pa.C.5.A. § 7606, PA ST 18 Pa.C.5.A. § 76006
Current through Regular Session Act 2014-5

fand of Document £ 2014 Thomson Reuters. No claim to osiginal U.S. Government Works,
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7,7y § 7671, Unlawful use of computer and other computer crimes, PA ST 18 Pa.C.S.A. § 7611

‘Purdon's Pennsylvania Statutes and Consolidated Statutes
“Title 18 Pa.C.8.A. Crimes and Offenses (Refs & Annos)
* Part II. Definition of Specific Offenses
Article G. Miscellaneous Offenses
Chapter 76. Computer Offenses ‘
‘Subchapter B. Hacking and Similar Offenses (Refs & Annos)

18 Pa,C.5A §7611
§ 7611. Unlawful use of computer and other computer crimes
Effective: February 14, 2003

Currentness

(a) Offense defined.--A person commits the offense of unlawfuf use of a computer if he:

(1) accesses or exceeds authorization to access, alters, damages or destroys any computer, computer system, computer
network, computer software, computer program, computer database, World Wide Web site or telecommunication device
or any part thereof with the intent to interrupt the pormal functioning of a person or to devise or execute any scheme or artifice
to defraud or deceive or conirol property or services by means of false or fraudulent pretenses, representations or promises;

(2) intentionally and without authorization accesses or exceeds authorization to access, alters, interferes with the operation
of, damages or destroys any cemputer, computer system, corputer network, computer software, computer program,
computer database, World Wide Web site or telecommunication device or any part thereof; or

(3) intentionally or knowingly and without authorization gives or publishes a password, identifying code, personal
identification number or other confidential information about a computer, computer system, computer network, computer
database, World Wide Web site or telecommunication device.

(b) Grading.~An offense under this section shall constitute a felony of the third degree.

(c) Prosecution not prohibited.~Prosecution for an offense under this section shall not prohibit prosecution under any other
section of this title.

Credits
2002, Dec. 16, P.L. 1953, No. 226, § 3, effective in 60 days.

Editors' Notes
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+ = .§ 7611. Untawful use of computer and other computer crimes, PA ST 18 Pa.C.S.A. § 7611

- * Summary Pa. Jur. 2d Criminal Law §37:12, Cou.l_[.)__ut'ef-(_)ffenses. o =
- Summary Pa. Jur. 2d Criminal Law § 37:14, C_s:)mp_utg'r Offenses--Defenses.
Sur_hmary Pa. Jur. 2d Criminal Law § 27:124, Unlawful Use of a Computer.

Treatises and Practice Aids

14 West's Pennsylvania Practice § 1:653, Computer Offenses—Unlawful Use of a Computer.
14 West's Pennsylvania Practice § 1:662, Computer Offenses--Statutory Defense.

Relevant Notes of Decisions (11)
Viewall 11
Notes of Decisions listed below contain your search terms.

Computer

County inmate's use of prison telephone system to call people at numbers he had fraudulently caused to be placed on another
inmate's account and which he then accessed by using that inmate's personal telephone identification number, which was linked
by computer to other inmate's account, constituted unlawful use of a computer. Com. v. Delapaz, 796 A.2d 364, Super.2002.
Telecommunications & 1348

Voice mailbox (VMB) is a “computer” for purposes of statute criminalizing unlawful use of computer; VMB is created by
computer software, and messages are stored on computer disks. Com. v. Gerulis, 616 A.2d 686, 420 Pa,Super. 266, Super.1992,
appeal denied 633 A.2d 150, 535 Pa. 645. Telecommunications &= 1348

Sufficiency of evidence

Evidence was sufficient to support police officer's conviction for unlawful use of a computer; officer admitted that, despite
her awareness that computer system in patrol car was only to be used for official police business, she accessed the system
for purposes of typing a false threat message, and while 'she claimed that she never meant to send the threatening message,
the evidence adduced at trial indicated that the message could not have been sent accidentally. Com. v. McFadden, 850 A.2d
1290, Super.2004, Malicious Mischief &= 9

Evidence, that defendant deposited and retrieved information from hospital's and private telephone message company's voice
mailboxes (VMBs) without authority to do so, ousted authorized users from VMBs by altering passwords, and disrupted
normal use of VMBSs, supported conviction for unlawfut use of computer. Com. v. Gerulis, 616 A.2d 686, 420 Pa.Super. 266,
Super.1992, appeal denied 633 A.2d 150, 535 Pa. 645. Telecommunications $= 1351

Finding that defendant intended to disrupt normal functioning of organizations, as required to support conviction for anlawful
use of computer, was supported by evidence that, by changing access codes, defendant prevented authorized users from
accessing voice mailboxes (VMBs) she used to market unlawfuily obtained information. Com. v. Gerulis, 61 6 A.2d 686, 420
Pa.Super. 266, Super.1992, appeal denied 633 A.2d 150, 535 Pa. 645. Telecommunications &= 1351

Intent

Intent element of statute criminalizing unauthorized use of computer may be established by showing either that defendant
intended to interrupt normal functioning of an organization or that defendant intended to defraud or deceive; intent element is
disjunctive rather than conjunctive. Com. v. Gerulis, 616 A.2d 686, 420 Pa.Super. 266, Super.1992, appeal denied 633 A.2d
150, 535 Pa. 645. Telecommunications &= 1348
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' _§,“.7611. Uniawful use of computer and other computer crimes, PA ST 18 Pa.C.5.A. § 7611

- .Computer .ngtwur:_k S SRR
E\_f‘;dcnce was sufficient to establish that the'Int_en_let was a “c'dmpl_it_e_r network,” as element of offense of un_l_éWi_‘ul u_sé of a
computer, without need for expert testimony, given that Internet was understood by laypersons to be international network of
interconnected computers. Com. v. Murgallis, 753 A.2d 870, Super.2000. Telecommunications &= 1351

Defendant was not prejudiced in prosecution for unjawful use of a computer by information that referred to Internet as
“computer system,” rather than “computer network,” in that information provided adequate notice of the nature of the crime
and defendant did not maintain that he was surprised by reference, and thus, fact that information referred to Intemnet as
computer system was not relevant. Com. v. Murgallis, 753 A.2d 870, Super.2000. Criminal Law &= 1167(1)

Access

Evidence was sufficient to establish that use of e-mail was within statufory definition of “access” of a computer system,
as clement of offense of untawful use of a computer, as defendant’s use of e-mail to fraudulently sell and receive various
items of aquarinm equipment was use of resources of computer network. Com. v. Murgallis, 753 A.2d 870, Super.2000.
Telecommunications §=~ 1348 '

Theft offenses

Theft by deception convictions did not merge for sentencing purposes with the convictions of unlawful use of computer, in
that theft by deception was not lesser inciuded offense of unlawful use of computer, as that offense did not have as elernent
obtaining or withholding property of another as did theft by deception. Com. v. Murgallis, 753 A.2d 870, Super.2000. Sentencing
And Punishment &= 527

Schools

School board acted appropriately in expelling high school student for remainder of semester for violating school district's
computer use policy by decoding encrypted information and helping another student fo access extremely sensitive and private
school district information; appendix to policy indicated that suggested 10-day suspension for violations was only a guide and
that an individual case could warrant modification of listed penalties, student had previously committed serious violation of
policy, and his conduct was felonious under criminal statutes. M.T. v, Central York School Dist., 937 A.2d 538, Cmwith.2007,
appeal denied 951 A.2d 1168, 597 Pa. 723. Education §=~ 757

18Pa.CS.A. § 753 1, PA ST 18 Pa.C.S.A. § 7611
Current through Regular Session Act 2013-88, 91, 93 10 97, 99 10 103, except 20 Pa.C.8.A. § 7101 to End current through

2013-104

Land of Document £ 2014 Thomson Reulers. No claim to original U.S. Guvernment Waorks.
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§ 7612. Disruption of service, PA ST 18 Pa.C.S.A. § 7612

Purdon's Pennsylvania Statutes and Consolidated Statutes
" Title 18 Pa.C.S.A. Crimes and Offenses (Refs & Annos) -
Part 1. Definition of Specific Offenses . © . .o
" Artide G. Miscellaneous Offenses
Chapter 76. Computer Offenses
Subchapter B. Hacking and Similar Offenses (Refs & Annos)

18 Pa.C.5.A. § 7612
§ 7612. Disruption of service

Effective: February 14, 2003
Currentness

(r) Offense defined.--A person comimits an offense if he intentionaily or knowingly engages in & scheme or ariifice, including,
but not limited to, a denial of service attack upon any"bomputer, computer systeni, computer network, computer software,
computer program, computer sexver, computer database, World Wide Web site or telecommunication device or any part thereof
that is designed to block, impede or deny the access of information or initiation or completion of any sale or transaction by users
of that computer, computer system; computer network, computer software, computer program, computer server or database
or any part thereof.

(b) Grading.—An offense under this section shall constitute a felony of the third degree.

Credits
2002, Dec. 16, P.L. 1953, No. 226, § 3, effective in 60 days.

18 Pa.C.S.A. § 7612, PAST 18 Pa.C.S.A. § 7612
Current through Regular Session Act 2014-5

End of Document © 2014 Thomson Reuters. No claim w original U5, Governuent Works.
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* ’ §7643. Computer theft, PA ST 18 Pa.C.5.A. § 7613

- 'Purdon’s Pennsylvania Statutes and Consolidated Statutes
" Title 18 Pa.C.S.A. Crimes and Offenses (Refs & Annos)
Part I1. Definition of Specific Offenses
Article G. Miscellaneous Offenses
Chapter 76. Computer Offenses
Subchapter B. Hacking and Similar Offenses (Refs & Annos)

18 Pa.C.5.A. § 7613
§ 7613. Computer theft

Effective: February 14, 2003
Currentness

{a) Offense defined.—A person commits an offense if he unlawfully accesses or exceeds his authorization to access any data
from a computer, computer system or computer network or takes or copies any supporting documentation whether existing or
residing intemal or external to a computer, computer system or computer network of another with the intent to deprive him

thereof.

(b) Grading.~-An offense under this section shall constitute a felony of the third degree.

Credits
2002, Dec. 16, P.L. 1953, No. 226, § 3, effective in 60 days.

18 Pa.CS.A. § 7613, PAST 18 Pa.C.5.A, § 7613
Current through Regular Session Act 2014-5

End of Docament 3 2014 Thomson Reuters. No claim to original U8, Government Works.
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§ 7614. Unlawful duplication, PA ST 18 Pa.C.5.A. § 7614

- 'P_urdon_’s Pennsylvania Statutes and Consolidated Statutes
" Title 18 Pa.C.S.A. Crimes and Offenses {Refs & Annos)
Part I1. Definition of Specific Offenses
Article G. Miscellaneous Offenses
Chapter 76. Computer Offenses
Subchapter B. Hacking and Similar Offenses (Refs & Annos)

i8 Pa.C.S.A, § 7614
§ 7614. Unlawful duplication

Effective: February 14, 2003
Currentness

() Offense defined.~A person commits the offense of unlawful duplication if he makes or causes to be made an unauthorized
copy, in any form, including, but not limited to, any printed or electronic form of computer data, computer programs ot computer
software residing in, communicated by or produced by a computer or computer network.

(b) Grading.—An offense under subsection (a) shall be graded as follows:
(1) An offense under this section shall constitute a felony of the third degree.

(2) If the economic value of the duplicated material is greater than $2,500, the grading of the offense shall be one grade
higher than specified in paragraph (1).

Credits
2002, Dec. 16, P.L. 1953, No. 226, § 3, effective in 60 days.

18 Pa.C.S.A. § 7614, PA ST 18 Pa.C.5.A. § 7614
Current through Regular Session Act 2014-5

Lot of Docoment 0 2014 Thomson Reuters. Nu claim to original U.S. Government Works.
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¢+ § 7615. Computer trespass, PA ST 18 Pa,C.5.A. § 7615

- Purdon's Pennsylvania Statutes and Consolidated Statutes
~Title 18 Pa.C.8.A. Crimes and Offenses (Refs &Annos)
Part I1. Definition of Specific Offenses
Article G. Miscellaneous Offenses
Chapter 76. Computer Offenses
Subchapter B. Hacking and Similar Offenses (Refs & Annos)

18 Pa.C.5.A, § 7615
§ 7615. Computer trespass

Effective: February 14, 2003
Currentness

(a) Offense defined.—A person commits the offense of computer trespass if he knowingly and without authority or in excess
of given authority uses a computer or computer network with the intent to:

(1) temporarily or permanently remove computer data, computer programs or computer sofiware from a computer or
computer network;

(2) cause a computer to maifunction, regardless of the amount of time the malfunction persists;
(3) alter or erase any computer data, computer programs or computer software;
(4) effect the creation or alteration of a financial instrument or of an electronic transfer of funds; or
(5) cause physical injury to the property of another.

(b Grading.—An offense under this section shall constitute a felony of the third degree.

Credits
2002, Dec. 16, P.L. 1953, No. 226, § 3, effective in 60 days.

18 Pa.C.S.A. § 76135, PA ST 18 Pa.C.S.A. § 7615
Current through Regular Session Act 2014-5

End of Bocument © 2014 Thomson Reuters. No claim to ariginat U8, Goverament Works.,
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: § 7616. Distribution of computer virus, PA ST 18 Pa.C.S.A. § 7616

. 'Purdon's Pennsylvania Statutes and Consolidated Statutes . .~
- -'Title 18 Pa.C.S.A. Crimes and Offenses (Refs & Annos) .
Part II. Definition of Specific Offenses
Article G. Miscellaneous Offenses
Chapter 76. Computer Offenses
Subchapter B. Hacking and Similar Offenses (Refs & Annos)

18 Pa.C.S.A, § 7616
§ 7616, Distribution of computer virus
Effective: February 14, 2003

Currentness

() Offense defined.—A person commits an offense if the person intentionally or knowingly sells, gives or otherwise distributes
or possesses with the intent to sell, give or distribute computer software or a computer program that is designed or has the
capability to:

(1) prevent, impede, control, delay or disrupt the normal operation or use of a computer, computer program, computer
software, computer system, computer network, computer database, World Wide Web site or telecommunication device; or

(2) degrade, disable, damage or destroy the performance of a coinputer, computer program, computer software, computer
system, computer network, computer database, World Wide Web site or telecommunication device or any combination
thereof.

{b) Grading.~An offense under this section shall constitute a felony of the third degree.

Credits
2002, Dec. 16, P.L. 1953, No, 226, § 3, effective in 60 days.

18 Pa.C.S.A. § 7616, PAST 18 Pa.C.S.A. § 7616
Current through Regular Session Act 2014-5

End of Decument £ 2014 Thomson Reuters, No claim Lo original U.S. Government Works.

VlestavdNexd LS00 T




§ FOOT. UNIAWTUI EFANSMIISSI0NT OT §I@CUrOrnIC mamn, A

P ma.

. Purdon's Pennsylvania Statutes and Consolidated Statutes
" Title 18 Pa.C.S.A. Crimes and Offenses (Refs & Annos] '
Part II. Definition of Specxflc Offenses
- Article G. Miscellaneous Offenses
Chapter 76. Computer Offenses
Subchapter E. Electronic Mail

18 Pa.C.S.A. § 7661
§ 7661. Unlawful transmission of electronic mail

Effective; February 14, 2003
Currentiness

(a) Offense defimed.—~A person commits the offense of unlawful transmission of electronic mail if he:

(1) Uses a computer or computer network without authority and with the intent to falsify or forge electronic mail transmission
information or other routine information in any manner in connection with the trapsmission of unsolicited electronic maii
through or into the computer network of an electronic mail service provider, Internet service provider or its subscribers.

(2) Sells, gives or otherwise distributes or possesses with the intent to sell, give or distribute computer software which:

(i) is primarily designed or produced for the purpose of facilitating or enabling the faisification of electronic mail
transmission information or other routing information;

(if) has only limited commerciaily significant purpose or use other than to facilitate or to enable the falsification of
electronic mail transmission information or other routing information; or

(iii) is marketed by that person or another person acting in concert with that person with that person's knowledge for the
use in facilitating or enabling the falsification of electronic mail transmission information or other routing information.

(b} Grading.—

(1) Except as provided in paragraphs (2) and (3), unlawful transmission of electronic mail is a misdemeanor of the third
degree punishabie by a fine of not more than $2,500.

(2) If there is damage to the property of another valued at $2,500 or more caused by that person's reckless disregard for the
consequences of his act in violation of this section, unlawful transmission of electronic mail is a misdemeanor of the first
degree punishable by a fine of not more than $10,000.




§ 7661 Unanful transm;ss:on of electromc mall PA ST 18 Pa C S A § 7661

(3) If there i is damage to the property of another vaiued at $2 500 or more caused by that person 5 malzcious act in v:olatlon

of this section, unlawful transmlssmn of elecn'omc mmi is a felony of the thlrd degree pumshable by a ﬁne of not more -

than $15,000.
(¢) Rights preserved.~Nothing in this section shall be construed to:

(1) Establish any liability by reason of terms or conditions adopted by or technical measures implemented by an electronic
mail service provider or Internet service provider doing business in this Commonwealth to prevent the transmission of
unsolicited electronic mail in viclation of this section.

(2) Interfere with or prohibit tenms or conditions in a contract or license related to computers, computer data, computer
networks, computer operations, computer programs, computer services or computer software.

(d) Definitions.—As used in this section, the term “electronic mail” shall include facsimiles and wireless advertisements in
addition to other electronic mail.

Credits
2002, Dec. 16, P.L. 1953, No. 226, § 3, effective in 60 days.

18 Pa.C.8.A. § 7661, PA ST 18 Pa.C.5.A, § 7661
Current through Regular Session Act 2014-5

o of Document £ 2014 Thomson Reuters. No claim to oviginal U.S. Government Works.
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