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I P H O N E  6  A N D  6  P L U S
A P P L E  R E D E F I N E S  T H E  S M A R T P H O N E



W H AT  D I D  A P P L E  A N N O U N C E ?

• New models of the iPhone (Available Friday September 19, 2014) 

• iPhone 6 - 4.7" Screen 

• iPhone 6 Plus - 5.5" Screen 

• Both are considered flagship devices 

• Available in 16 GB, 64 GB or 128 GB Storage Options 

• Apple Pay 

• Use NFC For Payments 

• Will launch in retailers in October 2014 

• Apple Watch 

• Available Early 2015 

• 2 Different Sizes, each available in 3 different watch lines



C O M PA R I N G  T H E  N E W  I P H O N E  6



A N D  T H E  I N T R O D U C T I O N  O F  A  P H A B L E T  -  I P H O N E  6  P L U S



W H O  N E E D S  A  W A L L E T,  I  H AV E  A N  I P H O N E !



O N E  M O R E  T H I N G !



F R E E  U 2  A L B U M  F O R  A L L



O H  Y E A H . . .  A P P L E  A L S O  H A S  A  W AT C H





D O N T  F O R G E T  S A M S U N G



And for the rest of us - iOS 8 - Released 9-17-2014

• Available now for the following devices: 

• iPhones: 4s, 5, 5c, and 5s 

• iPads: iPad 2, iPad with Retina, iPad Mini, iPad Mini 
with Retina, iPad Air 

• Free update 

• Requires about 6 GB of free space of Over the Air 
update



I O S  8  N E W  F E AT U R E S
• Developer Extensions (PDF Converter is example, allows a webpage to be converted to a PDF 

using the share menu) 

• Widgets (Evernote is an example, start new note from the notification center) 

• Notification Actions (Developers can allow responses to notifications, for example inline text 
message response) 

• Customizable Keyboards (Replace standard keyboard with 3rd part keyboard, can use swipe 
gestures for input) 

• Messages Enhancements (Leave group messages, mute messages, quickly send voice or 
picture messages) 

• iCloud Drive (Centralized file directory system that stores files in the cloud and can be 
accessed by all enabled apps) 

• Family Sharing (Link up to 6 iTunes accounts together and share purchases, calendars, and 
photos) 

• TouchID Authentication in 3rd Party Apps (Any developer can now use TouchID as password)



T I M E  T O  U P G R A D E ?

• No!  

• If you do not need new feature, wait for first bug release (usually 
about 2 weeks after initial update) 

• If you do update, backup first!  

• Use iTunes for Backup (in case restore needed) 

• Be careful updating to iCloud Drive (if you will still be using non-
updated devices) 

• Use iTunes to update device. If you update over the air on device, 
you need as 6 GB of free space on your device



S E C U R I N G  
Y O U R  M O B I L E  
D E V I C E

N O W  T H E  F U N



W H Y  I S  M O B I L E  S E C U R I T Y  I M P O R TA N T ?

• We are ethically required to be competent in our use of 
relevant technology (Rule 1.1 of Delaware Rules of 
Professional Conduct);  

• We must take reasonable efforts to prevent unauthorized 
disclosure of information relating to representation of client 
(Rule 1.6); and 

• If we are responsible for managing non-lawyers inside or 
outside of our firm, we must make reasonable efforts to 
ensure that nonlawyers take actions to prevent disclosure of 
confidential client information (Rule 5.3).



C U R R E N T  I S S U E S

• iCloud Drive - Celebrity Pictures 

• Danger of the Cloud (using the cloud competently to protect client data?) 

• Home Depot & Target Credit Card Breach 

• Danger of 3rd Party Vendors having access to your network (rule 5.3 
violation if client data accessed because of vendors security procedures) 

• GMail Account Information Leaked 

• Danger of not changing passwords frequently (competence of securing 
information) 

• What if it was confidential client data?



W H AT  H A S  A P P L E  D O N E  A F T E R  I C L O U D  
L E A K ?

• Email notification when iCloud account is accessed 
from a new device; iCloud password is changed, or 
iCloud backup is restored to a device 

• Apple 2 Factor Authentication now works with iCloud 

• Each App that accesses iCloud directly, will be 
required to have a separate password 



W H AT  S H O U L D  Y O U  D O ?  ( B E S T  
P R A C T I C E S )

• Choose a secure device 

• Not all devices are updated when security breaches 
occur, purchase popular flagship models for best chance 
of updates 

• Consider Google Nexus devices or latest models of 
iPhones 

• Apply updates 

• If security risk is identified, determine if you can disable it!



Make Device Difficult to Access for Others!

• Password Protect (Use strong password) 

• Don't use common passwords (1234, password, etc.) 

• Don't share device with others (never give password 
to others) 

• Change password frequently 

• Don't use password in front of others!



K N O W  W H AT  I S  O N  Y O U R  D E V I C E !

• If you store client data, see if app supports a second 
password. 

• Don't stay logged into apps if you don't have to (cloud 
services, VPNs, remote desktop, bank apps) 

• Don't keep data on your phone or tablet that isn't needed! 

• You need to know what information an unauthorized user 
would have access to if they were able to access your 
device or backup



Use Remote Wipe and Remote Track



U S E  S E R V I C E  T O  L O C K D O W N  D E V I C E

• For iPhone: 

• Enable Find My iPhone/iPad 

• For Android: 

• Use Android Device Manager



F U T U R E  -  T E C H

W H A T ' S  T O  C O M E



D O  PA S S W O R D S  M A K E  S E N S E ?

• Password Replacements 

• Biometrics 

• Trusted Locations 

• Wearables as Authentication



O T H E R  R E S O U R C E S

• For continuing updates see the following blogs: 

• Delaware Supreme Court Commission on Law and Technology: http://courts.delaware.gov/declt/ 

• Mobile Technology for the Law Office: http://mobile4law.com/ 

• iPLUG Delaware: http://iplugdelaware.com/ 

• Contact Us! 

• Steven Butler  

• Email: steve@ssalaw.us 

• Website: http://delawaredisability.com/attorneys/steven-butler/ 

• Brian Legum 

• Email: blegum@kcrlaw.com 

• Website: http://kimmelcarter.com/attorneys/brian-s-legum.php
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