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Analysis

Managing the General Counsel/Compliance Officer Relationship

By Michael W. Peregrine and Joshua T. Buchman, McDermott Will & Emery, Chicago, IL

Creating—and preserving—an effective working
relationship between the General Counsel (GC)
and the Chief Compliance Officer (CCO) should be
a key leadership priority for hospitals and health
systems. This is particularly the case given the new anti-
fraud compliance challenges arising in a post-healthcare
reform environment. While no applicable “best practices”
exist, the federal government has provided enough guid-

ance to inform leadership decisions on designing appropriate
relationships. The ultimate goal is a conflict-free management
structure that facilitates the board’s ability to exercise over-
sight of the organization’s legal/compliance profile. The failure
to achieve such a structure may compromise the credibility of
the compliance program and, potentially, result in increased
organizational risk.

Given recent developments, objective structuring issues for
organizational leadership include, but are not limited to, (a)
whether the GC/CCO positions should be separated and held
by different persons, or combined and held by the same person;
(b) the specific job description for each position, noting the
areas of appropriate overlap and avoiding “gaps” in coverage;
(c) relevant reporting relationships to corporate officers and to
the board; (d) preservation of the attorney-client privilege; (e)
the impact of the Rules of Professional Responsibility; and (f)
communication and coordination between the two positions.

Equally important are the more subjective structuring
issues that may arise given the different “skill sets” required
for the positions and the different roles they are expected to
perform. These include intangible factors such as the inter-
personal relationship between the General Counsel and the
Compliance Officer—which should include both mutual
personal respect, and respect for each other’s specific areas of
responsibility. A cohesive GC/CCO relationship is a hallmark
of the most effective health system compliance programs.

Leadership’s attention to these issues is made more
important by emerging regulatory focus on the compliance
implications of quality of care deficiencies, and govern-
ment’s application of “responsible corporate officer” theories.
How should the General Counsel and Compliance Officer
respond to such concerns? Ultimately, it should be part of the
governing board’s Caremark' responsibilities to assure that the
GC/CCO relationship is properly structured and managed.

Topics for leadership consideration, and possible
approaches, include the following:
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Core Duties

Any examination of the GC/CCO relationship should begin
with a basic understanding of core duties and responsibilities
attributed to the respective positions—and how they interface
in connection with corporate compliance. Lack of clarity can
be a recipe for disfunction.

The General Counsel: At its most basic level, the term “General
Counsel” refers to the lawyer who has general supervisory
responsibility for the legal affairs of the corporation.? In this
role, the General Counsel provides legal advice to corporate
officers, board members, and other organizational constitu-
ents.’> The scope of this advice often includes internal topics
such as corporate governance, and external topics such as
corporate transactions, litigation/dispute resolution, and
regulatory compliance.* The American Bar Association (ABA)
believes the General Counsel should have primary responsi-
bility [emphasis supplied] for assuring the implementation of
an effective legal compliance system under the board’s over-
sight.” The General Counsel’s ethical responsibility is to the
corporation, and not to constituents (e.g., officers, directors,
other agents) with whom he/she may communicate in connec-
tion with representing the corporation.f

Since the Sarbanes-Oxley era, the General Counsel also has
been regarded as the “guardian of the corporate reputation,”
with an important role in promoting the appropriate “tone
at the top”/corporate culture of integrity that is so critical to
supporting rigorous legal compliance.” The General Counsel
also is expected to share with its internal constituents the
perspective of a counselor, providing advice based not solely
on the “letter of the law” but also on ethical concerns and how
particular corporate actions may be interpreted by third parties
(e.g., public, media, regulators).® Implicit in this “guardian” role
is the expectation that the General Counsel is well-positioned
to “push back” on executive leadership in the context of contro-
versial legal issues.” The General Counsel also is expected to
serve as a “bridge” to the board on legal risk matters.”

Compliance Officer: The role of Compliance Officer is some-
what unique within a corporate organization. The Compli-
ance Officer is perceived as a neutral finder of fact, expected
to perform duties that transcend the practice of law, with
specific responsibility for uncovering legal or ethical miscon-
duct within the organization." Consistent with the provisions
of the Federal Sentencing Guidelines, the term “Compliance



Officer” generally refers to the corporate officer assigned
overall responsibility for the organization’s compliance
program.'” The GC and CCO typically have complimentary
skills. For example, Compliance Officers historically have
been recognized for their technical expertise in revenue cycle
issues, coding, billing and reimbursement, internal controls,
marketing, and responding to governmental inquiries. The
primary responsibilities of the hospital Compliance Officer
were first formally described in the Department of Health and
Human Services (HHS) Office of Inspector General’s (OIG’s)
1998 “Compliance Program Guidance for Hospitals.””* Addi-
tional refinement is contained in the 2004 OIG/AHLA publica-
tion, An Integrated Approach to Corporate Compliance:™

(1) developing and implementing policies, procedures, and
practices; (2) overseeing and monitoring the implementa-
tion of the program; (3) updating and revising the program,
as appropriate; (4) developing, coordinating, and partici-
pating in a multi-faceted training and education program;
(5) coordinating internal audits; (6) reviewing, responding
to, and investigating reports of non-compliance; (7) serv-
ing as a resource across the organization on substantive
compliance questions and issues; and (8) reporting directly
to the Board of Directors, CEO, and president on compli-
ance matters. In that process, the Chief Compliance Officer
is expected to have a broad knowledge of the organization
and operational matters and an awareness of applicable
laws and regulations. Similarly, few individuals in the
organization have the breadth of interaction with individu-
als at all levels of the organization: board, management,
employees, and third parties, including federal and state
government representatives.

More recent emphasis has been placed on the CCO’s role as
an “ombudsman,” monitoring the organization’s legal and
ethical response to compliance issues as they arise.”” At many
organizations, this will include responsibility for applying the
relevant Code of Conduct in addition to specific provisions of
the compliance plan.

Differences and Overlap

Given these core duties, it is critical for organizational leader-
ship to appreciate that the roles of GC and CCO differ in many
instances, yet overlap in others. Only with this understanding
can leadership effectively oversee the legal and compliance
functions.

The generally accepted distinction perceives the General
Counsel as the “legal defender” of the company, with respon-
sibility for avoiding or limiting legal risks. The Chief Compli-
ance Officer, on the other hand, is perceived as responsible
not only for preventing misconduct, but also for identifying
any legal or ethical misconduct that may have occurred.’® The
government views the Compliance Officer and the General

Any examination of the GC/

CCO relationship should begin
with a basic understanding of
core duties and responsibilities
attributed to the respective
positions—and how they interface
in connection with corporate
compliance.

Counsel as serving the organization in fundamentally different
ways. “[TThe lawyers tell you whether you can do something,
and compliance tells you whether you should. We think upper
management should hear both arguments.”” While not every
General Counsel may agree with these perspectives, they
represent to many observers the prevailing view."® Yet, they
can be a source of intra-organizational tension if not properly
managed by the board.

Indeed, the post-Sarbanes “corporate responsibility”
environment has led to a substantial refinement of the roles
and expectations of the General Counsel, particularly as
they relate to matters of governance, ethics, compliance, and
professional responsibility. Similarly, the increased anti-fraud
enforcement environment in healthcare has significantly
enhanced the importance and scope of responsibilities of the
Compliance Officer. All of these developments have contrib-
uted significantly to the effectiveness of corporate compliance
programs. They also have increased the potential for confu-
sion and overlap between the roles of the GC and the CCO.
This is particularly the case with respect to responsibility for
responding to government investigations and for matters of
organizational ethics, culture, and integrity; both officers have
legitimate claims to responsibility for these tasks. Ultimately,
it is the responsibility of the governing board to resolve the
potential for confusion or tension. This can be achieved in
part by (1) clarifying respective roles and job descriptions; (2)
establishing consistent reporting relationships for the CCO
and GC; and (3) implementing appropriate protocols by which
the CCO and GC can communicate and coordinate in a legally
appropriate manner, without doing harm to the independence
of their respective positions.

Separate Positions

Historically, many valid reasons have been advanced in
support of combining the GC/CCO positions. These include
the perception of substantial overlap between the responsibili-
ties of the two positions; the desire to preserve the attorney/

healthlawyers.org 35



Analysis

client privilege for all legal and compliance matters; and
economic efficiencies associated with limiting executive head-
count. However, the government’s preference has long been
that the positions of Chief Compliance Officer and General
Counsel be kept separate and staffed by different persons:

The OIG believes that there is some risk to establishing

an independent compliance function if that function is
subordinalte] to the hospital’s [G]eneral [C]ounsel, or
comptroller or similar hospital financial officer. Freestand-
ing compliance functions help to ensure independent and
objective legal reviews and financial analyses of the institu-
tion’s compliance efforts and activities. By separating the
compliance function from the key management positions
of [G]eneral [Clounsel or chief hospital financial officer
(where the size and structure of the hospital make this a
feasible option), a system of checks and balances is estab-
lished to more effectively achieve the goals of the compli-
ance program."

The OIG’s position is reminiscent of Senator Charles Grass-
ley’s (R-IA) famous observation about the conflicts of interest
he perceived as inherent when the Compliance Officer and
General Counsel positions are held by the same person:

Apparently, neither [name of company] nor [its General
Counsel] saw any conflict of interest in her wearing two
hats . . . General Counsel and Compliance Officer. As Gen-
eral Counsel . .. [she] zealously defended [the company]
against claims of ethical and legal non-compliance.. . .
while as Chief Compliance Officer, she supposedly ensured
compliance by [the company’s] officers, directors and em-
ployees. It doesn’t take a pig farmer from Iowa to smell the
stench of conflict in that arrangement.?

This “position separation” perspective also is reflected in a
series of recent HHS OIG Corporate Integrity Agreements
with large health sector companies.” In these and similar
matters, the company under review separated its General
Counsel and Compliance Officer positions in response to
government emphasis on removing the potential for conflict of
interest from the compliance process.

Note also that in its proposed Medicare accountable care
organization (ACO) regulations, the Centers for Medicare
and Medicaid Services (CMS) requires that the ACO’s Chief
Compliance Officer be a person other than its legal counsel.
This presages the position CMS may take when it promul-
gates provider compliance plan “core elements” as required by
Section 6401 of the Patient Protection and Affordable Care Act.
A related issue arises in the multi-hospital health system
context. The typical “parent/subsidiary” corporate structure
locates key system executives (e.g., the GC and the CCO) as
employees of the “parent” or “holding company” so they can
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better serve the needs of the entire system. Yet, the govern-
ment historically has encouraged a dual level of compliance
management, i.e., “coordination with each hospital owned [or
controlled] by the corporation or foundation through the. ..
headquarter’s [sic] compliance officer, communicating with
parallel positions in each facility, or regional officer, as appro-
priate.”?

Presumably, the job responsibilities of the “system” and
“operating level” Compliance Officers are structured in a
complimentary manner, to enhance reporting and reduce
the potential for administrative inefficiency and overlap. Yet,
an open issue is whether the position of “operating level”
Compliance Officer may be combined with that of the General
Counsel or other legal officer serving that affiliate entity. The
government has not, to our knowledge, formally addressed
the issue. It would seem that the equities of the “economies”/
reduced headcount argument might be persuasive at this level
... why require separation of the GC/CCO positions at the
operating level when adequate separation and related controls
are in place at the “headquarters company” level? This would
particularly be the case if the operating company GC/CCO was
required to report to both the parent company GC and CCO.

The government also has been sensitive to situations
(e.g., smaller, rural, or financially distressed hospitals) where
economic realities require the CCO responsibilities to be
assumed by an officer with other significant responsibilities.”
It is also aware that some hospitals use economic and efficiency
issues as the basis for combining the CCO and GC positions.?*

Organizations that maintain a combined GC/CCO position
should have a thoughtful board-level discussion of the related
compliance and governance issues. Is the practice illegal?

No. Is it a compliance risk? Maybe—it could create a negative
presumption by regulators, although “work-arounds” may
mitigate some concerns. Does it make sense to change? Yes—
absent financial considerations, “position separation” is clearly
the more accepted practice in the current environment.

Reporting Relationships

Where the GC/CCO positions are held by separate individuals,
a critical compliance management concern is the creation of
appropriate access, and vertical reporting relationships, to
both executive management and to the board.

HHS OIG’s Compliance Guidelines emphasize the
importance of providing the CCO with direct access to the
governing body, the President/Chief Executive Officer (CEO),
all senior management, and legal counsel.® Consistent with
that view, the government’s long-held position is that the
Compliance Officer’s reporting relationship to the board
should be unrestricted and without “buffer.”* The expecta-
tion is that the board should receive unfiltered advice from
the Compliance Officer, without interference or interpretation
by superior officers. The government has repeatedly expressed
concern with the General Counsel serving as the Compli-



ance Officer’s “direct report™; (e.g., the ability to review or edit
reports prepared by (or otherwise influence) the Compliance
Officer).”” Hence, an arrangement whereby the Compliance
Officer reports to the General Counsel would likely be consid-
ered problematic by the government. Given such a regulatory
“red flag” status, a “Compliance Officer-to-General Counsel”
reporting relationship is likely to present an unfavorable
perception of compliance plan effectiveness.

Here, the government’s view is consistent with the 2010
amendments to the Sentencing Guidelines that similarly
call for the board to assure a “direct reporting relationship”
between the Compliance Officer and the board.?® The Guide-
lines define this as providing the Compliance Officer the
“express authority to communicate personally to the governing
authority promptly” on compliance issues including but not
limited to the ability to report at least annually on the state of
the compliance program.”

This dual executive management/board reporting relation-
ship is consistent with established “best practices” and profes-
sional responsibility rules for the General Counsel.*® It may
thus be appropriate to model the CCO’s executive management
reporting relationship in a manner consistent with established
best practices for the General Counsel. That approach is based
on the premise that the proper reporting relationship should be
consistent with the officer’s senior status within the corporation.
Accordingly, best practice for the General Counsel is a manage-
ment reporting relationship to one of the highest ranking
company executives, either the CEO or the officer carrying
out the day-to-day duties of a CEO. This could be the Chief
Operating Officer, as long as the General Counsel has ready
and unrestricted access to the CEO and the legal department
is perceived as operating at an appropriately senior level within
organizational hierarchy. These best practices recommend
against the General Counsel reporting to the Chief Financial
Officer due to their overlapping roles with respect to business
and transactional matters, financial reporting, and disclosure.

Following such an approach, it is plausible for both the
General Counsel and the Chief Compliance Officer to report to
the same member of the senior leadership team while main-
taining parallel reporting relationships to the governing board
or a committee thereof (e.g., audit or compliance).

A related component to the reporting relationship concern
is establishing a “peer” relationship between the GC and CCO,
both formally and informally. Thus, assuming the positions
are separated, an important compliance management issue is
the appropriate positioning of the General Counsel and the
Compliance Officer within the executive hierarchy. Commen-
tary, best practices, regulations, and the Federal Sentencing
Guidelines are consistent on this point with respect to both
the General Counsel and the Chief Compliance Officer. To
be effective, both the GC and the CCO must be perceived as
senior, influential, and respected officers of the corporation

Given these core duties, it

is critical for organizational
leadership to appreciate that

the roles of GC and CCO differ in
many instances, yet overlap

in others.

and members of its management team.” It is not necessary that
both officers hold the same title (e.g., Vice President/Senior
Vice President), as it is conceivable that differences in educa-
tion, training, scope of responsibilities, and length of service
may provide a legitimate basis for a distinction between the
assigned titles. Such differences do not create unrestricted
license, however. A material gap between the designated title
for either position and the operational/financial sophistica-
tion of the organization may call into question the depth of
the organization’s commitment to an effective system of legal/
compliance controls.

Communication Protocol

The government’s prejudice against a Compliance Officer-to-
General Counsel reporting relationship creates a significant
barrier to the organization’s ability to effectively coordinate
its legal and compliance functions.* It is thus incumbent on
corporate leadership (with specific input from the GC and
CCO) to develop a communication protocol that supports
board oversight of legal and compliance matters while
respecting the government’s concerns about transparency
and conflict of interest.

No guidance of consequence has been provided by the
government on this issue. Hospitals and health systems are
thus “left to their own devices” to develop an appropriate coor-
dination protocol. Experience suggests, however, that any such
protocol should acknowledge two key government concerns:

(1) That Compliance Officers be completely independent; free
to perform their duties in the interest of promoting compli-
ant behavior (as opposed to avoiding legal liability, which
the government perceives as the General Counsel’s primary
concern); and

(2) That not every action by the Compliance Officer be cloaked
in the attorney/client privilege—a potential threat to
transparency that the government believes is exacerbated
by having one person perform both functions, or where the
Compliance Officer reports to the General Counsel.
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The government’s prejudice
against a Compliance Officer-
to-General Counsel reporting
relationship creates a significant
barrier to the organization’s
ability to effectively coordinate its
legal and compliance functions.

Accordingly, key elements of the communication protocol
should include the following topics:

»» Coordination of activities as necessary (including regular
meetings) to advise the board on the corporation’s legal and
compliance profiles;

»> Coordination (as appropriate) of respective presentations
of the GC and CCO to the board and key committees to
assure consistency and to avoid duplicate presentations;

»> No restrictions on the CCO’s ability to interact with gov-
ernment regulators;

»> Authorization of the CCO to engage outside counsel with
the understanding that the GC is to be involved (subject
to conflict) with the scope and activities of such outside
counsel and shall be provided with copies of all related
legal advice;

»> Coordination between the GC and CCO of all internal
reviews and investigations commenced in response to regu-
latory or ethical concerns; and

»» Shared GC/CCO responsibility for proposing and imple-
menting revisions to the organization’s compliance plan.

Appropriate assertion of the attorney/client privilege should be
a key aspect of the communication protocol. The focus should
not be on asserting a “blanket” privilege over all compliance
matters. Rather, the CCO and GC should carefully document
those communications they intend to come within the scope

of the privilege (i.e., communication between client and lawyer
for the purpose of seeking or giving legal advice). Some of these
communications will be easy to identify, e.g., communication
about litigation or responding to a government investigation.
Other such communication will fall into a “grey area.” Commu-
nication for which it may be more difficult to assert the privilege
include those between the CCO and the GC about matters that
do not relate to an identified legal exposure (e.g., about the
general state of the compliance program, or updates thereto).
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Action ltems

Management of the GC/CCO relationship is an important
component of the board’s Caremark compliance plan over-
sight obligations. As such, it is a topic worthy of at least annual
review by the board or its dedicated compliance committee.
Specific steps that could be taken in this regard include:

»> Where the GC/CCO positions are held by the same posi-
tion, reviewing the prudence of this practice in view of
recent developments and regulatory pronouncements.

)> Where the positions are separated:
» Clarify the job description for the two positions.

» Establish appropriate executive, and “buffer-free”
board, reporting relationships.

» Assure appropriate “peer-level” hierarchal status.

» Create an effective horizontal communications
protocol. @
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I FEATURE 1 I

A lawyer’s dilemma: the impact of

up-the-ladder reporting under Sarbanes-Oxley

By Kevin Keogh, White & Case, New York

junior in-house lawyer at a

Peruvian subsidiary of a large

Japanese trading company listed
on a stock exchange in the United States
discovers that financial information regard-
ing the Lima operations has not been prop-
erly disclosed in the company’s draft
annual report. Confident the error was an
oversight rather than a deliberate intent to
mislead, the lawyer drafts a short memo to
his supervisor, pointing out the mistake.
Because the supervisor is out of the office
advising on company-related matters, the
lawyer emails a copy of the memo to his
supervisor, as well as leaving a voice mail
for her on both her cell phone and landline.
Several hours pass and he still has not
heard back from his boss. The lawyer
grows nervous; the final version of the
annual report is to be presented to the
board in Tokyo in two days. In addition, the
board meeting is slated just before the start
of Golden Week in Japan, when businesses
across the country shut down and offices
are empty. When the lawyer’s supervisor
finally calls just before the close of busi-
ness day in Lima, she thanks the lawyer for
his diligence in catching the error and tells
him that she will take care of it. By now it
is six am in Tokyo, just one day before the
board is supposed to meet.

When the final annual report is pub-
lished, the lawyer sees it still contains the
wrong information. Did his supervisor fail to
inform the general counsel in Tokyo? Does
he confront his supervisor and risk their rela-
tionship? Is he even sure that the error he
noted truly is a failure to disclose and possi-
bly a violation of securities laws, and if so,
whose laws? Peru? Japan? The US?

Answers to the questions posed by this
scenario may have been made a little
murkier since the US Congress adopted the
Sarbanes-Oxley Act last year. In-house
attorneys may now find themselves faced
with new requirements under section 307
of the Act, which establishes minimum

6  In-House Briefing Asia-Pacific

standards of professional conduct for attor-
neys who appear and practice before the
US Securities and Exchange Commission
(SEC) in the representation of an issuer.
In-house attorneys have always needed to
earn the confidence and trust of their col-
leagues and superiors. They also, however,
must act prudently to advise those col-

has withdrawn for ethical reasons within
two business days, but this part of the pro-
posal has not yet become effective.

These requirements stop short of the
originally proposed and highly contentious
‘noisy withdrawal’ provision, which would
have required that the resigning attorney pro-
vide the SEC with a report that he or she had

leagues and superiors if IEEEEEGEGGGNGGNGNGNGGEGEGN rcsigned for professional rea-

they are, unintentionally or
not, violating laws or open-
ing the company to liability.
Maintaining this balance
has always been a delicate
dance, but under section
307,
those representing non-US

lawyers, including
issuers, may now need to
incorporate a few more
steps into their tango.
Although the SEC has
not yet made a final deter-
mination regarding public
reporting of these matters,
the rules that have been

adopted under section 307

mandate the following two requirements for

any attorney who appears and/or practises
before the SEC in the representation of an
issuer:

» that any attorney who possesses evi-
dence that a material violation of secu-
rities law, or a material breach of
fiduciary duties of officers or directors,
has occurred must report that evidence
‘up-the-ladder’ in the company until
proper action has been taken to address
the violation; and

» that if any attorney believes that up-the-
ladder reporting has not resulted in an
appropriate response, he or she either
must cease all activities related to the
breach in question, or resign from rep-
resentation, and inform the company of
his or her reason for doing so.

The SEC has proposed that the company

must then inform the SEC that the attorney

After reporting
evidence of a
material violation,
the attorney is
required to
determine whether
he or she has
received an
‘appropriate
response’ from
the issuer within
a reasonable
period of time

sons under section 307 of the
Act. But they still raise tough
questions about client-attor-
ney privilege, which has long
been viewed as fundamental
for client communications by
the legal community both in
and outside the United States.

Moreover, terms such as
‘awareness of evidence of a
material violation’ and
‘appearing and practising
before the SEC’ initially had
been so broadly defined by
the SEC that many lawyers
were concerned they would
find themselves questioning
nearly every document they reviewed or
worked on.

Despite these very real concerns, how-
ever, compliance with SEC rules under
Sarbanes-Oxley can be achieved success-
fully if one understands exactly how the
new rules fit in with current laws in the
attorney’s home country or the home
country of the issuer, and possesses a thor-
ough understanding of the section 307
provisions.

Participation
of non-US attorneys
One of the biggest sources of concern
regarding section 307 was the SEC’s deci-
sion to extend the requirements to include
non-US lawyers. As of December 31 2001,
more than 1,334 companies from 59 coun-
tries outside the United States filed reports
with the SEC wunder the Securities




Exchange Act. Local lawyers in these coun-
tries are subject to a wide variety of profes-
sional regulatory regimes, some of which

are quite different from the

one in the United States.

property attorney were to advise on what
the potential impact those patents might
have on the overall value of the company
for an annual report filed
with the SEC, and gave that

These . - i
Moreover, many of those . advice without consulting
local lawyers have little or requirements with US securities counsel,
no knowledge of US securi- stop short of the she then would be subject to
ties law and are rarely originally all the requirements under
licensed to practice in the proposed section 307, even though

US. That’s why most non-
Us
house and local

issuers and their in-
outside
lawyers usually rely on US
counsel as to the interpreta-
tion and application of US
securities law matters. And
while the SEC may have the
the United
States to preempt domestic

authority in

state law, it cannot preempt
conflicting foreign profes-
sional
lawyers.
As a result, the final
rules exclude ‘non-appear-

requirements  for

ing foreign attorneys’ from
the requirements. These are
defined as any attorney
admitted to practice law in a jurisdiction
outside the United States:

‘Who conducts activities that would
constitute appearing and practising before
the SEC only incidentally to, and in the
ordinary course of, the practice of law in a
Jurisdiction outside the United States, or is
appearing and practising before the SEC
only in consultation with counsel, other
than a non-appearing foreign attorney,
admitted or licensed to practice in a state
or other US jurisdiction.’

One hypothetical example is an IP attorney
at a Hong Kong manufacturing company
who regularly writes and reviews contracts
relating to patents. The Hong Kong com-
pany is listed on the New York Stock
Exchange, but this particular attorney is
only responsible for writing and reviewing
contracts relating to patents granted in
China. As such, she rarely advises on secu-
rities law and never in conjunction with the
United States. Therefore, she is exempted
by the SEC as a non-appearing foreign
attorney. However, if that same intellectual

and highly
contentious ‘noisy
withdrawal’
provision, which
would have
required that the
resigning attorney
provide the SEC
with a report that
he or she had
resigned for
professional
reasons under
section 307 of
the Act

I occurring, or is about to

she reports to the vice pres-
ident of research and devel-
opment rather than to the
general counsel.

Up-the-ladder
reporting
The up-the-ladder reporting
system applies only in situa-
tions where an attorney who

gives advice about US secu-
rities law matters becomes
aware of credible evidence
that a material violation of
law or duty by an issuer, or
by any officer, director,
employee or agent of the
occurred, is

issuer, has

occur. An attorney who becomes aware of

material violation that has yet to occur,
and to remedy or otherwise appropri-
ately address any material violation that
has already occurred and to minimise
the likelihood of its recurrence; or
* that the issuer, with the consent of its
board of directors, the audit committee
of the issuer’s board of directors,
another committee of the issuer’s board
of directors, or a qualified legal compli-
ance committee (more on this to follow)
has retained or directed an attorney to
review the reported evidence of a mate-
rial violation.
However, if the attorney does not believe
that the CLO or CEO has provided an
appropriate response within a reasonable
timeframe, he or she is then required to
explain his or her reasons to the CLO and
CEO and report the evidence of a material
violation to the issuer’s board of directors or
a committee of the board of directors. An
attorney who believes that a report to the
CLO or CEO would be futile may bypass
the CLO and CEO and instead report
directly to the board or board committee.
The final rules also contain provisions
permitting, but not requiring, a securities
attorney to reveal to the SEC, without the
issuer’s consent, confidential information

such evidence is required to GGG rclated to the representation

report the evidence to the Instead of to the extent that the attor-
issuer’s Chief Legal Officer, reporting to the ney reasonably believes it
or to its CLO and its Chief CLO and necessary to:

Executive Officer.
After reporting evidence
of a material violation, the

ultimately the
board in the up-

* prevent the issuer from
committing a material vio-
lation that is likely to cause

attorney is required to deter- the-ladder substantial injury to the
mine whether he or she has reporting financial interest or prop-
received an ‘appropriate mechanism erty of the issuer or
response’ from the issuer investors;

within a reasonable period of
time. The final rules define
an appropriate response as a
response
regarding reported evidence

to an attorney

of a material violation which

demonstrates:

* that no material violation
has occurred, is ongoing,
or is about to occur;

described above,
the final rules
provide an
alternative
reporting
mechanism to a
special committee
of the board of
directors

* prevent the issuer, in an
SEC investigation  or
administrative proceeding,
from suborning perjury,
committing  perjury, or
committing an act that is
likely to perpetrate a fraud
upon the SEC; or

» rectify the consequences
of a material violation by the

« that the issuer has, as NN sucr that caused, or may

necessary, adopted appropriate remedial
measures, including appropriate steps
or sanctions to stop any material viola-
tions that are ongoing, to prevent any

cause, substantial injury to the financial
interest or property of the issuer or
investors for which the attorney’s serv-
ices were used.
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The Qualified Legal
Compliance Committee

Instead of reporting to the CLO and ulti-
mately the board in the up-the-ladder
reporting mechanism described above, the
final rules provide an alternative reporting
mechanism to a special committee of the

board of directors. The issuer can form a
Qualified Legal Compliance Committee
(QLCC) responsible to ensure compliance
with applicable US federal or state securi-
ties law, federal and state imposed fiduci-
ary duties, and similar violations of any
United States federal or state law.

The QLCC must consist of at least one
member of the issuer’s audit committee
and two or more independent members of
the board of directors. It also must estab-
lish written procedures for the confidential
receipt, retention, and consideration of any
report of evidence of material violation.
The accompanying charts illustrate how the

QLCC reporting mechanism works.

Subordinate and
supervisory attorney’s
reporting obligations

Under the final rules, the reporting obliga-
tions of attorneys vary according to their

position as either subordinate or supervi-
sory attorney. An attorney supervising or
directing another attorney who is appearing

of a material violation to a supervisory
attorney. The final rules permit, but do not
require, a subordinate attorney to report
evidence of a material violation up-the-lad-
der when he or she reasonably believes that
the supervisory attorney to whom he or she
reported evidence of a material violation

and practising before the
SEC in the representation of
an issuer is a supervisory
attorney. This includes, for
example, the company’s
CLO or a partner in a law
firm. Any attorney appear-
ing and practising before
the SEC in the representa-
tion of an issuer on a matter
under the supervision or
direction of another attor-
ney is considered a subordi-
nate.

After receiving a report
of a material violation from
a subordinate attorney, a

supervisory attorney is
required to follow the
reporting requirements

I
In this age of
global business,
it is vital that the
SEC doesn’t
overstep its reach,
incorporating
requirements that
may conflict with
other countries’
laws or that
discourage
foreign issuers
from listing stock
on the various US
exchanges
I

has failed to comply with
the imposed reporting obli-
gations.

Returning to the scenario
regarding the junior Peruvian
attorney employed by the
Tokyo trading company, as a
subordinate attorney he ful-
filled his legal obligations
under Sarbanes-Oxley when
he informed his supervisor of
improper disclosure in the
draft annual report. Even
though the attorney never
confirmed that his supervisor
did report the error to the
CLO or CEO, he ‘reasonably
believes’ that to be the case
since his supervisor told him

she would do so. Thus,

imposed by the final rules. A subordinate
attorney is able to discharge his or her
reporting obligations by reporting evidence
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despite the many questions the situation may
have raised for the junior attorney, he is not
required to take any further action. This clar-

ification between supervisory and subordi-
nate attorneys should reduce the risk of fric-
tion between boss and employee when it
comes to reporting potential violations.

The final rules have also eliminated the
documentation requirements contained in
the original proposal with respect to a
supervisory attorney who decides that evi-
dence reported to him or her by a subordi-
nate attorney is not evidence of a material
violation and thus does not need to be
reported ‘up the ladder’.

Outside reporting obligations
Reporting violations internally is clearly the
first step in helping to reduce or eliminate
potential wrongdoing. But because in rare,
though nonetheless very real, situations
board members or other internal governing
entities either ignore or even endorse illegal
activity, the SEC sought to protect investors
by including the so-called ‘noisy withdrawal’

provision, which goes beyond the require-
ments of the Sarbanes-Oxley Act.

Noisy withdrawal
debated, though not well understood. It
would only be required in the rare situation
where an attorney reported evidence of a
material violation and did not receive an
appropriate response, or had not received an

has been hotly



appropriate response within a reasonable
time, and in either case, the attorney reason-
ably believed that a material violation was
ongoing, or about to occur, and was likely to
result in substantial injury to the financial
interest or property of the issuer or
investors. While the procedure differs
slightly  depending on
whether or not the attorney is
outside counsel or in-house

requirement that there be substantial evi-
dence means that the standard for trigger-
ing the mechanism is higher than what was
proposed for noisy withdrawal.

Under the alternative proposal, an out-
side attorney retained by the issuer would
be required to withdraw from representa-

I tion of the issuer and notify
That proposal

the issuer, in writing, that
the withdrawal was based

. ner . .
staff, the attorney essentially generated on professional considera-
would have been required to numerous tions.

notify the SEC within one objections An attorney employed

business day that a document
filed with or submitted to the
SEC may be misleading or
provide false information. If
the attorney was retained by
the issuer, he or she also
would have been obligated to
resign or withdraw as outside
counsel and inform both the
company and the SEC of the
reasons for that resignation.
That proposal generated
numerous objections
because it is incompatible with deeply-
rooted notions of attorney-client privilege,
both within the United States and in other
That is why the SEC pro-

posed an alternative mechanism where an

jurisdictions.

attorney would, depending on whether he
is outside or in-house counsel, either resign
or cease participation in activities, but not
have to report evidence of a material viola-
tion to outside authorities. This mecha-
nism would only be triggered when the
attorney reported evidence of a material
violation and did not receive an appropriate
response, or had not received an appropri-
ate response within a reasonable time, and
in either case, the attorney reasonably con-
cluded that there was substantial evidence
that a material violation was ongoing, or
about to occur, and was likely to result in
substantial injury to the financial interest
or property of the issuer or investors. The

because it is
incompatible with
deeply-rooted
notions of
attorney-client
privilege, both
within the United
States and in
other
jurisdictions
I rcquired to resign.

by the issuer would be
required to cease any partic-
ipation or assistance in any
matter concerning the viola-
tion and notify the issuer, in
writing, that she believes
that the issuer has not pro-
vided an  appropriate
response in a reasonable
time to her report of evi-
dence of a material viola-
tion, but would not be

After receiving notice, an issuer would
be required by the alternative proposal to
report it and the related circumstances
within two business days using SEC forms
8-K, 20-F or 40-F. This could prove prob-
lematic for some companies, especially in
Asia. Returning to our opening scenario, for
example, if it turned out that the CEO did
knowingly provide false information in the
annual report, and up-the-ladder reporting
did not yield the necessary response, the
start of Golden Week in Japan would make
it nearly impossible to file the appropriate
form with the SEC in the requisite two days.
And even under normal workday schedules,
the international dateline as well as the 12-
hour time zone difference would make it
extremely difficult to comply in the required
timeframe.
alternative

Because the proposal

requires that the issuer, rather than the

attorney, notify the SEC of an attorney’s
withdrawal from representation (or cessa-
tion of work in the case of an in-house
attorney), it raises fewer attorney-client
privilege issues than noisy withdrawal. It
also attempts to limit the application of
such provisions to only those situations
where the SEC views some form of report-
ing outside the issuer as absolutely neces-
sary to protect shareholders and investors.
But the provision still goes beyond the spe-
cific mandate of the Act, wherein Congress
only requires that the SEC promulgate a
rule requiring reporting within issuers, and
it still represents a significant departure
from existing attorney-client confidential-
ity practice in the United States.

Good intentions
Congress enacted the Sarbanes-Oxley Act
with the best of intentions: to protect
investors and employees in the event that
board members acted
unscrupulously. However, as with all laws

executives or

enacted in response to particular crisis,
there is always the danger of over-regula-
tion and unintended consequences. In this
age of global business, it is vital that the
SEC doesn’t overstep its reach, incorporat-
ing requirements that may conflict with
other countries’ laws or that discourage
foreign issuers from listing stock on the
various US exchanges. Hopefully, con-
cerns raised by international law firms and
others experienced with global securities
issues during the SEC’s open comment
period have helped address many of the
challenges posed under section 307 of the
Sarbanes-Oxley Act and will contribute to
making compliance less onerous. ¥
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