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Relevant Websites: 


1.
Facebook.com: A social networking website with more than 500 million users.  Users maintain and update their own personal profile, can add people as friends, and send those friends messages.  

2.
MySpace.com: A social networking website similar to Facebook but with fewer users.


3.
YouTube.com: A video-sharing website on which users can upload, share, and view videos.  Most of the content on YouTube is uploaded by individuals.


4.
Twitter.com: A website offering social networking and microblogging services.  This microblogging service allows users to send and read other users’ messages called “tweets.”  Tweets are text-based posts of up to 140 characters displayed on the user’s profile page. 


5.
WayBackMachine.org: A digital time capsule created by the Internet Archive non-profit organization.  This service allows users to see archived versions of web pages.


6.
Wikipedia.com: A free, web-based, collaborative encyclopedia.  Wikipedia’s articles can be edited by anyone with access to the site. 

Five Hurdles to Admitting Internet Evidence: 

1. Hurdle #1: Is the evidence relevant?
  FRE 401; Fl. Stat. § 90.401-.402

a.  Does the evidence have "any tendency" to prove or disprove a consequential fact in the litigation?
 

2. Hurdle #2: Is the evidence authentic?
 FRE 901(a)-(b);  Fl. Stat. § 90.901- .902

a. FLORIDA RULE: proper way to authenticate is to present evidence “sufficient to support a finding that the matter in question is what its proponent believes.”

b. FEDERAL RULE 901
i. Federal Rule 901(a) deals with the requirement to authenticate evidence, but it is silent regarding how to do so, whereas, Federal Rule 901(b) provides illustrations of how authentication may be satisfied.
  

ii. Federal Rule 901(a) General provision.

1. “The requirement of authentication or identification as a condition precedent to admissibility is satisfied by evidence sufficient to support a finding that the matter in question is what its proponent claims.”

iii. Federal Rule 901(b) Illustrations

By way of illustration, and not by way of limitation, the following are examples of authentication or identification conforming with the requirements of this rule:

(1) Testimony of witness with knowledge. Testimony that a matter is what it is claimed to be.

(2) Nonexpert opinion on handwriting. Nonexpert opinion as to the genuineness of handwriting, based upon familiarity not acquired for purposes of the litigation.

(3) Comparison by trier or expert witness. Comparison by the trier of fact or by expert witnesses with specimens which have been authenticated.

(4) Distinctive characteristics and the like. Appearance, contents, substance, internal patterns, or other distinctive characteristics, taken in conjunction with circumstances.

(5) Voice identification. Identification of a voice, whether heard firsthand or through mechanical or electronic transmission or recording, by opinion based upon hearing the voice at any time under circumstances connecting it with the alleged speaker.

(6) Telephone conversations. Telephone conversations, by evidence that a call was made to the number assigned at the time by the telephone company to a particular person or business, if (A) in the case of a person, circumstances, including self-identification, show the person answering to be the one called, or (B) in the case of a business, the call was made to a place of business and the conversation related to business reasonably transacted over the telephone.

(7) Public records or reports. Evidence that a writing authorized by law to be recorded or filed and in fact recorded or filed in a public office, or a purported public record, report, statement, or data compilation, in any form, is from the public office where items of this nature are kept.

(8) Ancient documents or data compilation. Evidence that a document or data compilation, in any form, (A) is in such condition as to create no suspicion concerning its authenticity, (B) was in a place where it, if authentic, would likely be, and (C) has been in existence 20 years or more at the time it is offered.

(9) Process or system. Evidence describing a process or system used to produce a result and showing that the process or system produces an accurate result.

(10) Methods provided by statute or rule. Any method of authentication or identification provided by Act of Congress or by other rules prescribed by the Supreme Court pursuant to statutory authority.

iv. Frequent ways to authenticate internet evidence:

1. INTERNET WEBSITE POSTINGS

a. “The authentication rules most likely to apply, singly or in combination, are: 
1. 901(b)(1) (witness with personal knowledge) 

a. St. Luke's Cataract and Laser Institute, P.A. v. Sanderson,

HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=0000999&FindType=Y&SerialNum=2009159996"
 2006 WL 1320242 at *3-4 (M.D. Fla. 2006) (“To authenticate printouts from a website, the party proffering the evidence must produce ‘some statement or affidavit from someone with knowledge [of the website] ... for example [a] web master or someone else with personal knowledge would be sufficient.’”)
;

b. Wady v. Provident Life and Accident Ins. Co. of America,

HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=4637&FindType=Y&SerialNum=2002306703"
 216 F. Supp. 2d 1060 (C.D. Cal. 2002) (sustaining objection to affidavit of plaintiff's witness attempting to authenticate documents taken from the defendant's website because the affiant lacked personal knowledge of who maintained the website or authored the documents).

2. 901(b)(3) (expert testimony) 

3. 901(b)(4) (distinctive characteristics),

a. Perfect 10, Inc. v. Cybernet Ventures, Inc.,

HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=4637&FindType=Y&ReferencePositionType=S&SerialNum=2002262441&ReferencePosition=1153"
 213 F. Supp. 2d 1146, 1153-54 (C.D. Cal. 2002) (admitting website postings as evidence due to circumstantial indicia of authenticity, including dates and presence of identifying web addresses).

b. United States v. Jackson,

HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=506&FindType=Y&ReferencePositionType=S&SerialNum=2000090731&ReferencePosition=638"
 208 F.3d 633, 638 (7th Cir. 2000) (excluding evidence of website postings because proponent failed to show that sponsoring organization actually posted the statements, as opposed to a third party).

4. 901(b)(7) (public records), 

a. United States v. Meienberg, 263 F.3d 177 (10th Cir. 2001) (rejecting the defendant's challenge to the admissibility of a law enforcement agency's computerized records).

i. “The court noted that any question regarding the accuracy of the records went to weight rather than admissibility”

5. 901(b)(9) (system or process capable of producing a reliable result),

a. Indianapolis Minority Contractors Ass'n, Inc. v. Wiley,

HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=0000999&FindType=Y&SerialNum=2002075733" 1998 WL 1988826, at *7 (S.D. Ind. 1998) (as a condition precedent to admissibility of computer records, the proponent must establish that the process or system used produces an accurate result). 

6. 902(5) (official publications).”

2. TEXT MESSAGES AND CHAT ROOM CONTENT

a. “Based on the foregoing cases, the rules most likely to be used to authenticate chat room and text messages, alone or in combination, appear to be: 
1. 901(b)(1) (witness with personal knowledge) and 

2. 901(b)(4) (circumstantial evidence of distinctive characteristics)” 

a. In re F.P., 

HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=162&FindType=Y&ReferencePositionType=S&SerialNum=2006801800&ReferencePosition=94"878 A.2d at 94 (Pa. Super. 2005) (noting that authentication could be accomplished by direct evidence, circumstantial evidence, or both, but ultimately holding that transcripts of instant messaging conversation circumstantially were authenticated based on presence of defendant's screen name, use of defendant's first name, and content of threatening message, which other witnesses had corroborated)
;.

b. United States v. Tank, 200 F.3d at 629-31 (9th Cir. 2000) (finding sufficient circumstantial facts to authenticate chat room conversations, despite the fact that certain portions of the text of the messages in which the defendant had participated had been deleted.)

c. FEDERAL RULE 902

i. Self-Authentication: In addition to the illustrations in Rule 901(b), Rule 902 identifies twelve ways by which documents, including electronic ones, may be authenticated without extrinsic evidence. 

1. All twelve of the illustration in Rule 902 could be applicable to computerized records, yet three of them have been recognized by the courts to authenticate electronic evidence
: 

a. 902(5) (official publications); 

a. Equal Employment Opportunity Commission v. E.I. DuPont de Nemours and Co., 2004 WL 2347556 (E.D. La. 2004) (admitting into evidence printouts of postings on the website of the United States Census Bureau as self-authenticating under Rule 902(5))
.

b. 902(7) (trade inscriptions); and, 

c. 902(11) (certified domestic records of regularly conducted activity).

a. Usually analyze the authenticity issue under Rule 902(11) together with the business record hearsay exception.

b. Rambus, Inc. v. Infineon Technologies, 348 F.Supp.2d 698 (E.D. Vir. 2004) (E-mail that qualifies as business record may be self-authenticating under 902(11))

3. Hurdle #3: Is the evidence excluded by the hearsay rule? Fl. Stat. § 90.801-.805; FRE 801-807

a. Five questions to answer when looking to see if something is hearsay: 

1. “Does the evidence constitute a statement, as defined by Rule 801(a);

a. US v. Safavian,

HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=4637&FindType=Y&ReferencePositionType=S&SerialNum=2009214669&ReferencePosition=44" 435 F.Supp.2d at 44 (D. D.C. 2006) (holding that portions of e-mail communications that make imperative statements instructing defendant what to do, or asking questions are nonassertive verbal conduct that does not fit within the definition of hearsay.)

b. Telewizja Polska USA,

HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=0000999&FindType=Y&SerialNum=2005372867" 2004 WL 2367740 (N.D. Ill. 2004) (finding that images and text posted on website offered to show what the website looked like on a particular day were not “statements” and therefore fell outside the reach of the hearsay rule)
;

c. Perfect 10,

HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=4637&FindType=Y&ReferencePositionType=S&SerialNum=2002262441&ReferencePosition=1155" 213 F.Supp.2d at 1155 (finding that images and text taken from website of defendant not hearsay, “to the extent these images and text are being introduced to show the images and text found on the websites, they are not statements at all-and thus fall outside the ambit of the hearsay rule.”)

2. [W]as the statement made by a “declarant,” as defined by Rule 801(b);

3. [I]s the statement being offered to prove the truth of its contents, as provided by Rule 801(c);

a. U.S. Siddiqui,

HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=506&FindType=Y&ReferencePositionType=S&SerialNum=2000648725&ReferencePosition=1323" 235 F.3d at 1323 (11th Cir. 2000) (e-mail between defendant and co-worker not hearsay because not offered to prove truth of substantive content, but instead to show that a relationship existed between defendant and co-worker, and that it was customary for them to communicate by e-mail)

b. Telewizja Polska USA,

HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=999&FindType=Y&SerialNum=2005372867" 2004 WL 2367740; Perfect 10,

HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=4637&FindType=Y&ReferencePositionType=S&SerialNum=2002262441&ReferencePosition=1155" 213 F.Supp.2d at 1155 (exhibits of defendant's website on a particular date were not “statements” for purposes of hearsay rule because they were offered to show trademark and copyright infringement, therefore they were relevant for a purpose other than their literal truth).

4. [I]s the statement excluded from the definition of hearsay by rule 801(d);
a. Telewizja Polska USA,

HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=0000999&FindType=Y&SerialNum=2005372867" 2004 WL 2367740 (N.D. Ill. 2004) (holding exhibits showing defendant's website as it appeared on a certain day were admissible as admissions against defendant)
;

b. Perfect 10,

HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=4637&FindType=Y&ReferencePositionType=S&SerialNum=2002262441&ReferencePosition=1155" 213 F. Supp. 2d at 1155 (admitting e-mail sent by employees of defendant against the defendant as admissions under 801(d)(2)(D))
.

5.  [I]f the statement is hearsay, is it covered by one of the exceptions identified at Rules 803, 804 or 807.”

b. If the evidence is subject to one of the following exceptions found in the Federal rules, the evidence will not be excluded:

i. (1)-Present sense impressions (description of events unfolding as they are recorded such as typing a phone log while on the phone call)

1. United States v. Ferber,

HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=345&FindType=Y&SerialNum=1997077146" 966 F. Supp. 90 (D. Mass.1997) (holding that e-mail from employee to boss about substance of telephone call with defendant in mail/wire fraud case did qualify as a present sense expression under Rule 803(1), but did not qualify as an excited utterance under Rule 803(2), despite the language at the end of the e-mail “my mind is mush.”)
;

ii. (2)-Excited utterance 

iii. (3)-Illustrating existing state of mind

iv. (4)-Medical diagnosis/treatment

v. (5)-Past recollection recorded

vi. (6)-Business records

1. United States v. Kassimu,

HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=0000999&FindType=Y&SerialNum=2009525209" 2006 WL 1880335 (5th Cir. 2006) (Establishing the foundation for a computer generated business record did not require the maker of the record, or even a custodian, but only a witness qualified to explain the record keeping system of organization)

2. United States v. Fujii,

HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=506&FindType=Y&SerialNum=2002527549" 301 F.3d 535 (7th Cir. 2002) (holding that computerized check-in and reservation records were admissible as business records on a showing that the data reflected in the printouts was kept in the ordinary course of the business)
;

vii. (7)- Absence of entry in records kept in accordance with the provisions of paragraph (6).

viii. (8)- Public records

ix. (9)- Vital statistic records

x. (10)- Absence of public record or entry
xi. (11)-Religious organization records

xii. (12)-Certificates of marriage/baptism or related events.

xiii. (13)-Family records, historical

xiv. (14)-Records reflecting an interest in property (like a Deed)

xv. (15)-Statements in documents affecting an interest in property
xvi. (16)- Ancient documents

xvii. (17) Market reports, commercial publications.

xviii. (18)Learned treatises (only with expert testimony accompanied).

xix. (19) Reputation concerning personal or family history
xx. (20) Reputation concerning boundaries or general history
xxi. (21) Reputation as to character
xxii. (22) Judgment of previous conviction.

xxiii. (23) Judgment as to personal, family or general history, or boundaries.  

xxiv. (24) Federal Rule 807 – The Residual Exception: A statement not specifically covered by Rule 803 or 804 but having equivalent guarantees of trustworthiness, is not excluded by the hearsay rule, if the court determines that (A) the statement is offered as evidence of a material fact; (B) the statement is more probative on the point for which it is offered than any other evidence which the proponent can procure through reasonable efforts; and (C) the general purposes of these rules and the interests of justice will best be served by admission of the statement into evidence.

4. Hurdle #4: Is the evidence an "original writing"? Fl. Stat. § 90.952-.957; FRE 1001-1008
"Original writing" includes copies unless the copy or it's original's accuracy is challenged.

a. Is the content of the evidence disputed? If so, is the evidence in the form of "best evidence" available? If disputed and not best evidence, inadmissible Note: objections to best evidence not stated in trial are waived on appeal.

b. Is the original available, even if in hands of the opponent? Yes - inadmissible unless opponent fails to produce original in discovery, secondary evidence may be required
c. Is secondary evidence available such as the author's testimony, prior drafts, witnesses that read the original? No - may be inadmissible under objection
5. Hurdle #5: Does the evidence create unfair prejudice? Fl. Stat. § 90.403; FRE 403

a. “Balance its probative value against the potential for unfair prejudice, or other harm, under Rule 403 of the Federal Rules of Evidence.”

i. Does the evidence induce a decision based on purely emotional grounds? 

ii. Does the evidence confuse any issues of fact in the litigation? 

iii. Is the evidence misleading or appears misleading?

iv. Is the evidence of little exculpatory value (cumulative, repetitive) or a waste of time?

6. JUDICIAL NOTICE – Rules that may be helpful for having internet evidence judicially noticed.
a. FEDERAL RULE 201(b) – Judicial Notice of Adjudicative Facts
i. 201(b) A judicially noticed fact must be one not subject to reasonable dispute in that it is either (1) generally known within the territorial jurisdiction of the trial court or (2) capable of accurate and ready determination by resort to sources whose accuracy cannot be reasonable questioned. 

b. FLORIDA STATUTE § 90.202 – Matters which may be Judicially Noticed
i. § 90.202(11): Facts that are not subject to dispute because they are generally known within the territorial jurisdiction of the court.

ii. § 90.202(12) Facts that are not subject to dispute because they are capable of accurate and ready determination by resort to sources whose accuracy cannot be questioned. 
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